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data associated with the customer (40) and a remote communication device (RCD) (30) of the customer (40), and security
identifier data associating the customer (40) account with the identification data. The system (20) also includes communication
means (26) for recelving an authorisation request, which Is referenced to the security identifier data, in relation to the transaction
from the Institution (50) and for enabling communication with the customer (40) via the RCD (30) to authorise a transaction on the
customer (40) account Data processing means (22) of the system (20) identify the customer (40) and RCD (30) using the
identification data and determine If the transaction is authorised by the customer (40). The communication means (26) provides an

iIndication, which Is referenced to the security identifier data, to the institution (50) of whether or not the transaction is authorised by
the customer (40).
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(57) Abstract: A transaction authorisation system (20) for allowing a customer (40) to authorise transactions relating to at least
) one customer (40) account associated with an institution (50), the system (20) including data storage means (24) for enabling ac-
T cess to identification data associated with the customer (40) and a remote communication device (RCD) (30) of the customer (40),
= and security identifier data associating the customer (40) account with the identification data. The system (20) also includes com-
< munication means (26) for receiving an authorisation request, which is referenced to the security identifier data, in relation to the
@O transaction from the institution (50) and for enabling communication with the customer (40) via the RCD (30) to authorise a trans-
& action on the customer (40) account Data processing means (22) of the system (20) identify the customer (40) and RCD (30) using
g the identification data and determine if the transaction is authorised by the customer (40). The communication means (26) provides

an indication, which is referenced to the security identifier data, to the institution (50) of whether or not the transaction is authorised

o by the customer (40).
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TRANSACTION AUTHORISATION SYSTEM & METHOD
FIELD OF THE INVENTION

The present invention relates to a system and method for the authorisation
of transactions such as credit card purchases, bank transfers, and share
ourchases, particularly in environments where remote payments for goods and
services are made.

BACKGROUND OF THE INVENTION

Security of financial and other types of transactions Is of great importance
due to the relatively recent growth of threats such as phishing and pharming
which are intended {o fraudulently acquire sensitive information, such as
passwords,  pin numbers and credit card details, by masquerading as a
trustworthy person or business in an electronic communication. Once such details
are fraudulently acquired they are utilised to make financial paymenis or 1o
misappropriate funds from financial accounts. The account holder is often without
dany knowledge of these fraudulent transactions until after they have been
concluded and it is too late to intervene. It is desirable, therefore, to seek
authorisation of transactions from a customer hefore transactions are concluded
by the financial institution.

In current systems used to authorise financial transactions, it is difficult and
often impossible to obtain & firm guarantee that the person initiating the
transaction is the account holder and is authorised to conclude the fransaction.
For example, when a merchant swipes a customer’s credit card, the credit card
terminal connects to the merchant's acquirer, or credit card processor, which
verifies that the customer's account is valid and that sufficient funds are available
to cover the transaction's cost. However, this process does not provide any form

of verification that the individual making the transaction is indeed authorised {o do

S0.

Although, a merchant may compare a signature on the credit card o the
sighature of the customer, such methods of verifving whether or not the
transaction is fraudulent are far from foclproof. Furthermare, the account holder
and credit card provider are relying on the merchant to deny transactions that
appear to be fraudulent and unauthorised.

PCT/AU2007/001076
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This issue is paricularly pronounced with transactions conducted in the
online environment or over the telephone, where the merchant is unable to verity
the customer's signature and therefore detemmine whether or not the transaction
is fraudulent.

One method of overcoming such Issues is fo require the purchaser {o
provide a Card Verification Value Code (CVV), which is not part of the card
number itself, and is also known as CVV2, CVC2, and CID. The CVV is an
authentication procedure established by credit card companies to reduce fraud for
internet and telephone transactions. It consists of requiring a c¢ard holder {o
provide the CVV number at transéotion time to verify that the card is on hand.
While the CVV code helps ascerfain that the customer placing the order actually
possesses the credit/debit card and that the card account is legitimate, this
authentication procedure is ineffective when the card itself has been
misappropriated or in scenarios where there has been unautharised access to the
financial records of the account holder.

Similariy, in current systems where the customer is required to provide a
password or pin number before a transaction is authorised, unauthorised access
to the account holder's records is likely to. provide the information required 1o
fraudulently authorise transactions.

~ Accordingly, it is an object of the invention to provide a system for
authorising transactions which seeks to alleviate the problems of prior art

sysiems.
It will be clearly understood that, if a prior art publicafion or systems are

referred to herein; this reference does not constitute an admission that the
publication or system forms part of the common general knowledge in the art in
Australia or in any other country.
SUMMARY OF THE INVENTION

Broadly, the invention allows transactions, such as credit card paymentis,
anline banking funds transfers, or others, to be securely authorised by a
customer, prefsrably before the transaction is concluded by the relevant
institution. In one form, such authorisation occurs when the custorner, prompted
by an interactive voice response (IVR) system for example, provides one or more

unique identifiers to validate his or her identity and authenticate the transaction.

PCT/AU2007/001076
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Alternatively, the customer may indicate that the transaction is fraudulent which is

in turn communicated to the relevant institution so that appropriate actions may
be taken. The information maintained by the authorisation system is separated
from the accournt and customer records of the financial institution in order to
maximise security in the authorisation process and mitigate the risk of fraudulent
authentication of transactions that may arise as a result of unauthoriced access to

the stored information.

In one aspect, the invention provides a transaction authorisation system for
allowing a customer to authorise transactions relating to at least one customer
account associated with an institution, the system including:

data storage means for enabling access o

(a) Identification data associated with the customen:

(b) identification data associated with a remote communication
device (RCD) of the customer: and

(€) secutity identifier data associating the at least oone cusiomer
account with either one or both of (a) and (b);

a first commmunication means for enabling communication with the
customer via the RCD to authorise a transaction on the at least one
customer account;

a data processing architecture including data processing means to identify

the customer using (a), identify the RCD using (b) and determine if the

transaction is authorised by the customer: and
a second communication means for receiving an authorisation request in

relation to the transaction and providing an indication to the institution of whether
or not the transaction is authorised by the customer,

wherein the authorisation request received and the indication provided to the
Institution are referenced to the security identifier data.

In another aspect, the present invention provides a method forallowing a
customer 1o authorise transactions relating to at least one customer account held
at an institution, the method including the steps of:

a) ~ an authorisation server receiving an authorisation request from the

Institution in relation fo a transaction on the at least one customer

account;
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b)' the authorisation server communicating with the customer via a
remote communication device (RGD) of the customer to authorise
the transaction;

c) the authorisation server identifying the customer using identification

5 data associated with the customer to which the authorisation server

has access:

d)  the authorisation server identifying the RCD using stored
identification data associated with the RCD to which the
authorisation server has access; |

10 8) the authorigation server determining if the transaction is authorised

by the customer;

f) the authorisation server communicating an indication to the
institution of whether or not the transaction is authorised by the
customer ‘

15  wherein the authorisation request received by the authorisation server and the
indication provided to the institution are referenced by the institution and the
authentication server to securify identifisr data for associating the at least one
customer account with one or both of the stored identification data associated
with the customer and the stored identification data associated with the RCD.

20 In yet another aspect, the present invention provides a method for allowing
a customer to authorise transactions relating to at least one customer account,
the method including the steps of:

a) an authorisation server receiving an authorisation request in relation

to a transaction on the customer account;
25 b) the authorisation server communicating with the customer via a

remote communication device (RGD) of the customer to authorise the transaction;

C) the authorisation server requesting the customer to verbally repeat

a random word or phrase'generated by the server, and/or provide at least some
information associated with the customer or the customer accour;

30 d) the authorisation server accessing data associaied with the

customer and/or the customer account, and voice print or voice biometric

identification data associated with the customer: and

Amended Sheet
IPEA/AU
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e) the authorisation server‘ identifying the customer by comparing the
word, phrase and/or information provided by the customer to the random word or
phrase generated by the system, and/or data accessed by the server, and
comparing the resulting voice print or voice biometric data of the customer to the
voice print or voice biometric identification data accessed by the server;

wherein the customer is only allowed to authorise a transaction once the
customer has been identified.

In yet another aspect, the present invention provides a transaction
authorisation system for allowing a customer to authorise transactions relating to
at least one customer account, the system including:

data storage means for enabling access fo

(a) voice print or voice biometric identitication data associated with
the customer; and
(b) identification data associated with a remofe communicatior
device (RCD) of the customer; and
(c) data associated with the customer and/or the customer account;
communication means for enabling communication with the customer via
the RCD and requesting the customer to verbally repeat a random word or
phrase generaled by the system, and/or provide at least some information
associated with the customer or the customer account; and

a data processing architecture including data processing means o identify
the RCD using (b), identify the customer by comparing the word, phrase and/or
information provided by the customer to the random word or phrase generated by
the system and/or (c), and comparing the resulling voice print or voice biometric
data of the customer to (a), and determine if the transaction is authorised by the
customer,

wherein the customer is only allowed to authorise a transaction once the
customer has been identified.

In one form, the invention resides in a remote payment system allowing a
customer to transact payments for goods and services remotely In a secure
manner with members of the system, the system including:

Amended Sheet
IPEA/AU
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data storage means containing updateable data relating to each of a
plurality of customers and each of a plurality of members of the
system, wherein each customer has at least one associated registry
profile vyith a related monetary'reservo‘zr;

a data processing architecture including data processing means and
a clearing house system for setfling indebtedness between
members and customers of the system,

communications means associated with the data processing
architecture for communicating with the customers via a remote
communications device (RCD) of each of the customers,

Amended Sheet
IPEA/AU
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the system being arranged for one or more of said customers 10 transact
payments for goods or services pursuant to a payment request made by one or
more of the members, the payment request triggering a communications event
from the communications means to the RCD of the relevant customer for the
purpose of validating the customer's identity and access to the respective regisiry
profile, and the system being further arranged so as to validate the cusiomer's
ideniity and once such has taken place, allowing the customer to transact
payments provided a positive balance remains in the monetary reservoir.

In a second form, the invention resides in a remote payment method
allowing a customer to transact payments for goods and services remotely in a
secure manner with members of a remote payment system, the system including:

) data storage means for containing updateable data relating to each
of a plurality of customers, and each of a plurality of members of the
system, wherein each cusiomer has at least one associated registry
profile with a related monetary reservoirr;

1) data processing architecture including data processing means and &
clearing house system for settling indebtedness between members
and customers of the system,

i} communications means associated with the data processing.
architecture for communicating with the customers via a remote
communications device (RCD) of each of the customers,

wherein the customer uses the system to transact payments for goods or
services pursuant to a payment request made by one or more the members, the
payment request triggering a communications event from the at least one
communications means to the RCD of the relevant cusiomer for the purpose of
validating the customer’s identity and access to the respeclive registry profile, and
once the customer’s identity has been validated, the customer being allowed to
transact payments provided a positive balance remains in the monetary reservorr.

The term transaction is intended to broadly cover various actions which
may be performed on an account, such as payment requesis, order reqdests,
share transfers, funds transfers, proof of identity requests, requests to release
information, or a combination of these actions. Such actions may also be initiated

in variety of ways, for example, a payment request may originate from a credit
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card transaction at a physical store, a purchase on an ecommerce website (click-
to-buy), or a remote payment system which uses & customer's mobile phone fo
pay for goods and services such as text-to-buy or talk-to-buy systems.

The term cusiomer is intended to be undersiood to broadly include not just
customers of financial institutions, but also, any persons having an account with
an institution for example, employees, suppliers, or citizens relating to a
governmeni agency.

The invention advantageously provides the cusiomer with an opportunity,
preferably using at least one means of communication that is ‘off line’ and
therefore less susceptible fo security breaches, {0 authorise or flag a transaction
before it is approved by the bank or credit card issuer, and funds are transierred
to the merchant.

Although it is usually desirable for the authorisation of a transaction to take
nlace close to the end of the transaction process, it is to be appreciated that the
authorisation of the transaction may take place at any point during the transaction
process. For example, it is envisioned that the authorisation of the transaction
may occur even before a request for funds is made by the merchant. This is
particularly advanfageous in online environments where processing times of
transactions are usually required to fall within specitied constraints.

It is also envisioned that the invention can be applied in situations where a
pre-approval authorisation is provided without first contacting the customer,
allowing the transaction to proceed without delay. However, If the customer, once
contacted in regards to the transaction, fails to authorise the transaction or flags
the transaction as being unauthorised, the pre-authorisation is immediaiely
revoked and if funds have already been transferred, they are also retrieved.

Use of a secure identifier such as a PIN which is memorised by the
customer or biometric data (eg voice print, finger print, retina scan, behaviometric
etc) means that the transaction is only authorised once ihe identity of the
customer, using information which is not normally available fo a fraudulent
nerson, is verified. A further advantage is provided by the fact that the customer’s
verification and contact details in the system are maintained in a separate data
store to the customer's bank details with only a single security identifier (known
only to the bank's system and the authorisation system) linking the separated

PCT/AU2007/001076
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data stores. Such a setup provides increased security as unauthorised access to
any onhe of the data stores on its own will not provide information adequate to
circumvent the authorisation system and conduct fraudulent fransactions.

The system of the present invention is particularly useful for customers
who do not have access to conventional banking facilities or those who simply

want a more convenient and secure manner in which to authorise payments for
goods and services, or other transactions, in a secure manner. Fees may be
levied by the system administrator for transactions effected using the system, and
which may be flat fees or percentages of transaction amounts, or a combination
therof.

The remote communications device (RCD) may be any device capable of
communication and is not limited to one-way or iwo-way communications
devices. Examples of preferred forms of RCDs include the customer's fixed or
mobile telephone, a personal computing device (whether mobile or fixed) or a
facsimile or pager of the customer, All of these devices and others which are not

listed but are included as a RCD can generally have a software component.

Any RCD(s) which a customer wishes to use with the system should be
registered with the system and accordingly, information identifying the RCD
(which is nomally unique to that RCD) is recorded for use in the identification
Process.

The customer may designate which RCD or group of RCDs they wish to
use for contact with the system and if a group is deéignated, for example, for
multifactor authentication (discussed below), the customer may additionally
designate which RCD is fo perform in which manner within the muliifactor
identification process,

Authorisation for a particular transaction will be dependant upon the
validation of the customer's identity which will typically be required before
authorisation for the fransaction is given. The system sets the verification of the

customer's identity as a pre-authorisation condition, and the transaction will

preferably be blocked hefore authorisation if the condition is not satisfied. In other
words, the transaction will be declined if the identity of the customer cannot be

established by the system. An alert may be sent {0 the sysiem administrator,

PCT/AU2007/001076
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notifying the system administrator of the failure to verify the identity of the
customer, allowing steps to refuse or block the transaction request to be taken.

Usually, authorisation for fransactions is generally given by financial
institutions dependant upon the satisfaction of the identification parameter and/or
other parameters as long as that the transaction amount does not exceed the
credit limit and/or the membership is still valid and the like. The system of the
present invention may operate as a further part of this authorisation process. The
sysiem may be associated with the data feed used during the authorisation
nprocess and the satisfaction or contravention of the identification criteria
communicated fo the system administrator may be a further parameter which may
be required before authorisation is given by the financial institution.

In the context of a common credit card transaction, for exémple, the
customer, who is typically the owner of the card, uses the card to make a
purchase from a merchant, which is the business accepting credit card payments
for products or services sold to the customer. The merchant generally collects the
card information, by swiping the card through a reader or similar machine if it is a
physical store, or otherwise via the Internet or telephone.

As the merchant will wish to verify, for example, that the card is valid and
the credit card customer has sufficient credit fo cover the purchase, elecironic
verification is conducted using a credit card payment terminal, Point of Sale
(POS) system or like with a communications link fo the merchantl's acquiring
bank. Data from the card is obtained from a magnetic stripe or chip on the card, a
chip on a customer device, or is provided by the customer in an online form or
verbally over the telephone. '

The acquirer, ie the financial instifution or other organisation that provides |

card processing services to the merchant, contacts the card issuer via the card
association, ie a network such as VISA or MasterCard (and others) that acts as a
gateway between the acquirer and . issuer for authorising and funding

fransactions.
The issuer, preferably before authorising and funding the transaction,

forwards the request to the system of the present invention for authorisation from

the customer.

PCT/AU2007/001076
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It is to be appreciated, that such customer authorisation requesis are not
imited to payment systems involving credit cards, buf may be equally applied to
financial fransaction systems involving debit cards, funds iransfers between
accounts, share purchases, ete, or for example, when accessing secure systems
across a network and a request for the purpose of authorising the remote system
access is issued. |

A complete remote payment system in which the customer authonsation
request is received and processed directly by the system is also envisioned and
described in detail below.

Importantly, regardless of the manner in which the contact for payment is
made using the system, the substantive portions of the authentication and
validation processes will preferably take pléce beginning with the sysiem
conhtacting the designated RCD of the customer and | preferably using an
interactive voice response (IVR) system or similar system to verify the identity of
the customer. The authentication process may include one or more factors and
methods of contact with the customer and authentication including, but not limited
to, IVR systems, biometric information relating to the customer such as voice
recognition in particular, code entry from one or more sources along one or more
communications channels, generated codes, Radio Frequency D (RFID), one
tfime only codes or the like.

Two-factor authentication may be used in an attempt {o overcame newer
forms of fraud, as has using two different communications paths. For example,
the system may communicate a challenge to the customer cell phone via SMS
and expect a specified reply. If it is assumed that all of the bank's customers have
cell phones then this results in a two-factor authentication process without exira
hardware. Multifactor authentication will typically involve the use of more than one
communications channel or sessions wherein a challenge can be issued on a first
channel and, the customer response or second authentication piece is
communicated over a different communications channel or different
communications session than the first, requiring the customer to have access {©
both in order to comply, making eavesdropping much more difficult. The
communications channels will typically be directed to a particular RCD which iiselt
will normally have unique identifying information which will also be required o

PCT/AU2007/001076
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match or correlate the customer verification information stored by the system
before authentication is granted.

The system uses the authentication request as the basis for contacting the
customer via the customer's at least one RCD using a data entry prompt. The
data entry prompt may be a message requesting the input of particular private
identification (private ID) information such as a code or other verification data, an
ofiginal entry of which Is created by the customer or generated when the
customer's account are initially finked to the system and which may be changed
as required.

Information relating to one or more private 1Ds, and one or more RCDs of
the customer are stored by the system, but kept separate from the account
information of the customer which is maintained by the systems of the relevant
institution. The information relating to a particular customer in the system and the
systems of the financial institution using a unique security identifier (Security 1D)
which does not necessarily relate to an identifying characteristic of the cusiomer
or the customer’s RCD, and not even required to be provided to the customer.

The system compares the private ID information received from the
customer, or aspects of the information provided, pursuant to the data entry
prompt, 1o the private identification data maintained by the system for verification
purposes. Advantageously, the respective private identification data from the
customer and that stored by the system are secured with encryption mechanisim

such as hashing.
The most preferred form of contact with the customer for authentication

purposes is the system using an interactive voice response (IVR)' cotmponeant,
which Is a computerised system that allows a person, typically a telephone caller,
to select an option from a voice menu and otherwise interface with a computer
sysiem. Generally the system plays pre-recorded voice prompts o which the
person presses a number on a telephone keypad to select the option chosen, or
speaks simple answers such as "yes", "no”, or numbers in answer to the voice
prompis.,

The latest systems use natural language speech recognition to intarpret
the questions that the person wants answered. The newest frend is Guided
Speech IVR which integrates live human agents into the design and workflow of
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the application to help the speech recognition with human context. IVR developed
as a telephony system but similar systems are now available that function on non-
telephony systems and any functionally equivalent system or combinations of
systems can be used.

5 Typically, an [VR component is included in the at least one communication
means and upon the data processing architecture receiving an authentication
prompt, the VR component will typically contact the customer using their
preferred remote communications device (RCD). The RCD is likely to be a mobile
telephone or similar and the IVR system can then guide the customer through the |

| 10 entry of their identification information to be used in the authentication Process,

Impartantly, the communication means of the éystem will also typically have the
ability to determine the idenfification characteristics of the particular remote
communications means used, such as SIM card numbers or IP addresses, or
digital certificates and the Jike in .order to identify the customer according to a

15 muliifactor authentication process.

If the verification data entered, matches or correlates to the verification
data on file, then the customer is considered to be validated for authorising the
transaction. If the verification data entered, does not match or comrelate to the
verification data on file, then the customer is considered not to be validated and is

20 rejected from the system.

The invalid entry of verification data may also flag a follow up from the
sysiem administrator. Preferably, once invalid verification data is entered z
predetermined number of times, which may be at least once but preferably no
more than three times, that customer may be locked out of the system for a

26  perod of time. The lockout may be active on the customer account(s) or may be

imited fo lockout of access to the system from the particular remote
communications means used by the customer as determined using the
identification characteristics of the particular remote communications means
used.

30 Once authentication is granted or declined, an appropriate indication is

provided to the relevant financial institution(s) and a suitable message advising

the customer of the outcome of the authentication process is preferably
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generated by the data processing architecture and forwarded to {he cusiomer’s
preferred RCD.
BRIEF DESCRIPTION OF THE INVENTION

Preferred embodiments of the present invention will now be described with
reference to the accompanying drawings, in which:

Fig. 1 is a context diagram providing an overview of a preferred
embodiment of the invention:

Fig. 2 is a flowchart outlining the setup process of a preferred embodiment
of the invention;

Fig. 3 is a flowchart outlining the authorisation process of a preferred
embodiment of the invention:

Fig. 4 is a flowchart outlining the device changing process of a preferred
embodiment of the invention:

Fig. 5 is a flowchart outlining the customer identifier changing process of 2
preferred embodiment of the invention:

Figure 6 is a context diagram providing an overview of a remote payment
system incorporating a preferred embodiment of the present invention:

Figure 7 is a flowchart outlining a customer registration process of &
remote payment system incorporating a preferred embodiment of the present
invention; -

Figure 8 is a flowchart outlining a website registration process of a remote
payment system incorporating a preferred embodiment of the present invention:

Figure 9 is a flowchart outlining a customer authentication process of a
remote payment system incorporating a preferred embodiment of the present

invention;

Figure 10 is a flowchart outlining a first deposit process of a remote
payment system incorporating a preferred embodiment of the present invention:

Figure 11 is a flowchart outlining a'purchase process of a remote payment
system incorporating a preferred embodiment of the present invention:

Figure 1 2 is a flowchart outlining a funds transfer process of a remote
payment system incorporating a preferred embodiment of the present invention:

and
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Figure 13 is a flowchart outlining 2 balance enquiry process of a remote
payment system incorporating a preferred embodiment of the present invention.
DETAILED DESCRIPTION QF PREFERRED EMBODIMENT

The present invention is not specific t0 any particular hardware or software
implementation, and is at a conceptual level above specifics of implementation. It
is fo be understood that various other embodiments and vanations of the
invention may be produced without depariing from the spirit or scope of the
invention. The following is provided to assist in understanding the practical
implementation of particular embodiments of the invention.

The authorisation systemn 20, as shown in Fig. 1, includes a data
processing means, ie server 22, with communication means 26 which
communicates with an institution system 10 df an institution 50 and a customer
device 30 of a customer 40, The customer 40 is generally a customer of the
institution 50, but may be an employee, supplier, citizen relating to a government
agency or similar. In various citcumstances, therefore, the customer 40 may be
identified by the institution system 10 using any form of public identification data
(Public 1D), such as an account humber, credit/debit or other card number,
employee number, login name, password," or other suitable identifier. In some
instances, a combination of these identifiers may be used as a Public ID.

|dentification information relating to, for example, the institution 50, the
customer device 30 and the customer‘ 40, are securely stored in database 24 of
the authorisation system 20, The database 24 may take any one of several forms,

for example, a single central database, a distributed database or a number of

secure databases.
It will be appreciated that while the authorisation system 20 is discussed in

the context of a financial institution, such as a credit card issuer, the institution 50
may be any organisation requiring secure authorisation of a transaction.
Examples :of such institutions include an employer, bank, government agency,
share broker or any other entity which is seeking secure idenfification or
authorisation.

It will also be appreciated that while the authorisation system 20is
discussed in the context of a financial fransaction, the transaction may take other

suitable forms, such as for example, a request for identification of the customer
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40. Examples of transactions requiring authorisation by the authorisation system
20 include an online or over the counter financial transaction, a request to
approve a share purchase or sale, or a request for identification which may be
required for the customer 40 to enter a building, open an account, or deal with an
institution or government agency.

In one form, the authorisation system 20 and the institution system 10 may
be hosted in the same secure environment fo minimise the chances of
communications between them being intercepted by an unauthorised party or if

the authorisation system 20 is being incorporated by the institution 30 into their

- OWN secure processing layer,

However, where the authorisation system 20 and the institufion system 10
are hosted in separate physical environments, communications befween them
should preferably be facilitated via a secure link such as a direct connection,
nreferably utilising ‘off-net’ (ie non Internet or web based) technologies such as a
frame or a secure point to point connection. Where the authorisation system 20
and the institution system 10 communicate via the use of ‘on-net’ technologies,
strong authentication and encryption methods, such as VPN tunnelling with
challenge authentication or similar technology such as Client/Server certificates,

should preferably be used. In such cases, it is preferred that the data

communicated across the connection is encrypted with a minimum encryption of
128 bit, Additional security may be provided by authenticating the data packages
using a HMAC (Keyed-hash Message Authentication Code) algorithm in which

the institution system 10 is provided with a secret key and all information sent by

~ the institution system 10, is hashed against the key to authenticate the data.

Furthermore, additional security layers for transmitted data can be also be added

if required, such as for example encryption hardware.

It is preferred that changes fo the authorisation system 20 should be
automatically logged and maintained within a secure audit trail which cannot be
changed even at a privileged or administration access level, and should be
available in a report format.

Whether the authorisation system 20 and the institution system 10 are
securely co-located or securely connected remotely, a unique security identitier,
hereinafter referred to as the Security [D is used to correlate the information
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relating to the customer 40 in both the authorisation system 20 and the institution
system 10, once the setup procedure, as shown in Fig. 2, has been completed for
a new yser. The Security ID negates the need to constantly transmit identification
information about the customer 40 or customer device 30 (discussed below)
which may be more easily recognised by third parties.

In this way the account information of the cusiomer 40, stored in the
institution system 10, is kept substantially independent from the authorisation
sysiem 20.

In other words, the use of the Security 1D ensures that if either the
authorisation system 20 and the institution system 10 is successfully attacked and
the records of the customer 40 are accessed by an unauthorised party, there is
minimal opportunity for the attacker to obtain the full set of information, and more
specifically, identifiers required to complete a transaction, which are discussed In
further detail below.’

In order to maximise the security of the communications and information
stored within the database 24, it is preferred that the Security [D is not visible to
the customer 40, or the ¢all centres for the institution 50 or the authorisation

system 20.

So as to facilitate comrelation of the transmitted data with the data stored by
the institution system 10, the Security ID may be correlated in a secure manner to
an existing unique identifier used by the institution system 10, such as for
example, an account number of the customer 40. Similarly, the Secunty 1D may
be correlated in a secure manner to a unique ideniifier within the authorisation
system 20, which is visible to call centres, efc.

During the customer setup procéss in the system 20, the [nstitution &0
passes the Device |D to the sysiem 20. The sysiem 20 contacts the customer 40
(via the device 30) ‘off-net’. At this point the customer 40 is able to follow the
required steps to establish at least one Customer ID. The system 20 then passes
back to the Institufion 30 the Device ID, and a new unigue security identifier
(Security ID). Thereafter, the only identifier relating.io the customer 40 and/or the
device 30, which passes between the Institution 50 and the system 20, is the

Security ID.

PCT/AU2007/001076
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Therefore, for a fraudulent user seeking to gain unauthorised access o a
complete dataset, would need a customer’s 40 Public ID, the Device 1D and the
Customer |D. To gain all this information, they wduld heed to attack and gain
unauthorised access o the Institution system 10, follow a transaction to the
authorisation system 20 and attack the link between the system 20 and the
customer device 30. Thereby, in an example set in the banking context, the
Lhauthorised user would need to attack and gain unauthorised access to the
bank, the authorisation system 20 and the mobile phone network on which the
device 30 is connected.

In a typical financial transaction situation, as shown in Fig. 3, the merchant
or similar organisation will request the institution 50 for authorisation of the
transaction. In some cases, where such authorisation is not requested by the
merchant or where the transactions are internal to the institution 50, the institution
50 may itself request authorisation of the transaction. It is as this point that the
institution system 10 sends an authorisation request 15 to the authorisation
system 20, which in turn contacts the customer 40 for authorisation of the
fransaction.

Where the authorisation system 20 is connected {0 a number of institutions
and/or institution systems, the authorisation request 15 may include a unique
identifier to identify the institution 50, hereinafter referred to as the Institution 1D,
which i€ communicated to the authorisation system 20 with the authorisation
request 15. In situations, for example, where the instifution 50 hosts the
authorisation system 20, the [nstitution ID may not be necessary. Also, it will be
appreciated that the Institution ID-may be in different forms such as the internet
protocol (IP) or media access control (MAC) address of a server, or a combination
of identifying numbers and/or letiers.

The customer 40 is contacted by the authorisation system 20 on the
customer device 30. The customer device 30 may be a handheld device such as
a mobile phone or personal data assistant (PDA), or a portable compLner such as
a laptop. It is intended that the customer 40 is contacted on a portable device
carried with the customer 40 as this will ensure that transaciions ¢an be, |

authorised as required and without unnecessary delay.

PCT/AU2007/001076
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It is preferred that the communication with the customer device 30 Is
conducted over an off-nat communication network (ie non-internet or web based
technology), particularly in situations where the transaction itself has been
conducted over the internet or web. In this way, even if the tfransaction session is

compromised, the authorisation process remains secure as it is carried out over a

different communication network and is therefore unlikely o be also
compromised. Also, where a communication network, which is the same as the
one over which the transaction is conducted, is used, the authorisation process
may be conducted over a separate session to the transaction sessicn, or may
itself be affected over more than communication session.

In order to establish a secure communication session between the
authorisation system 20 and customer device 30, suitable security measures are
adopted. The exact nature of these security measures will of course be
determined by the type of device, the connection method used and the network
ype.

For example, in the case of a GSM rﬁobile phone, a 128-bit Ki within the
mobile's SIM is used fo uniquely identify the device to the network. A 128-bit
random challenge (RAND) is provided by the network with the device then
providing a 32-bit response (SRES). A 64-bit ciphering key (Kc) creates a basis
for encryption during the session, Underlying algorithms include A3
(authentication), A5 (Encryption) and A8 (Key Generation), and other security
layers as required.

~ In the case of a CDMA device, the electronic serial number and an A-key

- programmed into the phone are used to uniquely identify the device to the

network. A random binary number (RANDSSD) is generated by the network with
the device responcliﬁg with a required 128-bit sub key called a Shared Secret
Data (SSD). Part of the SSD is used for authentication, and part for encryption,
and underlying algorithms may include standard CAVE, CMEA, E-CMEA, or
ORYX in the case of data. In addition o the foregoing, CDMA2000 and WCDMA
can be used to apply additional layers of security such as 5HA-1, AEs, the |
Kasumi and Rijndael algorithms and the AKA protocol. |

In the event that Wi-Fi (802.11 base technology), Bluetooth® and other

Near Field Communication technologies, as well as long range communication

PCT/AU2007/001076
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technologies, are used to communicate with the customer device 30, it is

preferable to implement strong security practices available with such
technologies,

In order fo identify the customer device 30 to the authorisation system 20,
a unique device identifier, hereinaiter referred {0 as the Device 1D, of the
customer device 30 may be compared to the Device |D provided by the customer
device 30. Examples of such identifiers include a phone number, an International
Maobile Equipment Identity (IMEI) which is a number unique to every GSM and
UMTS mobile phone, 1P or MAC address, or any other form or combination which
uniguely identifies the customer device 30 to the authorisation syétem 20.

It will be appreciated that is some cases, for example, where the Device ID
includes a phone number, the information therein will be used to also intitaie a
communication with the device 30. However, where the Device D consists only of
devices identifiers such as a MAC address, which in themselves are not able {o

be utilised io initiate a communication with the device 30: additional contact
information for communicating with the device 30 may also stored by the system
20.

The authorisation system 20 provides a procedure, as shown in Fig. 4, for
changing the Device 1D stored in database 24, for example, if the customer 40
obtains a new customer device 30.

In order to autharise the transactions, the customer 40 is prompted by the
authorisation system 20 to provide at least one unigque customer identifier,
hereinafter referred to as the Customer ID, which is used 1o ensure it is the actual
customer approving the transaction, and not another person who simply may
have access to the customer device 30. [deally, the Device ID and the Customer
1D are separately secured and may underge encryption processes such as
hashing during storage and/or communication.

The Customer 1D may be a personal identification number (PIN) or
password/pass-phrase which is known to the customer 40, a biometric identifier
such as a voice print, a secret word, a fingemrint, or any other form of identifier
which would usually only be known to, or accessible by, the customer 40.

In a preferred form, an interactive voice response (IVR) system, ie IVR

system 28, may be used to both prompt the customer 30 for the Cusfomer 1D and

PCT/AU2007/001076



CA 02662033 2009-02-27
WO 2008/014554 PCT/AU2007/001076

19

subsequently receive the Customer ID. An VR Is a computerised system that
allows the custorner 40 to select options from a voice menu and otherwise
interact with the authorisation system 20, Generally the IVR system 28 plays a
pre-recorded voice prompt and the customer 40 presses a number on a

b telephone keypad to select an option and/or speaks an answer, such as the
Customer ID, which is recognized by the [VR system 28. |

For example, a Customer |D which includes a 4 (or 6) digit PIN, is not

known or stored by authorisation system 20 in a digitised usable form. When the
VR system 28 receives the PIN via DTMF within the session associated with the

10  call, it is encrypted in the session using MD5, and it is only this hash encrypted
MD35 string, which is associated with the PIN, that is communicated back to the
authorisation system 20 for validation or storage. This procedure ensures that in
the unlikely event that the authorisation system 20 is attacked, and the attacker is
able fo break the encryption that relates the Customer D to the Device D, they

15  would not be able to simulate an authorisation call in an attempt to obtain the PIN
in usable form for an IVR system unless the MD5 encryption is reversed.
Furthermore, additional security layers for data can be also added if required,
such as for example encryption hardware,

In an altemate embodiment, which utilises voice biomefrics, the Customer

20 1D is formed by the voice print of the customer 40, This voice print may be
calculated by asking the customer to repeat a randomly generated word or
phrase such as "Yellow" which allows the voice print of the cusiomer 40 to be
captured. Preferably, a future authorisation request will request the customer 40
to say a different word or phrase such as “Tuesday” for enhanced security.

25 in this way, the authorisation system 20 determines thé biomeftric voice
print from the response and compares it to the stored dat'a. As another layer of
security, the system 20 may also perform a voice to text conversion of the word or
phrase and make a further comparison with the stored data to confirm that the -
word spoken is in fact the one recorded. Thereby, to be broken, a user seeking

30 unauthorised access would require not only a high quality recording of the
customer’s voice, but would also need to use that recording to say the random

word requested.
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In another alternative embodiment, the system 20 may ask the ¢ustomer
40 a question to which he or she is likely to know the answer. For example, the
system 20 may ask “How much was your last transaction?” or "What is your
middle name?”. The customer's 40 response is compare not only against the
stored voice print data but the accuracy of the response is also determined.

Once the Customer D is provided by the customer 40, the transaction
may be considered by the authorisation system 20 as being authorised.
Accordingly, the autharisation system 20 communicates the authorisation of the
transaction to the institution system 10, which will in turn allow the institution 50 to
take the appropriate actions to conclude the transaction.

The authorisation systemn 20 provides a procedure, as shown in Fig. 9, for
changing the Customer 1D sfored in database 24, for example, if the customer 40
needs to change his or her password, PIN, etc.

- In certain situations, the customer 40 may need to provide a response 1o
the authorisation system 20, either instead of, or in addifion fo, the Customer 1D,
This response may be used to communicate a request io cancel the transactibn
or flag the transaction as fraudulent, for example. In such situations, the
authorisation system 20 communicates the fact that the tfransaction may be
fraudulent to the institution system 10, which will in turn allow the institution 50 {0
take the appropriate actions to cease the fransaction and stop the fransfer of

fundes.
It is preferred that the Customer [D and the Device 1D are stored by the

authorisation system 20 in a manner that separates them, for example by the use
an encrypted algorithm. This is to ensure that in the unlikely event.an aftack on
the authorisation system were successful; the attacker could not comrelate the
Customer ID and the Device 1D, and subsequently emulate authorisation of a
fraudulent transaction. In one form the Customer ID is stored separately in a triple
fire-walled subset within the authorisation system 20 environmeni.

It is also preferable that the Customer ID is not stored or copied elsewhere
during the transaction authorisation process. This may require the facilitation of a
pass-through in the VR system 28 as opposed to a store and validation method.

According to a particularly preferred embodiment, a remote payment

sysfem 100 incorporating the authorisation system 20 is provided.
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The functionality and use of one implementation of the system 100 is
illustrated in Figures 6 fo 13. The remote payment system 100 allows a customer
40 to transact payments for goods and services remotely in a secure manner with
members 60 of the system 100. The preferred implementation of the system 100,
according to which the uses of the system 100 are illustrated in Figures 6 1o 13,
includes at least one data storage means 70 for containing updafeable data

relating to each customer 40, and each member 60 of the system 100, wherein
each customer 40 has at least one associated registry profile 80 with a related
monetary reservoir 90. The system 100 also includes a data processing
architecture 110 having at least one data processing means 120 and a clearing
house system 125 for settling indebtedness between members 60 and customers
40 of the system 100, at least one communications means 130 associated with
the data processing architecture 110 for communicating with a customer 40, and
at least one remote communications device 30 held by each customer 4Q jor
communicating with the communication means 130.

The customer 40 uses the system 100 to transact payments 140 for goods
or services pursuant to a payment request 150, the payment request 150
triggering a communications event 165 from the at least one: communications
means 130 to the at least one remote communications device 30 for the purpose
of validating the customer's 40 identity and access to the respeciive registry
profile 80, and once the customer's 40 identity has been validated, allowing the
customer 40 to transact payments 140 provided a positive batance remains In the

- monetary reservoir 20.

There will typically be at least two categories of membership of the system,
namely business members 60 and cusiomer members 40. There will typically be
a plurality of members in each category of membership. Membership of the
business member 60 category may be controlled strictly and/or limited by the
system administrator 160. Membership of the customer member 40 category may
be provided after an application process which may be subject to approval by the
administrator 160. Importantly, business members 60 of the system 100 may be
customer members 40 of the system 100 as well.

The system administrator 160 will typically offer membership to the

business members 60 and the customer members. The membership may require
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a subscription. Business members 60 may geherally pay an annual subscription
fee which will allow them access o the system 100. The business members 60
may be provided with a unigue ideniification number and password for
identification purposes. The business members 60 may receive regular bulleting
and updates about the system 100, as well as resulis of data analysis performed
on the information relating to the sysiem 100. These bulletins rmay be prepared by
the system administrator 160. Typically, infarmation such as this will relate fo the
program and its benefits, advertising of the program or the like. The sysiem
administraior 160 may compile a database 170 céntaining the details of the
business members 60 and any other information or statistics that the system -
administrator 160 desires.

The business member 60 may collect and/or update information on the
customer members 40 of the program that use the system 100 to pay for goods
or services of the business members 60. This information may be communicated
to the system administrator 160 and may be stored on the customer database 70,

There may preferably be two portions or sectors of the system. The two
portions of the system may preferably be known as the front end and the back
end. The front end may preferably comprise a user interface. The user interface
allows a subscriber or database administrator to access or connect to the back
end of the system 100. The front end or user interface may preferably be located
or accessible using an Intermet browser or mobile telephone, PDA or other
personal device with communications ability.. Alternatively the user interface may
be located on a computer or server or a network of computers or servers. It may

be of any suitable type or configuration. |
The back end of the system 100 may preferably include at least one data

storage means typically a pluraiity of databases. At least one of the databases
may preterably be a customer database ?O_., containing infarmation about
customers 40 and their associated monetary registry 90, and the second
database may preferably be a business member database 170, containing
information about business members 60 and their accounts 180. Access to each
of the databases via the user inferiace may preferably be differentiafed
depending on the access or login details. For example access by a customer 40

may allow only particular or restncted functions to be performed, which may be
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restricted in a manner similar to the access granted o customer members 40 but
with the same or different functionaliies whereas access by the system
administrator 160 may grant "superuser” status and allow access to all portions of
the system 100 and all functions of the system 100.

Typically, a potential member may contact the system administrator 160 in
order to subscribe to the system 100. The sysitem administrator may suitably
provide the member with a unique usermame and password to allow access to the
system. The member may preferably 'pay the system administrator 160 a
subscription fee in order to access the system 100 for a preset period of fime. The
usemame and password may include a Personal Identification Number, an
account number, or the username may be linked to identification characteristics of
the remote communications means used and the identification characteristics of
the particular remote communications means used by the customer 40 may differ
according to the type of the device 30 used. For example, computers using hard
wired internet connections may use 1D means such as Caller Line 1dentification
(CLI) technology, mobile telephony services may allow SIM card identification
characteristics to be used and direct intemet access to the interface may use the
network address or iniemet protocol address, preferably validated through a
service provider as a userhame.

The above discussion is based around a mobile telephony or computing
device. The system 100 can also be used over the Internet for example. Upon
opening the predetermined web page, the customer 40 may suitably be prompted
to enter their username and password in order fo éccess the system 100. The
correct enfry of a customer 40 usemame and accompanying .password may
preferably allow access 1o the system 100 as a cusiomer 40. ’

Use of the system 100 by business members 60 may be slightly different
{o that of customer members 40. Business members 60 will preferably use the
system 100 o notify customers 40 of pending payment requests 150 and to
monitor their own account 180 balance. The system 100 may also allow a
bdsiness member 60 to produce accounting statistical records from the system

100 information.
Use of the s'ystem 100 by the system administrator 160 may also

preferably be accessed through the front end user interface. In a manner similar
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to a customer's 40 entry of their username and password, the administrator 160
may also have a username and password, enfry of which may suitably allow
broader on unrestricted access to the system 100 than that allowed to a customer
40.

5 The comrect entry of the administrator 160 usemame and accompanying
password may preferably allow access to the system 100 as the database
administrator. The administrator 160 will preferably have the ability to maintain
the system 100, including amending the customer registry profiles 80 and virtual
wallets 90 to correct errors and also generate reports from the system 100.

10 Customers 40 may have the option to update their identification details or
contact details via, for example, a web interface. Upon selecting the option to
modify the customer's 40 details, an editable form is preferably displayed allowing
the customer 40 to edit their account details. This may alhlow the modification of
the details such as username, password, contact name and address details

16  including telecommunicationsb numbers, e-mail and customer web site address,
Change of identification information in this manner will typically trigger the
authentication process to be carried out again. |

Specific preferred features of the system 100 are more easily described
with resped to use of the system 100 by a customer 40 or business member 60,

20 or by the adminisirator 160.

The first step in the system 100 will generally be 1o establish a new
customer 40 registry profile 80. The events which can initiate a New Customer
Registration fogether with a preferred process for dealing with the events are
identified in Figure 7. The front end of the system may preferably be reached

25  using an Intemet browser to visit a predétermined web site address. This may be
performed by either the customer 40 directly using the internet interface or by
contacting a customer service officer (CS0) of the system 100 by other means
and the CSO using the internet interface fo enter the customer 40 details reqﬁired
for initial validation of the customer 40. The preferréd implementation of the actual

30 process of New Customer Registration is illustrated in Figure 8.

Upon selecting the option to enter the customer 40 details, an editable
form is oreferably displayed allowing the customer 40 (or CS0O) to enter (or edit)

their subscription details or account details. This may allow the modification of the
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details such as usemame, password, contact name and address details including
telecommunications numbers, e-mail and customer 40 web site address. It may
also include other background data such as date of birth, referrer and bank
details. If any of the identifying information entered is already in use or piece of
information are missing, a prompt may be issued fo request the information or
correction of the information.

Once the customer's 40 identification information has been validated by a
preferred primary validation procedure, the information entered may be used o

create a customer 40 registry profile 80 and monetary reservoir or “virtual wallet”
00.

Funds for use in the system 100 of the present invention are typically
transferred into the customer's 40 virtual wallet 90. The transter of funds may be
from a debit account 210 with an established financial service provider 190 such
as a bank, building society or other or from a credit facility offered by a provider
190. Preferably, at this stage, the preferred source for the transfer may be
nominated by the customer 40 but not processed.

This may be followed by a second authentication procedure typically
following a secondary vetting procedure by the system administrator 160 as well
as a more thorough check of the information provided which may require
confirmation from paries independent of the system administrator 160.

Once the customer 40 advises the system 100 of the preferred source for
the transfer, the customer 40 may then be asked to follow an authentication
procedure to authenticate theif identity, validity of access to the system 100 and
to the source account 210 for the transfer or similar. A preferred implementation
of the authentication process is illustrated in Figure 9. |

The authentication procedure may include the data processing architecture
110 creating an authentication prompt and communicating the authentication to
the at least one communication means 130 associated with the data processing
architecture 110.

The validation and authonsation for the payment 200 is perormed using
the authentication system 20 outlined earlier. Again, once authentication is

granted or declined, a suitable message advising the customer 40 of the outcome

of the authentication process will preferably be generated by the data processing

PCT/AU2007/001076



10

15

20

25

30

WO 2008/014554

CA 02662033 2009-02-27

20

architecture 110 and forwarded 1o the cusiomer's 40 preferred remote
communications device 30 via the at least one communication means 130
associated with the data processing architecture 110.

If the authentication process is successful, the payment 200 is recorded by
the system 100 and the customer’s 40 virtual wallet 90 updated to account for the
payment 200 and to accurately reflect the funds available to the customer 40
through the system 100.

A post-stari-up funds fransfer to top up their virtual wallet 90 or balance
enquiry or other transaction types will also typically be possible. Each fransaction
will typically be subject to the authentication process including contacting the
customer 40 by the system 100 and the request for validating information.

Once the customer's 40 identity has been validated, the customer 40 will
typically be prompted to transfer start-up funds into their virtual wallet 90 for use
under the system 110. In this case, the customer 40 will typically follow a first
deposit procedure, a preferred implementation of which is iilustrated in Figure 10.
The funds transfer may differ depending upon.whether the customer 40 is using a
debit or a ¢redit facility. IT a credit facility is used, the system 100 may function on
a real-time basis, drawing down the credit card information and processing the
credit card payment on demand whereas if a debit facility is used, the customer
40 may transfer funds into their virfual wallet 0 for use immediately or at a later
time.

Following the prompt to transfer start-up funds, the system 100 still using
the IVR component 286 and generally on the same contact as the authentication
contact, will request that the customer 40 designate the amount io be transferred.
The system may then process this request with the customer's 40 nominated
financial institution 190 and account and issue a successful/unsuccessful
notification to the customer 40. The customer 40 contact with the IVR component
28 may be terminated at that stage or the system 100 may guestion whether any
further activity is to be undertaken by the customer 40. If the transfer is
successful, the payment 200 is recorded by the system 100 and the customer's
40 virtual wallet 90 updated to account for the payment 200 and to accurately

reflect the funds available to the customer 40 through the system 100.
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Typically, for balancing the processing load on the system 100, the
customer 40 transactions and updates 10 the respeclive virtual wallets 90 may be
conducted in real-time but the updating of transfer of funds to the business
members 60 of the system 100 may occur in lull periods in the system 100. The
update of funds transfers to business members 80 may occur in bulk “squirts”
wherein a single amount may be transferred to a business member 60 with the
appropriate information to identify the customer payers 40. The fiming of the lull
periods may occur at a particular time each period, typically each day, or the
system 100 may be self-monitoring to process transfers {0 businesses 60 when
the processing of customer 40 iransfers drops.

Depending upon the outcome of the first deposit procedure, the registry
nrofile 80 and more particularly, the customer's 40 virtual wallet 90 may be
“loaded” with an entry indicating the value of funds transferred from the source
account 210 into the customer's 40 virtual wallet 90 which can then be used by
the customer 40 {0 make payments 140 to business members 60 of the system
100 at any time., |

A preferred implementation of the payment process is illustrated in Figure
11. In order to make a payment 140 using the system, a payment request 150 will
typically be generated through an interface to the system 100 by a business
member 60 (a “pull” operation), a customer 40 (a “push” operation) or by other
means and the payment request 150 will preferably be tagged and associated
with a particular customer's 40 registry profile 80. The customer 40 will also be
notified of the pending payment request 150 either by the business member 60

directly or by the sys;tem 100 itself.
Once the payment request 150 has been generated, the customer 40

indicates that paymen’t 140 using the system 100 is to be performed, normailly by
contact with the communication means 130 associated with the data processing
architecture 120. The data processing architecture 120 then typically verifies the
details of the payment request 150 and may also verify the customer 40 identity
and the availability of funds in the customer virtual wallet 90 and then forwards a
prompt o the communications means 130 fo contact the customer 40 for the

validation or authorisation for the payment 140.
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Again, the validation and authorisation for the payment 140 is performed
using the authorisation system 20 autlined earlier. Once authentication is granted
or declined, a suitable message advising the cusiomer 40 of the outcome of the
authentication process will preferably be generated by the data precessing
architecture 120 and forwarded 1o the customer's preferred remote
communications device 30 via the at least one communication means 130
associated with the data processing architecture 120.

If the authentication process s successtul, the payment 140 is recorded by
the system 100 and the cusiomer’s 40 virtual wallet 90 updated to account for the
payment 140 and to accurately reflect the funds available to the customer 40
through the system 100.

A post-start-up funds transier to top up their virtual wallet 90 (a preferred
implementation of this process is iltustrated in Figure 12) or balance enquiry (a
preferred implementation of this process is illustrated in Figure 13) or other

- transaction types will also typically be possible. Each transaction will typically be

subject to the authentication process using authethorisation system 20 including

contacting the customer by the system 100 and the request for validating
information.

In the present specification and claims (if any), the word "comprising” and
its derivatives including ';c:omprises" and "comprise” include each of the stated
integers but does not exclude the inclusion of one or more further infegers.

Reference throughout this specification to “one embodiment’ or “an

-embodiment” means that a particular feature, siructure, or characteristic

described in connection with the embodiment is included in at least one
embodiment of the present invention. Thus, the appearance of the phrases “in

one embodiment” or “in an embodiment” in various places throughout this

specification are not necessarly all referring to the same embodiment.
Furthermore, the particular features, structures, or- characteristics may be
combined in any suitable manner in one or more combinations.

The foregoing discussion is considered as illustrative only of the principles
of the invention. Furthermore, since numerous modifications and changes will
readily occur to those skilled_in the art, it is not desired to limit the invention to the

exact construction and operation shown and described, and accordingly, all
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suitable modifications and equivalents may be resorted to, falling within the scope
of the invention.
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WHAT IS CLAIMED 1S:

1. A transaction authorisation system for allowing a customer to authorise
transactions relating to at least one customer account associated with an
Institution, the account including account identification data held at the institution,
the system including:

data storage means for enabling access to

(a) identification data associated with the customer;

(b) identification data associated with a remote communication
device (RCD) of the customer; and

(c) security identifier data which is known only to the institution and
the authorisation system, and differs from the account
identification data held at the institution, associating the at least
one customer account with either one or both of (a) and (b);

a first communication means for enabling communication with the

customer via the RCD to authorise a transaction on the at least one

customer account;

a data processing architecture including data processing means to identify
the customer using (a), identify the RCD using (b) and determine if the
transaction Is authorised by the customer; and

a second communication means for receiving an authorisation request In
relation to the transaction and providing an indication to the institution of whether
or not the transaction Is authorised by the customer,

wherein the authorisation request received and the indication provided to

the institution are referenced to the security identifier data.

2. The transaction authorisation system of claim 1, wherein the security

identifier data is not communicated to the customer.

3. The transaction authorisation system of claim 2, wherein the security

identifier data is not the same as, nor derived from, characteristics of or personal
information relating to the customer.
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4. The transaction authorisation system of claim 1, wherein the first

communication means enables communication with the customer via the RCD
utilising a communication medium which is distinct from the communications
medium utilised to conduct the transaction.

5. The transaction authorisation system of claim 1, wherein the first

communication means enables communication with the customer via the RCD

utilising two or more communication sessions.

6. The transaction authorisation system of claim 1, wherein (a) includes one
or more of a PIN, a password, pass phrase, or biometric data.

7. The transaction authorisation system of claim 1, wherein the customer is
identified by comparing (a) to a voice print or voice biometric data derived from a
verbal response by the customer to a random word, phrase and/or request for
information provided by the system, and comparing the verbal response of the

customer to the randomly generated word or phrase and/or information accessed
by the system.

8. The transaction authorisation system of claim 1, wherein (b) includes one
or more of a phone number, an International Mobile Equipment Identity (IMEI),

Internet Protocol (IP) address, or Media Access Control (MAC) address.

9. The transaction authorisation system of claim 1, wherein the first
communication means allows the customer to indicate if a transaction on the at
least one customer account is fraudulent, the data processing means determines
if the transaction has been indicated as being fraudulent by the customer, and the
second communication means provides an indication to the institution of whether

the transaction is indicated as being fraudulent by the customer.

10. The transaction authorisation system of claim 1, wherein the first

communication means includes an interactive voice response (IVR) system.
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11.  The transaction authorisation system of claim 10, wherein the IVR system

provides the customer with at least the options of authorising the transaction,

cancelling the transaction or indicating the transaction as fraudulent.

12.  The transaction authorisation system of claim 1, wherein the data storage

means further enables access to RCD contact information for use by the first

communication means in enabling communication with the customer via the RCD.

13. A method for allowing a customer to authorise transactions relating to at

least one customer account held at an institution, the account including account

identification data held at the institution, the method including the steps of:

a)

d)

an authorisation server receiving an authorisation request from the
Institution in relation to a transaction on the at least one customer
account;

the authorisation server communicating with the customer via a
remote communication device (RCD) of the customer to authorise
the transaction:;

the authorisation server identifying the customer using identification
data associated with the customer to which the authorisation server
has access;

the authorisation server identifying the RCD using stored
identification data associated with the RCD to which the
authorisation server has access;

the authorisation server determining if the transaction is authorised
by the customer;

the authorisation server communicating an indication to the
institution of whether or not the transaction is authorised by the

customer

wherein the authorisation request received by the authorisation server and

the indication provided to the institution are referenced by the institution and the

authentication server to security identifier data for associating the at least one

customer account with one or both of the stored identification data associated

with the customer and the stored identification data associated with the RCD,
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wherein the security identifier data is known only to the authorization server 20
and the institution 50, and wherein the security identifier data differs from the

account identification data.

14.  The transaction authorisation method of clam 13, wherein the security
iIdentifier data is not communicated to the customer.

15.  The transaction authorisation method of claim 13, wherein the security

identifier data is not the same as, nor derived from, characteristics of or personal
information relating to the customer.

16. The transaction authorisation method of claim 13, wherein the
communication with the customer via the RCD utilises a communication medium

which is distinct from the communications medium utilised to conduct the
transaction. '

17. The transaction authorisation method of claim 13, wherein the
communication with the customer via the RCD utiises two or more

communication sessions.

18. The transaction authorisation method of claim 13, wherein the stored
identification data associated with the customer includes one or more of a PIN, a

password, pass phrase, or biometric data.

19.  The transaction authorisation method of claim 13, wherein step c) involves
the sub-steps of

) the authorisation server comparing the identification data associated
with the customer to a voice print or voice biometric data derived from a verbal
response by the customer to a random word, phrase and/or request for
iInformation provided by the authorisation server; and

) the authorisation server comparing the verbal response of the

customer to the randomly generated word or phrase and/or information accessed
by the authorisation server.
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20. The transaction authorisation method of claim 13, wherein stored
identification data associated with the RCD includes one or more of a phone

number, an International Mobile Equipment ldentity (IMELl), internet Protocol (1P)
address, or Media Access Control (MAC) address.

21. The transaction authorisation method of claim 13, wherein the
authorisation server determines if the transaction on the at least one customer
account has been indicated as being fraudulent by the customer, and
communicates an indication to the institution of whether the transaction Is

Indicated as being fraudulent by the customer.

22. The transaction authorisation method of claim 13, wherein the

communication with the customer via the RCD includes the use of an interactive
voice response (IVR) system.

23.  The transaction authorisation method of claim 22, wherein the VR system
provides the customer with at least the options of authorising the transaction,
cancelling the transaction or indicating the transaction as fraudulent.

24. The transaction authorisation method of claim 13, wherein communication

with the customer via the RCD is enabled using stored RCD contact information.

25. Use of the transaction authorisation system or method according to any

one of claims 1 to 24 for authenticating credit card transactions.
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