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device modules. The vendors are entities that provide services asso-
ciated with an internet-of-things device.
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MASTER MODULE

BACKGROUND

[0001] The Internet of Things (loT) refers to identifiable electronic devices
and their respective virtual representations in an internet or intermet-like
structure. The devices in the loT may be equipped with identifiers, and may be
managed by computing devices operated by end users or vendors of the loT
devices. The devices within the leT may be tagged in order to identify individuat
devices within the 10T, Tagging may be achieved through radio-frequency
identification (RFID), near field communication, barcodes, QR codes, digital
watermarking, or other forms of device identification and tagging. Thus, loT
provides advanced connectivity of devices, systems, and services with machine-
to-machine communications using a number of protocols, domains, and
applications.

[0002] The loT provides several advantages to users of the devices in the
16T such as the ability to remaotely alter or interact with the devices, provide
instant and ceaseless inventory control, and provide an end user with
information associated with the loT enabled device, among many other
advantages. Vendors of o7 connected devices and services may provide for a
purchaser of the devices and/or services with the ability 1o interact or manage
the devices andfor services. However, with the growing number of devices and
services being offered by the vendors, it has become difficult to provide a
uniform platform with which all devices and/or services may be interacted.
Further, ali the individual vendor devices may not collectively provide a level of
modularity that a user may desire, Still further, these individual vendor devices
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do not provide centralized security and firewall protections, or provide other
centralized computing resources.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] The accompanying drawings illustrate various examples of the
principles described herein and are a part of the specification. The fllustrated
examples are given merely for lustration, and do not limit the scope of the
claims.

[0004] Fig. 1is a diagram of a modular device system including a master
module and a number of device modules, according 1o one exampie of the
principles described hersin.

[0005] Fig. 2 is a diagram of the master module of Fig. 1, according to
one example of the principles described herein.

[06008] Fig. 3 is a diagram of a device modute of Fig. 1, according to ong
example of the principles described herein.

{0007] Fig. 4 is a diagram of the two modular device systems of Fig. 1
used in a computing network, according to one example of the principles
described herein.

[o008] Fig. 5 is a flowchart showing a method of providing access to an
internet-of-things (loT) device, according to one example of the principles
described herein.

{0009] Throughout the drawings, identical reference numbers designate
similar, but not necessarily identical, elements.

DETAILED DESCRIPTION

{0010} The present systems and methods provide for a master module
communicatively stackable with a number of device modules. The master
module provides computing resources such as electrical power, processing
power, meamory, network connedctivity, security, or combinations thereof. The
device modules may be vendor-sourced or vendor-produced device modules
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that are configured to opearate devices that gre included in the internet-of-things.
In this manner, a user may purchase the master module and any number of
device modules according to his or her needs. For example, the vendors may
produce device modules that are configured to control home security systems,
internet-enabled TV modules, modems, routers, data storage devices, VOIP
telephone units, and household appliances, among many other devices
considered part of the infernet-of-things.

{0011] As used in the present specification and in the appended claims,
the term “a number of” or similar language is meant to be understood broadly as
any positive number comprising 1 to infinity; zero not being a number, but the
absence of a number.

[0012] In the following description, for purposes of explanation, numerous
specific details are set forth in order {o provide a thorough understanding of the
present systams and methods. it will be apparent, however, 10 one skilled in the
art that the present apparatus, systems, and methods may be practiced without
these specific details. Reference in the specification {o “an exampie” or similay
fanguage means that a particutar feature, structure, or characteristic described
in connection with that example is included as described, but may not be
included in other examples.

[0013] Fig. 1is a diagram of a modular device system {100} including a
master module (101) and a number of device modules (103, 104, 105, 108),
according {o one exampie of the principles described herein. The master
modute {(101) of the modular device system (100} provides a number of
computing resources to the device modules (103, 104, 105, 108) as will be
described in more detail below. Although four device modules {103, 104, 105,
106} are depicted in Fig. 1, any number of device modules (103, 104, 105, 108)
may be communicatively and elecirically coupled to the master module (101).
The modular device system (100) may further include a direct current (DC)
power module (102} 1o provide electrical power 1o the master module (101) of
the modular device system (100} in place of or in addition to an allernating
currentt (AC) power source provided 1o the master module (101} of the modular
device system (100).
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[0014] In one example, the modular device system (100} may comprise a
stack of devices including the master module (101), the DC power module
{102}, and a number of device modules (103, 104, 105, 106). As depicted in
Fig. 1, each device within the modular device system (100} comprises a femaie
power connector (120, 121, 122, 123, 124, 125} for receiving a number of
corresponding male power connectors {126, 127, 128, 128, 130} from a device
module (103, 104, 105, 108) placed on top. Elechrical power is provided from
the master module (101} and its AC power source and/or the DC power module
{102} to the device modules (103, 104, 105, 106} through the female power
connectors {120, 121, 122, 123, 124, 125} and male power connectors (126,
127, 128, 129, 130}, In one example, the master module (101) conirols and
provides for power consumption throughout the module device system (100). In
one example, the female (120, 121, 122, 123, 124, 125) and male (126, 127,
128, 129, 130) power connectors are coaxial connectors. However, the female
{120, 121, 122, 123, 124, 125) and male (126, 127, 128, 129, 130) power
conneciors may be any type of connector that fransmits power,

{0015] As depicted in Fig. 1, coupling of a device module (103, 104, 105,
106) on top of the master module (101) or on top of another device module
{103, 104, 105, 106) results in the device module (103, 104, 105, 108} placed
on {op consuming the power coupling of the device module (103, 104, 105, 106)
or master module {(101) below. Thus, the male power connectors (126, 127,
128, 129, 130) coupling with the female power connegtors {120, 121, 122, 123,
124, 125) provides transmission of power throughout the stack formed by the
devices (101, 102, 103, 104, 105, 106) within the modular device system {100).
Thus, a first device module (103, 104, 105, 108} or the master module {101)
exposes a female power connector {120, 121, 122, 123, 124, 125} on the top
thereof for consumption by a device modute {103, 104, 105, 106} placed
thereon.

{060186] As depicted in Fig. 1, each device within the modutar device
system (100) comprises a female communication connector (140, 141, 142,
143, 144, 145) for receiving a number of corresponding male communication
connectors {146, 147, 148, 149, 150) from a device module (103, 104, 108,
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106} placed on {op. Communication is transmitted between the master moduls
{101} and the device modules (103, 104, 105, 108) through the female
communication connectors (140, 141, 142, 143, 144, 145) and male
communication connectors (148, 147, 148, 148, 150). in one example, the
master module {101} controls communications throughout the module device
system (100). In another example, the device modules (103, 104, 105, 106)
ard the master module (101) freely communicate via the female communication
comneciors {140, 141, 142, 143, 144, 145} and male communication connectors
{146, 147, 148, 148, 150) with each other. In one exampie, the female (140,
141, 142, 143, 144, 145} and male (148, 147, 148, 149, 150} communication
connactors are universal serial bus (USB) connectors. However, the female
(140, 141, 142, 143, 144, 145) and male (146, 147, 148, 148, 150)
communication connectors may be any type of connector that transmits signals.
{017 Further, as depicted in Fig. 1, coupling of a device module (103,
104, 105, 108) on {op of the master module (101} or another device module
{103, 104, 105, 108) results in the device module {103, 104, 105, 108) placed
on top consuming the communication coupling of the device module (103, 104,
108, 106) or master module {101) below through the male communication
connactors {146, 147, 148, 149, 150} coupling with the female communication
connectors {140, 141, 142, 143, 144, 145). Thus, a first device module {103,
104, 105, 106} or the master module (101) exposes a female communication
connectar (140, 141, 142, 143, 144, 145) on the {op thereof for consumgition by
a device moduyle (103, 104, 105, 106) placed thereon.

[0018] In this manner, the device module (103, 104, 105, 106} may be
stacked on the master module {101}, and the DC power module (102) may be
coupled to the bottom of the master madule {101}, The ability to stack devices
on each other provides for alt devices within the modular device system (100) o
exist in a single footprint. Further, the separate electrical and communication
interfaces between the master module (101}, DC power module {102}, and
device modules {103, 104, 105, 108} creates a separation of power and
communications due to some types of communication ports such as USB
having electrical limitations such as being able to carry a maximum amount of
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current, Still further, as will be described in more detail below, the hardware
structural design of Fig. 1 and the remainder of the figures provide the benefits
of modularity and extensibility, while providing standardization of dimensions for
vendor-sourced JoT modules.

[0019] In one example, the DC power module {102) is a battery. In this
example, the battery may be a rechargeable battery or a non-rechargeable
battery. In this manner, the battery may provide mokility and portability for the
modular device system (100}, Also, the battery serves as an uninterrupted
power supply (UPS). A UPS is provides emergency power {o a load if and when
the input power source such as, for example, the AC power source {231), fails.
IN one example, the DC power module may be oplional.

[0020] The master module (101) and device modules (103, 104, 105,
106) will now be described in connection with Figs. 2 and 3, respectively. Fig. 2
is a diagram of the master module (101} of Fig. 1, according to one example of
the principtes described herein. The master module (101) may be implementad
in an electronic device. Examples of electronic devices include servers, deskiop
computers, laptop computers, personal digital assistants (PDAs), mobile
devices, smartphones, gaming systems, and tablets, among other electronic
devices.

foo21] The master module (101) may be utilized in any data processing
scenario including, stand-alone hardware, mobile applications, through a
computing netwark, or combinations thereof. Further, the master module (101)
may be used i a computing network, a public cloud network, a private cloyd
network, a hybrd cloud network, other forms of networks, or combinations
thereof. In one example, the methods provided by the master module {101) are
provided as a service over g network by, for example, a third party. n this
example, the service may comprise, for example, the following: a Software as a
Service (Saa8) hosting a number of applications; a Platform as a Service
{FaaS) hosting a computing platform comprising, for example, operating
systems, hardware, and storage, among others; an Infrastructure as a Service
{aaS} hosting eguipment such as, for example, servers, storage components,
network, and components, among others; application program interface (AP1) as
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a service (APlaa8), other forms of network services, or combinations thereof.
The present systems may be implemented on one or multiple hardware
platforms, in which the modules in the system can be executed on one or across
multiple platforms. Such modules can run on various forms of cloud
technologies and hybrid cloud technologies or offered as a SaaS (Software as a
service) that can be implemented on or off the cloud. in another example, the
methods provided by the master module (101) are executed by a local
administrator.

[0022] The master module (101} provides computing resources for use by
the device modules (103, 104, 105, 106). Thus, o achieve its desired
funclionality, the master module {(101) comprises various hardware components.
Among these hardware components may be a number of processors (201), a
number of data storage devices (202}, a number of peripheral device adapters
{203}, a number of network adapters (2043, a cooling system (2340), a power unit
{232}, and a communications adapter (233). These hardware components may
be inferconnecied through the use of g number of busses and/or network
connections. In one example, the processor (201), data storage device (202},
peripheral device adapters (203}, and a network adapter (204) may be
communicatively coupled via a bus (205},

[0023] The processor (201} may include the hardware architecture to
retrieve executable code from the data storage device (202) and execute the
executable code. The executable cade may, when execided by the processor
{201}, cause the processor (201} to implement at least the functionality of
providing a number of computational resotrces to the device modules (103,

104, 105, 108), according to the methods of the present specification described
herain. In the course of executing code, the processor (201) may receive input
from and provide outpid to a number of the remaining hardware uniis.

[0024] The data storage device (202) may store data such as executable
program code that is executed by the processor (201) or ather processing
device. As will be discussed, the data storage device (202) may specifically
store computer code representing a number of applications that the processor
{201} executes to implement at least the functionality described herein.

=1
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[0025] The data siorage device (202) may include various types of
memory modules, including volatite and nonvolatite memory. For example, the
data storage device {202) of the present example includes Random Access
Memaory {RAM) {206), Read Only Memory (ROM) {2073, and MHard Disk Drive
(HDD) memory {208). Many other types of memory may also be utilized, and
the present specification contemplates the use of many varying type({s) of
memory in the data storage device (202) as may sult a particular application of
the principles described herein. In cerlain examples, different types of memory
in the data storage device (202) may be used for different data siorage needs.
For example, in certain examples the processor (201) may boot from Read Only
Memory (ROM) (207}, maintain nonvolatile storage in the Hard Disk Drive
{(HDD) memory {208), and exectute program code stored in Random Access
Memory (RAM;) (208).

{0026] Generally, the data storage device {202) may comprise a
computer readable medium, a computer readable storage medium, or a8 non-
transitory computer readable medium, among others. For example, the data
storage device (202) may be, but not limited {o, an electronic, magnetic, optical,
glectromagnetic, infrared, or semiconductor system, apparatus, or device, or
any suitable combination of the foregoing. More specific examples of the
computer readable storage medium may include, for example, the following: an
electrical connection having a number of wires, a portable computer disketie, a
hard disk, a random access memory {RAM), a read-only memory (ROM), an
grasable programmable read-only memory (EPROM or Flash memeory}, a
portable compact disc read-onlty memory (CD-ROM), an optical storage device,
a magnetic storage device, or any suitable combination of the foregoing. In the
context of this document, a computer readable storage medium may be any
tangible medium that can contain, or store computer usable program code for
use by or in connection with an instruction execution system, apparatus, or
device. In ancther example, a computer readable storage medium may be any
non-transitory medium that can contain, or store a program for use by orin
connecton with an instruction execution system, apparatus, or device,
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[0027] The hardware adapters (103, 104) in the master module (101)
enable the processor (201} to interface with various other hardware elements,
external and internal to the master module (101). For example, the peripheral
device adapters (203} may provide an interface o input/ouiput devices, such as,
for example, display device {(209), a mouse, or a keyboard. The peripheral
device adapters {203} may aiso provide access to other external devices such
as an extemal storage device, & number of network devices such as, for
example, servers, switches, and routers, client devices, other types of
computing devices, and combinations thereof. In one example, device adapters
{203} provide a number of methods of user interfacing to a user. In this
example, each of the device modules (103, 104, 105, 106} may be controlied by
a user and interacted with in bringing about their individual functionalities as will
be described in more detail below.

{0G28] The disglay device (209) may be provided to allow a user of the
master module (101) {o interact with and implement the funclionality of the
master module (101). The penpheral device adapters {203) may also create an
interface between the processor (201} and the display device (208), a printer, or
other media output devices. The network adapter {204) may provide an
interface to other computing devices within, for example, a network, thereby
enabling the transmission of data between the master module (101} and other
devices located within the network. In one example, the network adapter (204)
provides access 1o a network such as the internet for the device modules {103,
104, 105, 108). In this example, the each of the device modules {103, 104, 105,
108) may access resources over the network in bringing about their individual
functionalities as will be described in more detail below.

{0029] The network adapter {204) may provide an interface to a number
of network types including, for example, any network type that supports any
Open Systems interconnection {OS]) model standardized communication type,
any network type that supports any Institute of Electrical and Electronics
Engingers (IEEE) standardized communication type, BLUETOOTH
communication types developed by the Blustooth Special Interest Group,
Ethemet communication types, and WI-FI communication types as defined by
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the Wi-Fi Alllance, among many other types of communications and their
respective types of networks.

{0030] The master module (101) may, when executed by the processor
{201}, dispiay the number of graphical user interfaces (GUIs) on the display
device (209) associated with the executable program code representing the
number of applications stored on the data storage device (202) and the
executable program cade representing the number of applications stored on the
individual device modules (103, 104, 105, 108). The GUIs may include aspects
of the executable code including executable code that assists a user in
interacting with the individual device modules (103, 104, 105, 106} to bring
about their respeciive functionalities and executable code that assists g user in
interacting with the master module {101} to control various computing resources
consumed by the individual device modules (103, 104, 105, 106). The GUls
may display, for example, interactive selectable options that, when selected via
a number of interactive gestures, cause the individual device modules (103,
104, 105, 106) and the master module {101) to perform functions described
herein. Examples of display devices {209) include a computer screen, a faptop
screen, a mobile device screen, a personal digitat assistant (PDA) screen, and a
tablet screen, among other display devices (209},

[0031] The master module (101) further comprises the cooling system
{230} for controlling the operating temperatures of the master moduie {101} and
the device modules {103, 104, 105, 108). The cooling system {230) may
comprise a number of fans, a number of heat sinks, a number of heat pipes, and
a number of fluid pumps, to assist in the cooling the master module (101) and
the device modules {103, 104 , 105, 106).

{0032] The power unit {232) of the master module (101) may controf
and/or convert power obtained from the DC power module (102) and the AC
power source. In one example, the power unit {232) controls the conversion of
AC power obtained from the AC power source (231), and provides electrical
current {o the master module (101) and the device modiudes (103, 104, 105,
108}, In another example, the power unit {(231) provides electnical power {o the
female communication connectors (140, 141, 142, 143, 144, 145) and male

10
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communication cormectors (148, 147, 148, 149, 150} because these
comnunication ports may have electrical requirements such as requirenments for
a maximum amount of current. In another example, electrical current is
provided through the female power connectors {120, 121, 122, 123, 124, 125
and corresponding male power connectors (126, 127, 128, 129, 130).

[0033] The communications adapter (233} provides communication
betweaen the master module (101}, the DO power maodule (102), and the device
modules {103, 104, 105, 108) by inferfacing with the female communication
connectors {140, 141, 142, 143, 144, 145} and male communication connectors
{146, 147, 148, 148, 150} directly or indiractly throughout the modular device
system (100}, Thus, signals sent from the DG powsr module (102), and any of
the device modudes (103, 104, 105, 106) may be received at the master module
{101}, and managed and processed by the communications adapter (233).
{0G34] The master module (101} further comprises a number of modules
used in the implementation of provisioning of a number of computational
resources to the device modules (103, 104, 105, 106). The various modules
within the master module (101) comprise executable program code that may be
executed separately. in this example, the various modules may be stored as
separate computer program products. in another exampie, the various modules
within the master module (101) may be combined within a number of computer
program products; each computer program product comprising a number of the
modules.

{0035] The master module (101} may indude a security module (210} to,
when executed by the processor (201}, provide security {o the master module
{101} and the device modules (103, 104, 105, 108). The security module (210)
niay include a hardware-based network sacurity systens such as a firewal {o
control incoming and cutgoing network traffic and protect the master module
{101} and device modules (103, 104, 105, 108) from threats from a public
network or other source. Thus, the operating system executed on the master
module (101) protects the master module (101} and device modudes (103, 104,
105, 106) from security valnerahility.

11
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[00386] The master module (101} may also include a computing resource
management module {(211) to, when executed by the processor (201), manage
the computing resources of the master module {101) provided to the device
modules (103, 104, 105, 106). The computing resource management module
{211} provides computation power to the device modules {103, 104, 105, 106)
through the processor (201). In one example, the processor’'s {201) resources
are divided among the device modutes (103, 104, 105, 106} using virtual
machine emulation. With the compuling resource management module {(211) of
master module (101) manage computing resources, the individual device
modules (103, 104, 105, 106) can focus on their respective core functionalities
rather than attempling (o implement all the computing resources individuatly.
[0037] The computing resource management module (211} of master
modute {101) also manages access {o user-data such as user identity, current
user logation, and user preferences. Managemaeant of this information provides
for data analylics in association with the master mogdule (101) and the device
modules (103, 104, 105, 108}, The data analylics may include, for example,
inspecting, cleaning, transforming, and modeling data with the goal of
discovering useful information, suggesting conclusions, and supporting
decision-making.

[0038] The computing resource managament module {211) also
manages access 1o larger networks, such an internat or the Intemnet. Thus,
access may be restricted or allowed by the computing resource management
module {(211) of the master module {101} for a8 number of reasons.

[0039] As described above in connection with the power unit (232), the
computing resource management module (211}, in connection with the power
unit (232), manages electrical power provided throughout the system (100)
including the master modute (101) and the device modules (103, 104, 105,
1086). This removes need of separate power lines for each device module {103,
104, 105, 108} simplifying the modular device system (100} and providing a
more user-friendly and aesthetically pleasing and cleaner look.

{0040} The computing resource management module (211) of the master
module {161) also provides plug-and-play functionality with respect to the

12
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addition and remuoval of device modules (103, 104, 105, 106) from the modular
device system {100). Thus, the computing resource management module {211)
provides for the ability to add device modules (103, 104, 105, 106) seamleassly
on a need-basis with a specification that facilitates the discovery of the device
modutes (103, 104, 105, 108) in the modular device system {100) without the
need for physical device configuration or user intervention in resolving resource
conflicts.

{0041] The computing resource management module {211 may also
provide an "always-on” characteristic within the modular device system (100).
Thus, the computing resource management module (211) provides a high
availability of resources to the device modules {103, 104 105, 108} by
monitoring relevant components within the modular device system (100),
determining computing resource requirements of the device modules {103, 104
105, 106) and procuring those resources, avoiding network failures, avaiding
internal application fallures, avoiding external services that faid, monifaring the
physical environment in which the modular device system (100} is implemented,
ensuring storage redundancy, and ensuring network redundancy, among many
other aspects of providing high avaitability of computing resources.

{0042 Fig. 3 is a diagram of a device module {103, 104, 105, 108} of Fig.
1, according {0 one example of the principles described herein. A single
example of a device module (103, 104, 105, 106} is depicted in Fig. 3, and
described here. However, apart from application specific modules incorporated
info the number of device modules {103, 104, 105, 106}, the device modiles
{103, 104, 105, 106} utilized within the module device system (100) are
identical.

{0043] The device module (103, 104, 105, 108) may be implemented as
an slectronic device with approximately identical physicat dimensions relative to
the master module (101). For example, a housing of the device module (103,
104, 103, 106) may comprise approximately identical physical dimensions as
the housing of the master module (101}, Further, the placement of the female
power connector (120, 121, 122, 123, 124, 125}, male power connectors {126,
127, 128, 128, 130), female communication connectors (140, 141, 142, 143,
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144, 145), and male communication connectors (146, 147, 148, 149, 1580) are
approximately identical to the placement of the same on the master module
{101} so that the connectors align. in this manner, irrespective of the function of
the device modude (103, 104, 105, 108), the device module (103, 104, 105, 108}
may interface with the master module (101} and other device modules (103,
104, 105, 106) within the stack of the module device system (100).

{6044] The device module (103, 104, 105, 106) may be utilized in any
data processing scenario including, stand-alone hardware, mobile applications,
through a computing network, or combinations thereof. Further, the device
module (103, 104, 105, 106) may be used in a computing network, a public
cloud naetwork, a private cloud network, a hybrid cloud network, other forms of
networks, or combinations thereof. in one example, the methods provided by
the device module (103, 104, 105, 106) are provided as a service over a
netwark by, for example, a third party. in this example, the service may
comprise, for example, the following: a Software as a Service (SaaS) hosting a
number of applications; a Platform as a Service (PaaS) hosting a computing
platform comprising, for example, operating systems, hardware, and siorage,
among others; an Infrastructure as a Service (laaS) hosting equipment such as,
for example, servers, storage components, network, and components, among
others; application program interface (AP!) as a service (APlaa8), other forms of
network services, or combinations thereof. The present systems may be
implemented on one or multiple hardware platforms, in which the moduies in the
system can be executed on one or across multiple platforms. Such modules
can run on various forms of cloud technologies and hybrid cloud technologies or
offered as a SaalS (Software as a service) that can be implemented on or off the
cloud. in another example, the methods provided by the device module (103,
104, 105, 108) are executed by a local administrator.

[0045] To achieve its desired functionality, the device module (103, 104,
105, 108) comprises various hardware components. Among these hardware
components may be a communications adaptor (301), and a number of data
storage devices (302). These hardware components may be inferconnected
through the use of a number of busses and/or network connections. in one
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example, the commurucations adaptor (301}, and data storage devices (302)
may be communicatively coupled via a bus (305).

{0046] The communications adapter (301) provides communication
between the device modude (103, 104, 105, 106) and the masier module {101}
by interfacing with the female communication connectors (140, 141, 142, 143,
144, 145) and male communication connectors {146, 147, 148, 148, 150)
divectly or indivectly throughout the modular device system (100) and in a similar
manner as described above in connection with the communications adapter
{233} of the master module (101). Thus, signals may be transmitied by way of
the communications adapter (301) of the device module {103, 104, 105, 106} or
from any of the device modulas (103, 104, 105, 106) within the module device
system (100}, and received at the master module (101) and managed and
processed by the communications adapter (233). In this manner, the device
modutes (103, 104, 105, 108) may communicate with the master module (101}
[0047] The data sforage device (302) may store data such as executable
program code that is executed by the processor (201) of the master module
{101} or other processing device. As will be discussed, the data storage device
{302} may specificaily store computer code representing a number of
applications that the processor (201} executes (o implement at least the
functionality described herein.

[0048] The data storage device {302) may include various types of
memaory modules, including volatile and nonvolatile memory. For example, the
data storage device (302) of the present example includes Random Access
Memory (RAM) (308), Read Only Memory (ROM) {307), and Hard Disk Drive
{HDD) memory {308). Many other types of memory may aiso be ulilized, and
the present specification contemplates the use of many varying typs(s) of
memory in the data storage device {302) as may suit a particular application of
the principles described herein. In certain examples, different types of memory
in the data storage device {302} may be used for different data storage needs.
For example, in certain examples the processor (201) may maintain nonvolatie
storage in the Hard Disk Drive (HDD) memory (308) or Read Only Memory
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{ROM) (307), and exscute program code stored in Random Access Memory
{RANM) (306).

{0049] Generally, the data storage device (302) may comprise a
computer readable medium, a computer readable storage medium, or a non-
transitory computer readable medium, among others. For example, the data
storage device (302) may be, but not limited {o, an electronic, magnetic, optical,
electromagnetic, infrared, or semiconductor system, apparatus, or device, o
any suitable combination of the foregoing. More specific examples of the
computer readable storage medium may include, for exampile, the following: an
electrical connection having a number of wires, a portable computer diskette, a
hard disk, g random access memory (RAM), a read-only memory (ROM), an
grasable programmable read-only memory (EPROM or Flash memory), a
portable compact disc read-only memory (CD-ROM), an optical storage device,
a magnetic storage device, or any suitable combination of the foregoing. In the
cortext of this document, a computer readable storage mediu may be any
tangible medium that can contain, or store computer usable program code for
use by or in connection with an instruction execution system, apparatus, or
device. In another example, a computer readable storage medium may be any
non-transitory medium that can contain, or store a program for use by orin
connection with an instruction execution system, apparatus, or device.

[0050] The device module (103, 104, 105, 108} further comprises a
number of modudes wsed in the implementation of functipnality specific o the
device module (103, 104, 105, 108}. The various moedules within the device
module (103, 104, 105, 108) comprise executable program code that may be
executed separately. In this example, the various modules may be stored as
separate computer program products. i another exampie, the varnous modules
within the device module (103, 104, 105, 106) may be combined within a
number of computer program products; each computer program product
comprising a number of the modules.

[0051] The device module (103, 104, 105, 1086} may include a computing
resouwree request module (310) to, when executed by the processor (101), send
a comimunication to the master modute (101) requesting use of computing
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resources within the master module (101). The master module {101) may then
provide processing, storage, network conneclivity, and other resources to the
device module (103, 104, 105, 108} according o the request and based on the
exacition of executable code within the device maodule (103, 104, 105, 106),
[0052] The device module (103, 104, 108, 108) may further include a
device-specific module {311) to, when executed by the processor {101), execute
executable code stored in the data storage device {302) pursuant to the
functions of the device module (103, 104, 105, 106). As described above,
Internet of Things (loT) refers to identifiable electronic devices and their
respective virtual representations in an internet or internet-like structure.

{0053] The device modules (103, 104, 105, 108) are devices that provide
specific services or functions to the user. For example, the device-specific
modute {311) of a device module (103, 104, 105, 106) may provide services and
functionality associated with a number of electrical systems within the user's
home such as home security systems, fire alarmas, and smoke dstector systems,
among others. In this example, the user may interact with the device module
{103, 104, 105, 106) via the master module (101} the computing resources
provided by the master module (101). The user may, for example, be able to
activate an alarm associated with the home security system provided by the
device module (103, 104, 105, 108). In doing so, the user may interact with the
display device (209}, and other input devices associated with the master module
{101} and reqguest interaction with the device-specific module (311} within the
device module (103, 104, 105, 108). The device module (103, 104, 105, 106)
may then send information to the master module (101) for display on the display
device {2098). This information sent from the device module (103, 104, 105,
1068} may include a graphical user interface (GUD specific {0 the executable
code stored as the device-specific module (311). The user may be presented
with a number of interactive selections to modify or manipulate the device
modute (103, 104, 105, 108) 1o, in this example, activate the home security
system. In this manner, the device module {103, 104, 105, 106} is able to
provide specific services and functionality.
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[0054] This relationship between the master module (101) and the device
modules (103, 104, 105, 108) provides for a number of different third party
vendors {o offer {0 a user a module that is associated with the third party
vendor's services, In keeping with the above home security system exampie, a
company that offers home security services may produce a device module {103,
104, 105, 108} that functions to assist a user in manipulating the user's home
sacurity system.

{0055] In another example, a home appliance such as, for example, a
refrigerator may be an ioT enabled device. In this example, a third party
refrigerator manufacturer or even an unrelated third party may develop a device
module (103, 104, 105, 106) that aliows a user, vig the master module (101}
and the device module (103, 104, 105, 108) to adjust a number of settings of
the refrigerator. For example, the device module (103, 104, 105, 106} in this
example may inform a user that a filter in the refrigerator needs replacing.
[0058] In still another example, a vehicle or a number of sub-systems
may be an loT enabled device. in this example, a third party vehicle
manufacturer or even an unrelated third party may develop a device module
{103, 104, 105, 106) that allows a user, via the master module (101} and the
device module (103, 104, 105, 108} to adjust a number of settings of the
vehicle. For example, a user may be able to turn on the vehicle remotely, or
untock the vehicle if he or she locked the keys inside.

{0457 Cther examples of application of the master module (101) and
device modules (103, 104, 105, 108) may include video gaming console
modules, Internet-enabled television modules, video projector modules, home
entertainment systems, audio speaker modules, web camera modules, modem
and Wi-Fi router modules, external hard-disk modules, voice-aver 1P {(VOIP)
telephone medules, among many other modules. Thus, the medular device
system (100) provides untimited possibilities for a vast range of devices
connected to the ioT. The device modules (103, 104, 105, 108} consume the
computing resources such as CPU cycles, Internet access, user-data access,
security resources, and firewalls, among others provided by the master module
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{101). Thus, the modular device system (100) may be considered a computing-
as-a-utility modet for o7 devices.

{0058] In ong example, a license to make, use, sall, and offer for sale a
device module {103, 104, 105, 108} that comprises the portions of or the entirety
of the technology described herein may be issued to the third party vendor.
With this license, the third parly vendor may then produce and sell a device
module (103, 104, 105, 108) that provides addifional functionality and services
it association with the services and functionality of the 10T enabled device.
[0059] The device module (103, 104, 105, 108) may further include an
update module (311) {o, when executed by the processor (101}, update
executable code stored in the data storage device (302). The master module
{101} may provide access to an update source such as a website offering a
downloadable version of the update or data stored on a local disk drive or
memory device. In this manner, the functions and services provided by the
device module (103, 104, 105, 106) to the user may be updated by updating
executable code within the data storage device {302} of the device module (103,
104, 105, 108). In one example, the updated executable code may be obtained
from a vendor. In this example, the vendor may be the same vendor that
produced the device module (103, 104, 105, 108).

[0060] Fig. 4 is a diagram of the two modular device systems {402, 403)
of Fig. 1 used in a computing network (400}, according to one example of the
principles described herein. The computing network (400) may comprise an
office moduiar device system (402) and a home modular device system (403)
communicatively coupled {o each other via the internet (401}, In this manner,
the office modular device system (402) may communicate with and/or control
the home modular device system {403), and visa versa. This enables a userto
utitize device modules {103, 104, 105, 106} of & separate moduiar device
system (402, 403} to control the 10T devices (410, 411, 412).

{060861] Also, as depicted in Fig. 4, a number of mobile computing devices
{404, 405) may be communicatively coupled 1o the modular device systems
{402, 403) s0 as to provide mobile access {0 a number of device modules (103,
104, 105, 108) included in the modular device systems (402, 403). This may
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prove user-friendly in situations where a user wishes 1o adjust a8 number of ioT
devices (410, 411, 412} in their office {402), home (403) or other location such
as, for example, a heating and cooling thermostat, a security system, or a
starter for @ vehicle. A user may do so via the mobile computing devices {404,
405) from a location remote with respect {o the modular device systems (402,
403), the office location (402}, the home location (403}, the loT devices {410,
411, 412) for which the device modules (143, 104, 105, 1068) are installed in the
modular device systems {402, 403}, other localions, or combinations thereof.
[0062] In one example, the device modules (103, 104, 105, 1086) direcily
communicate with their respective loT devices (410, 411, 412) directly using the
0T communication module (313). The device modules (103, 104, 105, 106)
communicate with the master module (101) and vice versa using the
communication mechanism described above. In one example, the
communication between [oT devices {410, 411, 412) and their respective device
modutes (103, 104, 105, 108} may be via a wireless network., These wirgless
networks may comprise any of the wireless technologies described herain
including BLUETOOTH communication types developed by the Blustooth
Special Interest Group, WI-FI comimunication types as defined by the Wi-Fi
Alllance, Blustooth low energy marketed as BLUETOOTH BMART wireless
personal area network technology designed and marketed by the Bluetooth
Special interest Group, ZIGBEE communication protocols developed by the
ZigBee Alllance, among many other wirgless technologies.

{0063] In one example, the master module (101) communicates only to
the device modules (103, 104, 105, 106), and not to the loT devices (410, 411,
412) directly. in this example, vendors may implement their own proprietary
conununication protocols between a device modide {103, 104, 105, 108) they
produce, and their respective loT devices (410, 411, 412).

[0064] Fig. 5 is a flowchart showing a method (500) of providing access
to an internet-oi-things (loT) device, according to one example of the principles
described herein. The method (500} may include allocating (biock 501) a
number of computing resources from a master module (101) for use by a
number of device modutes (103, 104, 105, 106). As described above,
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processing power, dafa storage, communications, and other compuding
resources may be divided among a number of device modules (103, 104, 105,
1086) using virtual machine emulation, for example.

{0065] The master module (101) may transmit {(block 502) datato a
number of internet-of-things devices (410, 411, 412) via the device modules
{103, 104, 105, 106). The data is received from the device modules (103, 104,
105, 108) communicatively coupled to the master modute (101) using the above
described communication couplings. i one exampie, the device modules {103,
104, 105, 106) may be vendor-sourced device modules. In this example, the
vendors are entities that provide services associated with the internet-of-things
device.

[0066] The method (500} of Fig. & may further comprise licensing
technology regarding the master module (101) {o a vendor in order for the
vendor 1o produce or manufacture a device module {103, 104, 105, 108) that
funclions, in assogiation with the master moduie {101), o manipulate an
infernet-of-things device (410, 411, 412). The method (5800} may further
comprise selling the device modules (103, 104, 105, 108) separate from the
master module (101).

{0067] Thus, the present modular device system {100) provides for a
centralized command-and-control architecture for loT devices. The end sensors
or devices are distributed across various locations, but the master module (101)
acts as a separate command and condrol module through which the number of
device modules (103, 104, 105, 106} are controlled. Thus, in this distributed
systems architecture, the commands and control are handled by a single trusted
entity found in the master module (101). Further, the device modules {103, 104,
108, 108) are physically located in a single stack and within a single footprint.
This provides extensibility, stackability, and ease of manageability for a user.
Still further, the aesthetics of the modular device system (100} is increased as
may be desired in a home or office application.

[0068] Further, all user preferences, identities, and other privacy
elements of the user are available in a ceniral location in the data storage
device (202) of the master module (101). This avoids distribution of critical and

21



WO 2016/018211 PCT/US2014/048398

sensiive privale data to untrusted devices. Also, the device modules (103, 104,
108, 106) may behave in accordance with changing user preferences
automatically. Still further, data analytics may be streamiined due to the master
module (101) being in receipt of and storing all data from the device modules
(103, 104, 105, 108).

[0069] Aspects of the present system and method are described herein
with reference to flowchart illustrations and/or block diagrams of methods,
apparatus {systems} and compiter program products according to examples of
the principles described herein. Each blogk of the flowchart illustrations and
block diagrams, and combinations of blocks in the flowchan illustrations and
block diagrams, may be implemented by computer usable program code. The
computer usable program code may be provided to a processor of a general
purpose computer, special purpose computer, or other programmable data
processing apparatus to produce a maching, such that the computer usable
program code, when executed via, for exampie, the processor {201) of the
master module (101) or other programmable datla processing apparatus,
implement the functions or acts specified in the flowchart and/or block diagram
block or blocks. In one example, the computer usable program code may be
embodied within a computer readable storage medium; the compuier readable
storage medium being part of the computer program product. In one example,
the computer readable storage medium is a non-transitory computer readable
mediuni.

{0070] The specification and figures describe master module that
includes a processor and a memory. The memory includes executable code
that, when executed by the processor, provides a number of computationat
resources to a number of device modules. The device modules are vendor-
sourced device modules. The vendors are entities that provide services
associated with an internet-of-things device. This master module may have a
number of advantages, including: {1} eliminating the need to replace outdate
systems and devices, {2) providing a standardized 10T system, (3} creating a
single module system that exists within a single horizontal footprint resulling in a
fower cost to the user and an aesthetically pleasing system, {4} providing
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modularization of xternal computing devices and peripherals, (5) provides for g
user's continually changing 1oT needs, and (8) provides extensibility among the
device modules, among other advantages.

{0071] The preceding description has been presented {o Hustrate and
describe examples of the principles described. This description is not intended
to be exhaustive or to limit these principles to any precise form disclosed. Many
modifications and vaniations are possible in light of the above teaching.
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CLAIMS

WHAT IS CLAIMED IS

1. A master module, comprising:
3 processor;
a memory, the memaory comprising exaecutable code that, when executed
by the processor:
provides a number of computational resources to a number of
device modules,
in which the device modules are vendor-sourced device modules,
and
in which the vendors are entities that provide services associated
with an internet-of-things device,

2. The master moduie of claim 1, in which the computational resources
comprise electrical power, processing power, data storage, network
connectivity, security, or combinations thereof.

3. The master module of claim 1, in which the vendor-sourced device
modules provide functionality associated with an internet-of-things device.

4. The master module of claim 1, in which the master module further
comprises a number of data connections for transfer of data between the device
modules.

5. The master module of claim 4, in which the device modules comprise;
a number of data input connections for recelving data from the master
modute or other device modules; and
a number of data cuiput connections for transmitting data to the master
modute or other davice modules.
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8. The master module of claim 1, in which the master module further
comprises a number of electrical connections for transfar of electrical power
between the device modules.

7. The master module of claim 1, in which the device modules are
communicatively stackable on the master module and other device modules.

8. A method of providing access to an intermet-of-things device, comprising:

aliocating a number of computing resources from a master module for
use by a number of device modules; and

transmitting data from the master modude 10 a number of internet-of-
things devices via the device modules, the data being received from the device
modules communicatively coupled o the master module,

in which the device modules are vendor-sourced device modules, and

in which the vendors are entities thal provide services associated with the
intemet-of-things device.

8. The method of claim 8, furthey comprising licensing technology regarding
the master module {0 a vendor.

10.  The method of claim 8, further comprising selling the device modules
separate from the master module.

11, A computer program product for controlling an internet-of-things device,
the computer program product comprising:

a computer readable storage medium compising compider usable
program code embodied therewith, the computer usable program code
comprising:

compuier usable program code o, when executed by a processor,
receive data from a vendor-sourced device module communicatively
coupled to the master module, the data comprising instructions to control
the internet-of-things device; and
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compuder usable program code (o, when executed by 8 processor,
transmit data to the internet-ot-things device.

12, The computer program product of claim 11, further comprising:
computer usable program code to, when executed by a processor,
update computer code stored within the vendor-sourced device module.

13, The computer program product of claim 12, further comprising computer
usable program code to, when executed by a processor, oblain data associated
with updating computer code stored within the vendor-sourced device module

from the vendor,

14.  The computer program product of claim 11, further comprising computer
usable program code to, when executed by a processor, provide a number of

computational resources o the device module.
15.  The computer program product of claim 14, further comprising computer

usable program code to, when executed by a processor, provide the
computational resources {o the device module as a virfual machineg smuiation.
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