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(57) Abstract: Method and apparatus for protecting against homoglyph style
malicious attacks by identitying threat links in incoming electronic messages
such as emails. Such messages can then be blocked, deleted or edited to pre-
vent the user controlling a computer to download code from those linked.
The method involves establishing a list of internet domains are relevant to a
user or organisation, and identitying incoming messages with internet links
that may cause users to wrongly think those links are directed to those listed
internet domains. This is achieved by applying an image similarity assess-
ment algorithm to detect links which would have visual similarity to those
listed internet domains. The method may include only assessing image simil -
arity on those links that have a predetermined amount of text similarity to
those listed internet domains, and may also include further checks if the link
is still a suspect link after the image similarity check.
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A METHOD OF PROTECTING A USER FROM MESSAGES WITH LINKS TO MALICIOUS WEBSITES
CONTAINING HOMOGRAPH ATTACKS

" The-present invention relates to protection of computers and users from electronic messages {such

as emails etc) containing links to websites which contain malware or which fraudulently purport to

be a genuine service in order to collect users’ personal or financial information.

Spam filters are a well-known approach fdr protecting users from messages containing links to
websites cohtaining malware. Techniqueé for filterjng the messages include comparing them to
templates, statisti_cal techniques, and checking for -links to websites that are known to contain
malware. Some spam filters go further in looking for messages that are unusual as compared to the A

type of messages which are cbmmonly received.

The:.ir'wentors have identified some problems with known filters, which is that although they can
stop a Iarge proportion of untargeted spam, they tend to be ineffective against highly targeted
malicious messages (known as “phishing, or “spear phishing” depending on how targeted the attack
is) which can cause considerable harm to the user, the on;ganisation, or their computer systems. A

particular type of targeted attack of concern to the inventors is the homoglyph attack.

An example of a targeted homoglyph phishing attack would be to send a message to a member of |

_staff of an organisation (e.g. a bank) containing a link that appears to be relevant to the staff of that

organisation but with a small change that may not be immediately obvious to the recipient.

Well known examples are to replace the letter “0” with the number “0”, perhaps using a font (in this

' ‘case “Bell MT”) where the number ‘0’ looks more like a conventional “0”, or using two letters that in

a ’particular font seem similar to a single letter (e.g. “rn” Iodking like “m”). Other examples of the

technique include www.paypal.com and GOOGLE.COM.

* In addition to the more sim-ple ASCIt homoglyph attacks discussed, above it is also possible to design

horhoglyph attacks based on mixtures of characters from different’ Iahguages. Fortunately most
domain name registrars now restrict the ability to register domains with a letter from a foreign
alphabet, however not alil do and also it is poséible to construct an' attack using characters of only
one Iangﬁage, that looks like a well-known web-domain in another language. As an example it would

be possible to use the crylic letters “e” “p” and “0” (which look identical to the latin letters “e” “p

and “0”) to register a domain which looks identical to the well-known website www.epo.org
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The inventors have ideritified a weakness in known message filters, which is that in order to become

widely used they need to provide generic protection for all types of users, yet the'diff cuity with

' phlshmg attacks is that they are tailored to be of interest to users within an organisation (or a

" specific mdnvndual), and thus tend to be designed to be very similar to the type of messages that the

user(s) would not be surprised to received. Thus, automated methods of finding unusual messages .

do not tend to provide adequate protection against targeted or highly targeted phishing attacks.

Another weakness is that as compared to generic spam, with a targeted phishing attack the malware
hosting website is often only registered shortly before sending of the malicious email to the victims

being targeted, as this ensures that the malware hosting website will not be a known threat website

-at the time of performing the attack.

It would also be possible to generate a list of web domains that are visually similar to web addresses
that would be familiar to users in a particular organisation. However the difficulty is that there are
Iikely to be a vast number of such domains, taking into account that web addresses can be displayed

in numerous fonts or using special language characters. As a manual task this would be so

" challenging as to limit both its adoption.and efficacy, especially given that web addresses are

dlsplayed dlfferently depending on the font and formatting of the email (e.g. in html) and that web
addresses can use characters from many different languages which may appear similar in some fonts

to characters in the language of the rest of the email text.

It is an object of the present invention to provide an apparatus and method for preventing a user
from controlling a computer to access a link in a message which is likely to cause harm to the user or

their organisation, or their'comput'er systems.

Aceording toa firstaspect of the present invention there is 'provided apparatus for protecting auser
against phishing attacks by identifying threat links in incoming electronic messages, and preventlng a
user from controllmg a computer to follow such links, the apparatus comprising: o
- An mternet d0ma|n manager operable to store a list of non-threat internet-domains that are '
relevant to the user or an organisation of which the user is a member, each internet-domain '
* comprising at least a second level domain of an internet address; | |
-A content security manager operable to:

.- Identify suspect internet-domains in hyperlinks in the incoming electronic messages
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- Assess whether at least one of the suspect internet-domains is a threat;

- A content filter operable to directly or indirectly prevent the user from controlling a combuter_

via a message client to follow such hyperlinks if they contain an internet-domain that has been

assessed to be athreat; ! , \
eharacterised in that the aforesaid assessment comprises:- | ‘

- providing a digital image of the suspect internet-domain;

- providin‘g‘a digital image of at least one listed non-threat web address;

- comparing the two digital images by applying a digital image similarity assessment algorlthm to

output a measure of digital image similarity; and

- basing the assessment at least in part on that output.

This has the advantage of offering protection even if a threat internet-domain was registered only

very shortly before being used in a phishing attack. It also has the advantage of addressing all types
of variations in formatting and style of the message content, and the language of the characters

used in the ‘internet-dor_rraih in the message.

Preferably the assessment further comprises assessing at least one characteristic of internet-domain

registration information associated with the internet-domain, against at least one criterion, and

— basing the assessment at least in part on that output, at least in the.case that the output of the

digital image similarity assessment algorithm is above a predetermined threshold.

This has the advantage of offering improved reliability, such that internet- -domains W|th |mage‘

similarity to relevant non-threat internet-domain may be passed as being non-threat if approprlate -

It also enables the threshold of the digital image similarity assessment algorit_hm to be lower than
otherwise possible. (i.e. to detect more potential threats), without causing the apparatus to falsely

detect too many positives.

" A typical characteristic to be used is the date of registration of the internet-domain, or more

sbeciﬁcally how recent the registration was. A recent registration may be defined as an indicator

that the internet-domain is a threat web address. A historical registration may be an indicator of the
internet-domain not, being a threat, however other factors may be taken into account. In the

absence of the use of other factors this would indicate that the internet-domain is not a threat

. However the assessment may comprise other checks (either subsequent or in combmatlon) to .

determine whether the internet-domain is a threat or non- threat
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Preferably the internet-domain manager is operablé to collect a list of internet-domains that a.r,e
commonly_'included in a set of electronic messages of the aforesaid organisation, and not collect in
that list those internet-domains that are rarely included in the sef, where at least one criterion is '
provided to distinguish common from rare, the collected list of intérnet-domains being stored a;s the

list of non-threat internet-domains.
A'simple example mighf be that an internet-domain is rarely included if it is included in less than one
in a thousand of the messages; but a wide variety of very complex criterion could also be readily '

implemented by the skilled person.

For example the criteria could favour collection of internet-domains that occur rarely in electronic

" messages of the organisation as a whole, but are disproportionately present in messages sent to

(and/or from) a minority of the users (i.e. message addresses) of the organisation.

Preferably the aforesaid collection of a list of internet-domains from the electronic messages 6f the
organisation is performed using messages sent from mesSaéé addresses controlled by the
organisation (i.e. sent by members of the'organisation such as the oi’ga nisation’s staff).

. 3 .
Alternatively or additionally, the internet-domain manager is operable to automatically collect a list
.of internet-domains that are commonly acces;ed by users of the organisation via web brbwsers of
computers contrblled by the organisation, the collected list of commonly accessed web addresses

being stored in the list of non-threat web addresses.

Automated collection of commonly included and/or commonly accessed web addresses has the
advahtage that the user, or a superuser, need not manually collate this list of web addresses which
provides a lower barrier to adoption by an organisation. It also typically provides for more reliable

inclusion of all commonly referenced web addresses as compared to manual collection.

The content filter i$ operable to directly or indirectly prevent the user from controlling a éomputér
ruﬁning the message client to follow such hyperliﬁks. This can be achieved in s_everal ways: |
- Marking the message as maﬁciods, and passing it to a downstream filter operable'tq block it,
sQ as to not be delivered to the target user’s message client. '

- Deleting the message.
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- Blocking the message, by not forwarding it to the target user’s inbox; .

- ‘ Deleting the threat link from the message.

Opfionally the content filter bldcl(s or deletes messages containing threat hyperlinks. This is the
simplest solution, .hO\'Never alternatively the message may be forwarded with a deactivated or
deleted link, typically with a warning to the user regarding why the link has been removed or

deactivated.

Typically, the messages are either emails or short message service messages (known as “text-
messages” or ”srrls’s”) or both, however the method is equally applicable to other electro'nic‘

message services, ineluding bespoke messenger services, especially those suited to being sent from :
one }organisatic'm to another, and especially those which typically would include links, or which ere

typically used in conjunction with a message client that supports the use of hyperlinks to control an

internet browser.

Optionally the internet-domain manager is operable to store a list of non-threat internet-domains
that are relevant to an organisation of which the user is a member. Application of the invention to
an organisation rather than just an individual provides strong protection against some types of

phishing attacks because attackers often target at the level of an organisation. Alternatively the list

of non-threat internet-domains may be ones identified specifically with respect to the user. This

provides enhanced protection against the most highly targeted phishing attacks. Optionally both’

organisation-level and user-level lists of relevant internet-domains are collected and used.

Advantageously, the step of assessing whether at least one of the suspect internet-domains is a
threat, in the event that an internet domain of a hyperlink in a message is assessed to have image

similarity to one. of the non-threat internet domains, the presence of at least a sub-domaln of that

.

non-threat internet domain within the message is determined, and if thEt non-threat interned

domain subdomain is identified within the message this is used to contribute towards a finding that

-

the message is a threat.

This feature is’ advantageous because typically a phishing attack uses the name of the genuine
website, often repeatedly, then including a link to simitar-looking domain. For example an email
falsely purporting to be from the company Paypal Inc may repeatedly mentioh the term_”Paypal”'

before including a link to, for example Paypal.com . Therefore having identified that the term.
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“paypal” has image similarity to one of the trusted domains or subdomains (“paypal”) the level of
confidence that the link is malicious is increased by the determination that the message contains the

text “paypal” (irrespective of capitalisation). This may be implemented in different ways, for

' example the presence of the text in the message may be used as a final check. Alternatlvely the

reqwred threshold for |mage snmllanty may be varied accordlng to whether the trusted domain text
is alsq.m the message (if the text ~|s present then a low threshold is used. If the text is abs_en‘t then a
high threshold is used). Alternatively checking for the text in the message may be an additional:
check in combination with other checks, such as checking whether the linked-to internet domaln

was reglstered only recently

More éenerally therefore, in the step of assessing whether an internet-domain of a hyperlink in a
message is ba threat, account is taken of whether any non-threat internet domains to which the
hyperlinked internet domain has image similarity to, is also present in the text of the message
Optlonally account is taken of how many times it is present whether it is present as a word rather
than a text strlng inside another word, and/or the number of times it is present relatlve to the

number of words in the message.

According to a second aspect of the present invention there is provided a method for protectinga =
user against phishing attacks by identifying threat links in incoming electronic messages, and
preventing a user from controlling a computer to follow such links, the method comprising the steps
of: ‘ _

- Storing a list of nonkthreat internet-domains that are relevant to the user or an organiSation- ‘
of which the user is a member, each internet-domain comprising at least a second Ievel‘
domam of an internet address . '

- Identlfymg suspect internet-domains i in hyperllnks in the incoming electronlc messages;

- .Assessmg whether at least one of the suspect lnternet domains is a threat; )

- A content filter operable to dlrectly or |nd|rect|y prevent the user from controlllng a

computer via a message client to follow such hyperlinks if they contam an mternet domain

that has been assessed to be a threat;

* characterised in that the aforesaid assessment comprises:

- pro'viding a digital image of the suspect internet-domain;
- 'providing a digital image of at least one listed non-threat web address; |
- comparmg the.two digital images by applylng a digital image sumllarlty assessment algorithm

to output a measure of digital image SIm|Iar|ty, and
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- basing the assessment at least in part on that output.

According to a third aspect of the present invention there is provided a computer program operable
to control a computer to perform the method of the second aspect. Such computer brogram

typically is recorded on a physical computer readable medium.

A preferred embodiment of the invention will now be described in detail with reference to the )

figures in which:
Figure 1 is an illustration of a method of preventing a user from controlling a computer to access a
mahcrous link according to the prior art;

Figure 2 is an jllustration of a method of preventing a user from controlllng a computer to access @ .

‘malicious link according to one embodiment of the present invention;

Figure 3 is a block diagram-of a computer apparatus for protecting against phishing attacks according
to a first embodiment; and ' ’
Figure 4 is a block diagram of a computer apparatus for protecting against phishing attacks according

to a second embodiment.

Turhing to figure 1, a rhessage filter such as that of the prior art operates by receiving messages
(step 1), identifying whether any hyperlinks in a received message are on a blacklist {step 2) and if
so, blocking the message, or if not then allowing the message and active hyperlink to be passed to .

and displayed to the user.

Figure 2 illustrates a preferred embodiment of the present invention. A list of non-threat mternet
domains is stored (step 6). ‘Each mternet-domam must include at least a second-level domain (e.g.
”paypal" or “hmrc”). in a typical example each internet-domain will also include the top Ievel domain
(e.g. ”.com" or “.gov.uk”). Any relevant third level domain (and possibly even a file extension) could

be stored too but typically th_ese are not stored, especially not the file extension.

The list of non- threat internet domalns can optionally be collected automatlcally by evaluatmg a set
of messages and/or monitoring a flow of messages relevant to the organisation (step 5). Monitoring
inbourid messages is typically acceptable because targeted phishing attacks will generally only be a
very. smali proportibn of an inbound flow of messages. Monitoring outbound messages may _

however be preferred as of the small number of targeted phishing attack messages received only a

“small proportion ‘of them will be replied to or forwarded by recipiehts within the organisation.
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However the disadvantage of only monitoring outbound messages is that this may cause some

interhet domains that are commonly received to be omitted from the non-threat list due to the

‘messages being of a nature which does not require a reply (e.g. emails fr,omv”nc')reply@..."

. addresses).

.Optionally therefare, both inbound and outbound messages should be monitored, and preferably a

higher threshold is set for inbound messages as compared to outbound messages (for exarrrple
internet dor_nains are deemed to be non-threat, if they are referenced in over 1 in 100 inbound

messages, or in over 1 in 1000 outbound messages).

Olptionally, at least one additional criterion is used, for example the consistency of the rate at which

an internet domain is referenced in messages. Each internet domain will occur in messages a varying -

.number of times each day (or each weekday, week, month or other time period) and this variation

- may follow the ‘normal distribution” or may follow a skewed distribution (a criterion would be

needed to distinguish normal and skewed distributions, of which many couid be chosen). For
internet domains which occur in a normal distribution the threshold could be lower (e.g. 1 in 2000)

than for internet domains which occur in a skewed distribution (e.g. 1 in 500).

Additionall_y, it may be beneficial to compare the rate at‘which each ihternet domain is referenced in
inbound and outbound messages, to identify the ratio between the rate of outbound references to
inbound retere_nces. Phishing attacks are less likely to be responded to corr\pared to non-threat
messages. and so a Iower rate would be expected. Preferably a criterion is defined to distinguish
internet domams that tend to be in messages that recipients tend to reply to (and/or forward) and
internet domams that tend to be jn messages that recipients by comparlson do not tend to reply to

(and/or forward). For simplicity, this can be based only on replies (or forwards) whlch include the |

‘ orlglnal message text, however the alternative is also possible.

It should be noted that automatic harvesting of non-threat internet domains can be performed -

initially based on a dataset of historical messages relevant to the organisation, or the automatic

harvesting can be performed for an initial period of time on messages as they flow through (in

* and/or out of) the organisation.

AIthdugh the list of non-threat internet domains can be left static, it is equally possible to

contin'uously monitor electronic messages to keep the non-threat list of internet domains up to date,
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however especially in the latter case it is irﬁportant to ensure that a sudden flood of phishihg attacks
will not cause the phishing attack internet domain to be added to the list of non-threat internet
domains. This is best achieved by only (or preferentially) adding internet domains to the non-threat
Iisf if it is identified that'recipiénts within the organisation have a high tendency to repnly to messages

with hyperlinks to such internet domains.

Ideally, there are provided recipient-specific lists of non-threat internet domains. This can be Best
échieved by .applying the above ‘methods to identify internet domains which are ‘commonly
contain.ed‘ in messages sent to a barticular recipient within the orgénisation. This accounts for the
fact that different users aré likely to have subscribed to different newsletters or other message
services. The use of user specific lists helps to provide stronger protec’fion against phishing mességes
targeted at specific users. One way to generate a user specific list is to automatically identifying web
dbmain.é that commonly 6ccur in ‘messages sent parti.i:ularly to that user, Jeither on a historical
dataset (e.g. their inbox) or on messages as they pass to the user and/or updatéd on a continuous
basis. Of course care should be taken to protect such lists as they may confain private information.

While the distinction between a commonly included internet domain and a rarely included internet

domain has been described as relying on one or more criterion, in practicé it would be typical for the

skilled person to implement a mathematical formula for distinguishing threat and non-threat web

domains’in email messages of the organisation, by reference to any of the numerous statistical

; techniques available in the scientific literature.

Having established which internet domains are commonly included in messages and are not threats,

'méssages are received (or continue to be received) at the ofganisation (step 7). The messages

typically are emails (but may additionaIIy/a'IternativeIy be text messages also known as sms’s,.and

additionally/alternatively may be another type of electronic message). .

As a general rule if the message contains no links to internet domains, or if all the links are to non-

threat internet domains, then the message is not blocked/deleted/disabled. The most efficient
option is to first deferminé that all links in a message are non-threat ones, and to bypass further
checks if this is the case. Optionally the method is limited to active links in htm! format. However

usefully the method also includes identifying any plain text that would link to a website if it were

' copied and pasted into a browser (i.e. web addresses), treating this text asa hyperlink, and assessing

“wn

that hyperlink as described above. Such plain text can be identified by the inclusion of a
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separating two sections of characters, the latter of which is a known top level internet domain (e.g.

llcom")

The describéd system is focussed on protecting against phishing attacks using homodyne links.

Clearly therefore, it can be implemented in conjunction with other filters, such as a spam filter

and/or a content filter, so even if the described system does not block/delete/disable the message,

the méssage might still get blocked/deleted/disabled at some point for other reasons.

That said, when identifying a link in a message as corresponding to a listed non-threat internet

domain, it is impor‘tanf to also check the top level domain,

By contrast if the message does contain links to internet domains that are not in the non-threat list

(step 8), then these need to be checked.

An optional first check (step 9) is to check whether there is text Similarity between the internet

‘domain of the link in the message, and any of the internet domains in the non-threat list. Clearly

oohay.com is not at risk of being confused with yahoo.com, however YAH00.COM could be confused

. with YAHOO.COM. Therefore to identify web domains which could be mistaken for non-threat web

domains a variety of text fiIters'and checks could sensibly be implemented. A simple example would
be to require at '.,Ieést 50% of .the' letters of the second level domain to be both in common and in the
right order (inzthjs césel Y, A and H, making up 66.7% of the letters and they are found in_-the‘sarhe
o_rdérv in the non-threat internet domain). | | . '

ideally, “in common” means either being the same letter (and therefore being in the sar’ne language)
or alternati\}ely being one of a number of known homoglyphs in a list 6f known hom‘oglyphs; The list

for example might include:

‘OandO,

land 1,

iand |,

_ latin e and cryllice,

latin p and cryllic p, and

latin o and cryllic o.

10
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Preferably the term “homoglyph” includes typographic ligatures (situations where two letters can

" appear similar to a single letter). So preferably the list of known homoglyphs includes typographic
o -Iigatures. These might for example include:

rnand m,

fi _and A .
cjand g

ciand a, and

_ ‘cland d.

This makes it more difficult for an attacker to design a spoof internet domain which looks like a non-

threat i,nter‘net‘domain' but lacks text similarity to it (even more difficult still if known typographic

ligatures are accounted for).

Determination of text similarity can_be performed in many ways. For example there are .
approximately 188 algorithrﬁs available on Github related to the subject of text similarity. A basic
approach would be to count the proportion of letters in common (as a fraction of, for example, the
average number of letters in the two text strings). One of the examples listed on Github appears to
use convolutional neura‘l networks. Another attractive option is to treat the letters as vectors and
measure the cosine angie between the two vectors. fhis conveniently produces a value between 0
and 1.. Suitable cosine-similarity text evaluation algorithms are available on the interriet, or can

readily be written by the PSA.

It may also be desirable to vary the threshold according to the length of one of the text strings (e.g.
second level internet dofnains), so with long text strings (10+ characte-rs) a high degree of text
similarity would be.required (high threshold) but with shbrt text strings (E.g. 3-5 chafacters) a lower
degree of text similarity would be required. This can be expressed as a function so the requured

threshold may vary smoothly but perhaps non-linearly with number of characters Sultable E

" thresholds or functlons can be gstabhshed by the PSA readily through trlal and error.

With all of these approaches it is desirable to treat known homoglyphs,as equivalent for purpbsés of
text similarity, but it is very important that they are not treated as equivalent for purposes of

checking whether the text strings (internet domains or sub domains thereof) are identical. So, as an

- example microsoft and rnicrosoft could be treated as 100% similar, but not as identical.

11



10

15

20 -

25

30

WO 2017/162997 PCT/GB2017/000038

Nete that it-is possible fo treat such extreme cases (microsoft and rnicrosoft) as so clearly a suspect
threat (100% simi_lar,' but not identical), that checking for visual similarity may not be necessary. Thus
while checking for image similarity is a key feature of the invention, it is not essential to perform it
on every suspect internet domain. Preferably however the additional step of checking the‘ internet
domain’s registration mformatron is performed, as this helps to dlstmgunsh between accidentally '

1

5|m|Iar domams and deliberately similar domains.

To ensure different characters in different languages are not wrongly treated as identical they

" should be converted to (or more generally, provided in) a format, e.g. numbers, which distinguishes

all such characters, prior to the step of assessing text similarity. Unicode (preferably the most up to

date version) is a sensible option.

Preferably therefore the step of identifying suspect internet-domains in hyperlinks in the mcommg

electronlc messages, includes first assessing a measure of text similarity between any such mternet

domains in hyperlinks and each of the non-threat internet domains, with respect to a cntenon, and
treating 'eny internet domains in hyperlinks that meet the criterion as suspect, and any internet -

domains in hyperlinks that do not meet the criterion as not suspect, and the step of assessing

- whether at least one of the suspect internet-domains is a threat is applied to those internet domains

in hyperlinks that are treated as suspect.

Preferably also the assessment of a measure of text similarity includes providing a list of known pairs . - -
of single or double character homoglyphs, and in each instance of comparing an internet domainin a
hyperlink with a non-threat internet domain any of the listed homoglyphs-are identified and treated

as identical for the purposes of measuring text similarity.

One Way'to perform the text assessment while treating listed homoglyphs as identical is to convert

_one'ef the homoglyphs (particularly the one in the internet domain in the incoming mess‘age‘) into its

" counterpart prior to text similarity assessment. Another way is to convert them both into an

arbitrary code.

Far each such listed homoglyph it is desirable to repeat the text similarity assessment, both with and

without treating the homoglyphs as identical.‘This is because a.'p'hishing attack may include the

characters “rn” without relying on the similarity between “rn” and “m” to look similar to a domain

tthat is well known to staff/users in that particular organisation. For example if “armorm.com” was a
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website commonly accessed by an organisation, and a message arrived wnth a link to “arnorn.com”.
The font used in the emall mrght not cause rn" to look very similar to “m”, and by replacmg each
“m” (creatlng amom.com) you potentially cause the text S|mrlar|ty assessment
alrogithm to produce a lower similarity assessment output than if you had not done so. Additionally
if rnultiple listed homoglyphs are detected, the text similarity for each permutation (changed or not

changed) should be tested Where multiple versions are tested, the highest output (strongest

: |nd|cat|on of srmllarlty) should be selected for determmmg whether there is text S|m|lar|ty

It is desirable that where any links in messages include a third level domain (and/or other suh-_
domam) then that sub-domain should be checked against the second level domalns of the non-
threat lists. In this case a dlrect match does not lead to the link being considered non-threat but

(barring other factors) will normaIIy lead to the I|nk being considered a phishing threat.

So for example if a message is received with a link to ”bbc.iplayer.tob-bbc-content-201_5.co.uk” then

it is desirable'that “bbc” and “iplayer” are compared to the non-threat internet domains (specifically
the second level domains), and a match'would (barring other factors that may be taken into account,
if any) lead to the link being deemed to be a phishing. threat This approach would guard against
attacks where the attacker is hoping that the recipient will believe that the left hand snde of the,URL
is the websnte address (E.g. “bbc.co.uk”), when in fact the website directed to |s in this case a part of

“top-bbc-content-2015.co.uk”.

Similarly the combination of two or more subdomains in a suspect hyperlink should,be considered -

together, as well as separately.

I'n'_step 10, any suspect hyperlinks are evaluated via digital image comparison. The second level
domain of the hyperlink is converted into a digital .image (i.e. generally a rectangular image,

generally with data defining black areas and white areas, and typically not defining colour).

'Sirnilarly the second level domain of each of the listed non-threat internet domains is either

converted to-a digital image or already provided as a digital image. Generally the same method of

' converting to digital image should be used on both second level domains. Ideally for text formatted

messages, ideally the suspect link second level domain is converted from plain text to a digital

' image, and also a digital image is generated of its formatted appearance,-and both'd'-igital images are

compared to the digital images of the non-threat second level domains. Suitable methods of
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converting text to an image are.easily selected and obtained (or else generated if necessary) by the

skilled person.

Comparison of two digital images is performed on a computer by an image similarity assessment'
algorithm. Méhy relevant algorithms already exist and can be selected and modified to suit this task,

Searching for image comparison on github for example reveals a number of algorithms and even an

“algorithm for comparing image comparison algorithms. Although one option is to use a simple image

comparison algorithm, which'simply compares whether each part of the two imagés are the same, it’

is prefe'rablle to use an algorithm which assesses the degree to which the structural features of one

image are present in the other in similar but not necessarily exactly matching locations. This
provides a better estimate of whether a user is-at risk of mis-reading the link as being a link to a
common internet domain. Such an algorithm can be written by the skilled person as an alternative to

using and optionally modifying an available image comparison algorithm. .

By way of examble, starting from a simple image comparison algorithm, the skilled person could.

generate a more sophisticated algorithm to compare images A and B as follows: Firstly divide digital

-images-A into an array of smaller digital images (optionally with extra overlapping ones) so thateach - -

small digital i‘mage will be a part of a single letter depicted in the original, and each part of each

-~ letter should be contained in at least one small digital image. Now compare each of the small digital

images against a corresponding (but larger) area of image B. This may involve repeatedly trying to
match the small digital image against slightly different iocations of image B to find the best match

(e.g. via cross correlation or phase correlation). The similarity between images A and Bis output as a

measure of how many of the small images from A can be readily matched to a similar location of

image B.

Further,,(where a suspect internet domain has already been identified as having Vtext'similarity to a

non-threat internet domain, then it may be preferably to only compare the parts which lack text

similarity, preferably along with the any immediately neighbouring letters. So- for examplé
com'paring'A:' “microsoft” to B: ."mAicrosoft” would involve first identifying fhat 8 of thé 9 lettersin A
are presént in B in the correct order, and thus the subdomains have text similarify. However then it
is only necessary to compare a digital image of the letters “mi” agéinst a digital image of the letters

“mi” for example as they would be displayed based on any formatting defined in the message (e.g. a

specific font).
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If the output of the digital image similarity algorithm indicates high image similarity then the suspect
hyperlink is either deemed a threat, or remains a suspect link for further analysis (step 12). If the
digital image similarity algorithm indicates low image similarity then the suspect hyperlink is deemed

a non- -threat and the message is passed to the user’s inbox or message client for vnewnng W|thout

‘being deleted, blocked or disabled (step 11).

In a preferred embodiment a hyperlink that remains a suspect hyperlink following image simiilarity -
assessment (step 10) is evaluated further, with a further assessment being based on at least one
characteristic of the relevant internet domain’s registration details. The characteristic assessed is

how recently the relevant domain was registered (i.e. recently or historically), based on whether

“this was longer ago than a threshold value. So, for example if the domain was registered less than a

week prior to receipt of the message, then this in combination with the identified image similarity is
used to deem the hyperiink a threat. The user is then prevented from cohtrolling a computer to

accessthe hyperlink address — either by deleting'the message, blocking the message, deleting or

disablihg the hyperlink or at the least marking the message as malicious in order to cause a further

filter (such as a spam filter, or content filter or other type of filter) downstream to delete or block

the message.

* Generally the internet domain’s registration details are obtained when needed by reference to a

suitable resource at a predetermined location on the internet which may be a 3" party website or

may be a proprietary server providing a bequke service for detecting phishing attacks.

_In another-example an assessment is made of whether the non-threat internet domain (which has

been assessed as having'image similarity to an internet domain of a hypertink) is men‘tioned in the
text of the message. If the text string'vmerely occurs incidentally (for example the internet domain' .
"ample" might occur in a message which contains the word “example”) this ceuld sensibly be
dnsregarded However the presence of the non- -threat internet domain as a word W|th|n the message

would be a strong mdlcator that the message is malicious.

While this step has been discussed as a se'parate s.dbsequent step, aIternatiVer the steps are
combined and the image similarity and one or more other criteria are assessed jointly via an'
algorithm whichl balances two or more input variables to provide an assessment of whether the
message is a threat. Such algorithms may vary widely, perhaps relying on meny inputs such as the

number of times the word is repeated, the amount of image similarity, the recentness of the URL
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registration, whether the non-threat domain is in an organisation relevant non-threat list or a

personal non-threat list etc, and/or whether the non-threat internet domain is. one known to '

provide login-based access or merely freely accessible information.

In most cases the link has been described as a hyperlink — generally this includes nonQe"habIed or -

inactive hyperlmks in the form of a URL in plain text (whether or not the message |tseIf is in plain

~text format) This is preferable because some phishing messages may merely invite the user to copy

and paste the URL mto a browser address bar.

The method and apparatus provide for protecting against homoglyph phishing attacks by identifying
threat links in incoming electromc messages such as emails. Such messages can then be blocked,
deleted or edited to prevent the user being duped by them The method involves establishing a list
of internet domains are relevant to a particular organisation, and identifying incoming messages
with internet links that may cause users to wrongly think those links are directed.to‘those listed
internet domains. This is achieved by applying an image similarity assessment algorithm to detect
links which would have visual similarity to those listed internet domains. The method may include
only aSSessing image similarity on those links that have a predetermined amount of text similarity to
those listed internet domains, and may also include further checks if the link is still a suspect link

after the image similarity check.

Any suitable computing system or group of computing systems can be used -for perforr‘ning'the

operations described herein. For example, Figure 3 is a block diagram depicting an example of a

computing system 14 that executes a link assessment engine 15 for assessing electronic messages as .

to whether they contain generating data structures that encode logical propositions as described

above.

The computing system 14 includes a processor 16 that is communicatively coupled to a memory 15

and that executes computer-executable program code and/or accesses information stored in the

- 'memory 15. Examples of the processor 16 include (but are not limited to) a microprqcess_or, an

application-specific integrated circuit (“ASIC”), a field-programmable gate array (“FPGA”), or other
processing device. The processor 16 can include any number of processing devices, including one.
The memory 15 includes any -suitable non-transitory computer-readable medium. In various

embodiments, the computer-readable medium includes any .electronic, optical, magnetic, or oth'e_r
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storage device capable of providing a prdcessor with computer-readable instructions or other

program code.

" Non-limiting examples of a computer—readable medium include a CD-ROM, a DVD, a magnetic. disk, a

memory chip, a ROM, a RAM, an ASIC, optical storage, magnetic tape or othermagnetic storage, or -
any other medium from which a computer processor can read instructions. ) ‘
The computing system 14 may also include a number of externel or internal devices such as input or ;
output devices. - For example, the computing system 14 is shown with an input/output (“1/0”)
mterface 18 that can receive mput from input devices or provide output to output devices. Abus 17

can also be included in the computing system 14. The bus 17 can commumcatlvely couple one or

more components of the computing system 14.

1

The computing system 14 executes program code that configures the processor 16 to perform one
or more of the operations described above. The memory 15 stores this program code. The progrem =
code includes, for example, the link assessment engine 15 or any other suitable engine, module, or
appllcatlon that can be used to perform one or more operations described herein. The program’
code may be resudent in the memory 15 or any suitable computer-readable medium and may be
exec_uted by the processor 16 or any other suitable processor. In some embodiments; the program
code includes processor-specific instructions generated by a compiler and/or an interpreter from
code written in any suitable computer-programming ‘Ianguage, including, for example, .C, C++, C#,-

Visual Basic, Java, Python, Perl, JavaScript, and ActionScript.

L 4

* The computing system 14 receives electronic messages via 1/O device 18 from message server 19,

and typically sends them back to the same or another message server for onward tranSmission, or

,difectly on’to be picked updby the relevant message client. Computer 20 is typically one of mahy

c.oAmputers, typically each owned by the organisation and typically each controlfed by a user who is a

" member of the organisation. The computer, which may be a smartphone or other portable device,

20 similarly has memory, processor, bus and an I/O device for receiving messages 21, and an 1/0
device WhICh is generally a screen but may be another visual (or even audio) dlsplay umt 23 for -
displaying the electronic message to a user 24 (dotted arrow), and aIIowmg the user 24 to control )

the compdter 20 to follow a hyperlink within the displayed message (second dotted arrow).

" The dotted formatting of the arrows indicate that one or both of these steps are selectlvely enabled

or prevented Either the user IS prevented from VIewmg the message (by it bemg blocked or deleted |
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~ by the computing system 14) or the hyperlink is deactivated or removed such that the user-is

prevented from controlling the computer 20 from activating the link and downloading content from

an internet domain 25 referenced by the link, by m_eahs of an internet connection 26.

ﬁigure 4 shows an alternative embodiment where the Cemputing system 14 and cemputer system

20 are provaded in one computer system 14. This computer system both assesses ||nks to identify
targeted phishing attacks, and also displays messages to the client via a message client. The

numbering system of figure 3 is used in figure 4.

General Considerations

_Numerdus specific details are set forth herein to provide a thorough understanding of the claimed
‘'subject matter. However, those skilled in the art will understand that the claimed subject matter

. may be précticed without'these specific details. In other instances, methods, apparatuses, or

systems that would be known by one of ordinary skill have not béen descnbed in detall so as not to .

obscure clalmed subject matter.

The system or systems discussed herein are not limited to any particular hardware architecture or

configuration. - A computing device can include any suitable arrangernent of components that
provides a res-ult conditioned on one or more inputs. Suitable computing devices include
multipurpose microprocessor-based computer systems accessing stored software thet programs or
configures the computing system from a general purpose computihg apparatus to a specialized
cornputing apparatus irnplementing one or more embodiments of the present subject matter. Any
suitable programming, seriptihg, or other type of language or combinations of languages may be
used to iiplement the teachmgs contained herein in software to be used in programming or

conflgunng a computlng dewce

While the present subject matter has been described in detail with respect to specfﬁc embodiments
thereof, it will be appreciated that those skilled in the art, upon attaining an 'u‘nderstandi'ng of the
fdregoing, may readily produte alterations to, variations of, and equivalents to such embOQiments.
Accordingly, it should be understood that the present disclosure has been presen'ted for purposeé of
example rather than limitation, and d_oes not preclude inclusion of :C.uch modifications, variatiohs,

and/or additions to the present subject matter as would be readi,ly apparent to one of ordinary skill‘

~inthe art.
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Claims:

1. Apparatus for protecting a user against phishing attacks by identifying threat links in incoming
electronic messages, and preventing a user from controlling a computer to follow such links, the
" apparatus Comprising: ‘
- An internet-domain manager operable to store a list of non-threat internet-domains thavt_ are
| relevant to the user or an organisation of which the user is avmemberv, each internet-domain
B comprising at leasta second level domain of an internet address;
- A content security manager operable to:
- Identify suspect internet-domains in"hyperlinks in the incoming electronic messages,
- Assess whether at Ieast one of the suspect internet-domains is a threat; |
. A content filter operable to dlrectly or indirectly prevent the user from controlling a computer
via a message client to follow such hyperlinks if they contain an internet-domain that has been
assessed to be a threat; |
characterised in that the aforesaid assessment comp‘rises:
- providin-g a digital image of the suspect internet-domain;
- providing a digital image of at least one listed non-threat internet-domain; '
- comparing the two digital images by applying a digital image similarity assessment algorithm'to
output a measure of digital image similarity; and '

- basing the assessment at least in part on that output.

2. Apparatus according to claim i, wherein.the assessment additionally comprises assessing at least.
. one chara'cteris:tic'of internet-_domain registration information aissociated with the internet-domain;..
- against at Ieast one criterion, and basing the assessment at least in part on that outout,- at least in
the case that the output of the digital image similarity assessment algorithm is above a -

predetermined threshold.

‘3. Apparatus according to claim 2, wherein at least one characteristic used is how recent the

internet-domain registration was.
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4. Appaiatus according to ahy preceding claim, wherein the internet-domain manager is opérable to
collect a list of internet-domains that are commonly included in a set of electronic messages of the.
aforesaid user or organisation, and not collect in that list those internet-domains that are rarely
included in the set, where at least one criterion is provided to distinguish common from rare, the -

collected list of internet-domains being stored as the list of non-threat ihternet-domains. _

5. Apparatus according to any preceding claim, wherein the internet-domain manager is operable to
automatically collect a list of internet-domains that are commonly accessed by the user or users of
the organisation, via web browsers of compLiters controlled by the user or organisation, the
coilected list of commonly accessed web addresses being stored in the list of non-thréat web

addresses.

6. Apparatus according to any preceding claim, wherein the content filter blocks or deletes messagés

confaining threat hyperlinks.

© 7. App.aratus according to any preéeding claim, wherein the step of identifying suspect internet-
domains in hyperiinks in the incoming electronic messages, includes:
- first assessing a measure of text similarity between any such internet domains in hyvperlinks
and each of the non-threat internet domains, with respect to a criterion, and treating any
internet domains in hYperIinks that meet the criterion as suspect, and any internet domains
in hyperlinks that do not meet the criterion as not suspect, and
fhe step 6f ass'essingv whether at least one of the éuspect internet-domains is a threat is applied_ to
those internet domains in hyperlinks that are treated as suspect. ’
8. Apparatus according to claim 7, wherein the _assesérnent of a measure of text similarity includes -
- providing a liét of known pairs of single or double chairacter homoglyphs, and in each 'instance of
| cbmparing an intern.et domain in a hyperlink with a non-threat internet domain any of the iisted, :

homoglyphs are identified and treated as identical for the purposes of measuring text similarity.
9. Apparatus according to any preceding claim, wherein the internet-domain manager is operable to -

store a list of non-threat internet-domains that are relevant to an organisation of which the useris a

member.
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10. Apparatus according to any preceding claim, wherein in the step of assessing whether an

internet-domain of a hyperlink in a message is a threat, account is taken of whether any non-threat “

internet domains to which the hyperlinked internet domain has image similarify_tb, is also bresent in

the text of the message. -

11. A method for protecting a user against phishing attacks by identifying threat links in incoming

electronic messages, and preventing a user from controlling a computer to follow such links, the

method combrising the steps of:

Storing a list of non-threat internet-domains that are relevant to the user or an organisation

of which the user is a member, each internet-domain comprising at least a second level

- domain of an internet address;

\

Identifying suspect inte'rnet-domai‘ns in hyperliﬁks in the incoming electronic méssages;
Assessing whethér at least one of the suspect internet-domains is a threat;

A content filter 6perable to directly 6r indirecﬂy prevent the user from controlling a
computer via a meséage client to follow such hyperlinks if they contain an internet—'domain ‘

that has been assessed to be a threat;

characterised in that the aforesaid assessment comprises:

12.

13.

. providing a digital image of the suspect internet-domain;

providing a digital image of at least one listed non-threat internet-domain; .

compéring the two digital images by applying a digital image similarity assessment élgorithm
to output a measure of digital image similarity; and

basing the assessment at least in part on that output.

A computer program operable to control a computer to perform the method of claim 11.

Apparatus or method substantially as hereinbefore described with reference to figures 2to 4.
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1. Message containing a hyperl‘ink arrives at the organisation

2. Is the link in a list of threat links?

3. Message blocked or deleted or 4. OK. Message displayed to the -
disabled user with enabled link

Fig 1. Prior Art
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- 5. Collect web addresses which are commonly

7. Message containing a hyperlink arrives

: included in messages of the user or
! organization and/or commonly accessed

l

6. Store a list of non-threat web addresses

8. Do all the hyperlinks correspond to non-threat
web domains in the stored list?

/ ‘relevant to the user or organization.
" E.g. co-bank.com, paypal.com

11. Message is sefe._

" Message displayed to the User with
enabled link (barring being

blocked/deleted by any other filters,

~ e.g. a spam filter or content filter)

t

9. For-each hyperlink that is not in the non-threat list:
Does the link have text similarity to any of the non-threat
web domains? : :
Do any have, for example, at least 50% of letters or else at
least 3 letters in a row in common with any of the non-threat
: web addresses? .
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10 For each hyperlink with text similarity to a non-threat
web domain:

Generate a digital image of at least the subdomain of the
hyperlink (i.e. “safe”, “rmicrosoft”, “paypal” etc)
Compare the digital image against digital images of the same
part (e.g. only the subdomain) of the non-threat web
addresses, using a digital image comparison algorithm.

Do the digital images have image similarity? -
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12. Assess whether the internet domain is a threat on:’
At least one characteristic of that mternet domain’ s
registration details,
and/or,

Whether the non-threat internet domain to which it has
image similarity is present in the message

13. Prevent the user from controlling a computer to follow
the hyperlink.
(e.g. block the message, delete the message,'delete or
disable the hyperlink(s), or mark the message for removal
by a downstream message filter)

Fig 2.
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