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ABSTRACT

Systems and methods for providing a virtual private network
connection between a first private network and a Second
private network through a public network are disclosed. The
System may include a first gateway device and a Second
gateway device, the first gateway device being disposed
between a first private network and a public network, and the
Second gateway device being disposed between a Second
private network and the public network. ASSociations are
provided between the first and Second gateway devices,
between names hosted by the first gateway device and
addresses of network elements residing on the first private
network, and between names hosted by the Second gateway
device and addresses of network elements residing on the
Second private network. A Secure connection is then pro
Vided between elements residing on the first and Second
private networks through the public network.
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METHOD FOR PROVIDING A VIRTUAL PRIVATE
NETWORK CONNECTION
CROSS-REFERENCE TO RELATED
APPLICATIONS

0001. This application is a continuation of co-pending
U.S. patent application Ser. No. 10/701,011, filed Nov. 3,
2003, which is a continuation of co-pending U.S. patent
application Ser. No. 10/210,326, filed Aug. 1, 2002, which
is a continuation of co-pending U.S. patent application Ser.
No. 09/552,476, filed Apr. 18, 2000, which is a continuation
of U.S. patent application Ser. No. 09/299,941, filed Apr. 26,
1999, now issued as U.S. Pat. No. 6,052,788, which is a

continuation of U.S. patent application Ser. No. 08/733,361,
filed Oct. 17, 1996, now issued as U.S. Pat. No. 5,898,830.
BACKGROUND OF THE INVENTION

0002) 1. Field of the Invention
0003. The present invention relates to computer network
Security and more particularly to firewalls, i.e., a combina
tion of computer hardware and Software that Selectively
allows "acceptable' computer transmissions to pass through
it and disallows other non-acceptable computer transmis
SOS.

0004 2. State of the Art
0005. In the space of just a few years, the Internet
because it provides access to information, and the ability to
publish information, in revolutionary ways-has emerged
from relative obscurity to international prominence.
Whereas in general an internet is a network of networks, the
Internet is a global collection of interconnected local, mid
level, and wide-area networks that use the Internet Protocol

(IP) as the network layer protocol. Whereas the Internet

embraces many local- and wide-area networks, a given
local- or wide-area network may or may not form part of the
Internet. For purposes of the present Specification, a “wide

area network” (WAN) is a network that links at least two

LANs over a wide geographical area via one or more
dedicated connections. The public Switched telephone net
work is an example of a wide-area network. A "local-area

network” (LAN) is a network that takes advantage of the

proximity of computers to typically offer relatively efficient,
higher speed communications than wide-area networks.
0006. In addition, a network may use the same underly
ing technologies as the Internet. Such a network is referred
to herein as an “Intranet, an internal network based on
Internet Standards. Because the Internet has become the most

pervasive and Successful open networking Standard, basing
internal networks on the same Standard is very attractive
economically. Corporate Intranets have become a Strong
driving force in the marketplace of network products and
Services.

0007. The present invention is directed primarily toward
the connection of an Intranet to the Internet and the con

nection of intranets to other intranets, and any network
connection where Security is an issue.
0008. As the Internet and its underlying technologies
have become increasingly familiar, attention has become
focused on Internet Security and computer network Security
in general. With unprecedented access to information has
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also come unprecedented opportunities to gain unauthorized
access to data, change data, destroy data, make unauthorized
use of computer resources, interfere with the intended use of
computer resources, etc. AS experience has shown, the
frontier of cyberSpace has its share of Scofflaws, resulting in
increased efforts to protect the data, resources, and reputa
tions of those embracing intranets and the Internet.
0009 Firewalls are intended to shield data and resources
from the potential ravages of computer network intruders. In
essence, a firewall functions as a mechanism, which moni
tors and controls the flow of data between two networks. All

communications, e.g., data packets, which flow between the
networks in either direction, must pass through the firewall;
otherwise, security is circumvented. The firewall selectively
permits the communications to pass from one network to the
other, to provide bidirectional Security.
0010) Ideally, a firewall would be able to prevent any and
all Security breaches and attacks. Although absolute Security
is indeed a goal to be Sought after, due to many variables

(e.g., physical intrusion into the physical plant) it may be

difficult to achieve. However, in many instances, it is of
equal if not greater importance to be alerted to an attack So
that measures may be taken to thwart the attack or render it
harmless, and to avoid future attacks of the same kind.

Hence a firewall, in addition to Security, should provide
timely information that enables attacks to be detected.
0011 Firewalls have typically relied on some combina
tion of two techniques affording network protection: packet
filtering and proxy Services.
0012 Packet filtering is the action a firewall takes to
selectively control the flow of data to and from a network.
Packet filterS allow or block packets, usually while routing

them from one network to another (often from the Internet
to an internal network, and Vice versa). To accomplish
packet filtering, a network administrator establishes a Set of
rules that specify what types of packets (e.g., those to or
from a particular IP address or port) are to be allowed to pass
and what types are to be blocked. Packet filtering may occur
in a router, in a bridge, or on an individual host computer.
0013 Packet filters are typically configured in a “default
permit stance', i.e., that which is not expressly prohibited is
permitted. In order for a packet filter to prohibit potentially
harmful traffic, it must know what the constituent packets of
that traffic look like. However, it is virtually impossible to
catalogue all the various types of potentially harmful packets
and to distinguish them from benign packet traffic. The
filtering function required to do So is too complex. Hence,
while most packet filters may be effective in dealing with the
most common types of network Security threats, this meth
odology presents many chinks that an experienced hacker
may exploit. The level of security afforded by packet filter
ing, therefore, leaves much to be desired.
0014 Recently, a further network security technique
termed “Stateful inspection' has emerged. Stateful inspec
tion performs packet filtering not on the basis of a Single
packet, but on the basis of Some historical window of
packets on the same port. Although Stateful inspection may
enhance the level of Security achievable using packet filter
ing, it is as yet relatively unproven. Furthermore, although
an historical window of packets may enable the filter to more
accurately identify harmful packets, the filter must still
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know what it is looking for. Building a filter with Sufficient
intelligence to deal with the almost infinite variety of
possible packets and packet Sequences is liable to prove an
exceedingly difficult task.
0.015 The other principal methodology used in present
day firewalls is proxies. In order to describe prior-art proxy
based firewalls, Some further definitions are required. A
"node' is an entity that participates in network communi
cations. A Subnetwork is a portion of a network, or a
physically independent network, that may share network
addresses with other portions of the network. An interme
diate System is a node that is connected to more than one
subnetwork and that has the role of forwarding data from

one subnetwork to the other (i.e., a “router”).
0016 A proxy is a program, running on an intermediate
system, that deals with servers (e.g., Web servers, FTP
Servers, etc.) on behalf of clients. Clients, e.g. computer

applications which are attempting to communicate with a
network that is protected by a firewall, Send requests for
connections to proxy-based intermediate Systems. Proxy
based intermediate Systems relay approved client requests to
target Servers and relay answers back to clients.

0017 Proxies require either custom software (i.e., proxy
aware applications) or custom user procedures in order to
establish a connection. Using custom Software for proxying
presents Several problems. Appropriate custom client Soft
ware is often available only for certain platforms, and the
Software available for a particular platform may not be the
Software that users prefer. Furthermore, using custom client
Software, users must perform extra manual configuration to
direct the Software to contact the proxy on the intermediate
System. With the custom procedure approach, the user tells
the client to connect to the proxy and then tells the proxy
which host to connect to. Typically, the user will first enter
the name of a firewall that the user wishes to connect

through. The firewall will then prompt the user for the name
of the remote host the user wishes to connect to. Although
this procedure is relatively simple in the case of a connection
that traverses only a Single firewall, as network Systems
grow in complexity, a connection may traverse Several
firewalls. Establishing a proxied connection in Such a Situ
ation Starts to become a confusing maze, and a significant
burden to the user, Since the user must know the route the
connection is to take.

0.018 Furthermore, since proxies must typically prompt
the user or the client Software for a destination using a
Specific protocol, they are protocol-specific. Separate proX
ies are therefore required for each protocol that is to be used.
0.019 Another problematic aspect of conventional fire
wall arrangements, from a Security perspective, is the com
mon practice of combining a firewall with other packages on
the same computing System. The firewall package itself may
be a combination of applications. For example, one well
known firewall is a combination Web server and firewall. In

other cases, unrelated Services may be hosted on the same
computing platform used for the firewall. Such Services may
include e-mail, Web servers, databases, etc. The provision of
applications in addition to the firewall on a computing
System provides a path through which a hacker can poten
tially get around the security provided by the firewall.
Combining other applications on the same machine as a
firewall also has the result of allowing a greater number of
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users access to the machine. The likelihood then increases

that a user will, deliberately or inadvertently, cause a Secu
rity breach.
0020. There remains a need for a firewall that achieves
both maximum Security and maximum user convenience,
Such that the Steps required to establish a connection are
transparent to the user. The present invention addresses this
need.
SUMMARY OF THE INVENTION

0021. The present invention, generally speaking, pro
vides a firewall that achieves maximum network Security
and maximum user convenience. The firewall employs
“envoys' that exhibit the security robustness of prior-art
proxies and the transparency and ease-of-use of prior-art
packet filters, combining the best of both worlds. No traffic
can pass through the firewall unless the firewall has estab
lished an envoy for that traffic. Both connection-oriented

(e.g., TCP) and connectionless (e.g., UDP-based) Services

may be handled using envoys. Establishment of an envoy
may be Subjected to a myriad of tests to “qualify the user,
the requested communication, or both. Therefore, a high
level of security may be achieved.
0022 Security may be further enhanced using out-of
band authentication. In this approach, a communication

channel, or medium, other than the one over which the

network communication is to take place, is used to transmit
or convey an access key. The key may be transmitted from

a remote location (e.g., using a pager or other transmission
device) or may be conveyed locally using a hardware token,
for example. To gain access, a hacker must have access to a

device (e.g., a pager, a token etc.) used to receive the

out-of-band information. Pager beep-back or Similar authen
tication techniques may be especially advantageous in that,
if a hacker attempts unauthorized access to a machine while
the authorized user is n possession of the device, the user
will be alerted by the device unexpectedly receiving the
access key. The key is unique to each transmission, Such that
even if a hacker is able to obtain it, it cannot be used at other

times or places or with respect to any other connection.
0023. Using envoys, the added burden associated with
prior-art proxy Systems is avoided So as to achieve full
transparency-the user can use Standard applications and need
not even know of the existence of the firewall. To achieve

full transparency, the firewall is configured as two Sets of
virtual hosts. The firewall is, therefore, “multi-homed,” each

home being independently configurable. One Set of hosts
responds to addresses on a first network interface of the
firewall. Another Set of hosts responds to addresses on a
Second network interface of the firewall. In accordance with

one aspect of the invention, programmable transparency is
achieved by establishing DNS mappings between remote
hosts to be accessed through one of the network interfaces
and respective virtual hosts on that interface. In accordance
with another aspect of the invention, automatic transparency
may be achieved using code for dynamically mapping
remote hosts to virtual hosts in accordance with a technique
referred to herein as dynamic DNS, or DDNS.
0024. The firewall may have more than two network
interfaces, each with its own set of virtual hosts. Multiple
firewalls may be used to isolate multiple network layers. The
full transparency attribute of a single firewall System
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remains unchanged in a multi-layered System: a user may, if
authorized, access a remote host multiple network layers
removed, without knowing of the existence of any of the
multiple firewalls in the System.
0.025 Furthermore, the firewalls may be configured to
also transparently perform any of various kinds of channel
processing, including various types of encryption and
decryption, compression and decompression, etc. In this
way, virtual private networks may be established whereby
two remote machines communicate Securely, regardless of
the degree of proximity or Separation, in the same manner as
if the machines were on the Same local area network.

0026. The problem of Internet address scarcity may also
be addressed using multi-layer network Systems of the type
described. Whereas addresses on both sides of a single
firewall must be unique in order to avoid routing errors,
network Segments Separated by multiple firewalls may reuse
the same addresses.
BRIEF DESCRIPTION OF THE DRAWINGS

0027. The present invention may be further understood
from the following description in conjunction with the
appended drawings. In the drawings:
0028 FIG. 1 is a block diagram of a multi-layered
computer enterprise network in which the present invention
may be used;

0029 FIG. 2 is a block diagram of a network similar to
the network of FIG. 1 but in which a two-sided firewall has

been replaced by a three-sided firewall;
0030 FIG. 3 is a block diagram showing in greater detail
a special-purpose virtual host used for configuration of a
firewall;

0031) FIG. 4 is a block diagram of a load-sharing fire
wall;

0032 FIG. 5 is a block diagram of one embodiment of
the firewall of the present invention;
0.033 FIG. 6 is a block diagram illustrating the manner
in which the present firewall handles connection requests,
0034 FIG. 7 is an example of a portion of the master
configuration file of FIG. 5;
0.035 FIG. 8 is a block diagram illustrating in greater
detail the Structure of the present firewall; and
0036 FIG. 9 is a block diagram of a combination firewall
that allows the bulk of the entire Internet address space to be
used on both sides of the firewall.
DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

0037. The present firewall provides a choke point used to
control the flow of data between two networks. One of the

two networks may be the Internet, or both of the two
networks may be intranets-the nature and identity of the two
networks is immaterial. The important point is that all traffic
between the two networks must pass through a single,
narrow point of controlled access. A firewall therefore brings
a great deal of leverage to bear on the problem of network
Security, allowing Security measures to be concentrated on
this controlled access point. To avoid possible Security
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compromises, the firewall should ideally run on a dedicated
computer, i.e. one which does not have any other user
accessible programs running on it that could provide a path
via which communications could circumvent the firewall.

0038. One environment in which firewalls are particu
larly desirable is in enterprise network Systems, in which a
number of individual networks that may be respectively
asSociated with different departments or divisions of a
company, for example, are connected with one another. In
Such an environment, firewalls can be employed to restrict
access to the individual networks. While not limited to this

particular Situation, the present invention will be, described
hereinafter in Such a context, to facilitate an understanding
of its underlying principles.
0039 Referring now to FIG. 1, assume that the account
ing departments of two remote corporate Sites are net
worked, and that these two different accounting networks are
to be connected via the Internet or a similar non-Secure,

wide-area network. For purposes of illustration, a first site
101 having a first accounting network 103 might be located
in California, and a Second Site 151 having a Second
accounting network 153 might be located in Japan. Within
each Site, each accounting network may be part of a larger

corporate network (109, 159). Precautions are required to

Safeguard Sensitive accounting data Such that it cannot be
accessed over the general corporate network. A first firewall

(105, 155) is used for this purpose. The first firewall is
interposed between the accounting network and the general
corporate network.
0040. A convenient way to place the two accounting
networks in communication with each other is through the
Internet 120, which comprises another layer of a multi-layer
network. AS compared to other forms of connection, the
Internet may be more economical, more easily accessible,
and more robust. Connecting to the Internet, however,
requires that access between the Internet and the respective

sites be strictly controlled. A second firewall (107, 157) is

used at each site for this purpose.
0041. In the following description, the present firewall is
illustrated most often as a rectangle having along each of
two edges thereof a network connection and a row of boxes
representing multiple “homes,” corresponding to respective
Virtual hosts. A virtual host along one edge may be used to
initiate a connection only in response to a request from the
network connection that enters the firewall at that edge. The
connection, once established, is fully bi-directional, with the
Same Virtual host passing data between the originating
network connection and the network connection at the

opposite edge of the firewall.
0042 More generally, the firewall may be N-sided, hav
ing N network connections and being illustrated as an
N-sided polygon. Any virtual host may establish a connec
tion between any pair of network connections So long as the
connection originated from the network connection adjoin
ing that Virtual host. Again, the connection, once established,
is fully bidirectional.
0043. The firewalls 105, 107, 155 and 157 are each of a
construction to be more particularly described hereinafter.
Each firewall is multi-homing. This means that each firewall
is configured as multiple virtual hosts running on a physical
computer. In the example of FIG. 1, a firewall is depicted as

US 2006/005348.6 A1

a single computer having multiple virtual hosts on each of its
two interfaces. In practice, the multiple virtual hosts can be
configured in this manner or, alternatively, implemented in
any number of computers, as explained in detail hereinafter.
Each virtual host corresponds to a “home', i.e. a site via
which a connection is made between the two networks on

either side of the firewall. At different times, the same virtual

host might correspond to different homes associated with
different connections. At any given time, however, a virtual
host represents one home. In the following description of the
particular example illustrated in FIG. 1, therefore, homes
and Virtual hosts are described as being Synonymous with
one another. Each virtual host is fully independently con
figurable and unique from each of the other virtual hosts.
Considering the firewall 105 as being exemplary of each of
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physical machine as the firewall. Alternatively, the domain
name Server may be a separate machine. A domain name
Server is provided for each layer in the multi-layer network.
0049. In operation, assume now that a client C on the
accounting network 103 is to connect to a host D on the
accounting network 153 on a repeated basis. The DNS tables
of each of the firewalls may then be programmed So as to
enable Such a connection to be established transparently,
without the user So much as being aware of any of the
firewalls 105,107,155, 157—hence the term programmable
transparency. Both forward and reverse table entries are
made in the domain name Servers. Within a domain name

server 115, for example, D (the name of the remote host,
e.g., mach1.XYZcorp.com) might be mapped to a virtual

the firewalls 105, 107, 155 and 157, one set of hosts 105a

host having a network address that concludes with the digits

responds to addresses on a first network interface of the
firewall. Another set of hosts 105b responds to addresses on

might be mapped to 5.4, within the domain name server 167,
D might be mapped to 3.22, and within the domain name
server 165, D might be mapped to 4.5, where each of the
foregoing addresses has been randomly chosen Simply for
purposes of illustration. Finally, within a conventional DNS

a second network interface of the firewall.

0044) Normally, in accordance with the prior art, con
necting from one computer to another remote computer
along a route traversing one or more firewalls would require
the user to configure a prior-art proxy for each firewall to be
traversed. In accordance with one aspect of the invention,
however, programmable transparency is achieved by estab
lishing DNS mappings between remote hosts to be accessed
through one of the network interfaces and respective Virtual
hosts on that interface.

0.045 DNS is a distributed database system that translates
host names to IP addresses and IP addresses to host names

(e.g., it might translate host name omer.Odyssey.com to
129.186.424.43). The information required to perform such
translations is Stored in DNS tables. Any program that uses
host names can be a DNS client. DNS is designed to
translate and forward queries and responses between clients

1.1, and vice versa. Within the domain name server 117, D

server (not shown), D is mapped to the “real” network
address (e.g., the IP address) of D, say, 55.2.
0050. When client C tries to initiate a connection to host
D using the name of D, DNS operates in the usual manner
to propagate a name request to Successive levels of the

network until D is found. The DNS server for D returns the
network address of D to a virtual host on the firewall 155.
The virtual host returns its network address to the virtual

host on the firewall 157 from which it received the lookup
request, and so on, until a virtual host on the firewall 105

returns its network address (instead of the network address
of D) to the client C. This activity is all transparent to the
USC.

and Servers.

0051. Note that at each network level, the virtual host
handling a connection is indistinguishable to the preceding

0046) When a client needs a particular piece of informa
tion (e.g., the IP address of homer. Odyssey.com), it asks its

virtual (or real) host from D itself. Thus, to the client C, the

local DNS server for that information. The local DNS server

virtual host 1.1 is D, to the virtual host 1.1, the virtual host
5.4 is D, etc. There is no limit to the number of network

first examines its own local memory, Such as a cache, to See
if it already knows the answer to the client's query. If not,

layers that may be traversed in this fashion, or any difference
in operation as the number of network layers increases. This
multi-layering capability allows two remote machines to

the local DNS server asks other DNS servers, in turn, to

discover the answer to the client’s query. When the local

DNS server gets the answer (or decides that for some reason
it cannot), it stores any information it received and answers

the client. For example, to find the IP address for homer.odyssey.com, the local DNS server first asks a public root

name Server which machines are name Servers for the corn
domain. It then asks one of those “com' name servers which

machines are name Servers for the Odyssey.com domain, and
then it asks one of those name servers for the IP address of
homer.Odyssey.com.
0047. This asking and answering is all transparent to the
client. AS far as the client is concerned, it has communicated

only with the local server. It does not know or care that the
local Server may have contacted Several other Servers in the
process of answering the original question.
0048 Referring still to FIG. 1, the firewall 105 is asso
ciated with a respective domain name server 115. Each of
the other firewalls 107, 155, 157 is also associated with a

respective domain name server 117, 165, 167. The domain
name Server may be a dedicated virtual host on the same

communicate with the same ease as if the machines were on

the same local area network, regardless of the degree of
proximity or Separation.
0052 Programmable transparency is based upon what
may be termed “envoys.” Important differences exist
between envoys as described herein and conventional proX
ies. Normally, a prior-art proxy would have to prompt the
user to enter a destination. To enable Such prompting to
occur, different proxy code has conventionally been required
for each protocol to be proxied. Using programmable trans
parency, the destination is provided to an envoy using DNS
and/or DDNS as described more fully hereinafter. There is
therefore no need to always prompt the user for a destination
and no need for the user to always enter a destination

(although a mode of operation may be provided in which the
user is prompted for and does enter a destination). Instead of
a collection of conventional protocol-specific proxies, a
Single generic envoy program may be used.
0053. The foregoing discussion has focused on the pro
grammable transparency aspects of the present firewall. Of
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course, a primary function of a firewall is to Selectively
allow and disallow communications. Hence, in the course of

establishing a connection, each virtual host examines a
configuration table to determine, based on the particulars of
the requested connection-Source, destination, protocol,
time-of-day, port number, etc.-whether Such a connection
will be allowed or disallowed. The process by which con
nection requests may be Scrutinized is described in greater
detail in U.S. patent application Ser. No. 08/595,957, filed
Feb. 6, 1996, now issued as U.S. Pat. No. 5,826,014, and

incorporated herein by reference.
0.054 The firewall may have more than two network
interfaces, each with its own set of Virtual hosts. Referring
to FIG. 2, for example, the two-sided firewall discussed
previously in relation to FIG. 1 has been replaced by a
three-sided firewall 205. An accounting department network
203 and a general corporate network 209 are connected to
the firewall 205 as previously described. Also connected to
the firewall 205 is an engineering department network 202.
In general, a firewall may be N-sided, having N different
network connections. For each network connection there

may be multiple virtual hosts, which operate in the manner
described above.

0.055 Referring again to FIG. 1, configuration of the
firewalls may be easily accomplished by providing on each
firewall a special-purpose virtual host that runs “Configu
rator' software-software that provides a Web-based front
end for editing configuration files for the other virtual hosts

on the firewall. The special-purpose virtual host (116, 118,
166 and 168 in FIG. 1) is preferably configured so as to
allow only a connection from a specified Secure client. The
Configurator Software running on the Special-purpose virtual
host is HTML-based in order to provide an authorized
System administrator a familiar "point-and-click” interface
for configuring the Virtual firewalls in as convenient a
manner as possible using a Standard Web browser. Since
Web browsers are available for virtually every platform,
there results a generic GUI interface that takes advantage of
existing technology.
0056 Referring more particularly to FIG. 3, there is
shown a firewall 305 having a first set of virtual hosts 305a,
a second set of virtual hosts 305b, and a DNS/DDNS module

315. The virtual hosts do not require and preferably do not
have access to the disk files of the underlying machine.
Instead, Virtual host processes are spawned from a daemon
process that reads a master configuration file from disk once
at start-up. The DNS/DDNS module and the special-purpose
virtual host 317 do have access to disk files 316 of the

underlying physical machine. The Special-purpose virtual
host 317, shown in exploded view, runs an HTML-based
Configurator module 319. Access to the Special-purpose
Virtual host is Scrutinized in accordance with rules Stored on

disk within configuration files 321. Typically, these rules
will restrict access to a known Secure host, will require at
least username/password authentication and optionally more
rigorous authentication. Once access is granted, the Con
figurator module will Send to the authorized accessing host
a first HTML page. From this page, the user may navigate
through different HTML pages using a conventional Web
browser and may Submit information to the Special-purpose
Virtual host. The Special-purpose virtual host will then use
this information to update the configuration files 321.
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0057. As will be appreciated more fully from the descrip
tion of FIG. 7 hereinafter, configuration is based on host
names, not IP addresses. As a result, two mappings are
required in order to handle a connection request. The
requester needs an IP address. To this end, a first mapping
maps from the host name received in the connection request
to the IP address of a virtual host. The virtual host, however,
needs the host name of the host to be connected to. To this

end, the Second mapping maps back to the host name in
order to read an appropriate configuration file or Sub-file
based on the host name. Thus, when a connection request is
received for homerodyssey.com, DNS/DDNS in effect says
to the requester “Use virtual host X.X.X.X,” where X.X.X.X
represents an IP address. Then, when the virtual host
receives the request, it performs a reverse lookup using
DNSIDDNS, whereupon DNSIDDNS in effect says “Virtual
host X.X.X.X, use the configuration information for hom
erodyssey.com.”
0.058 Security may be further enhanced, both with
respect to connections to the Special-purpose virtual host for
configuration purposes and also with respect to connections
generally, by using out-of-band user authentication. Out-of
band authentication uses a channel, a device or any other
communications method or medium which is different from
that over which the inter-network communication is to take

place to transmit or convey an access key. Hence, in the
example of FIG. 1, the firewall 155, upon receiving a
connection request from a particular Source, might Send a
message, including a key, to a pager 119 of the authorized
user of the Source client. The user might be requested to
Simply enter the key. In more Sophisticated arrangements,
the user may be required to enter the key into a special
hardware token to generate a further key. To gain access, a

hacker must therefore Steal one or more devices (e.g., a pager
used to receive the out-of-band transmissions, a hardware

token, etc.). Furthermore, if a hacker attempts unauthorized

access to a machine while the authorized user is in posses
Sion of the pager or other communications device, the user
will be alerted by the device unexpectedly receiving a
message and access key.
0059) Other methods may be used to communicate out
of-band So as to deliver the required access key. For
example, the firewall 155 might send a fax to the fax number
of the user of the Source machine. Alternatively, identifying
information may be sent to the user acroSS the network, after
which the user may be required to dial an unpublished
number and enter the identifying information in order to
receive a voice message containing the required key.
0060. In each of the foregoing methodologies, the key is
connection-specific. That is, once the connection is closed or
the attempt to establish a connection is abandoned, if a user
again attempts to establish a connection, the key that pre
viously applied or would have applied is no longer appli
cable.

0061 The different virtual hosts may also be configured
to perform channel processing of various Sorts as traffic
traverses different network Segments. Channel processing
may include encryption, decryption, compression, decom
pression, image or Sound enhancement, content filtering, etc.
Channel processing is the processing performed on data
flowing through a communications channel to enhance Some
attribute of the data, Such as Security, reproduction quality,
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etc. In Some instances, channel processing may actually
affect the content of the data, for example "bleeping
obscenities by replacing them with a distinctive character
String. Alternatively, channel processing may intervene to
cause a connection to be closed if the content to be sent on

that connection is found to be objectionable.
0.062 Channel processing may be performed using exist
ing Standard Software modules. In the case of encryption and
decryption, for example, modules for DES, RSA, Cylink,
SET, SSL, and other types of encryption/decryption and
authentication may be provided on the firewall. In the case
of compression and decompression, Standard modules may
include MPEG, JPEG, LZ-based algorithms, etc. Based on
information contained in the configuration files, information
passing through the firewall may be processed using one or
more Such modules depending on the direction of data flow.
0.063 Channel processing may be used to perform pro
tocol translation, for example between IP and some other
protocol or protocols. One problem that has recently
received attention is that of using IP for satellite uplink and
downlink transmissions. The relatively long transit times
involved in Satellite transmissions can cause problems using
IP. One possible solution is to perform protocol translation
between IP and an existing protocol used for Satellite trans
missions. Such protocol translation could be performed
transparently to the user using a firewall of the type
described.

0.064 Channel processing may also be used to perform
Virus detection. Blanket virus detection acroSS all platforms
is a daunting task and may not be practical in most cases. A
System administrator may, however, configure the System to
perform Specified virus checking for Specified hosts.
0065 Encryption and decryption are particularly impor
tant to realizing the potential of the Internet and network
communications. In the example just described, on the
network segment between firewall 105 and 107, DES
encryption might be used, in accordance with the configu
ration file on firewalls 105 and 107. Across the Internet,

between firewall 107 and firewall 155, triple DES may be
applied. On the network segment between firewall 155 and
157 RSA encryption may be used. Alternatively, encryption
could be performed between firewalls 105 and 155 and also
between 107 and 155 and also between 157 and 155. Thus

the firewall 157 may then decrypt the cumulative results of
the foregoing multiple encryptions to produce clear text to
be passed on to host D. Combining encryption capabilities
with programmable transparency as described above allows
for the creation of Virtual private networks-networks in
which two remote machines communicate Securely through
cyberSpace in the same manner as if the machines were on
the same local area network.

0.066 Using DDNS, mappings between a host machine
and a virtual host are performed dynamically, on-the-fly, as
required. Any of various algorithms may be used to Select a
Virtual host to handle a connection request, including, for
example, a least-recently-used Strategy. A time-out period is
established Such that, if a connection has been closed and is

not reopened within the time-out period, the Virtual host that
was Servicing that connection may be re-mapped So as to
Service another connection-i.e., it becomes associated with
a different node. In this manner, the number of clients that

may be Serviced is vastly increased. In particular, instead of
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the number of clients that may use a particular network
interface being limited to the number of virtual hosts on that
interface as would be the case using Static DNS entries,
using DDNS, any number of hosts may use a particular
network interface subject to availability of a virtual host.
Moreover, instead of making static DNSentries at each level
of a multi-level network, using DDNS, such entries are
rendered unnecessary.
0067. DDNS allows for dynamic load sharing among
different physical machines. Hence, instead of a Single
physical machine, one or more of the firewalls in FIG. 1
might be realized by two or more physical machines. When
performing mapping, DDNS can take account of the load on
the physical machine using conventional techniques. If one
physical machine fails, the functions of that machine may
Still be performed by Virtual hosts running on another
physical machine. DDNS likewise allows a firewall to be
Scaled-up very easily, by adding one or more additional
physical machines and configuring those machines as addi
tional virtual hosts having identical configurations as on the
existing physical machine or machines, but different net
work addresses.

0068 Referring more particularly to FIG. 4, a load
sharing firewall is realized using a first firewall 407 and a
second firewall 408 connected in parallel to a network 420
Such as the Internet. Redundancy is provided by conven
tional DNS procedures. That is, in DNS, redundant name
Servers are required by the DNS specification. If a query
addressed to one of the redundant name Servers does not

receive a response, the same query may then be addressed to
another name server. The same result holds true in FIG. 4.

If one of the physical firewall machines 407 or 408 is down,
the other machine enables normal operation to continue.
0069. The configuration of FIG. 4, however, further
allows the physical firewall machines 407 and 408 to share
the aggregate processing load of current connections. Load
Sharing may be achieved in the following manner. Each of
the DNS modules of all of the machines receive all DNS

queries, because the machines are connected in parallel.
Presumably, the DNS module of the machine that is least
busy will be the first to respond to a query. An ensuing
connection request is then mapped to a virtual host on the
responding least-busy machine.
0070. As the popularity and use of the Internet continues
to grow, there is a concern that all available addresses will
be used, thereby limiting further expansion. An important
result of DDNS is that network addresses may be reused on
network Segments between which at least one firewall
intervenes. More particularly, the addresses which are
employed on opposite Sides of a firewall are mutually
exclusive of one another to avoid routing errors. Referring
again to the example of FIG. 1, users of the Internet 120 are
unaware of the addresses employed on a network Segment
110. Certain addresses can be reserved for use behind a

firewall. As shown in FIG. 1, for example, the subset of
addresses represented as 192.168.X.X can be used on the
network Segment 110. So long as an address is not used on
both sides of the same firewall, no routing errors will be
introduced. Therefore, the same Set of addresses can be used

on the network segment 160, which is separated from the
Internet via the firewall 157. On network segment 102 and
network Segment 152, the entire address Space may be used,
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less those addresses used on the segments 110, 120 of the
respective firewalls 105 and 155. Thus by isolating Internet

Service Providers (ISPs) from the Internet at large using

firewalls of the type described, each ISP could enjoy use of

almost the full address space of the Internet (232 addresses).

Exhaustion of network addresses, presently a grave concern
within the Internet community, is therefore made highly
unlikely.
0071 Address reuse may be further facilitated by pro
Viding multiple multi-homing firewall programs running on
a single physical machine and defining a virtual network
connection between the two firewall programs using an IP
address within the range 192.168.X.X as described previ
ously. To the user and to the outside world, this “compound
firewall” appears as a Single multi-homing firewall of the
type previously described. However, Since internally the
firewall is really two firewalls, the entire Internet address
Space may be used on both Sides of the firewall, except for
the addresses 192.168.X.X. This configuration is illustrated
in FIG. 9.

0.072 In essence, the use of firewalls as presently
described allows the prevailing address model of network
communications to be transformed from one in which IP

addresses are used for end-to-end transport to one in which
host names are used for end-to-end transport, with IP
addresses being of only local significance. The current use of
IP addresses for end-to-end transport may be referred to as
address-based routing. Using address-based routing, address
exhaustion becomes a real and pressing concern. The use of
host names for end-to-end transport as presently described
may be referred to as name-based routing. Using name
based routing, the problem of address exhaustion is elimi
nated.

0073. The firewall as described also allows for envoys to
handle connectionless (e.g., UDP-User Datagram Protocol)

traffic, which has been problematic in the prior art. UDP is
an example of a connectionless protocol in which packets
are launched without any end-to-end handshaking. In the
case of many prior-art firewalls, UDP traffic goes right
through the firewall unimpeded. The present firewall
handles connectionless traffic using envoys. Rules checking
is performed on a first data packet to be sent from the first
computer to the Second computer. If the result of this rules
checking is to allow the first packet to be sent, a time-out
limit associated with communications between the first

computer and the second computer via UDP is established,
and the first packet is sent from one of the virtual hosts to the
Second computer on behalf of the first computer. Thereafter,
for So long as the time-out limit has not expired, Subsequent
packets between the first computer and the Second computer
are checked and Sent. A long-lived Session is therefore
created for UDP traffic. After the time-out limit has expired,
the virtual host may be remapped to a different network
address to handle a different connection.

0.074 The construction of a typical firewall in accordance
with the present invention will now be described in greater
detail. Referring to FIG. 5, the firewall is a software package
that runs on a physical machine 500. One example of a
Suitable machine is a Super-minicomputer Such as a Sparc
Server machine available from Sun Microsystems of Menlo
Park, Calif. The firewall may, however, run on any of a wide
variety of Suitable platforms and operating Systems. The
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present invention is not dependent upon a particular choice
of platform and operating System.
0075 Conventionally, the logical view of the firewall on
the Internet, an intranet, or Some other computer network is
the same as the physical view of the underlying hardware. A
Single network address has been associated with a single
network interface. As a result, no mechanism has existed for

distinguishing between communications received on a
Single network interface and hence directing those commu
nications to different logical machines.
0076. As described previously, this limitation may be
overcome by recognizing multiple addresses on a Single
network interface, mapping between respective addresses
and respective virtual hosts, and directing communications
to different addresses to different virtual hosts. Therefore,

the present firewall, although it runs on a limited number of
physical machines, Such as a Single computer 500, appears
on the network as a larger number of virtual hosts VH1
through VHn. Each Virtual host has a separate configuration

sub-file (sub-database) C1, C2, etc., that may be derived
from a master configuration file, or database, 510. The
configuration Sub-files are text files that may be used to

enable or disable different functions for each virtual host,

specify which connections and types of traffic will be
allowed and which will be denied, etc. Because the con

figuration files are text files, they may be easily modified at
any time following initial installation.

0.077 Preferably, each virtual host also has its own sepa
rate log file L1, L2, etc. This feature allows for more precise
and more effective Security monitoring.
0078. The firewall is capable of servicing many simulta
neous connections. The number of allowable Simultaneous

connections is configurable and may be limited to a prede
termined number, or may be limited not by number but only
by the load currently experienced by the physical machine.
The number of maximum allowable connections or the

maximum allowable machine load may be specified in the
configuration file.
0079 AS described in greater detail in connection with
FIG. 7, each configuration file C1, C2, etc., may have an
access rules database 513, including an Allow portion 515,
a Deny portion 517, or both. Using the access rules database
513, the firewall selectively allows and denies connections
to implement a network Security policy.
0080. The firewall is self-daemoning, meaning that it is
not Subject to the limitations ordinarily imposed by the usual
Internet meta-daemon, INETD, or other operating-System
limitations. Referring to FIG. 6, when the firewall is brought
up, it first reads in the master configuration file and then
becomes a daemon and waits for connection requests. When
a connection request is received, the firewall Spawns a
process, or execution thread, to create a virtual host VHn to
handle that connection request. Each process runs off the
Same base code. However, each proceSS will typically use its
own Sub-database from within the master configuration
database to determine the configuration of that particular
Virtual host. Processes are created “on demand” as connec

tion requests are received and terminate as Service of those
connection requests is completed.
0081. An example of a portion of a master configuration
file is shown in FIG. 7. Within the master configuration file
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database, different portions of the file form sub-databases for
different Virtual hosts. Each Sub-database may specify a root
directory for that particular virtual host. Also as part of the
configuration file of each Virtual host, an acceSS rules
database is provided governing access to and through the
Virtual host, i.e., which connections will be allowed and

which connections will be denied. The syntax of the access
rules database is Such as to allow greater flexibility in
Specifying not only what machines are or are not to be
allowed access, but also when Such access is allowed to
occur and which users are authorized. The acceSS rules

database may have an Allow portion, a Deny portion or both.
Processing with respect to the Allow database is performed
prior to processing with respect to the Deny database.
Therefore, if there is an entry for the requested connection
in the Allow database and no entry for that connection in the
Deny database, then the connection will be allowed. If there
is no Allow database and no entry in the Deny database, then
the connection will also be allowed. If there is an entry for
the requested connection in the Deny database, then the
connection will be denied regardless. Machines may be
Specified by name or by IP address, and may include
“wildcards,” address masks, etc., for example: MisterPain
.com, *.S.rmc.com, 192.168.0.*, 192.168.0.0/24, and so on.

0082 Time restrictions may be included in either the
Allow rules or the Deny rules. For example, acceSS may be
allowed from 1 am to 12 pm, alternatively, access may be
denied from 12 pm to 1 am. Also, rules may be defined by
identifiers, Such as RULE1, RULE2, etc., and used else
where within the configuration sub-file of the virtual host to
Simplify and alleviate the need for replication.
0.083 All access rules must be satisfied in order to gain
access to a virtual host. Depending on the virtual host,
however, and as Specified within the configuration Sub-file,
Separate acceSS Scrutiny may be applied based on DNS
entries. The accessing machine may be required to have a

DNS (Domain Name Services) entry. Having a DNS entry

lends at least Some level of legitimacy to the accessing
machine. Furthermore, the accessing machine may in addi
tion be required to have a reverse DNS entry. Finally, it may
be required that the forward DNS entry and the reverse DNS
entry match each other, i.e., that an address mapped to from
a given host name map back to the same host name.
0084. If access is granted and a connection is opened,
when the connection is later closed, a log entry is made
recording information about that access. Log entries may
also be made when a connection is opened, as data transport
proceeds, etc.
0085) Referring now to FIG. 8, the logical structure of
the present firewall is shown in greater detail. The main
execution of the firewall is controlled by a daemon. In FIG.
8, the daemon includes elements 801,803 and 805. Although
the daemon mode of operation is the default mode, the same
code can also be run interactively under the conventional
INETD daemon. Hence, when the firewall is first brought
up, command-line processing is performed in block 801 to

determine the mode of operation (daemon or interactive),

which configuration file to read, etc. For purposes of the
present discussion, the daemon mode of operation, which is
the default, will be assumed.

0.086. In the daemon mode of operation, a process first
reads the configuration file before becoming a daemon. By
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daemonizing after the configuration file (e.g., the master
configuration file) has been read, the configuration file in
effect becomes “hard coded” into the program such that the
program no longer has to read it in. The daemon then waits
to receive a connection request.
0087 When a connection request is received, the daemon
Spawns a process to handle the connection request. This
process then uses a piece of code referred to herein as an
INET Wrapper 810 to check on the local side of the
connection and the remote side of the connection to deter

mine, in accordance with the appropriate Allow and Deny
databases, whether the connection is to be allowed.

0088 First the address and name (if possible) are
obtained of the virtual host for which a connection is

requested. Once the virtual host has been identified by name
or at least by IP address, the master configuration database
is Scanned to see if a corresponding Sub-database exists for
that virtual host. If so, the Sub-database is set as the

configuration database of the Virtual host So that the master
configuration database need no longer be referred to. If no
corresponding Sub-database is found, then by default the
master configuration database is used as the configuration
database. There may be any number of virtual hosts, all
independently configurable and all running on the same
physical machine. The determination of which virtual host
the process is to become is made in block 803, under the
heading of "multi-homing.”

0089. Once the process has determined which host it is,

immediately thereafter, the proceSS changes to a user profile
in block 805 as defined in the configuration, so as to become
an unprivileged user. This step of becoming an unprivileged
user is a Security measure that avoids various known Secu
rity hazards. The INETWrapper is then used to check on the
remote host, i.e., the host requesting the connection. First,
the configuration database is consulted to determine the

level of access scrutiny that will be applied. (The default
level of access scrutiny is that no DNS entry is required.)
Then, the address and name (if possible) are obtained of the

machine requesting the connection, and the appropriate level
of acceSS Scrutiny is applied as determined from the con
figuration database.
0090. If the remote host satisfies the required level of
access Scrutiny insofar as DNS entries are concerned, the
INET Wrapper gets the Allow and Deny databases for the

virtual host. First the Allow database is checked, and if there
is an Allow database but the remote host is not found in it,

the connection is denied. Then the Deny database is
checked. If the remote host is found in the Deny database,
then the connection is denied regardless of the allow data
base. All other rules must also be Satisfied, regarding time of
access, etc. If all the rules are Satisfied, then the connection
is allowed.

0091. Once the connection has been allowed, the virtual
host process invokes code 818 that performs protocol-based
connection processing and, optionally, code 823 that per

forms channel processing (encryption, decryption, compres
Sion, decompression, etc.). When processing is completed,

the connection is closed, if it has not already been closed
implicitly.
0092. It will be appreciated by those of ordinary skill in
the art that the invention can be embodied in other specific
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forms without departing from the Spirit or essential character
thereof. The presently disclosed embodiments are therefore
considered in all respects to be illustrative and not restric
tive. The Scope of the invention is indicated by the appended
claims rather than the foregoing description, and all changes
which come within the meaning and range of equivalents
thereof are intended to be embraced therein.

1. A method for providing a virtual private network
connection between a first private network and a Second
private network through a public network comprising:
providing an association between a first gateway device
and a Second gateway device, the first gateway device
disposed between a first private network and a public
network, and the Second gateway device disposed
between a Second private network and the public net
work;

providing an association between names hosted by the
first gateway device and addresses of network elements
residing on the first private network;
providing an association between names hosted by the
Second gateway device and addresses of network ele
ments residing on the Second private network; and
providing for Secure connectivity between elements resid
ing on the first and Second private networks through the
public network.
2. The method of claim 1, wherein said act of providing
for Secure connectivity between elements residing on the
first and Second private networks through the public network
further comprises providing encryption and decryption Ser
vices for traffic flowing between said first and Second private
networks.

3. The method of claim 2, further comprising the act of
collecting information regarding connection attempts
directed at either of the first or Second private networks.
4. The method of claim 3, wherein said information

comprises the date and time of each connection attempt.
5. The method of claim 3, wherein said information

comprises the identity of the Virtual private network Server
to which the Virtual private network the host is attempting to
COnnect.

6. An apparatus for providing a virtual private network
connection between a first private network and a Second
private network through a public network comprising:
means for providing an association between a first gate
way device and a Second gateway device, the first
gateway device disposed between a first private net
work and a public network, and the Second gateway
device disposed between a Second private network and
the public network;
means for providing an association between names hosted
by the first gateway device and addresses of network
elements residing on the first private network;
means for providing an association between names hosted
by the Second gateway device and addresses of network
elements residing on the Second private network, and
means for providing for Secure connectivity between
elements residing on the first and Second private net
Works through the public network.
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7. The apparatus of claim 6, further comprising means for
providing encryption and decryption Services for traffic
flowing between Said first and Second private networks.
8. The apparatus of claim 6, further comprising means for
collecting information regarding connection attempts
directed at either of the first or Second private networks.
9. The apparatus of claim 6, wherein said information
comprises the date and time of each connection attempt.
10. The apparatus of claim 6, wherein said information
comprises the identity of the Virtual private network Server
to which the Virtual private network the host is attempting to
COnnect.

11. A System for providing a virtual private network
connection between a first private network and a Second
private network through a public network comprising:
a first gateway device and a Second gateway device, the
first gateway device disposed between a first private
network and a public network, and the Second gateway
device disposed between a Second private network and
the public network;
an association between Said first and Second gateway
devices,

an association between names hosted by the first gateway
device and addresses of network elements residing on
the first private network;
an association between names hosted by the Second
gateway device and addresses of network elements
residing on the Second private network, and
a Secure connection between elements residing on the first
and Second private networks through the public net
work.

12. The System of claim 11, further comprising encryption
and decryption Services for traffic flowing between said first
and Second private networks through Said Secure connection.
13. The system of claim 12, the system being further
configured to collect information regarding connection
attempts directed at either of the first or Second private
networks.

14. The system of claim 13, wherein said information
comprises the date and time of each connection attempt.
15. The system of claim 13, wherein said information
comprises the identity of the Virtual private network Server
to which the Virtual private network the host is attempting to
COnnect.

16. A computer-readable device for causing a computer to
perform a method for providing a virtual private network
connection between a first private network and a Second
private network through a public network, the method
comprising:
providing an association between a first gateway device
and a Second gateway device, the first gateway device
disposed between a first private network and a public
network, and the Second gateway device disposed
between a Second private network and the public net
work;

providing an association between names hosted by the
first gateway device and addresses of network elements
residing on the first private network;
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providing an association between names hosted by the
Second gateway device and addresses of network ele
ments residing on the Second private network; and
providing for Secure connectivity between elements resid
ing on the first and Second private networks through the
public network.
17. The device of claim 16, wherein said act of providing
for Secure connectivity between elements residing on the
first and Second private networks through the public network
further comprises providing encryption and decryption Ser
vices for traffic flowing between said first and Second private
networks.
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18. The device of claim 17, said method further compris
ing the act of collecting information regarding connection
attempts directed at either of the first or Second private
networks.

19. The device of claim 18, wherein said information

comprises the date and time of each connection attempt.
20. The device of claim 18, wherein said information

comprises the identity of the Virtual private network Server
to which the Virtual private network the host is attempting to
COnnect.

