Office de la Propriete Canadian CA 2805105 C 2014/10/14

Intellectuelle Intellectual Property
du Canada Office (11)(21) 2 805 1 05
Findustrie Canada Industry Canada (12 BREVEL CANADIEN
CANADIAN PATENT
(13) C
(86) Date de depot PCT/PCT Filing Date: 2011/07/12 (51) ClL.Int./Int.Cl. HO4L 12/721 (2013.01)
(87) Date publication PCT/PCT Publication Date: 2012/01/19 (72) Inventeur/Inventor:
(45) Date de delivrance/lssue Date: 2014/10/14 SAAVEDRA, PATRICIO HUMBERTO, CA
. - - : (73) Propriéetaire/Owner:
(85) Entree phase nationale/National Entry: 2013/01/11 TELOIP INC.. CA
(86) N° demande PCT/PCT Application No.: CA 2011/000794
(74) Agent: NORTON ROSE FULBRIGHT CANADA
(87) N° publication PCT/PCT Publication No.: 2012/006/15 LLP/SEN.CR.L.. SR.L.

(30) Priorite/Priority: 2010/0//12 (US12/834,341)

(54) Titre : SYSTEME, PROCEDE ET PROGRAMME INFORMATIQUE POUR LA DISTRIBUTION DE PAQUETS INTELLIGENTE
(54) Title: SYSTEM, METHOD AND COMPUTER PROGRAM FOR INTELLIGENT PACKET DISTRIBUTION

12a

< Network 1 3 10d

10e

10f

12b

14
12¢

(57) Abrege/Abstract:

he present Invention provides a system, method and computer program for intelligent packet distribution over a plurality of
potentially diverse links. The system includes an intelligent packet distribution engine ("IPDE") that incorporates or Is linked to
means for executing a decision tree. The |IPDE, In real time, obtains data traffic parameters and, based on the data traffic
parameters and performance criteria, selectively applies one or more technigues to alter the traffic over selected communication
inks to conform to the data traffic parameters.

B

.

'

e
ok [ [ f
RO . e s
. M "c'-'-.n:‘-:{\: .«me . m s
.
.

A7 /7]
o~

C an a dg http:vopic.ge.ca - Ottawa-Hull K1A 0C9 - atp.//cipo.ge.ca OPIC

OPIC - CIPO 191




CA 02805105 2013-01-11

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization

International Bureau

(43) International Publication Date
19 January 2012 (19.01.2012)

(10) International Publication Number

WO 2012/006715 Al

(51)

(21)

(22)

(25)

(26)
(30)

(72)

(71)

(74)

(81)

012/006715 A1 A1} OADY ) 00 00 00 R AR 00 01

W

International Patent Classification:
HO41L 12/56 (2006.01)

International Application Number:
PCT/CA2011/000794

International Filing Date:
12 July 2011 (12.07.2011)

Filing Language: English
Publication Language: English
Priority Data:
12/834341 12 July 2010 (12.07.2010) Uus
Inventor; and

Applicant SAAVEDRA, Patricio, Humberto

|[CA/CA]; 1087 Kipling Avenue, Toronto, ON M9B 3M3
(CA).

Agent: DURELL, Karen; c/o Miller Thomson LLP, Sco-
tia Plaza, Suite 5800, 40 King Street West, Toronto, On-
tario MSH 3S1 (CA).

Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,

14
12¢C

(84)

AQO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM, DO,
DZ, EC, EE, EG, ES, Fl, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP,
KR, KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD,
ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI,
NO, NZ, OM, PE, PG, PH, PL, PT, RO, RS, RU, SC, SD,
SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR,
TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available). ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG,
/M, ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK,
SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ,
GW, ML, MR, NE, SN, TD, TG).

Published:

FIG. 1

with international search report (Art. 21(3))

(54) Title: SYSTEM, METHOD AND COMPUTER PROGRAM FOR INTELLIGENT PACKET DISTRIBUTION

12a

10d

10e

10f

(57) Abstract: The present invention provides a system, method and computer program for intelligent packet distribution over a
plurality of potentially diverse links. The system includes an intelligent packet distribution engine ("IPDE") that mncorporates or 1s
e linked to means for executing a decision tree. The IPDE, in real time, obtains data traffic parameters and, based on the data tratfic
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links to conform to the data traffic parameters.
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SYSTEM, METHOD AND COMPUTER PROGRAM FOR INTELLIGENT
PACKET DISTRIBUTION

FIELD OF THE INVENTION

The present invention relates to network traffic packet distribution. The present
invention more specifically relates to an intelligent packet distribution system, method

and computer program.

BACKGROUND OF THE INVENTION

Bonding and aggregation technologies enable two or more network devices to send
and receive data packets across multiple communication links. Bonding or
aggregation technologies typically use round-robin scheduling to send and receive
data packets across all the lower links combined. In a round-robin algorithm, a load
balancer assigns packet requests to a list of the links on a rotating basis. For the
subsequent requests, the load balancer follows the circular order to redirect the
request. Once a link 1s assigned a request, the link is moved to the end of the list. This

keeps the links equally assigned.

Round-robin scheduling results in throughput degradation when the performance of
the bonded or aggregated lines is substantially different. When these networks are
combined the bonded lines inherit the latency of the worst case latency. Similarly, the

transter rate 1s governed by the slowest bonded line.

This mterteres with the ability to provide a consistent, even, and optimum flow of
bandwidth over multiple communication links, especially with real-time applications

such as VoIP, which are highly sensitive to jitter and varying latency across the

multiple lower links.

This less than optimal performance is explained by the fact that when relying on
lower level communication links, each lower link may have dissimilar characteristics
including asymmetrical speeds and latency variation. The speed of the aggregate
throughput of a bonded or aggregated communication session is only as good as the

least common speed multiplied by the number of lower links. This results in an
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inefficient aggregation or bonding that does not make optimal use of bandwidth that is

avallable in combination.

Similar problems are experienced in fast failover techniques, where performance upon

failling over to aggregated or bonded connections involving lower level links for

example, 1s less than optimal.

The above 1ssues are further aggravated by the fact that diverse carriers may have
varying latency characteristics even when using similar access methods. Carrier
diversity may entail the combining of legacy symmetrical circuits with newer
asymmetrical type broadband circuits, creating a mix of faster and slower speeds in

either direction, with varying latencies for all lower links combined.

For example, when two lower communication links are balanced (i.e. of the same
speed), round-robin distribution typically results in full use of all the available
bandwidth of the lower links combined. When one of the two lower links is
unbalanced, however, round-robin distribution typically results in lower performance
than the lower links combined. When using three lower links each with different
speed and latency, round-robin distribution results in very poor performance and is

practically unusable in many applications.

Distribution algorithms have been proposed for addressing these issues. For example,
a weighted round-robin allocation has been proposed. Weighted round-robin is an
advanced version of the round-robin that eliminates some of its deficiencies. In case
ot a weighted round-robin, one can assign a weight to each link in the group so that if
one link is capable of handling twice as much load as the other, the larger link gets a
weight of 2. In such cases, the load balancer will assign two requests to the larger link
for each request assigned to the smaller one. United States patents 6,438,135 and

7,580,355, meanwhile, disclose dynamic approaches to the weighted round robin

algorithm.

In addition to performance degradation, network congestion also presents a problem.
Network congestion occurs when a network connection is overwhelmed by the data
being transmitted over the connection. This results in quality of service (QoS)

deterioration which is generally experienced as queuing delays, packet loss or the

inability to process new connections.
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Network congestion avoidance is the process used in networks to avoid congestion.
Congestion in a network causes degradation of all services running across the network
as all available capacity is consumed. This can occur due to a single network
application consuming all available capacity. This affects latency and time sensitive

applications such as voice, video streaming, etc.

T'o compensate and/or avoid the occurrence of congestion within a network link,
queuing mechanisms are used to ensure that the available capacity is fairly distributed
among all consumers of the link. There are a few commonly implemented queuing
mechanisms, including: first in first out (FIFO), weighted fair queuing (WFQ),
custom queuing (CQ), priority queuing (PQ). All these mechanisms manage traffic as

it 1s received from the transmitter and before it is transmitted on through the interface.

Other queuing mechanisms include tail drop, random early drop (RED), weighted
random early detection (WRED), and Blue. The most common form of protocol
independent rate-limiting is performed by discarding excess packets using congestion
management mechanisms such as tail drop. Other methods use packet queuing,
adding delays to packets in transit or protocol specific built-in congestion control
mechanisms that are typically not supported by most real time applications. The use
of congestion management mechanisms such as tail drop to rate-limit bandwidth
usage results i high jitter and packet loss, degrading the quality of real-time
applications. This implementation cannot be used for real-time applications on low
cost access solutions. The problem is further compounded when bandwidth usage
approaches the upper threshold as the latency and loss rises exponentially compared

to bandwidth usage. FIGs 5A and 5B illustrates latency relative to bandwidth in the
prior art. It can be shown that latency starts to peak dramatically at a particular

bandwidth usage.

Tail drop (also referred to as drop tail) is a simple queue management algorithm in
which traftic is not differentiated. Tail drop allows a queue to fill to its maximum
capacity and then drops new packets as they arrive until the queue has additional
capacity. Tail drop differs from the previously mentioned mechanisms since it allows

a queue to fill betore taking any action while the others are more pro-active in queue

management.
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One disadvantage of tail drop is that on a network where a large volume of data is
being transmitted, real time applications could suffer as the data may easily fill up the

queue causing voice packets to be dropped.

Furthermore, in particular applications, such as VOIP (SIP), signaling traffic and RTP
packets that contain the call audio could be dropped. Signaling traffic can be re-
transmitted, however the timer for retransmits is about 500ms for SIP and if critical
packets within a SIP conversation are not acknowledged, the call will drop. RTP
packets, meanwhile, are transmitted using UDP. This effectively causes dropped
packets to be lost. Although the implementations of packet loss concealment (PLC)
can mask some of the effects of packet loss in VOIP, large numbers of dropped calls

attect call quality.

Active queue management mechanisms, meanwhile, implement mechanisms to
alleviate some of the issues of tail drop by decreasing the number of dropped packets,
increasing the utilization of links by decreasing the triggering of congestion control
mechanisms within TCP conversations, lowering the queue size and decreasing the
delays and jitter seen by flows and attempting to share the connection bandwidth

equally among the various flows. Active queue management algorithms include RED,

WRED and Blue.

Another disadvantage of tail drop is that can cause consumers of a particular network
link to enter a slow-start state (which reduces data throughput) and even cause global
synchronization often enough that the effect is deleterious to network throughput.

While RED, WRED and Blue avoid the issue, RED and WRED are generally

applicable to IP-only networks due to their dependence on the use of mechanisms

built into TCP and the fact that packets are dropped rather than queued.

RED monitors the average queue size and drops packets based on statistical
probabilities. It may also mark packets with explicit congestion notification (ECN).
However, ECN 1s supported only by TCP/IP which makes it unfavorable as a
mechanism for use with UDP based flows. Also, while ECN is present in most current

TCP/IP protocol suites, they are generally shipped with it disabled.

WRED extends RED by providing several different queue thresholds based on the

associated IP precedence or DSCP value. This allows lower priority packets to be
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dropped protecting higher priority packets in the same queue if a queue fills up.
However, WRED also works only with TCP-based conversations. Other protocols
such as IPX do not use the concept of a shding window. When faced with a packet
discard, these protocols simply retransmit at the same rate as before. RED and WRED

are inefficient in a network utilizing non-TCP protocols.

A Blue queue maintains a drop/mark probability, and drops/marks packets with
probability as they enter the queue. Whenever the queue overflows, drop/mark
probability 1s increased by a small constant, and whenever the queue i1s empty,
drop/mark probability 1s decreased by a constant which 1s less than the small constant
used to increase probability. The main flaw of Blue, which it shares with most single-
queue queuing disciplines, is that it doesn't distinguish between flows, and treats all
flows as a single aggregate. Therefore, a single aggressive flow can push out of the

queue packets belonging to other, better behaved tlows.

Packet loss 1s a side effect of congestion which needs to be avoided when running a
network that handles real-time traffic, such as VOIP or streaming video, as they are
sensitive to packet loss. The main flaw ot Blue, which 1t shares with most single-
queue queuing disciplines, 1s that it does not distinguish between tlows, and treats all
tlows as a single aggregate. Therefore, a single aggressive flow can push out of the

queue packets belonging to other, better behaved flows.

Theretore, what 1s required is a queuing and distribution algorithm that uses
bidirectional information to support asymmetrical environments and leverages the
bandwidth of bonded or aggregated network connections, even where the links in the

connection exhibit substantially different performance.

SUMMARY OF THE INVENTION

In one aspect, the present disclosure relates to an intelligent packet distribution system
tfor distributing one or more packets over a bonded or aggregated connection defined
by a plurality of diverse links, the system comprising an intelligent packet distribution

engine operable to determine, based on a decision tree, on which of the one or more

links to distribute the one or more packets.

PCT/CA2011/000794
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In another aspect, the present disclosure relates to a method for intelligent packet
distribution of one or more packets over a bonded or aggregated connection detined
by a plurality of diverse links, the method comprising: executing a decision tree for
determining on which of the one or more links to distribute the one or more packets;
and distributing, by means of an intelligent packet distribution engine, the one or

more packets over the one or more links based on the determination.

In yet another aspect, the present disclosure relates to a method ot managing trattic
over one or more communication links in a bonded or aggregated connection,
comprising the steps of: (a) detecting, by means of an intelligent packet distribution
engine, one or more data traffic parameters affecting performance of the connection;
and (b) based on the data traffic parameters applying rate limiting to one or more ot
such communication links by avoiding intermittently on a real time or near real time
basis the communication of selected packets of over the one or more of such
communication links thereby slowing down traffic over the one or more of such
communication links so as to improve performance of the connection despite the data

tratfic parameters.

In this respect, before explaining at least one embodiment of the invention 1n detail, 1t
1S to be understood that the invention 1s not limited 1n 1ts application to the details of
construction and to the arrangements of the components set forth in the following
description or 1llustrated in the drawings. The invention 1s capable of other
embodiments and of being practiced and carried out 1in various ways. Also, it is to be
understood that the phraseology and terminology employed herein are for the purpose

of description and should not be regarded as limiting.
DESCRIPTION OF THE DRAWINGS

FIG. 1 15 a system diagram 1illustrating an implementation of the intelligent packet

distribution using a network utility.

FIG. 2 1llustrates an intelligent packet distribution engine in accordance with the

present invention.
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FIG. 3A illustrates an implementation of the intelligent packet distribution engine
based on weight packet distribution parameters and performance criteria considered 1n

a decision tree.

FIG. 3B illustrates an implementation of the intelligent packet distribution engine
based on rate-limit avoidance distribution parameters and performance criteria

constdered 1n a decision tree.

FIG. 3C illustrates an implementation of the intelligent packet distribution engine
based on application and protocol distribution parameters and performance criteria

considered in a decision tree.

FIG. 4A illustrates rate limiting in accordance with the present mvention using

avoidance, providing thereby a bypass/critical reserve.

FIG. 4B illustrates rate limiting in accordance with the present invention using
avoidance, providing thereby a bypass/critical reserve that does not utilize the tail

drop zone.
FIG. 5A illustrates ADSL latency relative to bandwidth in the prior art.

FIG. 5B illustrates CABLE latency relative to bandwidth in the prior art.

FIG. 6 illustrates an IPDE latency graph showing latency relative to bandwidth 1n

accordance with the present invention.

FIG. 7 illustrates an example of the intelligent packet distribution engine

implementing application protocol distribution for a VoIP application.

FIG. 8 illustrates a flow chart that is an example of a decision tree 1n accordance with

the present invention.
DETAILED DESCRIPTION

The present invention provides a system, method and computer program for
intelligent packet distribution across a communication link, The system includes an
intelligent packet distribution engine (“IPDE”) tor implementing an intelligent packet

distribution workflow. The intelligent packet distribution workflow may be

PCT/CA2011/000794
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implemented using an intelligent packet distribution calculation, such as an algorithm
(“IPDE distribution calculation”). Intelligent packet distribution may be used in
conjunction with a variety of techniques, for example, such as network connection

aggregation for providing load balancing.

The present invention is operable to combine differing speed links with weighted
packet distribution and with bidirectional real-time link intelligence. The IPDE is
operable to collect, in real-time, or near real-time (i.e. in substantially real-time), data
regarding the performance of at least two network links that enable a network
communication (“data traffic parameters™). The network links of a variety of types,
for example, such as diverse bonded or aggregated network links. The network links
may exhibit substantially dissimilar performance characteristics, for example, such as
asymmetrical speeds (bandwidth), latency variation, or other varying characteristics.
The IPDE may collect data traffic parameters for each of the links on a bidirectional

basis.

The IPDE may also provide the ability to bypass/avoid link conditions on a per packet
basis 1n near real-time to improve overall communications of the aggregated or
bonded bundle of links. This can be accomplished by the IPDE applying rate limiting
to one or more of the links by avoiding intermittently on a real time or near real time
basis. The rate limiting applied may be based on the data traffic parameters. The
communication of selected packets of over the one or more of the communication
links may slow down traffic over the one or more communication links so as to
improve performance of the connection in spite of the data traffic parameters. This
enables the IPDE to provide the ability to rate-limit on a per lower-link basis for all
the links in an aggregated or bonded session. In this manner the IPDE may avoid non

optimal bandwidth regions caused by carrier or network provider rate limiting with

tail drop mechanisms.

The IPDE may be implemented as an IPDE network utility, as shown in FIG. 1. As a
network utility the IPDE may be operable to process or manage the distribution of
packets of information for communication over a network. The IPDE may be applied
In a variety of manners. The IPDE may be implemented as hardware or as software.
The IPDE could be applied on a network connected server. The IPDE could he

implemented as an application linked to the transmitter and/or receiver network
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component. The invention may be implemented to a router in a network
communication infrastructure. The functionality of the invention could be
implemented as a chip and made part of a network device, for example, such as a
router. The IPDE network utility may be implementable to any chip, server, router,
transmitter, receiver or other network component/device that enables the collection, in
real-time or near real-time, of data regarding the performance of at least two network
links enabling a network communication, for example, such as data traffic parameters.
T'he nature and extent of the data traffic parameters that are required for embodiments

of the present invention will be in accordance with the network provider.

As shown 1n FIG. 1, the IPDE may include a plurality of IPDE enabled routers 10a,
10b, 10c, 10d, 10e, 10f. The number and location of such routers may differ in
accordance with the requirements of the present invention. Links 14 may be created
between the routers and on or more networks 12a, 12b, 12¢. A skilled reader will
recognize that a plurality of networks may be included in embodiments of the present
invention and that a plurality of networks links may be formed associating the routers

with the networks.

As an example, 1f two links are used, such as link A and link B, the links may be
associated such that if for example one link, such as link A, is avolded, then the
packets are sent to one or more of the other links, such as link B, so as to define a
network connection. A skilled reader will recognize that any number of links may be
utilized in the present invention. The association of links may be of a variety of types,
tor example, such as bonding or aggregation. Any association is sufficient and

bonding or aggregation is not specifically required for the operation of the present
invention. The plurality of links may comprise one or more physical, logical and/or

virtual links.

The IPDE network utility is operable to monitor network performance by measuring
peaks in communication performance in relation to selected communication links. As

an example, the IPDE network utility may show the speed of each communication

link that connects in and connects out.

The IPDE network utility may also be operable to include, or to obtain, information

regarding the data traffic parameters for a particular application. For example, the
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IPDE network utility may be operable to include or obtain data traffic parameter
information about an application that involves specific packets for carriage over
specific communication links. The IPDE network utility may incorporate a review
means, or be linked to a review means, that 1s operable to execute a decision tree. The
[PDE network utility may obtain the data traffic parameters in real time, and may
utilize the review means, in real time, to review the data traffic parameters and
performance criteria. In particular, the data traffic parameters and performance criteria
may be reviewed against preconfigured or configurable thresholds, or other review
measures incorporated in, or accessible by, the review means. Based upon the review
the review means may selectively apply one or more techniques to alter the traffic
over one or more selected communication links to conform to the data tratfic
parameters. The techniques to alter the traffic may be applied in accordance with the

decision tree of the review means.

For example, the decision tree may be implemented by the IPDE when the IPDE 1s
monitoring the performance of two or more network links via the data traffic
parameters. If the monitored performance falls below the desired performance criteria
then the decision tree may initiate a process whereby the IPDE 1s operable to initiate
one or more measures to manage packet distribution across the network links at 1ssue.
The measures may be defined in a manner that is relatively specific for specific
network links. The IPDE may continue to monitor the data traffic parameters to
manage tratfic distribution. Through the monitoring the IPDE may operate to
maintain and/or improve performance relative to the performance criteria. This
maintenance or improvement of performance may be achieved notwithstanding
network conditions that may have an adverse eifect on performance relative to the
performance criteria. For example, such network conditions that have an adverse

cftect may include degradation in communication of information packets over the

network connection.

As an example, packet distribution management may be based on a decision tree that
considers one or more of the following, or any combination of the following: (i)
bandwidth; (11) loss; (i11) TOS (terms of services); (iv) weighting; (v) rate limitation;
(v1) latency; (vi1) jitter; (viii1) application by-pass; (ix) cost or financial considerations;

(x) ToS (type of service) byte data; and/or (xi) a custom filter. The application of

10
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these techniques by the IPDE network utility may result in temporary application of
data traftic distributions across two or more links to optimize performance. The two

or more links may be physical or virtual links, or a combination thereof.

The data traffic distributions may include: (a) weight based distribution, which
involves adaptive configuration of weighting of traffic across two or more
communication links; (b) rate-limit distribution which involves data traffic rate
limitation over one or more of the communication links using link avoidance: (C)
latency and jitter avoidance based distribution through control of latency and jitter
across two or more communication links through avoidance and link selection in
combination; and (d) application based distribution which bypasses specific
applications affecting data traffic by selective application of avoidance on an
application basis. Distribution may be by round robin, weighted round robin, or in
accordance with any other calculation or algorithm. The decision tree may render
decisions for packet distribution for each of the links that alter between avoidance and

transmit.

The present invention may provide a variety of advantages and benefits over the prior
art. One such advantage of IPDE is that may enable avoidance of one or more links in
a connection. Prior art systems are not able to avoid links in a connection. Avoidance
of a link in a connection may be advantageous for a variety of reasons. As an
example, avoidance may be advantageous if there is a need to maintain the
relationship with a particular link while temporarily, or periodically, avoiding the link
due to bad performance, cost aspects, or other reasons. Avoidance may be

implemented by the decision tree of the present invention, as previously described.

A skilled reader will recognize that other advantages and benefits are described
herein. In particular, the overall improved performance of communication links that is
achieved by the present invention is a specific advantage and benefit over the prior art

that cannot achieve the performance of the present invention.

The IPDE network utility may be operable to perform weighting of links. Optionally,
one or more of the links in a bonded or aggregated connection may be assigned a
“zero weight”.  For example, links with high cost, latency, jitter, or any other

specified characteristic, may be assigned a zero weight. Zero weighting of this type

11
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may be assigned on an intermittent basis, for example, such as a real time basis,
packet-to-packet basis, or series-of-packets-to-series-of-packets basis. Zero welghting
assigned on a series-of-packets-to-series-of-packets basis may be in accordance with
the rate limit. Packets may be analyzed and monitored closely by the present
5 1nvention, and the analysis and monitoring may provide guidance utilized to decide
where a packet is to be sent. The state of being zero weighted may be temporary on a

per packet basis.

The decision tree provided in accordance with the present invention may enable
avoidance of the transmission of packets over one or more links. The present
10 1vention may utilize rate limiting to achieve such avoidance. The present invention

may further apply avoidance on a packet-by-packet basis. The avoidance may be

based on the decision tree outcome.

Intelligent packet distribution may be utilized to support a variety of communications
via any network connection. For example, intelligent packet distribution may be
I5 1mplemented to support voice, video, or any other data communicated via network
connection. The IPDE may be configurable in accordance with the type of data
carried on the connection so as to adjust parameters accordingly, for example, such as

avoldance parameters and desired performance criteria.

In one embodiment of the present invention, intelligent packet distribution may enable
20 the management of the performance of two or more links having different data traffic
parameters. For example, the [IPDE could manage: (i) two or more links with different
speeds (e.g. by providing a weighted packet distribution technique); (11) two or more
links where one or more links are symmetrical and one or more of the other links are
asymmetrical, and/or (c) two or more links where there are dittering latency
25 conditions between the respective links forming part of the two or more links. A
skilled reader will recognize that other parameters, including parameters that are

described herein, could also be used by the intelligent packet distribution

Intelligent packet distribution may be operable to determine packet distribution on a
per-link basis while maintaining the association between the connection and other
30 links for bandwidth purposes. The IPDE distribution calculation may be performed by

the present invention to process bidirectional information to support asymmetrical

12
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environments. The IPDE distribution calculation may also be used for unidirectional
network communications and may provide a form of dynamic weighted round robin.
The IPDE distribution calculation may be linked to the review means for executing a

decision tree to determine packet distribution on per-link basis.

An mtelligent packet distribution engine may be incorporated in the present invention,
as shown in FIG. 2. The intelligent packet distribution engine 20 may receive one or
more incoming packets 22. The intelligent packet distribution engine may include
several operable modules, including a messaging system 24, a decision tree module
20, and distribution implementations module 28. The messaging system may be bi-
directional, and may operate in relation to messages that are local outbound message
and messages that are inbound from the peer side. The decision tree module functions
as described herein, and may review bandwidth, rate-limit, latency, jitter, loss, TOS,
custom filter and cost relating to incoming packets. The distribution implementations
module may implement and control the distribution of packets. The distribution
implementations modules may implement the distribution of one or more packets 1n
any of the following manners, weighted packet distribution, rate-limit through
avoidance distribution, or application packet distribution. Packets may be distributed
through one or more links or enqueues 30a, 30b, 30c¢c connected to the intelligent

packet distribution engine.

The IPDE may be operable to provide for packet distribution for differing speed links
(for example, such as bonded connections, aggregated connections, or other
connections), asymmetrical distribution supporting dynamic weighted-round-robin
techniques, load balancing, security, quality of service, and cost control if necessary.
As an example, asymmetrical distribution may address connections including a 6M
connection and a 4M connection. As another example, cost control may be a
consideration where outbound network traffic has a higher cost (expressed, for

example, 1n cost per Mbps) than that of inbound traffic. The packet distribution may

be based on the data traffic parameters discussed herein.

Packet distribution may be managed by the IPDE in accordance with quality of
service (QoS). For example, the IPDE may provide rate [imiting through avoidance
(RLA). IPDE may also provide weighted packet distribution or application packet

distribution. IPDE, in accordance with QoS, may be implemented bidirectionally for
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at least two links or could be implemented unidirectionally including for local
outbound and/or inbound configuration. A decision tree may be implemented based
on a series of techniques to optimize performance in real time. The decision tree may

enable the IPDE to queue packets on the links to provide QoS.

RLA may include priority queuing based on factors other than bandwidth, for
example including based on time. The IPDE may include or be linked to a rate limiter
that slows down a communication link to improve performance for selective types of

data, including for example voice packets only or all packets other than voice.

As shown in FIGs. 3A, 3B and 3C the decision tree that may be included in the
intelligent packet distribution engine of the present invention may operate in variety
of manners. The decision tree, in particular examples, may consider weilght based
distribution (as shown in FIG. 3A), rate-limit based distribution (as shown in FIG.

3B), latency and jitter based distribution and application based distribution (as shown

in FIG. 30).

Weight based distribution may be preconfigured (hard set) or automatically
responsive to network conditions. For example, as shown in FIG. 3A, a decision tree
determination of weight packet distribution 32 may implement the weighted packet
distribution or weight adaptive packet distribution techniques. Specifically, the
decision tree may determine the bandwidth of the packet. The packet may be sent
from a local messaging system 34 and required to reach a messaging system peer 36.
The decision tree may determine local outbound weights 38 and peer outbound
weights 40 of each packet. As an example, Linkl 42 may be determined to be
approximately 6Mbps inbound x approximately 800Kbps outbound ADSL circuit. As
a further example, Link2 44 may be determined to be approximately 1.5Mbps
inbound x approximately 1.5Mbps outbound T1 circuit. The decision tree may operate
in accordance with a rule 46, for example, such as that a link will be avoided if welght
1s more than a specified weight value. In this example, the decision tree may
determine that the links may be bonded and achieve a bonded speed of approximately
/.oMbps mbound x approximately 2.2Mbps aggregated service. In this manner the

present invention may be operable to bond differing speed links.
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Rate-limit based distribution may control bandwidth through avoidance. For example,
as shown in FIG. 3B, the present invention may implement the rate limiting through
avoidance technique. Latency and jitter based distribution may control application
latency and jitter through avoidance. A decision tree determination of rate-limit
avoidance distribution 48 may determine bandwidth and rate-limit ot a packet. The
packet may be sent from a local messaging system 50 and required to reach a
messaging system peer 52. The decision tree may determine local outbound rate-limit
54 and peer outbound rate-limit 56 of each packet. As an example, Linkl 58 may be
determined to be approximately 4.5Mbps inbound x approximately 600Kbps
outbound ADSL circuit. As a further example, Link2 60 may be determined to be
approximately 1.2Mbps inbound x approximately 1.2Mbps outbound T1 circuit. The
decision tree may operate in accordance with a rule 62 for example, such as that a link
will be avoided if rate-limit 1s more than a specified rate-limit value. In this example,
the decision tree may determine that per-link bandwidth rate-limiting be applied, and
that the links may be bonded and achieve a bonded speed of approximately 5.7Mbps
inbound x approximately 1.8Mbps aggregated service. Rate-limit avoidance

distribution may reduce the overall latency and may create room for bypass traffic.

Application based distribution may control applications via specific links through
avoldance. For example, as shown in FIG. 3C, the present invention may implement
the application and protocol distribution (APD) technmique. A decision tree
determination of APD distribution 64 may determine bandwidth, rate-limit, latency,
jitter, loss, TOS and custom filter of a packet. The packet may be sent from a local
messaging system 66 and required to reach a messaging system peer 68. The decision
tree may determine local outbound APD 70 and peer outbound APD 72 of each
packet. As an example, Link]l 74 and Link2 76 may be passed through an APD filter
80a, 80b. The decision tree may operate in accordance with a rule 78 for example,
such as that a link will be avoided 1f the link 1s not APD. In this example, the decision
tree may determine that per-link application conditioning through avoidance be

applied, and that the application specified transmits over optimum links only.

Each of the decision tree determinations shown in FIGs 3A, 3B and 3C are provided

as examples, and these types of decision tree determinations are described in more

generally and in greater detail herein.
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One of the possible measures of managing traffic distribution includes the reduction
of speed of packet distribution over a network for the purpose of improving
communication quality. This can be referred to as RLA. The reduction of speed may
be achieved by means of avoidance (to provide communication rate limitation or
traffic shaping). Another aspect of managing traffic distribution may include
alteration, which may involve “shaping”, slowing down, rerouting of data traffic etc.,
as further explained below. It should be understood that RLA can be implemented as
a replacement for tail drop, or in conjunction with tail drop, to improve real-time
application performance by preventing packet dropping particularly in real-time

applications such as VolP.

These techniques may consist of specific processes, algorithms or use of specific
devices (such as rate limiting devices) to optimize performance across two or more
links. The selective application is not just based on communication link performance
but also parameters specific to the carrier operating the communication link which

may require differences in the application of the one or more techniques.

The monitoring referred to above can be done in-band by or within a communication

protocol.

The IPDE may embody a distribution algorithm that is operable to provided weighted
packet distribution (WPD) as shown in FIG. 3A. WPD is advantageous to improve
packet distribution for communications over multi-path networks. IPDE is operable
to monitor speed and latency of associated connections and based on these parameters
apply WPD automatically over different connections by link weight setting, thereby

for example reducing late packet to destination effects. This provides better network

pertformance despite packets passing over different connections, despite the possibility
that in a multi-path network connection different connections may have different

transter capability. IPDE is operable to resolve such network conditions

automatically.

It should be understood that the WPD technique may be adaptive. The WPD
technique may be implemented to optimally enable the use of backup or redundant
links in a bonded or aggregated connection. As shown in FIG. 3A, the parameter for

IPDE associated with the communications in question is “bandwidth” such that Link1
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42 1s linked to Link2 44 so as to bond or aggregate different links associated with
different speeds so as to providle WPD. WPD addresses problems of packet
distribution for live data streams over multipath network connections. According to
the speed and latency of different links, the IPDE can adjust the distribution of
packets on the links based on a link weight to reduce late arrival of packets at their

destination.

FIG. 3B 1illustrates that for other network communications, such as real-time
applications where 1t is necessary to avoid packet latency, jitter, and packet loss, it
may be advantageous to apply, in addition to WPD, rate limiting. In conventional
applications of rate-limiting tail drop techniques are used for rate limiting, thereby
creating high latency environments that may not be suitable for real-time applications
in the upper echelon of the individual connections. As shown in FIG. 3B, the present
invention includes rate limiting through avoidance, by setting rate-limits on use of
specific connections in order to condition the real-time application traffic to avoid

packet latencys, jitter, or packet loss in a diverse carrier or multi-homed environment.

Similarly, FIG. 3C illustrates, for example for real-time applications how per link
application conditioning through avoidance can be applied to comply with
predetermined thresholds for bandwidth, rate limiting, latency, jitter, loss, TOS, and
custom filters, all by operation of IPDE and across diverse carrier or multi-homed

environments.

FIGs 4A and 4B provide examples of rate-limit-avoidance with bypass/critical reserve

in accordance with the present invention. As shown in FIG. 4A, prior art applications

applied rate limiting in high latency applications as required due to bandwidth
Increases. Rate limits applied using conventional, prior art techniques 82 can result in
negative network conditions such as packet loss because, on a packet-by-packet basis,
as shown a applied to Linkl 84 or Link2 86, critical reserve 88a, 88b and rate limit
thresholds 90a, 90b, may be exceeded. The rate limit may indicate the carrier rate-
limit which may be an early detection zone and may use tail drop techniques. The
application of a tail drop zone can be detrimental as it can cause packets to drop, and

can be particularly bad for VolIP.
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The present invention may set several thresholds, as shown in FIG. 4B, for example,
such as a tail drop zone 94a, 94b (that is not used by the present invention), a good
VolP quality zone 96a, 96b, and a low latency zone where no packets will be dropped
102a, 102b. A skilled reader will recognize that other thresholds may be set by the
>  present invention. The present invention may create association of multiple links, so
the associated links may utilize the full bandwidth available. For example, as shown
in FIG. 4B, Linkl 98 and Link2 100 may be associated by rate-limit avoidance,
whereby packets are sent of over one or more other links when the condition matches

the decision tree criteria.

10 The application of rate-limit-avoidance 92 in accordance with the present invention
may result in some different outcomes occur as compared to the prior art: (i) the tail
drop zone 94a, 94b is NOT used for any application, instead avoidance based on rate
limiting 1s used (in accordance with the technique of the present invention); (ii)
optionally, by application of avoidance based on rate limiting, a further threshold 96a,

I5  96b may be established so as to provide better performance on a packet-by-packet
basis for real-time applications sensitive to jitter and varying latency across multiple
lower links (such as VoIP); (iii) Link1 98 and Link2 100 are associated (whether by
bonding or aggregation) and on a packet-by-packet basis when there is a bandwidth
requirement based on one or more thresholds (e.g., threshold 94a, 94b, or threshold

20 96a, 96b, or threshold 102a, 102b) and one or more affected packets, based on

application of the IPDE decision tree, are automatically sent to the associated links.

It should be understood that the present invention operates differently from bandwidth
reservation. Bandwidth reservation does not operate on a packet-by-packet basis. A
skilled reader will recognize that by application of IPDE, as shown in FIG. 4B, the
25 links remain open to other packets provided that there is available bandwidth,
however, once voice packets are received, for example, based on application of the
decision tree, the rules defined by the decision tree for such packets are applied
dynamically by IPDE, thereby providing bandwidth management that utilizes network
resources more efficiently than bandwidth reservation. In other words IPDE is
30 operable to react dynamically to changing network conditions, rather than attempt to
set thresholds based on predicted network conditions, which tend to overestimate or

underestimate network parameters that may affect network communications
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negatively, thus resulting either in less than optimal performance or less than optimal

utilization of resources.

Conventional round robin scheduling results in throughput degradation when the
performance of the bonded lines is substantially different, weights can be assigned to
each of the network links. A higher weight may indicate a preferred link, which is
typically of higher bandwidth and/or lower cost than other lower weighted links.
Iratfic 1s managed across the links by a typical weighted packet distribution
algorithm. However, in the present invention, one or more of the links may be

assigned a weight of zero.

A diverse carrier infrastructure may provide lower links having dissimilar
characteristics including asymmetrical speeds (bandwidth) and latency variation. For
example, carrier diversity may entail the combining of legacy symmetrical circuits
with newer asymmetrical type broadband circuits, creating a mix of faster and slower
speeds 1n either direction, with varying latencies for all lower links combined.
Weighting of these links is a challenge since the use of these diverse carrier
infrastructures creates an uncertainty for providing a consistent, even, and optimum
tlow of bandwidth in aggregated connections. Real-time applications such as VoIP are
highly sensitive to jitter and varying latency across the multiple lower links. These
real-time applications, meanwhile, often include packets with heads having packet
start/stop flags and sequence numbers. A receiver typically assembles packets
according to sequence numbers for received packets across the lower links. When
using unbalanced lower links, the sequence numbers may arrive out of order. The

receiver may conclude that the packet is lost and request a retransmit of the packet at
the missing sequence number. At this point, all received packets which are behind this

missing sequence number will be dropped. The overall speed will begin to degrade as

a result of retransmits.

One means by which to solve this problem includes implementing a packet
distribution system based on weights, a “weighted packet distribution”, for each lower
link. The weight may be the number of packets to send at the round-robin interval for
the corresponding link. Weight may have a direct relationship with speed and latency.
WPD significantly improves the performance of a bonded session when using

unbalanced and varying latency across the lower links combined.
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In a particular implementation of WPD, links that are very slow or costly may be
assigned a weight of zero. In a particular implementation of WPD, link weights may
be automatically adjusted based on fluctuating broadband connections and saturated

environments. This may be referred to as dynamic WPD.

Zero weighted links may be useful, for example, where an aggregated or bonded
connection comprises both wired broadband links and a wireless link such as WiMAX
or 3G cellular. In some cases these wireless links may have in excess of 1500% higher
latency than the wired links. Including the wireless links in the WPD may typically
cause significant degradation, however the wireless links may be desired or required

as backup links.

In such cases, assigning a weight of zero to the slower or costlier links can enable

them to be bypassed in regular packet distribution and only utilized when required.

I, based on the data traffic parameters, performance is determined to have fallen
below desired performance criteria that are defined in a manner that is relatively
specific for specific network links, then the decision tree may initiate a process
whereby the IPDE is operable to initiate one or more measures to manage packet
distribution across the network links at issue. The degraded network link may be
avoided and the weighted packet distribution technique may check the weight of all
remaining lower links. Non-zero weighted links may be used first and, if there are no
non-zero weighted links, then the zero weighted links may be used to send packets

out.

Determination of performance degradation may be made based on reassembly of
received packets at a receiver. For example, if the data is sent with a sequence
number, the IPDE may use the sequence number field to identify each packet. The
sequence number may 1dentify the order of the packets sent between network devices.
When a packet is received out of sequence or not received at all, the decision tree may
determine that a lower link is down. The IPDE may reference, for example, a lower
link status table to obtain the minimum incoming sequence number from the buffer
and use this value as the current sequence number in the packet reassemble code. If
there are some unassembled packets in a downed link, these packets will be lost by

the receiver. However, the transmitter may resend these packets and data transfers
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may recover. When a zero weighted link is added to the connection, the current
minimum incoming sequence number may not be accurate on all links. Sequence
numbers in a zero weighted link status table may be the sequence number of a
previous incoming packet on this link. Typically, if the current mimmimum incoming

sequence number is wrong, the reassemble code will fail and all application traftic

will halt.

[PDE, however, may support zero weighted links by first moditying the reassemble
code and the failover process. For example, 1t may calculate the minimum sequence
number of the assemble code when a non-zero weight link 1s down; calculate the
minimum sequence number of the assemble code when a zero weight link 1s down;
calculate the minimum sequence number of the assemble code when a non-zero
weight link 1s up; and calculate the minimum sequence number of the assemble code

when a zero weight link 1s up.
Additionally, the weights may be assigned adaptively.

In a particular example, weights assigned to links may be chosen from the weight set
10, 1, 2, 3} with O reserved for undesirable links and 3 for the most preferred links. A
maximum inbound speed may be detected among all links. For each link in the
connection, 1t may be assigned a weight based on the link’s inbound speed relative to
the maximum inbound speed. For example, a link with at least 80% of the maximum
speed may be assigned a weight of 3, while at least 40% 1s a weight of 2 and at least
20% 1s a weight of 1. Any other link may be assigned a weight of 0. A similar
technique can be used for assigning an outbound weight for each link. If performance

of the lines degrade such that no inbound and/or outbound links have a speed at least
as much as a certain threshold, say 80% of the maximum, then the weights may be

reduced and/or correspondingly later increased to compensate.

A weight adaptive packet distribution may dynamically adjust to changes when using
dissimilar and or diverse carrier links. This may be beneficial, for example, where the
maximum speed of dialup modem links degrade after initial connect and/or
reconnections, which would diminish the speed of the aggregated connection. For
example, when disconnects and reconnects occur, it is not guaranteed that the modem

will reconnect at the same speed as it initially did when the session was first started.
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As seen 1n FIG. 3B, the IPDE distribution calculation may also be a rate limiting
through rate-limit avoidance (RLA) technique. Typically, all broadband and Metro
Ethernet type connections use a tail drop technique for rate limiting services provided
to customers. This causes a high latency environment when communicating in the
upper echelon of the individual connections, a condition that must be avoided when

transporting real-time applications due to packet latency, jitter and loss.

When mixing real-time applications such as voice and video with data, a congestion
management algorithm 1s required for efficient delivery of one application versus
another 1n a bandwidth saturated environment. Bandwidth reservation is an effective
technique that can set aside bandwidth for specific applications. IPDE may implement
RLA to overcome the disadvantages of the prior art, namely enabling rate limiting to
be used on real-time applications such as VoIP. The IPDE can implement a decision

tree that considers bandwidth and rate limit to provide RLA.

RLA uses two or more physical, logical and/or virtual connections to manage
bandwidth usage. The concept is based on the principle of avoiding the condition of
tail drop for rate-limiting to provide a more efficient and no packet loss mechanism to
throttle bandwidth. By setting rate limits for links the IPDE can condition application
traffic to avoid or reduce latency, jitter and loss. The IPDE may condition traffic on

any links 1n a diverse carrier or multi-homed environment.

FIG. 5A shows an ADSL table 104 of a prior art example of latency relative to
bandwidth for ADSL links. In this table bandwidth usage has a maximum level of

300Kbps. The table generally shows the latency starting to peak at approximately
03% usage.

FIG. 5B shows a Cable table 104 of a prior art example of latency relative to
bandwidth for cable links. In this table bandwidth usage has a maximum level of

[180Kbps. The table generally shows the latency starting to peak at approximately
83% usage.

As shown 1n FIG. 6, the ANA table 106 provides an example of latency relative to
bandwidth in accordance with the present invention. As is evident from a comparison
ot FIGs 5A and 5B with FIG. 6, the latency relative to bandwidth differs between the

present invention and the prior art. Bandwidth usage in the present invention may
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incorporate associated links of ADSL and cable links. Thus, the bandwidth usage of
the present invention may have a maximum level of approximately 1.39Mbps upload.
In this example of the present invention, latency may begin to peak at approximately
50% usage when no rate-limit through avoidance is applied. Additionally, there may

be no significant latency degradation using RLA.

RLA can be implemented as a protocol independent bandwidth management solution
that does not provide congestion management for prioritization or bandwidth
reservation of real-time applications. The avoidance of saturation for real-time
applications using an RLA bypass technique is provided. This technique can be used

to rate-limit all traffic excluding the real-time traffic.

The RLA-bypass technique may be used to override any RLA settings for specitied
tratfic that can make use of non rate-limited bandwidth. The IPDE network utility
may be configurable by a user to set RLA at a lower bandwidth rate and leave room
for the priority traffic specified, in essence resulting in a bandwidth reservation

technique.

As seen 1n FIG. 3C, the IPDE distribution calculation may also be an application
protocol distribution (APD) technique. Application delivery can vary based on a
number of factors including corporate policy and real-time application requirements.
The APD technique may include a decision tree that considers data traffic parameters
including bandwidth, rate limit, latency, jitter, loss, TOS, byte data and custom

filtering.

By adapting performance criteria based on application, the IPDE can achieve

optimum quality for each application.

A skilled reader will recognize that the present invention may have several
embodiments. One embodiment of the present invention is shown in FIG. 7. In this
embodiment the IPDE implements an application protocol distribution technique for a
VolP application. A technique for a VoIP application preterably includes avoidance
of latency and jitter to prevent poor quality voice conditions. The IPDE may
implement APD so as to intelligently use latency and jitter information on a per link
basis to avoid poor quality voice conditions for the transport ot VolIP packets in a

diverse carrier and/or multi-homed scenario. For example, as shown in FIG. 7, a
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decision tree determination of ADP for VoIP distribution 108 may determine the
latency, jitter, loss, TOS and custom filter of the packet. The packet may be sent from
a local messaging system 110 and required to reach a messaging system peer 112. The
decision tree may determine local outbound per link latency and jitter avoidance

(LJA) 114 and peer outbound LJA 116 of each packet. LJA may have dynamic

attributes for changing line conditions.

ADSL and CABLE, or broadband connections generally can intermittently degrade
based on weather, local segment load, and line conditions. IPDE-LJA may be utilized
in the present invention to address the problem of connection degradation. IPDE-LJA
may dynamically adjust and thereby avoid degradation. For example, the dynamic
adjustment may occur regardless ot link conditions for priority applications, for
example, such as VoIP. LJA 1s a packet distribution method that may be utilized for
[PDE of the present invention. For example, LJA can use lower-link latency and jitter
intelligence to avoid sending VoIP over a link with high latency or jtter. In this
manner LJA can create a dynamic link distribution that 1s operable to dynamically

tolerate changes in line conditions.

As an example ot an embodiment of the present invention, Link]l 120 and Link2 122
may be determined to have a maximum latency of approximately 250ms and
maximum Jjitter of approximately 10ms in accordance with filters 118a, 118b. The
application may 1nvolve TOS or custom filter specifically to determine LJA
avoldance. The decision tree may operate in accordance with a rule 124, for example,
such as that a link will be avoided if LJA is more than a specific LJA value. In this

manner the present invention may be operable transmit solely over optimum links.

The IPDE may implement a decision tree that considers data traffic parameters
including latency, jitter, loss, TOS and a custom filter. For example, performance
criteria may include a maximum allowable latency of 250 ms and a maximum jitter of
10 ms per link. By monitoring conditions on each link the decision tree can optimize
latency and jitter by optimally distributing packets among the links. For example, a
link may be avoided if the maximum latency or jitter is observed on the link. Packets
can then be distributed to better performing links until the avoided link is ready to be

brought back online.
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The decision tree can be initialized and configured to include a consideration of one
or more data traffic parameters including bandwidth, rate limit, latency, jitter, loss,
TOS, byte data and customer filtering. Performance criteria including maximum and
minimum thresholds may be set for one or more of the data traffic parameters. The
decision tree can be configured to provide for two possible decisions: avoidance or

transmit.

The decision tree can be configured for bidirectional or unidirectional configuration,
including for local outbound and/or inbound configuration. Once configured, the
IPDE may communicate with its peer at the other end of the connection to enable the

configuration of the peer accordingly.

For each packet, the IPDE may determine the lower link bandwidth and latency, or
other factors based on the data traffic parameters. Based on the calculation, the IPDE

may adjust the lower link weight, as previously described.

For each of these packets, the IPDE checks the state of the current lower link based on
the data traffic parameters and, based on whether the parameters are within the
performance criteria or not, determines whether to send the packet on the current
lower link. If not, the IPDE determines whether any other lower links in the

connection are available for sending the packet. If so, that link’s state is checked.

Once a link has been determined to be available for sending the packet based on
having data traffic parameters within the performance criteria, the packet 1s enqueued

on the link and a transmission protocol is used to send transmit the packet to the peer.

In one embodiment of the present invention, as shown in FIG. 8. another example of a
decision tree may be applied. The decision tree can be initialized and configured to
include a consideration of one or more data traffic parameters including bandwidth,
rate limit, latency, jitter, loss, TOS, byte data and customer filtering. Performance
criteria including maximum and minimum thresholds may be set for one or more of
the data traffic parameters. The decision tree can be configured to provide for two

possible decisions: avoidance or transmit.

The IPDE may initialize the weight of all links based on a link bandwidth comparison
tn a weight initialization module 126. The bandwidth of each link is first obtained 128
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and, based on a comparison of the bandwidths, weights are correspondingly assigned
to each link 136 as a weight initialiation. The comparison may include steps of
reviewing the link to determine if it’s a rate-limit link 130. If the link is a rate limit
link then the decision tree may utilize the rate-limit speed as the link bandwidth 132.
As a next step the link weight may be calculated by link bandwidth comparison 134.

The IPDE may then check the latency of each link 138 in the weight adjustment
module 140. It all links have latency above the performance criteria that is the
maximum latency setting 144, the packet to be sent may be dropped 142. Otherwise, a
particular link may be chosen as the preferred link on which to send the packet. That
link’s latency 1s compared to the average link latency to determine whether it is
poorly performing. For example, if the link latency is more than 50% higher than the
average link latency 146, the link may be deemed poorly performing and the IPDE
may select another link as the preferred link 148.

Once a link 1s chosen that exhibits acceptable latency, the IPDE may check the jitter
ot the link. The IPDE may then verify that the jitter of the link is below the

performance criteria.

Thus, 1f a packet matches a particular configuration or threshold that is embodied in

the decision tree, IPDE automatically applies the applicable decision process.

The packet sending process 150 may occur in a packet sending module 152. The rate-
limit process, reserve bandwidth, custom filtering, and other steps relating to packet

sending may be applied in the packet sending process.

It will be appreciated by those skilled in the art that other variations of the
embodiments described herein may also be practiced without departing from the

scope ot the invention. Other modifications are therefore possible.
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CLAIMS

1. A method of managing traffic over one or more communication links in a bonded or

aggregated connection, comprising:

detecting, by means of an intelligent packet distribution engine, one or more data traffic

parameters affecting performance of the connection; and

based on the data traffic parameters applying rate limiting to one or more of such
communication links by avoiding intermittently on a real time or near real time basis the
communication of selected packets over the one or more of such communication links
thereby slowing down traffic over the one or more of such communication links so as to

improve performance of the connection despite the data traffic parameters,;

wherein applying the rate limiting includes creating a reserve in the connection, and
automatically adjusting one or more link rate-limits for using the reserve for reserved

traffic.

2. The method of claim 1, wherein the one or more communication links have differing
speeds and wherein the intelligent packet distribution engine detects the one or more

data traffic parameters for each link bidirectionally.

3. The method of claim 1 or 2, wherein the avoiding of links is on a per packet basis in real

time or near real time to improve overall communications of the aggregated or bonded

connection.

4. The method of any one of claims 1 to 3, wherein the communication links are associated

with diverse carriers, or are diverging types of communication links.

. The method of any one of claims 1 to 4, comprising applying rate limiting by avoiding one

or more of the communication links intermittently.

6. The method of claim 5 wherein rate limiting is applied on a packet by packet basis In

order to improve performance of the connection, while maintaining available bandwidth.

7. The method of any one of claims 1 to 6, comprising analyzing the connection to
determine one or more lower performance regions, and avoiding the one or more lower

performance regions by rate-limiting.
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The method of claim 7, wherein the lower performance regions are poor quality
bandwidth regions, and rate-limiting is used to avoid these poor quality bandwidth regions

thereby improving performance of the connection overall.

The method of claim 8, wherein the connection carries data mixed with one or more of

voice or video in order to improve quality of voice or video in real time applications.

The method of any one of claims 7 to 9, wherein at least one of the lower performance

regions are associated with latency, jitter, loss, or poor bandwidth.

The method of any one of claims 1 to 10, comprising selectively and intelligently applying
rate limiting by accessing a decision tree executed by the intelligent packet distribution
engine, the decision tree determining one or more particulars of applying rate limiting so
as to improve performance or quality of the connection overall, based on the data traffic

parameters.

The method of any one of claims 1 to 11, comprising determining a rate limiting

distribution across the muitiple communication links that improves performance across

the multiple links.

The method of any one of claims 1 to 12, comprising creating a queue for applying the
rate-limiting, and creating bypass of the queue for improved quality of real time or high

priority data, wherein the remaining part of the connection is rate-limited.

The method of any one of claims 1 to 13, wherein the rate limiting slows down, reroutes

or shapes data traffic.
A system for bonding or aggregating one or more communication links comprising:

(a) a bonding or aggregating network utility that when executed achieves DbI-

directional control of multiple communication links;

(b) a network performance utility that includes an intelligent packet distributor that.

(i) detects one or more data traffic parameters affecting performance of the

connection; and

(i) based on the data traffic parameters applies rate limiting to one or more of

such communication links by avoiding intermittently on a real time or near
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real time basis the communication of selected packets of over the one or
more of such communication links, thereby siowing down traffic over the
one or more of such communication links so as to improve performance of

the connection despite the data traffic parameters;

wherein the intelligent packet distributor creates a reserve in the connection, and
automatically adjusts one or more link rate limits for using the reserve for reserved

traffic.

The system of claim 15, wherein the one or more communication links have differing
speeds and wherein the intelligent packet distributor detects the one or more data traffic

parameters for each link bidirectionally.

The system of any one of claims 15 to 16, wherein the intelligent packet distributor avoids
communication links on a per packet basis in real time or near real time to improve

overall communications of the aggregated or bonded connection.

The system of any one of claims 15 to 17, wherein the communication links are

associated with diverse carriers or are diverging types of communication links.

The system of any one of claims 15 to 18, wherein the intelligent packet distributor

applies rate limiting by avoiding one or more of the communication links intermittently.

The system of any one of claims 15 to 19, wherein rate limiting is applied on a packet by
packet basis in order to improve performance of the connection, while maintaining

available bandwidth.

The system of any one of claims 15 to 20, wherein the network performance utility
analyzes the connection to determine one or more lower performance regions, and the
intelligent packet distributor avoids the one or more lower performing regions by rate

limiting.

The system of any one of claims 15 to 21, wherein the intelligent packet distributor
selectively and intelligently applies rate limiting by accessing a decision tree, the decision
tree determining one or more particulars of applying rate limiting, based on the data traffic

parameters.
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23. The system of any one of claims 15 to 22, wherein the intelligent packet distributor
determines a rate limiting distribution across the multiple communication links that

improves performance across the multiple communication links.

24. The system of any one of claims 15 to 23, wherein the intelligent packet distributor
creates a bypass, wherein the bypass is used for real time or high priority data, and the

remaining part of the connection is rate-limited.

29, The system of any one of claims 15 to 24, wherein the rate limiting slows down, reroutes

or shapes data traffic.
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