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(54) Title: ENCRYPTION OF COMMUNITY-BASED SECURITY INFORMATION
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tion of community-based security information. Some ex-
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ENCRYPTION OF COMMUNITY-BASED SECURITY INFORMATION

BACKGROUND
{0001]  Users of a security information sharing platform share security indicators,
security alerls, and/or other security-related information (e.g., miligations
strategies, attackers, attack campaigns and trends, threat intelligence information,
gtc.} with other users in an effort {o advise the other users of any security threals,
or to gain information related {o security threats from other users.

Brier DESCRIPTION OF THE DRAWINGS
{0002] The following delailed description references the drawings, wherein:
{00031 FIG. 1 is a block diagram depicting an example environment in which
various examples may be implemented as a communily-based securily information
encryption system,
{00041 FIG. 2 is a block diagram depicling an example community-based security
information encryption system.
{0005] FIG. 3 is a block diagram depicting an example machine-readable storage
medium comprising instructions executable by a processor for encrypling community-
based security information,
{0008] FIG. 4 s a block diagram depicting an example machine-readable storage
medium comprising instructions execitable by a processor for encrypling community-
based security information.
{00071 FIG. 5§ is g flow diggram depicting an example method for encrypting
community-based secutity information.
[0008] FIG. 8 is a flow diagram depicting an example method for encrypling
community-based security information.
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DevaiLED DESCRIPTION

{0009} The following detailed description refers to the accompanying drawings.
Wherever possible, the same reference numbers are used in the drawings and the
following description o refer 10 the same or similar pars. | is 1o be expressly
understood, however, that the drawings are for the purpose of illustration and
description only.  While several examples are described in this document,
maodifications, adaptations, and other implementations are possible. Accordingly, the
following detailed description does not fimit the disclosed examples. Instead, the
proper scope of the disclosed examples may be defined by the appended claims.
{00101  Users of a security information sharing platform share security indicators,
security alerls, and/or other information (e.g., mitigations strategies, attackers,
altack campaigns and trends, threat intelligence information, efc.) with other users
in an effort {o advise the other users of any securily threats, or to gain information
related to security threats from other users. The other users with whom the
security information is shared {ypically belong to a community thal is selected by
the user for sharing, or to the same communily as the user. The other users of
such communities may further share the securily information with further users
and/or communities. A “security indicalor,” as used herein, may refer {0 a detection
guidance for a security threal and/or vuinerabiiity. In other words, the securily
indicator may specify what to detect or look for {e.g., an observable} and/or what it
means if detected. For example, the security indicator may specify a certain Internet
Protocol {IP) address to look for in the network traffic. The security indicator may
include the information that the detection of that IP address in the network traffic can
indicate a certain malicious security threat such as a Trojan virus.

{00111 A "user,” as used herein, may include an individual, organization, or any
entity that may send, receive, and/or share the securily information. A community
may include a plurality of users. For example, a community may include a plurality
of individuals in a particular area of interest. A community may include a global
communily where any user may join, for example, via subscription. A community
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may also be a verlical-based community. For example, a vertical-based
community may be a healthcare or a financial community.

{0012} A community may also be a private communily with a limited number of
selected users. A private community may be defined by explicily enumerating its
members by, for example, selecting a particular set of users of the security
information sharing platform. However, it is not an easy task to identify and/or add
each individual user 1o be included if a large number of users were to be added o
the community. Further, a community buill based on enumerating individual
community members usually comprises a close net of users who already know
each other, which decreases a likelthood of receiving information that is not readily
avatlable to the users otherwise {e.g., information from other users outside of their
existing network).

{00131 in some instances, community-based security information of the
community may be encrypted o protect the communily-based security information
from compromise. The “communify-based securily information,” as used herein,
may refer 10 any security indicators, information related 1o those security indicators,
information related 1o the communily, or any other information originated from
{and/or submitted to the community} by a user of that community. In this case, it
may be technically challenging to enforce a security policy in such a way that the
members of the communily thal are authorized o access the encrypted
community-based security information are provided with a proper decryption key.
{0014] Examples disclosed herein provide technical solutions fo these fechnical
challenges by generating a communily based on a particular of set of community
attributes that describe users {0 be included in the comimunity, and authorizing a user
of the community 10 access an encrypted porttion of the community-based security
information of that community using a decryption key. The decryption key may be
generated using a private key corresponding o each user attribute of a set of user
altributes associated with the authorized user, where the set of user altributes satisty
the sel of community attributes. In this way, a community may be generated based
on attributes charactenzing its members rather than explicitly enumerating each
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individual member. Further, the members of the communily may be provided with a
proper decryption key to be able o access the encrypted portion of the community-
based security information of that community.

{06015] Some examples may enable authorizing a user of a community to access
an encrypted data item (e.g., at least an encrypted portion of community-based
security information of that community) using a decryption key. The community
may be generated on a security information sharing platform based on a set of
communily aftributes. The decryption key may comprise a private key
corresponding {o each user atlribute of a set of user atiribules that are associated
with the authorized user where the set of user aftribules satisfy the set of
community aftributes.

{00168] The terminclogy used herein is for the purpose of describing particular
embodiments only and is not inlended to be limiting. As used herein, the singular
forms "a,” “an,” and "the” are intended 16 include the plural forms as well, unless the
context clearly indicales otherwise. The term “plurality,” as used herein, is defined as
two or more than two. The lerm “another,” as used herein, is defined as at least a
second or more. The term “coupled,” as used herein, is defired as connected,
whether directly withoul any intervening elements or indirectly with at least one
intervening elements, unless otherwise indicated. Two elements can be coupled
mechanically, electrically, or communicatively finked through a communication
channel, pathway, network, or system. The term “and/or” as used herein refers o
and encompasses any and all possible combingtions of one or more of the
associated listed items. | will also be understood that, although the terms first,
second, third, efc. may be used herein {0 describe various elements, these elements
should not be limited by these terms, as these terms are only used to distinguish one
element from another unless stated otherwise or the context indicates otherwise. As
used herein, the term "includes” means includes but not limited to, the term
“including” means including but not limited to. The term "based on" means based
at least in part on.
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{00177  FIG. 1 is an example environment 100 in which various examples may be
implemented as a community-based security information encryption system 110,
Environment 100 may include various components including server computing device
130 and client computing devices 140 (llustrated as 140A, 1408, ..., 140N}, Each
client computing device 1404, 1408, ..., 140N may communicate requests o and/or
receive responses from server computing device 130. Server computing device 130
may receaive and/or respond 1o requests from client computing devices 140. Client
computing devices 140 may be any type of computing device providing a user
interface through which a user can interact with a software application. For example,
client computing devices 140 may include a laplop computing device, a deskiop
computing device, an all-in-one computing device, a tablet compuling device, a
mobile phone, an elecironic book reader, a network-engbled appliance such as a
“Smart” television, and/or other eleclronic device suitable for displaving a user
interface and processing user interactions with the displayed interface. While server
computing device 130 is depicted as a single computing device, server computing
device 130 may include any number of integrated or distributed computing devices
sarving at least one software application for consumptian by client computing devices
140.

{00181 The various components {e.g., components 129, 130, and/or 140) depicted
in FIG. 1 may be coupled 10 al least one other component via a network 50, Network
50 may comprise any infrastructure or combination of infrastructures that enable
electronic communication belween the components. For example, network 50 may
include at least one of the Intemet, an intranet, a PAN {Personal Area Netwoik), a
LAN {Local Area Network), a WAN {Wide Area Network), a SAN (Slorage Area
Network), a MAN (Metropolitan Area Network), a wireless network, a cellular
communications network, a Public Swilched Telephone Network, andior other
network. According fo various implementations, community-based security
information encryption system 110 and the various components described herein may
be implemeanted in hardware and/or a combination of hardware and programming that
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configures hardware. Furthermore, in FIG. 1 and other Figures described herein,
difterent numbers of components or entities than depicted may be used.

{00191 Community-based security information encryption system 110 may
comprise an attributes engine 121, a community engine 122, a security information
engine 123, an encryption engine 124, an access engine 125, and/or other engines.
The term “engine”, as used herein, refers to a combination of hardware and
pragramming that performs a designated function. As is illustrated respect to FIGS.
3-4, the hardware of each engine, for example, may include one or both of a
processor and a machine-readable siorage medium, while the programming is
instructions ar code stored on the maching-readable slorage medium and executable
by the processor to perform the designated function.

{0020] Altributes engine 121 may manage andfor store, in a database (e.g.,
data storage 128), various user atiribules associated with a user of the security
information sharing platform. As used herein, a “user atfribute” may refer o a
characteristic and/or property of the user with which the user altribute is
associated.

{0021}  Various user altributes associated with a user may comprise an atlribute
related: an industry sector of the user {e.g., a financial industry, healthcare
industry, elc.}, 2 geographical region of the user {e.q., a geographical region where
the user is located in), an organization that the user belong to {e.g.. a name, size,
threat profile and/or any other information about the organizalion such as an
employer, a standards organization, stc.), user reputations of the user {(e.g., a user
level or badge status of the user such as “Trusted User,” "Malware Expert Level V"
“Forensics Expert,” "High Performer,” efc.), a citizenship stalus of the user, an
environmental condition {e.q., terrorist threat level of the geographical region of the
user, elc.}, an indication of whether the user represenis a threal intelligence feed
vendor, a security clearance levet of the user, user status of the user in the securily
information sharing platform (e.q., paid subscription level to the security information
sharing platform such as Silver status, Platinum status, Gold status, eic.), eic.
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{00221  User altributes may be assigned 1o, therefore be associaled with, a user
in various ways. in one example, the user may specily a user altribute that
describes that user by providing information to the security information sharing
platform regarding the user's organization, geographical region, expertise, etc. in
another example, a user atiribute may be aulomatically extracted from a user
profile of the user. A user profile may be created within the security information
sharing platform for internal use. In some inslances, a user profile that has been
externally created may be imported into the security information sharing platform.
User atiributes included in the user profile may be extracted, parsed, and/or stored
inn a database (e.g., data storage 129). In yet another example, another user may
be allowed {o assign a user attribute to the user. In this example, a third-party user
may be delegaled an authorily to assign a user atiribute to the user {g8.g., a reseller
of a product may designate user atfributes to its customers).

{00231 In some implementations, use atlributes that are associated with a user
may he hidden from the user. The securily informalion sharing platform may siore
{e.g., in a data slorage 129) a set of user atlributes, a user identification of the
user, and/or associations thereof, but it may be configured not to reveal the
associations fo the user.

{00241 in some implementations, a certain collection of user atiributes may form
a set of community attributes to be used 1o generate a particular community. “A set
of community afiributes,” as used herein, may refer to a particular collection and/or
assembly of user aftribules thatl describe users o be included in a particular
community. For example, a set of communiy atfiributes may be in form of
monotonic expression. It may be expressed as: “Top 10 US Bank™ AND “Security
Clearance.” Any users associated with g first user attribute (e.g., “TOP 10 US
Bank™ and a second user allribute {e.g., “Security Clearance”) would satigly this
set of community aftributes. Another example set of communily aliribuies may
comprise: ("Top 10 US Bank™ AND “Security Clearance™ OR “China”. Note that a
user that is not associated with the user aitribute “China” may still satisfy this set of
community attributes as long as the user is associated with “Top 10 US Bank” and
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“Security Clearance.” In some situations, a set of community attributes may be
expressed in such a way that # includes a negation such as: ("Top 10 US Bank”
AND “Security Clearance” NOT “Russia”. In this case, a user that is associated
with “Russia” may not satisfy the set of communily attributes as defined.

{0025] in some implementations, the set of community atiributes may be used
as a name and/or label for the community being generated based on that set of
community attributes. In this way, by simply looking at the name and/or label, the
type of the community can be easily identified.

{0026] Communily engine 122 may generale a community on the security
information sharing platform. The generation of the community may be user-
inittated or system-initiated. In some implementations, a user (e.g., a case initiator)
may create the community by providing a list of users to be included in the
community (e.q., explicily enumeraling a pardicular set of users). A user {e.g. a
case initiator) may create a community in an implicit way by defining a set of
community attributes characterizing ils membersfusers rather than explicitly
enumerating each individual memberfuser o be included. In this way, i a large
number of users with a commaon sel of characteristics were 10 be added io the
community, it may be more effective 1o create a community based on a set of
community attributes.

{00271 In some implementations, the security information sharing platform may
automatically identify and/or invile users who might be interested in joining the
community based on information that have been collected about users of the
platform {e.g., the platform may automatically identify and/or invite users who have
been under similar gecurity threats in the past). In some instances, a set of
community atiributes {(e.g., “Banks™ AND "US") may be automatically determined
based on a cerlain triggering event {e.¢., a serious threat noticed in banks in US).
in this case, users associated with a set of user attributes that would satisfy the set
of communily attributes may join the community {e.g., the community generated
based on “Banks” AND “US").
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{0028] In some implementations, once the set of communily atiributes are
defined (e.g., whether user-initiated or system-initiated), community engine 122
may notify users associated with user attributes that would satisfy the set of
community aftributes. Users may be asked to confirm {e.g., accept or reject) the
invitation {o join the community.

{0029] In some implementations, an identification of one user of the community
may be kept hidden from another user of the same communily. The user may
choose to voluntarily reveal the user's wentity (e.g., add it to the communily
member list) or keep it anonymous.

{0030]  Security information engine 123 may obtain a securily indicalor for the
community {e.g., generated by communily engine 122 as discussed herein). The
security indicator may comprise at least one observable. A “securily indicator,” as
used herein, may refer to a delection guidance for a security threat andfor
vulnerability. In other words, the security indicator may specify what to detect or ook
for {&.g., an observable} and/or what it means if detected. For example, the security
indicator may specify a certain internst Protocol {IP) address to look oy in the nefwork
traffic. The security indicator may include the information that the detection of that IP
address in the network traffic can indicate a certain malicious security threat such as
a Trofan virus. An “observable,” as used herein, may refer 1o an event pertinent 0
the operation of computers and networks (e.g. an event ocourring in nelwork,
servers, applications, databases, and/or various components of any computer
system). Examples of an observable may include but are not limited {o: an IP
address, a domain name, an e-mail address, Uniform Resource Locator (URL), anda
software file hash. A security indicator may comprise a single observable {e.g., "a
new file is crealed by an execuiable™) or g plurality of observables {e.q., “a new file is
created by an executable and “the executable connects 1o domain X,

{0031} A security indicator may be created by and/or originated from al least one
of a plurality of source entities. For example, the plurality of source entittes may
include a user. A securily indicator may be manually created andior added {o the
security information sharing platform (e.g., and/or to a particular community in the
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plattform) by the user. In another example, the plurality of source entities may
include a threat intelligence provider that provides threat intelligence feeds. A
secutity indicator that is found in the intelligence feeds, for example, may be
created and/or added to the security information sharing platform {e.g., andiorto a
particular community in the platform). There exist a number of providers of threat
intelligence feeds. The threat intelligence feeds may be provided by independent
third parties such as security service providers. These providers and/or sources may
supply the threat intelligence feeds thal provide information about threats the
praviders have identified. Most threat intelligence feeds, {or example, include lists of
domain names, IP addresses, and URLs that various providers have classified as
malicicus or at least suspicious according to different methods and criteria.

{0032] ‘“information” related to a security indicator, as used herein, may comprise
information about: an investigation result that is provided by a user of the community,
an indicator score for the security indicator, a source entity for the security indicator, a
threat actor {.g., aftacker) for the securily indicator, a level of confidence {(e.q., the
level of confidence that the indicator is actually malicious), a level of severity (e.g., the
level of severily or likely impact that the indicator may pose), a sighting of an
observable of the security indicator, and/or other information related o the securily
indicator.

{00331 In some implementations, securily information engine 123 may obtain a
security indicator for the communilty andior include the security indicator {andior
information related to the securily indicator) in community-based security information
of that community. The "community-based security information,” as used herein,
may retfer to any securily indicators, information related to those security indicators,
information relsted to the community, or any other information originated from
{andfor submitled {o the community} by a user of that communily. For example, a
user of the community may create and/or submil the security indicator o the
community using the securily information sharing platform. The user when creating
the security indicator may specify some information related 1o the security indicator
such as a level of confidence associated with the security indicator {e.g., the level of
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confidence that the indicator is actually malicious) andior a level of severity {e.g.,
likely impact) associated with the security indicator {e.g., the level of severity or likely
impact that the indicator may pose), and/or other information the user is aware of
about the security indicator.

{0034] in some implementations, securily information engine 123 may provide
the securily indicator to the community to obtain additional information about the
securily indicator from the users of the community. For example, a user of the
community may create a new securily indicator using the security information
sharing platfiorm and/or submit it to the communily so that other users of the
communily may collaboratively investigate the secusity indicator and provide their
input. In doing so, security information engine 123 may present, via a user interface
(e.g., of the security information sharing platform), the security indicator {o the users
of the community. A user of the communily may investigale the securily indicator
being presented, assess the reliability of the source entity of the indicator, the level of
confidence, andior the level of severity, report a sighting of an observable {e.g., a
sighting indicating that the user observed the observable), provide information about
a polential threal actor {(e.q., aftacker) behind the security indicatar, etc. The securily
indicator along with any associated information may be included and/or stored as part
of the community-based security information of that community.

{00351 In some implementations, the community may choose 10 keep the
security indicator (and/or associated information) private within the community or
selectively share the security indicator (and/or associated information) with the
security sharing platform, another community, andfor another user. The
cornmunity-based security information that is kept private within the community
may be accessed by the users who belong 1o that community but may not be
accessible by or visible o the security information sharing platform, another
community, and/or another user. In some situations, a case initiator who defined a
set of community attributes to create a community may not be associated with user
attributes that satisty the set of community altributes. In other words, although the
community is Created by the case injliator, the case initiator is not part of the
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community and therefore is not given access to the community-based security
information of that communily. To authorize the case initiator {(and/or any other
users outside of the communily) to access at least a portion of the community-
based security information of that community, the community members {or at least
some portion of the community members) may decide on whether (o grant access
to the case initiator {and/or any other users outside of the community), For
example, it may be determined based on a result of voting by the members of the
community (or at least some portion of the community members).

{0038] Encryption engine 124 may encrypt at least a portion of the community-
based security information of the communily with an encryption key. In some
implementations, encryption engine 124 may obtain a data item that is originaled
from a source entity. A “data item,” as used herein, may be a securily indicator,
any information related {o the security indicator, and/or other information that, if
submitted 1o a community of the security information sharing platform, may be part
of the community-based security information of that communily. Since different
data tems andior source entities may have different requirements for security, a
particular securily key management capability {(2.g., a particular encryption
mechanism} may be selected or otherwise delermined from a set of available
security key management capabiliies {e.g.. ldeniity-Based Encryption (IBE),
Attribute-Based Encryption {ABE), masking keys, elc.) based on the securily
requirement.

{00371 In some implementations, encryption engine 124 may identify a security
requirement by, for example, extracting the security requirement from at least one
of: the dala item and a user profile of the source entity {e.g., from which the daia
item is originated). “Security requirement,” as used herein, may define and/or
specify at least one user that is authorized {0 access the data item. For example, a
security requirement may comprise, but is not limited to: {i) 8 set of user attributes
that describe users o be authorized 1o access the data item, (i} an identification of
a user to be authorized 1o access the data item, and {iii} an identification of a pre-
defined group of users to be authorized to access the data item.
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{00381 In one example, a source entity may produce regular reports {e.g., daia
item) that are {0 be encrypted and distributed to a small group or community where
the identifications of its members are known. In this case, the encryption
mechanism “IBE” may be selected 1o encrypt those reports. IBE is a type of public-
key encryption {also called asymmelric encryption} where a public key is used io
encrypt the reports. A user (e.g., the recipient of the reporis) may decrypt the
encrypted reports using a decryption key {e.g., a private key corresponding fo the
public key} obtained from a trusted key management authority wherein the
decryption key is generated based on some unigue information about the identity of
the user {e.q., the user's email address).

{00391 In another example, the socurce eniily may produce reports (e.g., data
itern) that has a wider readership list, where the readers are deseribed by their
attributes {e.g., and therefore generaling a communily that comprises those
readers associated with user atlributes that satisly a set of community atiributes, as
discussed herein with respect fo community engine 122). in this example,
ancryption engine 124 may encrypt the reports using the encryplion mechanism
“ABE." ABE is a type of public-key encryption where a public key may be used 10
encrypt the reporis. A user {e.g., the recipient of the reporis) may be provided with
a decryption key that matches with a pre-defined set of atfributes. As such, any
users having the set of allribules may be given the decryption key to access the
gncrypted repors.

{00401 I the encryption mechanism “ABE” is used 1o encrypt the dala item {e.g.,
the data tem that represents at least a portion of the community-based security
information of a particular community), the decryption key that is able to decrypt the
encrypted data item may comprise a private key corresponding 1o each user
attribute of the set of user attributes. Referring back 1o community engine 122 as
discussed herein, a communily may be defined by a set of community atiributes,
where users that are associated with user aftributes that satisty the set of
communily atiributes may access community-based securily information of that
community on the security information sharing platform. Assuming that the set of
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community aflributes is expressed as: {"Top 10 US Bank” AND “Securily
Clearance™) OR "China.” A first set of user attributes including “Top 10 US Bank”
and “Securily Clearance” would satisfy this set of community attributes. A first user
associated with the first set of user aliributes may be provided with a first
decryption key that comprises a first private key corresponding to "Top 10 US
Bank” and a second private key corresponding to "Security Clearance.” Any users
associated with the first set of user atiributes may be provided with the first
decryption key that can be used o decrypt the encrypted dala tem. Similarly, a
second set of user atlibute including "China” would also satlisfy the set of
communily attributes. A second user associated with the second set of user
attributes may be provided with a second decryplion key that comprises a third
private key corresponding to "China.” Any users associated with the second set of
user attributes may be provided with the second decryption key that can be used 1
decrypt the encrypted data item. However, a user that is associated with neither of
the two sets of user altributes would be prevented from accessing and/or
decrypting the encrypted data item.

{00411  Access engine 125 may receive, from a user, a request o access the
community-based security information of the communily. "Access,” as used herein,
may refer to an ability 1o view/read, add, modify, delete, or a combination thereof.
Upon receiving the request, access engine 125 may determine whether the
community-based security information of the community should be accessible by
that user. In the case that the communily s generated based on a set of
community attributes {e.g., as discussed herein with respect 1o communily enging
122}, this may depend on the determination of whether the user is associated with
a set of user atiributes that would salisfy the set of community altributes. In some
sifuations, the user credentials {e.g., login and/or password) of the user may
already be associated with the set of user altributes of that user. Thus, when the
user is logged inlo the secwity information sharing platform, the user may
automatically gain access 1o the community-based security information of the
community.
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{0042] In response to determining that the communily-based security
information of the community is accessible by the user {e.g., from which the
request 1o access was received)}, access engine 125 may authorize the user o
access the community-based security information of the community. i authorized
to access the community-based security information of the community, the user
may view/read, add modily, and/or delete information from the community-based
securily information {e.g., submit a security indicator, submit information related ©
the security indicator, or otherwise collaborate with other users in the community,
as discussed herein with respect to communily engine 122}, On the other hand, in
response to determining that the communily-based security information of the
community is not accessible by the user, access engine 125 may prevent that user
from accessing the community-based security information of the community.

{0043] in performing their respective functions, engines 121-124 may access data
storage 129 andfor other suitable database(s). Data storage 129 may represent any
memory accessible to community-based securily information encryption system 110
that can be used 10 store and refrieve data. Data storage 129 andior other database
may comprise random access memory (RAM), read-only memory (ROM), electricaliy-
erasable programmable read-only memory (EEPROM), cache memory, floppy disks,
hard disks, optical disks, tapes, solid state drives, flash drives, portable compact
disks, and/or other storage media for storing computer-executable instructions and/or
data. Communily-based security information encryption system 110 may access data
storage 129 locally or remotely vig network 50 or other networks.

{0044] Dala storage 129 may include a database to organize and store data. The
database may reside in a single or multiple physical device(s) and in a single or
multiple physical location{s). The database may store a plurality of types of data
andfor files and associaled data or file description, administrative information, or any
other data.

{0045] FIG. 2 is a block diagram depicting an example community-based security
information encryption system 210,  Community-based security information
encryplion system 210 may comprise an attributes engine 221, a security information
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engine 223, an encryption engine 224, an access engine 225, andfor cther engines,
Engines 221 and 223-225 represent engines 121 and 123-125, respectively.

{0046] FIG. 3 is a block diagram depicting an example machine-readable storage
medium 310 comprising instructions executable by a processor for encrypling
community-based security information.

{00477 In the foregoing discussion, engines 121-125 were described as
combinations of hardware and programming. Engines 121-125 may be implemented
in a number of fashions. Referring to FIQ. 3, the programming may be processor
executable instructions 321-325 stored on a machine-readable storage medium 310
and the hardware may include a processor 311 for executing those instructions.
Thus, machine-readable siorage medium 310 can be said to slore program
instructions or code that when executed by processor 311 implements community-
based security information encryption system 110 of FIG. 1.

{0048] In FIG. 3, the executable program instructions in machine-readable storage
medium 310 are depicted as attribules instructions 321, communily instructions 322,
secwrity information instructions 323, encryption instruclions 324, and access
instructions 325,  Instructions 321-325 represem program instructions that, when
executed, cause processor 311 {o implement engines 121-125, respectively.

{00491 FIG. 4 is a block diagram depicting an example machine-readable siorage
medium 410 comprising instructions executable by a processor for encrypting
community-based security information.

{00501 Relerring to FIG. 4, the programming may be processor executable
instructions 422, 424, and 425 stored on a machine-readable storage medium 410
and the hardware may include a processor 411 for executing those instructions,
Thus, machine-readable storage medium 410 can be sald to store program
instructions or code that when executed by processor 411 implements community-
based security information encryption system 110 of FIG. 1.

{00511 In FIG. 4, the executable program instructions in machine-readable storage
medium 410 are depicted as community instructions 422, encryption instructions 424,
and access instructions 425, Instructions 422, 424, and 425 represent program
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instructions that, when executed, cause processor 411 to implement engines 122,
124, and 125, respectively.

{0052] Machine-readable storage medium 310 {or machine-readable siorage
medium 410) may be any electronic, magnetic, optical, or other physical storage
device that contains or stores execulable instructions.  In some implementations,
machine-readable storage medium 310 {or machine-readable storage medium 410)
may be a non-transifory storage medium, where the ferm “non-ransitory” does not
encompass transitory propagating signals. Machine-readable storage medium 310
{or machine-readable storage medium 410) may be implemented in a single device or
distributed across devices. Likewise, processor 311 {or processor 411) may
represent any number of processors capable of executing instructions stored by
machine-readable storage medium 310 {or machine-readable storage medium 410).
Processor 311 {or processor 411} may be integrated in a single device or distributed
across devices, Further, machine-readable siorage medium 310 {or machine-
readable storage medium 410) may be fully or partially integrated in the same device
as processor 311 {or processor 411}, or it may be separate but accessible to that
device and processor 311 {or processor 411).

{00531 In one sxample, the program instructions may be part of an instaliation
package that when installed can be executed by processor 311 (or processor 411} 10
implement community-based security information encryption system 110.  In this
case, machine-readable storage medium 310 (or machine-readable storage medium
410} may be a portable medium such as a floppy disk, CD, DVD, or flash drive or a
memory maintained by a server from which the installation package can be
downloaded and instalied. in another exampile, the program instructions may be part
of an appilication or applications already instalied. Here, machine-readable storage
medium 310 {or machine-readable storage medium 410} may include a hard disk,
optical disk, tapes, solid state drives, BAM, ROM, EEPROM, or the like.

{0054] Processor 311 may be at least one central processing unit {CPL},
microprocessor, and/or other hardware device suitable for retrieval and execution of
instructions stored in maching-readable storage medium 310. Processor 311 may
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fetch, decode, and execute program instructions 321-325, and/or other instructions.
Ag an alternative or in addition 1o retrieving and executing instructions, processor 311
may include al least one electronic circuit comprising a number of electronic
components for parforming the functionality of at least one of instructions 321-325,
andfor other instructions.

{00B5] Processor 411 may be at least one central processing unit {CPU),
micraprocessar, and/or ather hardware device suitable for refrieval and execution of
instructions stored in machine-readable storage medium 410. Processor 411 may
fetch, decode, and execute program instructions 422, 424, 425, and/or other
instructions. As an alternative or in addition to refrieving and executing instructions,
processor 411 may include at least one electronic circult comprising a number of
electronic components for performing the functionality of al least one of instructions
422, 424, 425, and/or other instructions.

{0056] FIG. 5 is a flow diagram depicting an example method 500 for encrypling
community-based security information. The various processing blocks and/or data
flows depicted in FiG. § {and in the other drawing figures such as FIG. 6) are
described in greater detall herein. The described processing blocks may be
accomptlished using some or all of the systern components described in delail above
and, in some implementalions, various processing blocks may be performed in
different sequences and various processing blocks may be omitted. Additional
processing blocks may be performed along with some or all of the processing blocks
shown in the depicted flow diagrams. Some processing blocks may be performed
simultaneously. Accordingly, method 500 as illustrated {and described in greater
detail below) is meant be an example and, as such, should not be viewed as limiting.
Method 500 may be implemented in the form of executable Instructions stored on a
machine-readable storage medium, such as storage medium 310, and/or in the form
of electronic circuitry.

{00571  Inblock 521, method 500 may include identifying a set of community
attributes 1o be used to generate a community on a security information sharing
platform that enables sharing of security information among a plurality of
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communities. Referring back to FIG. 1, attributes engine 121 may be responsible for
implementing block 521.

{0058] In block 522, method 500 may include obtaining a security indicator from
a first user of the community. The first user may be associated with a set of user
attributes that satisfy the set of community attributes, wherein each user atiribute in
the set of user atfributes corresponds fo a private key. Referring back to FIG. 1,
security information engine 123 may be responsible for implementing block 522.
{0059]  in block 523, method 500 may include obtaining information related to
the security indicator from a second user of the community. Referring back to FIG.
1, securily information engine 123 may be responsible for implementing block 523,
{00801 In block 524, method 500 may include including the securily indicator
and the informalion related to the security indicator in community-based security
information of the community. Referring back to FIG. 1, security information engine
123 may be responsible for implementing block 524.

{00611  in block 525, method 500 may include encrypting at least a portion of the
community-based security information of the community with an encryption key.
Referring back 1o FIG. 1, encryplion enging 124 may be responsible for implementing
block 525.

{00621 in block 526, method 500 may include generating a decryption key using
the private key corresponding 1o the each user altribute in the sel of user atiributes.
Referring back to FIG. 1, encryption engine 124 may be responsible for implementing
block 526.

{0063] In block 527, method 500 may include authorizing a third user to access
the encrypted portion of the community-based security information of the
community using the decryption key. The third user may be associated with the get
of user atiributes. Referring back to FIG. 1, access engine 125 may be responsible
for implementing block 527.

[0064] FIG. 6 is a flow diagram depicting an example method 800 for encrypting
community-based security information. Method 600 as ilustrated (and described in
greater detail below) is meant to be an example and, as such, should not be viewed
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as limiting. Method 600 may be implemented in the form of executable instructions
stored on a machine-readable storage medium, such as storage medium 210, and/or
in the form of electronic circuitry.

[0065] Inblock 621, method 600 may include identifying a set of community
attributes fo be used fo generate a community on a security information sharing
platform that enables sharing of security information among a plurality of
communities. Referring back to FIG. 1, attributes engine 121 may be responsible for
implementing block 821.

{0066] In block 822, method 600 may include obtaining a security indicator from
a first user of the community. The first user may be associated with a first set of
user aftributes that satisfy the set of community attributes, wherein each user
altribute in the first set of user altributes corresponds 1o a private key. Referring
back to FIG. 1, security information engine 123 may be responsible for implementing
block 622.

{00671 in block 623, method 600 may include oblaining information related to
the securily indicator from a second user of the community, Referring back to FIG.
1, security information enging 123 may be responsible for implementing block 823,
{0068] In block 624, method 600 may include including the security indicator
and the information relaled 1o the security indicator in communily-based security
information of the community. Referring back to FIG. 1, security information engine
123 may be responsible for implementing block 624,

{00691  In block 625, method 600 may include encrypting at feast a portion of the
community-based security information of the community with an encryption key.
Referring back o FIG. 1, encryption engine 124 may be responsible for implementing
block 625.

{00701  In block 626, method 600 may include generating a decryption key using
the private key corresponding to the each user aliribuie in the first set of user
attributes. Referring back {o FIG. 1, encryption engine 124 may be responsible for
implementing block 826.
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{00711  In block 627, method 600 may include authorizing a third user 10 access
the encrypted portion of the community-based securily information of the
community using the decryption key. The third user may be associated with the
first set of user attributes. Referring back to FIG. 1, access engine 125 may be
responsible for implementing block 827,

{0072] In block 628, method 800 may include preventing a fourth user from
accessing the encryption postion of the community-based security information of the
community. The fourth user is associated with a second set of user attributes that do
not satisty the set of community attributes. Referring back o FIG. 1, access engine
125 may be responsible for implementing block £28.

{0073] The foregoing disclosure describes a number of example implementations
for encrypting community-based security information. The disclosed examples may
include systems, devices, computerteadable storage media, and methods for
ancrypling community-based security information. For purposes of explanation,
certain examples are described with reference to the components Hustrated in FIGS.
1-4, The functionality of the illustrated components may overlap, however, and may
be present in a fawer or greater number of elements and componsnis.

{0074]  Further, all or part of the functionality of ilustrated elements may co-exist or
be distributed among several geographically dispersed locations. Moreover, the
disclosed examples may be implemented in various environments and are not limited
to the illustrated examples. Further, the sequence of operations described in
comnection with FIGS, 5-6 are examples and are not intended to be limiting.
Additional or fewer operations or combinations of operations may be used or may
vary without departing from the scope of the disclosed examples. Furthermors,
implementations consistent with the disclosed examples need not perform the
sequence of operations in any particular order. Thus, the present disclosure merely
sets forth possible sxamples of implementations, and many varations and
modifications may be made to the described examples. Al such modifications and
varigtions are infended o be included within the scope of this disclosure and
protected by the following claims.
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CLaMS

1. A method for encryption of community-based security information on a
security information sharing platform, the method comprising:

identifying a first set of community atiributes 1o be used to generate a first
community on the security information sharing platform that enables sharing of
security information among a plurality of communities;

ebtaining a first security indicator from a first user of the first community, the
first user associated with a first set of user atiributes that satisty the first set of
community attributes, wherein each user atlribute in the first set of user attributes
corresponds 10 a private key;

obtaining information related to the first security indicator from a second
user of the first community;

including the first security indicator and the information related o the first
securily indicator in community-based security information of the first community;

encrypting at least a portion of the community-based securily information of
the first community with a first encryption key:

generaling a first decryption key using the private key corresponding {o the
each user atlribute in the first set of user attributes; and

authorizing a third user to access the encrypted portion of the community-
based securily information of the first community using the first decryption key, the
third user associated with the first set of user aftributes.

2. The method of claim 1, wherein the first set of user atfributes comprises a
first user atlribute and a second user atiribute, the first atlribute corresponding to a
first private key and the second atlribute corresponding 1o a second private key.

3. The method of claim 2, comptising:
generating the first decryption key using the first private key and second
private key.
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4. The method of claim 1, wherein the first security indicator comprises at least
one of: observable including an Internet Protocol (IP) address, a domain name, an
g-mail address, a Uniform Resource Locator {URL), and a software file hash.

5. The method of claim 1, wherein the information related fo the first security
indicator comprise at least ane of: an investigation result that is provided by the
second user for the first security indicator, an indicator score for the first security
indicator, a source for the first security indicator, and a threat actor for the first
security indicator,

8. The method of claim 1, wherein a fourth user is associated with a second
set user atlributes that do not salisfy the first set of community atiributes,
comprising:

preventing the fourth user from accessing the encrypted portion of the
community-based security information of the first community.

7. The methad of claim 1, comprising:

identifying a second set of community altributes 10 be used {0 generafe a
second community on the security information sharing platform;

oblaining a second security indicator from the first user, the first user
associated with a second set of user aftribute that satlisfy the second set of
community aftributes, wherein each user atiribute in the second set of user
attributes corresponds to a private key;

obtaining information related to the second securlty indicator from a fourth
user of the second community;

including the second security indicator and the information related to the
second security indicator in community-based security information of the second
communily;
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encrypting at least a portion of the community-based securily information of
the second community with a second encryption key,

generaling a second decryption key using the private key corresponding o
the each user attribute in the second set of user attributes; and

authorizing a fifth user to access the encrypted portion of the community-
based security information of the second community using the second decryption
key, the fifth user associated with the second set of user altributes.

8. A non-transitory machine-readable storage medium comprising instructions
executable by a processor of a computing device for encryption of community-
based security infarmation on a security information sharing platform, the non-
transitory machine-readable storage medium comprising:

instructions to obtain a data item that is originated from a source entity;

instructions 1o identify a security requirement that defines at least one user
that is authorized to access the data item, the security requirement comprising a
set of user alfributes that describe users to be authorized fo access the dala #tem;

instructions to determine an encryption mechanism 1o be used to encrypt the
data item based on the securily requirement;

instructions to generate a community on the security information sharing
platiorm that enables sharing of security information among a pluralily of
communities, the community comprising the users associaled with the set of user
attributes; and

instructions to authorize the users of the community to access the encrypted
data item using a decryption key that comprises a private key corresponding to the
gach user altribute of the set of user attributes.

9. The non-transitory machineg-readable storage medium of claim 8,
comprising:
instructions to obtain a security indicator from a first user of the community;
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instructions 1o obtain information related to the security indicator from a
second user of the communmty;

instructions to encrypt the security indicator and the information related o
the security indicator using the encryption mechanism; and

instructions to authorize a third user of the community to access the security
indicator and the information related to the security indicator using the decryplion
key.

10.  The nop-transitory machine-readable storage medium of claim 8, the
security requirement comprises an identification of a user to be authorized to
access the data item, or an identification of a pre-defined group of users to be
authorized fo access the data item.

11.  The nondransitory machine-readable storage medium of claim 8,
comprising:

nstructions 1o extract the security requirement from at least one of: the data
item and a user profile of the source entity.

12. The non-transitory machine-readable storage medium of claim 8,
comprising:

instructions to identify a set of security key management capabilities that are
availgble for the data tem; and

instructions to determine the encryption mechanism to be used to encrypt
the data item based on the security requirement and the set of security key
management capabilities.

13.  The non-transitory machineg-readable storage medium of claim 8, wherein
the set of altributes comprise an altribute related 1o at least one of: an industry
sector of the users, a geographical region of the users, an organization that the
users belong to, user reputation of the users, a citizenship status of the users, an
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environmental condition, an indication of whether the users represent a threat
intelligence feed vendor, a securily clearance level of the users, and user status of
the users in the securily information sharing platform.

14. A system for encryptlion of community-based securily informationon a
security information sharing platform comprising:

a processor that

identifies a set of community aftributes to be used to generate a community
on the security information sharing platform that enables sharing of security
information among a plurality of communities;

obtains a securily indicator from a first user of the community, the first user
associated with a first set of user attributes that satisly the set of community
attributes, wherein each user attribute in the Hrst sel of user atiributes corresponds
to a private key,

obtains information related to the securily indicator from a second user of
the community;

includes the security indicator and the information related {o the security
indicator in community-based security information of the community;

encrypts at least a portion of the community-based security information of
the community; and
prevents a third user from accessing the encrypted portion of the community-based
security information of the community, wherein the third user is associated with a
second set of user attributes that do not satisty the set of community attributes.

18.  The system of ¢laim 14, the processor that

provides, 1o a fourth user associated with the first set of uger atlribules, a
decryption key that comprises the private key corresponding 1o the each user
attribute in the first set of user attributes; and

authorizes the fourth user 1o access the encrypted portion of the community-
based security information of the community using the decryption key.
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