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(57) Abstract: An integrated circuit device (20, 60) includes a plurality of memory cells (22), which are configured to store data.
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is configured to emit optical radiation during readout from the memory cell with a wavelength matching an emission wavelength of
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ELEMENTS

FIELD OF THE INVENTION

The present invention relates generally to electronic
devices, and specifically to methods and circuits for prevention
5 of unauthox: data readout from such devices.
BACKGROUND OF THE INVENTION
In some integrated c¢ircuits, such as non-volatile memory,
readout of data Zfrom a memory cell <an cause e=mission of
infrared Iight. Although low in power, such emissions can be
10 detected, particularly if integrated over time while the circuit
in cperaticn. Given sensitive eguipnent and senough time, it
may be possiblie te use these emissions in order to extract the
information that is stored in the cell.

15 a method and apparatus for reducing optical emissions in an
integrated circuit. Fhe integrated circuit iz provided with
first circuitry having first and second transistors that emit
light during & chance in state states of low and high
resistance and second circuitry having third transistors that

20 emit 1light during a change in state. The third transistors are
disposed near at least one of the first and second transistors
so that light emissicns from the th: transistors hinder
optical detection of a pattern of light emitted by the first and
second transistors.

25 U.8. Patent 7,862,767 dsscribes an integrated circuit
havin ed to emit
1 and second
circuiltry are operated to change state at the same time 50 as to
hinder coptical detection of the light emitted hy the

30 circultry.

Various types o©f one-time programmable memory are
known in the art. For example, U.3. Patent 6,777,757 describes
a programmable memnory cell comprising a transistor located at
the crosspoint of a column bitline and a row wordline. The
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thereby frus data stored in the
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cell,
There is therefore provided, in accordance with an
empodiment o©f the present invention, an integrated circuit
5 devices, including a plurality of mwmemory cells, which are
Junctions are arranged

Junction is  disposed in

s that a single, respective P-N
proximity to each memory cell and is configured to emit optical

radiation during readcout from the memory cell with a wavelength

10 matching an emission wavelength of the memory cell.

In certain embodiments, the memory cells
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fuse cells, fuse cells, flecating gate cells, or read-only memory

{(RCM) c¢ells.
In a discliczed embodiment, e=ach memory cell includes a
15 circuit element during readout from the cell, and the

P-N than

0.5 um from the circuit element.
In some embodiments the P-N ZJunctions are configured as
7 v :
y-silicon diodes, which are biased to emit
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respective memcry cell so as Lo receive a forward bias and emit
the optical radiation when the respective memory cell is read
out. The device may include a readout power lins, |

a voltage to the memory cells during readout, and & diode power
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wherein each diode is c¢oupled between the readout power

to the respective memory cell and the diode
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P-N junctions may be biased at a level that is selected so
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I one embodiment, the P-N Junctions are coupled to the

nemory <¢ells so  that each P-N Junction enits the optical
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radiation only during readout from the memory cell in proximity

to which the P-N

r'+

Juncticon is disposed. Alternatively, the P-N

mctions may be coupled to the memory cells so that multiple P-

5 or more of the memory cells, Further alternatively, the FP-N
Junctions may be driven te emit the optical radiation

e the device receives electrical powsr.

l.._r

In a disclosed embodiment, the memory cells have a given

area and are produced using a set of photolithographic masks,

10 and the P-N Junctions are contained within the given area and
produced using the same set of photolithographic masks.
There is also provided, in accordance with an embodiment of
the present invention, a methoed for producing an integrated

Rk}

circuit device, The method includes arranging a plurality of

15 nemory cells to store data in  the device. Multiple P-N

are arranged in the device so0

N Jjunction is disposed in proximity to each memory

cell and is configured to emit coptical radiaticn during readout

from the memory cell with a wavelength matching an emission

N

wavelength of the memory cel
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The present invention wil fully understood from
the following detailed description of the embodiments thereoi,

taken together with the drawings in which:

BRIEF DESCRIPTION OF THE DRAWINGS

25 Fig. 1 is a schematic lavout of a part of an integrated

accordance with an

R
4

Figs. 234 and 2B are schematic circuit diagrams showing a
memory cell with an assccliated optical emission wunit, in

invention; and
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Fig. 3 is a schematic layocut of an arrayv of memory cells

and emission units in an integrated circuitf, in accordance with

an embodiment of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS

as encryption kevys, in non-vola
comprise, for example, an array

memory cells or read-onlsy Yomemory

readout from such
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cells to emit optical radiation. The near-infrared (IR} portion
of the emiszssion passes through the silicon substrate and can be
sensed from the back side of the memory chip. The emission from
any given cell varies depending upcn the bit content of the
cell. Measuring these emissions may therefore give an
the memory and mayv thus enable

the data, wihtwithstanding

re2s that are implemented in the

Sensitive optical instruments are capable, given L
measurement time, of detecting the sort of weak radiation that

..x
{--d

is emitted by The memory cel Advanced instruments of this

sort have spatial resclution to distinguish betwesn
emissions from different cells on the same integrated circult
device and from other emitting elements in the device. There

are physical limits, however, on the ultimate resolution of such

In the near-IRk range, arcund 1 um, for example,
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Junctions emit radiation, the finest achiev

in the range of 0.25 pm.

Embodiments of the present inventicon that are described
hereinbeliow address these issues by arranging P-N Junctions to
emit optical radiation in proximity to a set of memcry cells,

and specifically in proximity to the point Irom which these
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memory cells emit radiation. The P-N Jjunctions thus "dazzle®"

detectors that may be used in attempts to detect the optical

o

radiation that iz emitted from the memory cells. (The term

pti

’)

al radiation,” as used in the context of the present

5 patent application and in the claims, includes visible, infrared
and ultraviolet radiatiocn.)

In the disclosed embodiments, a single, respective P-N

Junction is disposed adjacent to each memory cell and emits

optical radi:

10 approzimately the sams wave
The distance between any given memncry ce
N “unction may be, for example, no more than .25 pm, in the
range of the resclution limit ¢cf measurement devices.

Alternatively, larger separation between the memory cell and the

15 P-N Junction is possible, such as 0.5 pm, althouch in such

be

o

designed for
relatively brighter emission. As a result of the emission from

the P-N junction, the emission from the cell upon readout will

stinguishable from the emission from the P-N

Junction,

]

thereby frustrating attempts to optically read out the data
stored in the memor
In some embo iwents, the P-N Junctions are configured as

dicdes, which are biased to emit the optical radiation. The

bias level (i.e., the wvoltage and directicon - forward or
25 Dbackward) may be selected to give the appropriate emission

wavelength and brightness to match the emission wavelens
the memory cell and mask the emission from the memory cell.

Poly-silicon diodes ars particularly advantagsous in this regard

because of their small size and bright radiaticn output. Each

30 dicde is coupled tco its respective 50 as to receive
a forward bias and emit the optical radiation when the

respective memory cell is read out. Specifically, the dicdes
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5  during readout from the memory cell in proximity to which the
dicde is disposed.
oy

In alternative embodimsnts, the P-N Junctions may be
»

coupled to the memcry cells so that multiple P-N Junctions emit

optical readout

from cne or more of the memory

cells. As vye another alternative, the P-N Junctions may be

)

driven to emit the optical radiation continucusly while the

device recelves electrical power. Sti1ill a further alternative
is to drive the P-N -Sunctions to emit radiation during only a

o

7
/

part of the readout time or Page

15  only during certain readouts and not others. For sexample, some

or all of the P-N “junctions can be driven to emit radiation only

on  every odd read count. Inr all of these alternative

empbodiments, the P-N -“unctions emit optical radiation during

5
1
4

readout from the memory cells, but simply with different timing

-y

The embodiments that are shown 1in the figures and are

to devices in which
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described hereinbe

dicdes are used as ophtical emitters in conjunction with OTP

anti-fuse cells. The princip

however, may egually be applied

pr

is, as well as other types

Jout

OTF fuse ce
gate and ROM cells. Ffurthermore, aithough the diodes shown in

these embodiments are coupled to the readout power lines of the

respective memory cells, the P-N Junctions that are used to emit

jaR

3 dazzling radiation may be powered and controlled separate

the memory cellis.
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Reference 1z now madse to Figs. ,  2A and 2B, which

il

trate a part of an integrated circuilt 24§,
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schematically i:

accordance with an embodiment o©of the present invention.

integrated circuit comprises menoryv cells 22 along with emissi

5 units 24, Fig. 1 is a top view of the actual circuit layout

)

3 Y
NG

a silicon substrate 21, including two cells 22 {in this case

5

anti-fuse OTP celils) and two emission wur
itic circuit diagrams showing

connections within and between a single cell 22 and emissd

10 unit 24. In Fig. 2, cell 22 cceontains a gsneric nen-volati

memory component 49, while Figs. 1 and 3 specifically show

cf QOTE anti-fuse cells with an anti-fusePage:

noin FPig. 1, twoe cells 22 are formed back-to-back

15 silicon substrate 21, which is N-doped in the region of ce

in region 22 are N-doped, as

Each cell 22 holids one bit of data. Typically, multipie ce
22 of this types and structure are formed 1in an array

substrate 21, but only thesse two cells are shown in Fig. 1

simplicityv. This particuiar cell design 1s sh
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here by way of example, and emisgsion 24 may similarly
integrated with other c¢ell designs, such as those described
the patents cited above in the Background section.

One emissicn unit 24 is formed adjacent to each ce

N
J

on extension 46 in the region of unit 24 is P-doped

(&)
kel
s
o
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one side and N-doped on the other side, thus creating a

Junction 44. It can be seen in the figure that the use of th

sort of P-N junctions as emitters reqguires little or no incre
the overall integrated circuit area. In fact, the design

1 does not increase

30 ermission units 24 that is shown in

cell area at all and reguizr no additional photolithograp
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Anti-fuse devices 50 in ce
area 30 of the cells. {Po.
the transistors in the cells.) The bit stored in each device 50

is read out by switching a selec ransistor 4%, I contrel

28, Transistor 42 passes

In emission unit 24, poly-line extension 46 connects P-N

ion 44 to VPP/VREAD line 28. The other szide of Junction 44
is connected to a VDIODE line 34 made from poly-silicon. The

VDICDE line serves as a variable power supply for “junction 44,
forming a diode. VDIODE may be held at any suitable vo!
{including ground) that gives a forward bias across Junction 44
during readout of cell 22. 7o form the P-N Sunction diode on

poly-line extension 46, the poly-silicide above the area oI

Junction 44 is removed within a rectangular window 36.

in Fig. 1 that P-N fjunction 44 is adiacent
and in close proximity to anti-fuse device 50. In the pictured

embodiment, the distance between Jjunction 44 and device 50 is

-

5

ess than 0.25 um, which is below the spatial resolution of

d

availlable infrare detecto: as noted above. Thus, whenever

~

cell 26 is selected for select line 26, Gunction 44 will
be driven to emit radiation, which will dazzle the detector and
render any simultaneocus radiaticn from device 50 undetsctab

The N “Junction as the dazzling element is

atively, larger or smaller distances and
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other emitting configurations may Dbe used depending on

application reqguirements and available detection technologies.

Fig. 3 is a schematic layout of an array 60 of memory cells
22 and emissiocon units 24 in an integrated circuit, in accordance
with an embodiment of the present invention. The memory cells

and emiszsion units are szimilar to those shown above in Fig. 1.

They are arranged in the embodiment of Fig. 3 in mult

62 and columns €4, Array 60 has a given area and 1is produced

units 24 are

using a set of olithegraphic masks.

contained within this same area and may be produced using the
same set of photelithographic masks.

Although the embodiment described above rslates to an anti-
fuse cell formed on an N-
the anti-fuse ce

this case, the doping of

:ction of

Furthermore, although emissicn units 24 in the embodiments
shown above are driven to emit radiation directiy by the
circuitry of +the corresponding cells 22 to which they are
acent, other driving configurations may alternatively be used

and are consldered to be within the

invention. For example, when cells 22 are arranged in rows on
bstrate 21, with emission units Z4 1in corresponding rows

alongside them, all the emission units in a given row may be

o
-
-
[
o
[
-+
4]

ancther sxample, to drive the emissior

may be separate from those ¢f the memory ce

external lcgic, rather than tiled directly to ths VPP/VREAD lines
of the memory cells. Cther geometrical arrangements of the

emission wunits and cells may also he used, such as

arrangements in which a single emission unit in proximity to one

< A
[
L

Taemory <Ccedld

'1

is sufficientiv close to one or more other memory

Y
(o]
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cells to dazzle detectors attempting to measure radiation from

the other cells, as
It will thus be appreciated that the embodiments describe

above are cited by way of example, and that tThe presen

invention is not limited to what has besn particularly shown an

described Thereinabove, the scope of the presen

invention includes both combinations and subcombinations of th

various features described hereinabove, as well as variations

thereof which would occur to persons skille

in the art upon reading the foregoing description and which ar

csed in the prior art.
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a plurality of memory cells, which are configured to store

unctions, which are arrangsed so that a

single, respective P-N Junction is disposed in proximity to each

memory cell and is configured to emit optical radiation during

th

memory 1 with a wavelength matching an

emission wavelength of the memory cell.

{0 2. The device according to claim 1, wherein cells

ot
=
0]
o
®
=
=
o}
P
A
<

comprise anti-fuse

3. The device
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nemory cells

comprise fuse cells.
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4. The device accerding to claim 1, wherein memory cells

15 comprise flcating gate cells,

5. The device according to claim 1, wherein the memory cells

{

-

comprise read-only memory {(ROM) cellis.

5. The device according to any of claims wherein each

5
1
4

memory cel comprigses & circuit eslement that emits durin

-y
.

readout from the cell, and wherein the respective P-N junction

located at a3 distance no greater than .5 pym from the circuit

/. The device according teo any of claims 1-6, wherein the P-N

Junctions are configursed as diodes, which are biased to emit ths

[ox]

o optical radiation.

2
,
)
=

d
D

8. The device according tce claim 7, wherein the dioc

ly-silicon dicdes.

‘I() 8]

9. The device according te claim 7 or 8§, wherein each diode 1is

coupled to a respective memory cell so as to receive a bilas and
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em = optical radiation when the respective memory cell is
read out.
1. The device according to claim 9, and comprising a adout
power line, for supplying a voltage to the memory cells during
5  readout, and a diode power line, wherein each diode is coupled
between the readout power line to the respective memory cell and
the diode power line.
device according to any of claims 7-10, wherein the P-N
Junctions are biased at a level that is selected so as to cause
1¢ the P-N “Junctions to emit the optical radiation with the
wavelength and a brightness matching an emission of the memory
cells.
iZ2. The device according to any of claims 1-11, wherein the P-N
Junctions are coupled to the memory cells so0 that each P-N

15 s the optical radiation oniv during readout from
the memory cell in proximity to which the P-N Junction is
disposed.

13. The device according to any of claims 1-11, wherein the P-N

mmctions are coupled to the memory cells so that multiple P-N

20 Junctions emit the optical radiation during readout from one or
more of the memory .

.  The device acceording to any of claims 1-11, wherein the P-N
Junctions are driven to emit the optical radiation continuocusly
while the device receives slectrical power.

25 15, The device acceording toe any of claims 1-14, wherein the
nemory cells are arranged in an array having a given area and
are produced using a set of photolithographic masks, and wherein
the P-N Junctions are contained within the given ar and
produced using the same set of photolithographic masks.
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». A method for producing an integrated circuit device, the

[y

method comprising:
arranging a plurality of memory cells to store data in the
arranging mulitiple P-N junctions in the device so that a

single, respective P-N junction is disposed in proximity to each

memory cell and is configured to optical radiation during

readout from the memory cell with a wavelength matching an

emiszion wavelength of the memcry

7. The to claim 16, wherein the memory cells

Py

comprise

7

i8. The method according to claim 16, wherein the memory cells

PR . e -1 7 a
comprise ITuse Cells.

9. The method accordi to claim 16, wherein the memory cells

comprise

20. The method according to claim 16, wherein the memory cells
comprise read-only memory {(ROM) cells,

N SN
}

21. The method according to any of claims 16-20, wherein each

memory cell comprises a respective circuit element that emits

[
e
3
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during and wherein arranging

ons comprises ocating each P-N
Junction at a distance ne greater than 0.5 um from ths

respective circuit element.
22. The method accerding te any of claims 16-21, wherein
arranging the second plurality of the P-N “unctions comprises

configuring the P-N Junctions as diodes, which are biased to

®
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23. The method according to c¢laim 22, wherein the dicde
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24, The

method

1N

the

each diode to

and emit

is read out.

o=

The method

power

duoring readout,

power line to the

26. The method

configuring the

3

Junctions at a

according

second pluraiity

the opti

acc

level
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to claim 22 or 23, wherein

N
-

the P-N comprises

Junctions
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(@]
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o]
spective memory cell so as to receive
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