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SCHEDULABLE DYNAMIC MEMORY 
PINNING 

TECHNICAL FIELD 

The present invention relates in general to computer 
memory management, and more particularly to dynamic 
Scheduling of memory pinning. 

PRIOR ART 

Traditionally, pinning memory is a privileged capability 
that is not available to normal user tasks but only to the OS 
kernel, e.g., for device drivers. Pinning generally refers to an 
ability for pages to remain in main memory and not have to 
be Swapped out, typically by a computer operating System. 
Pinning is controlled by the facts that the components are 
Statically known, that they are trusted, and that they have 
most restrictive policies for minimizing pinning. 

However, other applications can also benefit from more 
liberal pinning policies. Such applications include device 
drivers run at user level which use direct memory acceSS 
(DMA), real-time Systems that rely on no-page-fault 
guarantees, and database-like applications that perform dras 
tically better when Some application-specific pages are 
pinned for a shorter or longer time interval. Therefore, it is 
highly desirable to provide Static and dynamic pinning 
capabilities to applications as well. 

Static pinning is used for pinning driver or real-time code 
and data, certain buffers, etc. In Static pinning, pages are 
pinned for a very long time, if not permanently. A method is 
usually necessary to guarantee a basic functionality of Some 
components. For example, Static pinning can be controlled 
by traditional quota-based methods. 

Dynamic pinning has two characteristic properties: pages 
are pinned for short periods only, and it is dynamically 
decided which and how many pages are pinned. Dynamic 
pinning is highly desirable and useful in many instances, 
including the following: 

1. For transmitting a file, e.g., over a network. The 
network System pins the file partially (or entirely) in 
memory for the transmission period. This enables Zero 
copy transmission, i.e., avoids copying data into net 
work buffers, and therefore, increases the performance 
Substantially. 

2. For communicating data to a non-real-time component, 
a real-time application temporarily requests pinned 
memory. 

3. A real-time application temporarily asks for pinned 
memory. Although, the application would meet its 
deadlines and fulfill its minimal quality-of-Service con 
tracts without this memory, additional buffers can Sub 
Stantially improve its quality of Service or reduce the 
overall System load, i.e., make more processor time 
available for non-real-time taskS. 

4. Based on its application-specific knowledge, a database 
System decreases overall Swapping by pinning dynami 
cally Some of its pages. 

In all of the following cases, applications negotiate with 
the System whether, how many and how long pages can be 
pinned for them. Furthermore, dynamic pinning needs to be 
controlled by a policy that coordinates the requests of 
multiple independent applications, restricts the negative 
effects that pinning has on other paged applications. In 
addition the controlling policy needs to be a policy which 
can be enforced against untrusted applications. Accordingly, 
it is highly desirable to provide dynamic pinning with 
Scheduling policies. 
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2 
For example, if a user task can dynamically ask to pin 

Some of its currently mapped pages for a certain period of 
time, a Scheduling algorithm in the pager is needed to decide 
whether the request will be granted, denied, or granted with 
less pages or for a shorter period. Such a dynamic-pinning 
Scheduler should have Some of the following properties. 

1. It should work in combination with any reasonable 
page-replacement algorithm. 

2. It should not rely on pinning-related trust in the 
applications. For instance, restricting pinning to device 
driverS is not acceptable. 

3. It should be robust against denial-of-Service attackS. 
Pinning must not offer new possibilities for monopo 
lyzing a System. 

4. It should adapt quickly to changing System load. An 
application should be granted a high amount of pinned 
pages if enough unused memory is available. 
Conversely, less pinning should be granted if memory 
is getting short. 

5. The basic scheduler should be enabled to add specific 
policies that, e.g., handle applications that are priori 
tized or weighted differently. 

Therefore, to resolve the above issues, it is highly desir 
able to have a pinning policy which includes time bound 
aries. Furthermore, applications cannot be relied upon to 
unpin their pages on a timely basis. Therefore, it is highly 
desirable to have enforcement policies which can necessitate 
unpinning. AS is apparent to those skilled in the field of art, 
the properties 3 and 4 above eXclude Simple Solutions Such 
as giving each application a fixed quota of n/m pinned pages 
in a context of n physical pages and m applications. 

SUMMARY OF THE INVENTION 

Accordingly, to resolve the above shortcomings, the 
present invention is a method and apparatus for providing a 
dynamic Scheduling of memory pinning where the applica 
tions may request for and be allowed to pin pages in memory 
based on predetermined criteria and according to given 
constraints. 

The pin engine of the present invention evaluates whether 
to grant a pinning request based on preexisting criteria Such 
as availability of System resources, and returns a response to 
the application indicating whether the pinning request was 
granted. With the granting of the pinning request, the pin 
engine Specifies certain constraints which the application 
must uphold. Such constraints may include a requirement 
that the application unpin all or Some of its pages after an 
expiration of time predetermined by the pin engine, again 
based on existing criteria which may include System 
resources, and the current load of the System. The pin engine 
also has an enforcement capability to unpin the pages pinned 
by the applications, whenever a necessity arises. 
More Specifically, the present invention provides the 

compensated pinning mechanism wherein an application 
desiring to pin certain number of its pages offerS Substitute 
pages for replacement. An application initially makes a 
pinning request to a pin engine, including With its request, 
desired properties Such as the actual pages for pinning, 
number of pages for pinning, and duration of time for a 
requested page to remain pinned. The application also 
includes the pages which are currently mapped as compen 
sation pages which may serve as Substitute for the pinned 
page during page replacement. 

In addition, the present invention provides color-Sensitive 
compensation mechanism wherein a compensation page 
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having the same color as the pinned page is used for 
replacement. Having the same color compensation page 
avoids potential Subsequent cache conflicts and can result in 
performance improvement. 

For providing the above functionalities, the present inven 
tion includes a pin engine which grants or denies pin 
requests from the applications based on evaluation per 
formed according to the available System resources, a com 
pensation Selector for Selecting a compensating page, i.e., a 
Substitute page. When a page replacer which according to 
any known replacement algorithm picks a page for Swapping 
and the picked page is a pinned or to-be-pinned page, the 
compensation Selector Selects another page for the page 
replacer to use in place of the replacer picked page. The 
compensation Selector Selects the compensating page from a 
compensation Set, which typically includes the compensa 
tion pages offered by the application requesting the pinning. 
The compensation Selector also may select the compensating 
page from a compensation pool having a larger Set of 
compensation pages Supplied by any of the System resources 
or applications. 

Furthermore, when Selecting a compensating page, the 
compensation Selector may rank the compensation pages 
based on any number of predetermined criteria. Such criteria 
may include but not limited to color sensitivity. For 
example, a compensation page having the same color as the 
page replacer picked page which is pinned or to-be-pinned 
may be ranked high whereas other pages may be ranked low. 
Accordingly, the compensation Selector Selects the highly 
ranked pages before Selecting the others. 

Further features and advantages of the present invention 
as well as the Structure and operation of various embodi 
ments of the present invention are described in detail below 
with reference to the accompanying drawings. In the 
drawings, like reference numbers indicate identical or func 
tionally similar elements. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Preferred embodiments of the present invention will now 
be described, by way of example only, with reference to the 
accompanying drawings in which: 

FIG. 1 illustrates a first preferred embodiment of the 
present invention; 

FIG. 2 illustrates the application Sending a pin request to 
a pin engine of the present invention; 

FIG. 3 illustrates a second preferred embodiment of the 
present invention where the application offerS Some of its 
mapped pages as compensation pages to the pin engine; 

FIG. 4 illustrates an example of the replacer Selecting a 
page for replacement in the Second preferred embodiment of 
the present invention; 

FIG. 5 illustrates a scenario in the present invention in 
which the replacer picks a page that is a compensation page 
for replacement; 

FIG. 6 illustrates a Scenario in which the replacer pickS a 
page that is one of the pinned page, 

FIG. 7 illustrates a third preferred embodiment of the 
present invention; 

FIG. 8 illustrates an example of the replacer picking an 
uncompensated pinned page, when the compensation Set is 
not empty in the third preferred embodiment of the present 
invention; 

FIG. 9 is an example showing the compensation Selector 
Selecting a page from the compensation Set, 

FIG. 10 illustrates an example of the replacer picking an 
uncompensated compensating page for replacement. 
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4 
FIG. 11 illustrates an example of the compensation Selec 

tor Selecting one page from the compensation Set. 
FIGS. 12 and 13 illustrate an example scenario in which 

the replacer picks an uncompensated compensation page, 
FIG. 14 illustrates a scenario in which the compensation 

Selector Selects a page that is the same as the one the replacer 
picked; 

FIG. 15 illustrates an example showing how a compen 
Sated page may be replaced in the third preferred embodi 
ment of the present invention; 

FIG. 16 shows and example of a scenario in which a 
replacer picks a compensated page 1610 that has itself as 
compensating page 1690; 

FIGS. 17-19 illustrate a fourth embodiment of the present 
invention; and 

FIG. 20 is a graph illustrating that for replacements 
greater or equal to 500, the Stochastic lower bound can be 
approximated linearly. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT OF THE 

INVENTION 

The present invention is directed to a method and appa 
ratus for providing a dynamic Scheduling of memory pin 
ning. Applications may request to pin pages in memory for 
a period of time. The present invention employs constraint 
pinning concept, wherein pinning is granted with con 
Straints. The constraints may include, but not limited to, a 
number of pages which may be pinned and a duration for 
which pages may remain pinned in memory. The applica 
tions may also include with their pin requests, desired 
constraints under which to pin pages in memory. 
The present invention also includes the concept of com 

pensated pinning for providing dynamic Scheduling of 
memory pinning. Compensated pinning addresses the prob 
lem of how pages which are currently already mapped can 
be pinned. If an application desires to pin for a certain 
duration, k of its pages that are currently mapped, the 
application is required to offer the pager X other pages for 
compensation. These compensation pages are owned by the 
Same application and are currently mapped to the physical 
memory. For page replacement, the pager can then use the 
compensation pages instead of the pinned pages. Based on 
this idea, for any reasonable page-replacement algorithm, 
the pinning cost can be compensated to nearly 100% for a 
certain period of time. 

If an application A desires to pink pages and offerS X 
compensation pages, all k+X pages must be owned by A and 
must be currently mapped. The application A touches all k+X 
pages to classify them as recently used for the page 
replacement algorithm. Then it asks for pinning of the pages. 
The following compensation algorithm is added to the 

original page-replacement algorithm. Initially, all k+X pages 
are marked as not linked to a compensating page. The X 
pages are put into the Set X of A's compensation pages, also 
called A's compensation Set. “Compensation pages' refer to 
the pages which are available for future compensation but 
are not yet used for compensating. A page that is currently 
used for compensating is referred to as a “compensating 
page.” A page is “compensated', if it has associated a 
compensating page. 
Whenever the original page replacement picks one of the 

k+X pages, i.e., a pinned page or a compensation page, the 
compensation algorithm is applied. Consider an example 
where a page frame f is picked originally. If f is not yet 
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linked to a compensation page, i.e., f is not compensated, an 
arbitrary page f is taken out of X and removed from this 
Set, then f is linked to f. Thus, f becomes compensating page 
for f. Subsequently, f is used instead off for replacement. If 
the page f is already linked as compensating page to f, f is 
used instead off. An example of a pseudo-code Segment for 
implementing the above-described algorithm is as follows. 

compensate (f) 
IF flinked-nil THEN 

f:=one of X, 
XA:=X\{f}; 
flinked :=f 

FI; 
use flinked instead of f for replacement. 
When X is empty, replacing not-yet-replaced pages may 

no longer be compensated. The application A is referred to 
as compensated until the set X becomes empty. Thereafter, 
the application A is referred to as uncompensated. 

FIG. 1 illustrates a first preferred embodiment of the 
present invention. The present invention includes a main 
memory 100, an application 110, a pin engine 120 and a 
replacer 130. The application 110 uses pages of the main 
memory 100, where some pages 150 of the application are 
to be pinned. Other pages 190 are not related to pinning or 
are not related to the application. FIG. 2 illustrates the 
application 110 Sending a pin request 200 to the pin engine 
120. The pin engine replies with a pin constraint 210. 

FIG. 3 illustrates a second preferred embodiment of the 
present invention where the application 110 offers some of 
its mapped pages as compensation pages 360 to the pin 
engine 120. The pin request 300, thus includes the compen 
sation offer. Accordingly, the pin engine 120 uses the com 
pensation offer to determine the pin constraint 310 it grants. 
The compensation Selector 140 is a unit that controls how to 
compensate further replacements. 

FIG. 4 illustrates an example of the replacer 130 selecting 
a page 410 for replacement in the Second preferred embodi 
ment of the present invention. When the replacer 130 picks 
a page 410 which is among the pages 190 not related to 
pinning, the picked page 410 is replaced as usual. Similarly, 
in FIG. 5, if the replacer 130 picks a page 510 that is a 
compensation page 460, the picked page 510 is replaced as 
usual. FIG. 6 illustrates a scenario in which the replacer 130 
picks a page 610 that is one of the pinned page 450. The 
compensation Selector 140, in response, Selects one of the 
compensation pages 560. This compensation Selector 
Selected page 670 is then replaced instead of the picked page 
610. 

FIG. 7 illustrates a third preferred embodiment of the 
present invention. According to this embodiment, the appli 
cation 110 requests to pin some of its mapped pages 750 and 
offers other mapped pages as compensation pages 760 to the 
pin engine 120. The pin engine 120 sets all pages 750 to 
pinned and uncompensated. Additionally, the pin engine 120 
enters the compensation pages 760 into the compensation Set 
780 and sets the pages 760 as uncompensated. In this 
embodiment, as shown in FIG. 8, when the replacer 130 
picks an uncompensated pinned page 810, and the compen 
sation set 780 is not empty, i.e., the compensation set 780 
includes at least one compensation page 860 which may be 
uncompensated or compensated, the compensation Selector 
140 as shown in FIG. 9 selects one page 970 from the 
compensation set 780. The compensation selector 140 then 
removes the selected page 970 from the compensation set 
780, and links the selected page 970 as the compensating 
page to the picked page 910. The picked page 910 becomes 
thus compensated. An example for replacing a compensated 
page will be described with reference to FIG. 15. 
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6 
Furthermore, in the third preferred embodiment, when a 

replacer 130 picks an uncompensated compensating page 
1010, as shown in FIG. 10, and the compensation set 780 is 
not empty, i.e., the compensation Set 780 includes at least 
one compensation page 1060 which might be uncompen 
Sated or compensated, the compensation Selector 140 as 
shown in FIG. 11 selects one page 1170 from the compen 
sation set 780. The compensation selector 140, then removes 
the selected page 1170 from the compensation set 780, and 
links the Selected page 1170 as the compensating page to the 
picked page 1110. The picked page 1110 thus becomes 
compensated. An example of replacing a compensated page 
will be described with reference to FIG. 15. 

FIG. 12 illustrates an example Scenario when the replacer 
130 picks an uncompensated compensation page 1210. AS 
shown in FIG. 13, if the compensation selector 140 selects 
a page 1370 from the compensation set 780 such that the 
selected page 1370 differs from the picked page 1210 and is 
further a compensation page 1261 that might itself be 
uncompensated or compensated, then the compensation 
selector 140 removes the selected page 1370 from the 
compensation set 780 and links the selected page 1370 as the 
compensating page to the picked page 1210. The picked 
page 1210 becomes thus compensated. 

FIG. 14 illustrates a scenario when the compensation 
Selector 140 Selects a page which is the same as the one the 
replacer 130 picked. In FIG. 14, if the compensation selector 
140 selects the picked page 1410 itself as selected page 1470 
from the compensation set 780, then the compensation 
selector 140 removes the selected page 1470 from the 
compensation set 780, and links the selected page 1470 as 
the compensating page to the picked page 1410, i.e., itself. 
The picked page 1410 thus becomes compensated. 

FIG. 15 shows how a compensated page may be replaced 
in the third preferred embodiment. When a replacer 130 
picks a compensated page 1510 which is compensated by a 
compensating page 1590, no matter whether the picked page 
1510 is a compensated pinned page, a compensated com 
pensation page or a compensated compensating page, the 
replacer replaces the compensating page 1590 instead of the 
picked page 1510. 

In FIG. 16, when a replacer 130 picks a compensated page 
1610 that has itself as compensating page 1690, the replacer 
130 replaces the compensating page 1690, i.e., the picked 
page 1610. 
The number of replacements that leave A compensated is 

called its compensation length C. The concrete compensa 
tion length may be as low as X. However, this event has a 
very low probability of occurrence. Therefore, instead of 
this absolute lower bound, a stochastic lower bound C for 
the compensation length is used. It means that with prob 
ability P, the concrete compensation length is at least C. For 
instance, in 99% of all pinning operations, compensation 
pages may be available for up to Coo replacements. 
With a lower bound T for the minimum time required 

for one replacement operation, the Stochastic pinning time is 
at least C.T. For k pages to be pinned and X offered 
compensation pages, the pager could guarantee a pinning 
time of tau =CT. Moreover, better Stochastic bounds 
than the simple CT may be derived. 
AS long as compensation works for a period of tau, the 

paging behavior is unaffected by pinning the k pages, and 
pinning does not Shrink the memory that is effectively 
available for Swapping. However, as Soon as a compensation 
underflow is detected, the pager must replace an unpinned 
page without compensation. As a result, the available Swap 
ping memory effectively shrinkS. Such situations, however, 
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occur infrequently. On the average, their probability is even 
lower than 1-P because in most cases the effective time for 
r replacements is much higher than Tr. 
An application pins k mapped pages and offerS X also 

mapped pages for compensation. Let p be an upper bound 
for the probability that the original replacement algorithm 
picks a given page of the k+X pages per replacement event. 
There is no requirement that the replacement be equally 
distributed but only that p is an upper bound for all of the 
k+X pages. 

If the physical memory available for paging is n pages, 
p=1/n is a good choice for all reasonable page-replacement 
algorithms and for arbitrary high paging load. Because the 
k+X pages are currently and heavily used, the p=1/n assumes 
only that the replacement probability for a currently used 
page is at least not higher than for an average page. 
Of an interest is the probability P(r) that r replacements 

can be compensated. At first, P(r) is calculated under the 
assumption that the probability to be picked in one replace 
ment for any of the k--X pages is constant and equals p. Then 
P(r) is a lower bound for the case that p is an upper bound 
for these probabilities. 
From the compensation algorithm, conclusion can be 

drawn that P(r) is the probability that the original replace 
ment algorithm for r replacements picks at most X different 
pages from the Set of the k--X pages. 

Consider an example where i pages from this set are 
selected. Then the probability that in r replacements each of 
the given i pages is picked at least once and all other of the 
k+X pages are never picked is 

(1 - (k + x)p) if i = 0 
-i- 

P(r) = X(p'P (r-1) if is 0 

Multiplying P(r) by the number of combinations how i 
pages can be Selected from k--X pages and Summing over all 
possible values of i results in 

k + x 

P(r) -X i Pr) 

Only P(r) depends directly on p. Smaller values for p 
result in larger values for P (r) and thus also for P(r) and 
P(r). Therefore, P(r) is a lower bound for the probability that 
r replacements can be compensated if the pick probability 
for each of the k+X pages for r replacements remains leSS 
than or equal to p. 

Table 1 illustrates Stochastic compensation lengths for 
p=1/n and various memory sizes n. The margin probability 
is always 99%, i.e., Coo is calculated. 

TABLE 1. 

Cogs. 

16M 64M 256M 1024M 
k + X n = 4096 n = 16384 n = 65536 n = 262144 

+1 37 128 590 >2OOO 
+2 105 421 1683 >2OOO 

16 + 4 293 1170 >2OOO >2OOO 
+8 728 >2OOO >2OOO >2OOO 
+16 1571 >2OOO >2OOO >2OOO 
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TABLE 1-continued 

Coocz 

16M 64M 256M 1024M 
k + X n = 4096 n = 16384 n = 65536 n = 262144 

-- 2 9 38 152 
+2 7 28 111 445 
--4 21 82 326 1301 

256+8 57 223 886 >2OOO 
+16 141 555 >2OOO >2OOO 
+32 323 1278 >2OOO >2OOO 
+64 689 >2OOO >2OOO >2OOO 

+128 1360 >2OOO >2OOO >2OOO 
-- 1. 2 9 38 
+2 2 7 28 112 
--4 6 21 83 328 

1024 - 8 16 58 225 896 
+16 39 144 568 >2OOO 
+32 89 338 1336 >2OOO 
+64 194 748 >2OOO >2OOO 

+128 405 158O >2OOO >2OOO 
-- infa 1. 2 9 
+2 infa 2 7 28 
--4 infa 6 21 83 

4096 - 8 16 58 226 
+16 39 145 571 
+32 90 342 1351 
+64 198 765 >2OOO 

+128 422 1651 >2OOO 

Most pagers keep lists of unused or free page frames. 
Pages become, for example, free when a task or a memory 
object is deleted. Allocating a new page of anonymous 
memory in Such an empty page frame can be very cheap. If 
the frame was already Zeroed upon deleting the old object, 
allocation might cost only 10 microSeconds (us) per page. 
Therefore, the C compensatable replacement would be used 
up very quickly. Counterintuitively, this seems to mean that 
tolerable pinning periods become shorter as more pages are 
unused in the System. However, it is not true if the pagers do 
not replace non-free pages as long as there are free page 
frames available. AS long as there are free page frames left, 
fresh allocations (replacements) can be compensated with 
out using anyone of the X compensation pages. If F fresh 
allocations leave the X compensation pages untouched, up to 
C. “real” replacements that happen while no free frame is 
available can be compensated in addition to the F fresh 
allocations. Therefore, fresh allocations are classified as 
non-replacements and are ignored when calculating worst 
case compensated pinning times. 

In a paging System that needs at least one disk acceSS per 
replacement, a minimum replacement time may be 10 ms. 
However, most paging Systems need no disk access but only 
memory initialization for allocating a fresh page. 
Accordingly, a pager that Supports copy-on-write can Some 
times avoid a disk acceSS by copying the original page 
within main memory. In those cases, minimal replacement 
time is very low, i.e., T =T=100 uS. Since only Some 
of the replacements can be handled in Such a short time 
others need one or even two disk accesses-the average 
replacement time will be one or two order of magnitudes 
higher. Therefore, CT, is obviously a bad estimate for 
tau. Therefore, pure memory replacements that cost T or 
more are differentiated from those replacements which 
involve at least one disk acceSS and cost T or more. 
Although there is no better estimate for a single replacement 
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than T., better Stochastic estimates can be found for 
Sequences. In most Systems, at least Some disk replacements 
in a long Sequence can be expected. It is very unlikely that, 
for example, 1000 T, replacements happen in a row. 

Consider an example where a replacement happens to be 
a disk replacement with probability q and a memory replace 
ment with 1-q. The probability that exactly i disk replace 
ments happen in r replacements is 

(1 - q) if i = 0 

Q; (r) = X (1 - a)'go, (r-j- 1) if is 0 

Since multiple threads operate concurrently, all memory 
replacements can in the worst case happen in parallel to disk 
replacements. On the other hand, disk replacements are 
Serialized, i.e., we assume only one disk drive. Since the 
probability for a thread to have j memory replacements in a 
row followed by a disk replacement is (1-q) q, runs of 
consecutive memory replacements will not be very long, 
1/q-1 on average. Under high replacement load, all threads 
will therefore be very quickly Synchronized by disk replace 
ments. It is very unlikely that a thread continuously and 
densely fires memory replacements Such that r replacements 
happen in parallel to only very few disk replacements. 
Therefore, in this model, only those memory replacements 
that happen between the beginning of a disk replacement 
and the beginning of the next disk replacement are over 
lapped with the first disk replacement. 
To make Sure that r replacements take at least time T, at 

least T/T disk replacements need to happen in the r total 
replacements. Accordingly, the probability that r replace 
ments take at least time T is 

r 

i-rf. 

This permits calculation of the stochastic lower bound 
T(r): with probability Q, r replacements will take at least 
time T(r). Table 2 shows some stochastic lower bounds for 
a margin probability of 99%. 

TABLE 2 

- Toa 

disk: memory 

replacements 28:8O 50:50 80:2O 

2OO O.27s 0.84s 1.46s 
500 O.80s 2.24s 3.79s 
1OOO 171s 4.63s 7.70s 
2OOO 3.58s 9.48s 15.08s 

FIG. 20 illustrates that, for re=500, the stochastic lower 
bound can be approximated linearly: Too(r)>=Tr which 
T=Too (500). The constant T depends on the distribu 
tion of memory replacements and disk replacements, i.e., the 
OS architecture as shown in Table 3. Table 4 shows effective 
pinning periods tau=T Cool for a system with 20% disk 
replacements, i.e., T =1.6 ms. The table is based on the 
compensation lengths of table 1. Cases with compensation 
lengths below 500 are ignored. 

1O 
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TABLE 3 

Stochastic minimal cost T. per replacement for 
sequences of at least 500 replacements and a margin 

probability of 99%. 

disk: memory 

The modified page replacement with pinning k pages is 
isomorphic to the original page replacement without pinning 
but with using k+X pages. Note that compensation is applied 
to pinned pages and compensation pages. As a result, up to 
X of the k+X pages are mapped one-to-one to compensation 
pages. In particular, Since compensation pages are picked 
only by indirection and never directly, they are not replaced 
more frequently. 

Compensation does not depend on the page-replacement 
algorithm. Scheduling dynamic pinning is reduced to the 
well-known problem of how to Schedule paging. Pinning 
and compensation is local. Pinning decisions and Scheduling 
can be done per application. Different applications interfere 
as usual by paging but not additionally by pinning. 
The compensation pages are like a price an application 

pays for pinning. The application has to offer enough to 
cover the Stochastic worst-case costs. On the average, much 
leSS compensation pages are required, i.e., the application 
usually overpayS. The unused compensation pages are kept 
So that they can be used for Subsequent pinning. Thus, an 
application first has to deposit the maximum price but at the 
end pays only the concrete costs. In a similar way, an 
application can transfer its left compensation pages to 
another application or a Server. For instance, a network 
Server could collect compensation pages and redistribute 
them to its clients. 
An example of an Application Programming Interface 

(API) which may be used for implementing the present 
invention will now be described. In the present invention, 
one compensation object XA per application and pager is 
postulated. XA includes all currently allocated compensation 
pages of A. With the AllocateCompensationPage operation, 
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the application may ask the pager to allocate a new com 
pensation page in memory and add it to X. Similarly, with 
the ReleaseCompensationPage operation, the pager may be 
asked to release one page. Independent of the application, 
the pager may remove pages from XA either to compensate 
pinning or to replace a page in the normal way if the 
application currently pins no pages. The Compensa 
tionPages operation communicates to the application the 
number of pages that are currently in X.A. Compensation 
pages can also be transferred to other applications. They are 
automatically added to the receiver's compensation object. 
With the MakeCompensationPages (pageset) operation, 

an application may communicate to the pager that the 
Specified pages may be used for compensation. The accord 
ing page frames are added to the compensation object. 

The Pin (pageset) operation requests to pin the specified 
pageset. Depending on the current size of X, the pager 
returns the current number X of compensation pages and the 
guaranteed pinning period tau. If there are already pages 
pinned for this application, the Specified pages are added to 
the Set of already pinned pages. Since this addition is a Set 
addition, pages or entire pagesets can be pinned more than 
once. However, CompensationPages and tau are always 
updated. 

The Pin(pageset) operation pins only mapped pages. If 
one or more of the Specified pages are not mapped it returns 
also the Set of pages that could not be pinned. 
The Unpin (pageset) operation unpins the specified pages. 

Additional code examples are described below. 
Adaptive Pinning 

Adaptive Pin (pageset, tau) 
T =: now + tau, 
DO 

Pin (pageset) -> tau"; 
IF tau" < epsilon THEN return failure FI; 
Work for (min(tau'-epsiplon, T-now)) 

UNTIL now >= TOD. 
Map and Pin 
Map And Pin (pageset) 
Unmapped := pageset, 
X = CompensationPages, 
WHILE unmapped = emptyset DO 

access first unmapped page, 
allocate Sufficient compensation pages, 
Pin (pageset) -> (X, tau, unmapped) 

OD. 
Sequential Pin and Release 

SequentialPinAnd Release (pageset) 
WHILE pageset = emptyset DO 
Pin (pageset); 
work on wome pages, 
Unpin (PagesDone); 
MakeCompensationPages (Pages.Done) 

OD. 
Some page-replacement policies are color-Sensitive. The 

“term color, as well known by the persons who are skilled 
in the art of computer memory management, refers to lower 
most bits of the page number in a memory addressing 
Scheme. A transparent compensation in color-Sensitive page 
replacement policies needs to preserve the color, i.e., origi 
nally picked page and associated compensation page would 
have to have the same color. 
A simple Solution is, for c colors, Split the compensation 

problem into c Same-color problems. For instance, a Solution 
would be to replace n, k and X by n/c, k/c and X/c and then 
calculate P(r) as the probability that one color can be 
compensated with Xfc compensation pages. Accordingly, the 
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probability that all color can be compensated is P(r). The 
last exponentiation results in relatively greater requirements 
for compensation pages. Table 5 shows results for 16 colors. 

TABLE 5 

Naive color-preserving compensation for 
16 colors, Cogsz.: 

16M 64M 256M 1024M 
k + X n = 4096 n = 16384 n = 65536 n = 262144 

16 + 16 6 26 104 416 
+64 11 39 153 609 

256 + 128 32 121 477 1900 
+256 78 3OO 1187 >2OOO 
+256 29 1OO 388 555 

1024 + 512 64 234 914 1540 
+1024 128 474 1866 >2OOO 
+512 infa 74 271 422 

4096 - 1024 infa 162 611 1064 
+2048 infa 327 1253 >2OOO 

A better Solution is presented by the present invention for 
the color-preserving compensation. In particular, the present 
invention provides a color-preserving pool compensation 
technique based on the following concepts. 

1. When the pager has to compensate a page for applica 
tion A, instead from XA, it picks a compensation page 
with the correct color from a central compensation 
pool. Then it removes a page from XA and adds it to the 
central pool. For removal from XA, the pager picks a 
page with a color that is under-represented in the 
central pool, i.e., not necessarily the color that was just 
used for compensation. 

2. Whenever an application allocates a new compensation 
page for its XA, the pager checks which colors are low 
in the central pool and then tries to allocate a page with 
Such a color. Over short or long, it will Show up in the 
central pool and fill up the low color. Thus, buffering 
Solves the colored compensation. 

The color compensation is described with reference to 
FIGS. 17-19 below which illustrate a fourth embodiment of 
the present invention. The fourth embodiment incorporates 
a page coloring Scheme in the compensation process. AS 
described above in reference with other embodiments and 
shown in FIG. 17, an application pins pages 1750 and offers 
compensation pages 1760. Pinned pages 1750 and offered 
compensation pages 1760 are set uncompensated and the 
offered compensation pages 1760 are inserted into the 
compensation set 1780 that is associated with the applica 
tion. Furthermore, the fourth embodiment includes at least 
one compensation pool 1785 associated with the application. 
The compensation pool 1785 is preloaded with a further set 
of compensation pages 1765. 
As shown in FIGS. 18 and 19, the compensation selector 

140 always tries to Select a compensating page that has the 
Same color as the picked page. Therefore, the compensation 
selector 140 can select a compensating page 1990 as a first 
selected page 1910 from the compensation pool 1785 and a 
second selected page 1912 from the compensation set 1780. 
For this second selection, the compensation selector 140 will 
try to find a second selected page 1912 Such that the 
distribution of colors of the pages in the compensation pool 
1785 will be balanced. The first selected page 1910 is 
removed form the compensation pool 1785 and used as 
compensating page 1990. The second selected page 1912 is 
removed from the compensation set 1780 and added to the 
compensation pool 1785. 
While the invention has been particularly shown and 

described with respect to a preferred embodiment thereof, it 
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will be understood by those skilled in the art that the 
foregoing and other changes in form and details may be 
made therein without departing from the Spirit and Scope of 
the invention. 

Having thus described our invention, what I claim as new, 
and desire to secure by Letters Patent is: 

1. A method for enabling an application to dynamically 
Schedule pinning of mapped pages in memory, the method 
comprising the Steps of: 

receiving a request from the application to pin mapped 
pages for a limited time; and 

returning a pin constraint which includes Specific 
constraints, in response to the receiving Step, Said 
constraints including a number of pages and page 
Specific times for which said pinning is granted. 

2. The method as claimed in claim 1, wherein the step of 
receiving includes receiving a number of pages for pinning 
with the pin request. 

3. The method as claimed in claim 1, wherein the step of 
receiving includes receiving Specific pages to be pinned with 
the pin request. 

4. The method as claimed in claimed 3, wherein the 
Specified pages include mapped pages of the application. 

5. The method as claimed in claim 1, wherein the step of 
receiving includes receiving a pinning time with the pin 
request. 

6. The method as claimed in claim 1, wherein the step of 
returning includes Specifying a number of pages for pinning 
with the pin constraint. 

7. The method as claimed in claim 1, wherein the step of 
returning includes Specifying with the pin constraint a 
number of pages for which pinning was denied. 

8. The method as claimed in claim 1, wherein the step of 
returning includes specifying with the pin constraint a set of 
pages for which pinning is granted. 

9. The method as claimed in claim 1, wherein the step of 
returning includes Specifying with the pin constraint a Set of 
pages for which pinning is denied. 

10. The method as claimed in claim 1, wherein the step of 
returning includes Specifying with the pin constraint time for 
which pinning is granted. 

11. The method as claimed in claim 1, wherein the method 
further includes: 

estimating a duration in which the pages requested for 
pinning may be pinned without decreasing the System 
performance; and 

Selecting the pin constraint according to the duration 
estimated before the Step of returning. 

12. The method as claimed in claim 1, wherein the method 
further includes the step of: 

unpinning any pinned pages after a predetermined period 
of time, the Step of unpinning performed by the pin 
engine. 

13. The method as claimed in claim 1, wherein the method 
further includes the step of: 

unpinning any pinned pages, the Step of unpinning per 
formed by the application. 

14. The method as claimed in claim 13, wherein the step 
of unpinning includes unpinning Specified pages. 

15. The method as claimed in claim 13, wherein the step 
of unpinning includes unpinning the pages which the appli 
cation previously pinned. 

16. The method as claimed in claim 1, wherein when a 
replacer picks a page for replacement, the method further 
includes: 

(a) checking whether the picked page for replacement is 
one for which pinning was granted; 
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(b) preventing the replacer to replace the picked page for 

replacement if the picked page is one for which pinning 
was granted; 

(c) permitting the replacer to pick another page for 
replacement if the picked page is one for which pinning 
was granted; and 

(d) replacing a page for which pinning was not granted. 
17. The method as claimed in claim 16, wherein the 

method further includes iteratively performing the Steps 
(a)-(c) until a page for which pinning was not granted is 
Selected by the replacer for replacement. 

18. The method as claimed in claim 1, wherein the step of 
Sending includes Specifying with the pin request compen 
sation pages, the compensation pages for use as Substitutes 
for pages requested for pinning. 

19. The method as claimed in claim 18, wherein the step 
of Sending includes Specifying with the pin request com 
pensation pages which are mapped pages. 

20. The method as claimed in claim 18, wherein the step 
of Sending includes Specifying with the pin request com 
pensation pages which are mapped pages belonging to the 
application. 

21. The method as claimed in claim 18, wherein the 
method further includes the step of: 

entering all compensation pages that are offered by a 
Single application in a per-application compensation 
Set, the Step of entering performed by the pin engine. 

22. The method as claimed in claim 18, wherein the 
method further includes the step of: 

entering all compensation pages that are offered by a 
group of applications in a per-group compensation Set, 
the Step of entering performed by the pin engine. 

23. The method as claimed in claim 18, wherein the 
method further includes the step of: 

entering all compensation pages that are offered in a 
general compensation Set, the Step of entering per 
formed by the pin engine. 

24. The method as claimed in claim 21, wherein when a 
replacement page is picked for replacement, the method 
further includes the steps of: 

(a) checking whether the picked replacement page is one 
for which pinning was granted; 

(b) replacing the picked replacement page if the picked 
replacement page is not one for which pinning was 
granted; and if the picked replacement page is one for 
which pinning was granted, 

(c) checking whether the compensation set associated 
with the application is empty, the checking Step of (c) 
further comprising the Steps of 
(i) selecting one of pages from the compensation Set if 

the compensation Set is not empty; 
(ii) using for replacement said one of pages from the 

compensation Set if the compensation Set is not 
empty, 

(iii) denying the picked page for replacement if the 
compensation set is empty at Step (i); and 

(iv) enforcing to pick another page for replacement if 
the compensation set is empty at Step (i). 

25. The method as claimed in claim 24, wherein the 
method further includes iteratively performing the Steps 
(a)-(c)(iv) until a page for which pinning was not granted is 
picked for replacement or the compensation Set is not empty 
at Step (i). 

26. The method as claimed in claim 21, wherein the 
method further includes the steps of: 

(a) marking all pages to be pinned and marking compen 
sation pages initially as uncompensated, the Step of 
marking performed by the pin engine, 



US 6,347,364 B1 
15 

(b) checking whether a picked page for replacement is one 
for which pinning was granted; 

(c) replacing the picked page if the picked page is not for 
which pinning was granted, otherwise, 

(d) checking whether the picked page has an associated 
compensating page, the checking step of (d) further 
comprising the Steps of: 
(i) using the associated compensating page for replace 
ment if the picked page has an associated compen 
Sating page, and if the picked page does not have an 
asSociated compensating page, the checking Step of 
(d) further comprising the steps of; 

(ii) checking whether the compensation set associated 
with the application is empty and if the compensa 
tion set is not empty, the checking step of (d)(ii) 
further comprising the following steps of (aa)-(ee): 
(aa) selecting one of pages in the compensation set; 
(bb) removing the Selected page from the compen 

sation Set, 
(cc) associating the Selected page as compensating 

page with the Selected page, 
(dd) making the Selected page compensating; 
(ee) using the Selected page for replacement, 

and if the compensation Set is empty, the checking Step 
of (d)(ii) further comprising the following Steps of 
(f)-(gg): 
(f) denying to replace the originally selected page; 

and 
(gg) enforcing to pick another page for replacement. 

27. The method as claimed in claim 26, wherein the 
method further includes iteratively performing the Steps 
(b)-(d) until a page for which pinning was not granted is 
Selected for replacement or the compensation set is not 
empty. 

28. The method as claimed in claim 1, wherein the method 
further includes: 

creating at least one compensation pool from where a 
compensating page may be Selected. 

29. The method as claimed in claim 28, wherein the 
method further includes: 

ranking compensation pages in a compensation Set 
according to current replacement. 

30. The method as claimed in claim 28, wherein the 
method further includes: 

ranking compensation pages in the compensation pool 
according to current replacement. 

31. The method as claimed in claim 29, wherein the step 
of ranking further includes: 

basing ranking according to properties of a page which 
was Selected for replacement. 

32. The method as claimed in claim 29, wherein the step 
of ranking further includes: 

basing ranking according to a color of a page which was 
Selected for replacement. 

33. The method as claimed in claim 29, wherein the step 
of ranking further includes: 

ranking the compensation pages in the compensation Set 
according to the current State of the compensation pool. 

34. The method as claimed in claim 33, wherein the step 
of ranking further includes: 

ranking according to distribution of properties of pages in 
the compensation pool. 

35. The method as claimed in claim 34, wherein the step 
of ranking further includes: 

ranking according to distribution of colors of pages in the 
compensation pool. 
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36. The method as claimed in claim 1, wherein the method 

further includes: 

Selecting a plurality of compensation Sets. 
37. The method as claimed in claim 36, wherein the 

method further includes: 

forming a hierarchy in the plurality of compensation Sets. 
38. The method as claimed in claim 1, wherein when 

application's pinned pages are unpinned the method further 
includes: 

removing from the compensation Set those compensation 
pages that are not used for compensation; 

Sending back the compensation pages which are removed 
from the compensation Set to the application. 

39. The method as claimed in claim 1, wherein when a 
Subset of application's pinned pages are unpinned the 
method further includes: 

removing from the compensation Set an equal number of 
the compensation pages that are not used for compen 
sation as the number of pages in the Subset; 

Sending back the compensation pages which are removed 
from the compensation Set to the application. 

40. The method as claimed in claim 1, wherein the method 
further includes: 

enabling the application to add the compensation pages to 
corresponding compensation Sets asynchronously to 
pinning and unpinning requests. 

41. The method as claimed in claim 1, wherein the method 
further includes: 

enabling the application to reclaim compensation pages 
from corresponding compensation Sets. 

42. The method as claimed in claim 1, wherein the method 
further includes: 

granting a request to reclaim compensation pages only if 
current pinning requests of the application can remain 
valid with the decreased compensation Set, and 

denying the request, otherwise. 
43. The method as claimed in claim 1, wherein the method 

further includes: 
granting a request to reclaim compensation pages when 

current pinning requests of the application remain valid 
with the decreased compensation Set, and 

decreasing time duration allowed for pinning, otherwise. 
44. The method as claimed in claim 1, wherein the method 

further includes: 
determining corresponding compensation Set associated 

with the application from an application identifier. 
45. The method as claimed in claim 44, wherein the 

method further includes: 
determining corresponding compensation Set associated 

with the application from parameterS Supplied by the 
application. 

46. A program Storage device readable by machine, tan 
gibly embodying a program of instructions executable by the 
machine to perform method steps for enabling an application 
to dynamically Schedule pinning of mapped pages in 
memory, the method steps comprising: 

receiving a request from the application to pin mapped 
pages for a limited time; and 

returning a pin constraint which includes Specific 
constraints, in response to the receiving Step, Said 
constraints including a number of pages and page 
Specific times for which said pinning is granted. 
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47. The program Storage device as claimed in claim 46, 
wherein the method Steps further comprise: 

unpinning any pinned pages. 
48. The program Storage device as claimed in claim 46, 

wherein the method Steps further comprise: 
inserting compensation pages into a compensation Set 

from where a page is Selected for replacement in place 
of pages to be pinned. 

49. The program Storage device as claimed in claim 48, 
wherein the method Steps further comprise: 

Selecting a first compensation page from compensation 
pool; 

asSociating the first compensation page as a compensating 
page for a to-be-pinned page, 

Selecting a Second compensation page from the compen 
sation Set, wherein the Second compensation page is 
Selected Such that distribution of colors in the compen 
sation pool is maintained if the Second compensation 
page was added to the compensation pool; and 

moving the compensation page from the compensation Set 
to the compensation pool. 

50. The program storage device as claimed in claim 49, 
wherein the method Steps further comprise: 

Selecting the first compensation page from compensation 
pool which has a same color as the to-be-pinned page. 
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51. A System for enabling an application to dynamically 

Schedule pinning of mapped pages for a limited time in a 
paged memory System, the System comprising: 

a pin engine for controlling a Scheduling of dynamic 
pinning, the pin engine further granting pinning 
requests from the application based on predetermined 
criteria and Subject to a Set of constraints, and 

a compensation Selector for Selecting a compensation 
page for Substituting one or more pin page during page 
replacement for allowing the pin page to remain 
pinned, 

wherein the application is enabled to pin its pages accord 
ing to the Set of constraints, Said constraints including 
a number of pages and page-Specific times for which 
Said pinning is granted. 

52. The System for enabling an application to pin mapped 
pages for a limited time in a paged memory System as 
claimed in claim 51, the System further comprising: 

a compensation pool from which the compensation Selec 
tor Selects a compensation page accordingly to a rank 
ing based on predetermined criteria. 

53. The System for enabling an application to pin mapped 
pages for a limited time in a paged memory System as 
claimed in claim 52, wherein the predetermined criteria is 
color. 


