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SYSTEM AND METHOD FOR SUPPORTING LIVE MIGRATION OF VIRTUAL MACHINES
BASED ON AN EXTENDED HOST CHANNEL ADAPTOR (HCA) MODEL

COPYRIGHT NOTICE
A portion of the disclosure of this patent document contains material
which is subject to copyright protection. The copyright owner has no
objection to the facsimile reproduction by anyone of the patent
document or the patent disclosure, as it appears in the Patent and
Trademark Office patent file or records, but otherwise reserves all
copyright rights whatsoever.

Field of Invention:

[0001] The present invention is generally related to computer systems, and is particularly

related to supporting computer system virtualization.

Background:
[0002] As larger cloud computing architectures are introduced, the performance and

administrative bottlenecks associated with the traditional network and storage have become a
significant problem. The InfiniBand (IB) technology has seen increased deployment as the
foundation for a cloud computing fabric. This is the general area that embodiments of the invention

are intended to address.

Summary:
[0003] Described herein are systems and methods for supporting virtual machine live migration

in a network. A fabric adaptor can be associated with a plurality of virtual host channel adapters
(vHCASs), and wherein each said virtual host channel adapter (vHCA) is associated with a separate
gueue pair (QP) space. At least one virtual machine operates to perform a live migration from a first
host to a second host, wherein said at least one virtual machine is attached with a said virtual host
channel adapter (vHCA) that is associated with a queue pair (QP) in a said queue pair (QP) space,
and wherein said queue pair (QP) operates to signal a peer QP about the live migration and provide

said peer QP with address information after migration.

Brief Description of the Figures:

[0004] Figure 1 shows an illustration of a virtual interface architecture (VIA) network device, in
accordance with an embodiment of the invention.

[0005] Figure 2 shows an illustration of different states associated with a virtual interface (VI),
in accordance with an embodiment of the invention.

[0006] Figure 3 shows an illustration of different states associated with a queue pair (QP), in
accordance with an embodiment of the invention.

[0007] Figure 4 shows an illustration of the live migration of a virtual machine (VM) from the
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network and routing perspective, in accordance with an embodiment of the invention.

[0008] Figure 5 shows an illustration of a virtualization environment before a virtual machine
(VM) live migration, in accordance with an embodiment of the invention.

[0009] Figure 6 shows an illustration of a virtualization environment after a virtual machine
(VM) live migration, in accordance with an embodiment of the invention.

[0010] Figure 7 illustrates an exemplary flow chart for supporting the live migration of a virtual
machine in a virtualization environment, in accordance with an embodiment of the invention.
[0011] Figure 8 shows an illustration of Infiniband architecture (IBA) network device, in
accordance with an embodiment of the invention.

[0012] Figure 9 shows an illustration of supporting communication between a migrated queue
pair (QP) and a remote peer QP, in accordance with an embodiment of the invention.

[0013] Figure 10 illustrates an exemplary flow chart for supporting the live migration of a virtual
machine based on an extended vHCA model, in accordance with an embodiment of the invention.
[0014] Figure 11 shows an illustration of supporting local identifier (LID) assignment in a

virtualization environment, in accordance with an embodiment of the invention.

Detailed Description:

[0016] The invention is illustrated, by way of example and not by way of limitation, in the figures
of the accompanying drawings in which like references indicate similar elements. It should be noted
that references to “an” or “one” or “some” embodiment(s) in this disclosure are not necessarily to
the same embodiment, and such references mean at least one.

[0017] The description of the invention as following uses the Infiniband (IB) network as an
example for a high performance network. It will be apparent to those skilled in the art that other
types of high performance networks can be used without limitation. Also, the description of the
invention as following uses the Xen virtualization model as an example for a virtualization model. It
will be apparent to those skilled in the art that other types of virtualization models can be used
without limitation.

[0018] Described herein are systems and methods that can support virtual machine (VM) live
migration in a network.

[0019] In accordance with an embodiment of the invention, virtualization can be beneficial to
efficient resource utilization and elastic resource allocation in cloud computing. Live migration
makes it possible to optimize resource usage by moving virtual machines (VMs) between physical
servers in an application transparent manner. Thus, virtualization can enable consolidation, on-

demand provisioning of resources, and elasticity through live migration.

InfiniBand (IB) Architecture
[0020] The IB Architecture is a serial point-to-point full-duplex technology. The IB networks can

be referred to as subnets, wherein a subnet consists of a set of hosts interconnected using switches
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and point to point links. An IB subnet can include at least one subnet manager (SM), which is

responsible for initializing and bringing up the network, including the configuration of all the
switches, routers and host channel adaptors (HCAs) in the subnet.

[0021] IB supports a rich set of transport services in order to provide both remote direct memory
access (RDMA) and traditional send/receive semantics. Independent of the transport service used,
the IB HCAs communicate using queue pairs (QPs). A QP is created during the communication
setup, and can have a set of initial attributes such as QP number, HCA port, destination LID, queue
sizes, and transport service that are supplied. An HCA can handle many QPs, each QP consists of
a pair of queues, such as a send queue (SQ) and a receive queue (RQ), and there is one such pair
present at each end-node participating in the communication. The send queue holds work requests
to be transferred to the remote node, while the receive queue holds information on what to do with
the data received from the remote node. In addition to the QPs, each HCA has one or more
completion queues (CQs) that are associated with a set of send and receive queues. The CQ holds
completion notifications for the work requests posted to the send and receive queue. Even though
the complexities of the communication are hidden from the user, the QP state information is kept in
the HCA.

[0022] Each physical IB device is assigned two addresses: the LID and globally unique
identifier (GUID). The LID is used to route IB packets within a subnet, whereas the GUID is the
hardware address that uniquely represents a physical IB device. The 64-bit GUID is combined with
the local (64-bit) subnet prefix to form the global identifier. The 128-bit global identifier is used to

route IB packets between IB subnets.

Input/Output (I/0) virtualization

[0023] I/O Virtualization (IOV) can provide availability of 1/O by allowing VMs to access the
underlying physical resources. The combination of storage traffic and inter-server communication
impose an increased load that may overwhelm the 1/O resources of a single server, leading to
backlogs and idle processors as they are waiting for data. With the increase in number of 1/0O
requests, IOV can provide availability; and can improve performance, scalability and flexibility of the
(virtualized) I/O resources to match the level of performance seen in modern CPU virtualization.

[0024] There can be different types of IOV technologies, such as emulation, paravirtualization,
direct assignment (DA), and single root-I/O virtualization (SR-IOV). Among these IOV technologies,
SR-I0V can extend the PCI Express (PCle) specification with the means to allow direct access to a
single physical device from multiple VMs while maintaining near to native performance. Thus, SR-
IOV can provide good performance and scalability.

[0025] SR-IOV allows a PCle device to expose multiple virtual devices that can be shared
between multiple guests by allocating one virtual device to each guest. Each SR-IOV device has at
least one physical function (PF) and one or more associated virtual functions (VF). A PF is a normal

PCle function controlled by the virtual machine monitor (VMM), or hypervisor, whereas a VF is a
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light-weight PCle function. Each VF has its own base address (BAR) and is assigned with a unique

requester ID that enables I/O memory management unit (IOMMU) to differentiate between the traffic
streams to different VFs. The IOMMU also apply memory and interrupt translations between the PF
and the VFs.

[0026] There can be different types of SR-IOV models, e.g. a shared port model and a virtual
switch model. In the shared port model, all the VFs can share a single port address and a single QP
name space, and only a single HCA port is exposed to the network. In the virtual switch model,
each VF is a virtual HCA that contains a unique port address and a unique QP name space, and
one HCA for each VF on the device is exposed to the network. Thus, the virtual switch model can
simplify IOV with more complex hardware.

[0027] The use of an SR-IOV capable device can yield near native performance and improved
scalability. On the other hand, SR-IOV may not be fully incompatible with live migration and check-

point/restart mechanisms.

Hardware Solution for Live Migration

[0028] In accordance with an embodiment of the invention, a hardware solution can support the
live migration of virtual machines (VMs) between physical servers in an application transparent
manner, based on a flexible, high performance and scalable virtualized 10 architecture.
Furthermore, the hardware solution can increase the transparency of migration and improve
interoperability between 1B and SR-IOV. Additionally, the system can be applicable to other high-
speed lossless networking technologies such as virtual interface architecture (VIA) and Myrinet.

[0029] Using the hardware solution, an IB host channel adaptor (HCA) can differentiate each
physical function (VF) as a virtual endpoint that has its own resource pool for the QP. Furthermore,
the QP attributes, such as the QPN, can be reused after migration. Also, the IB HCA can support
VM live migration based on a QP state for suspending and resuming communication.

[0030] Additionally, the system can avoid the handshaking mechanism that may be used to
quiesce between the migrated QP and the peer of the migrated QP. Thus, the system allows the
live migration of virtual machines (VMs) to reduce the service downtime to a level comparable to the
retry timeout of a reliable connection in IB.

[0031] Furthermore, the system can represent a generic solution that supports VM live
migration, including scenarios and applications with stringent timing requirements. For example, in
high availability clusters, the VMs hosted by a faulty physical server can be migrated to another
server within a limited time. The migration can happen after the fault is discovered, but before the
faulty server turns into an unrecoverable error. Software approaches are insufficient to fulfill this
requirement of low service downtime because they suffer from overhead. Moreover, software

approaches are expensive in terms of development costs.
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Virtual Endpoints
[0032] In accordance with an embodiment of the invention, a virtual interface architecture (VIA)
hardware can integrate a PCI virtual switch to differentiate Vls created from each VF. Behind the
virtual switch, multiple independent virtual endpoints can be discoverable by a network manager.
[0033] Figure 1 shows an illustration of a virtual interface architecture (VIA) network device, in
accordance with an embodiment of the invention. As shown in Figure 1, a virtual interface
architecture (VIA) network device 100 can include a hardware layer 110, a virtual machine monitor
120 and one or more virtual machines, e.g. VMs 101-102. Here, VM 101 can support user process
103 that are associated with pinned memory 105 based on kernel agent 107. VM 102 can support
user process 104 that are associated with pinned memory 106 based on kernel agent 108.
[0034] A virtual switch 130 can be provided on the hardware layer 110. The virtual switch 130
can be associated with one or more virtual functions (VFs), e.gVFs 111-119. Each ofthe VFs 111-
119 can create and manage one or more virtual interfaces (VIs).
[0035] In accordance with an embodiment of the invention, using the virtual switch model, each
of the VFs 111-119 can be isolated as a dedicated PCI endpoint that can be assigned to a guest
VM, e.g. VM 101 or VM 102. Furthermore, each of the VFs 111-119 can have its dedicated VI
namespace 121-129 and can be considered as a complete VI endpoint. The VI namespace isola-
tion can provide protection and flexibility in the virtualized environment. Each VF can be restricted
to access the VI resources within a partition that extends the protection and isolation properties of
VMs for the |O operations. Moreover, the VI attributes can be reused after the migration.
[0036] For example, the hardware layer 110 can be based on a high speed network
architecture such as the IB architecture. Each of the VFs 111-119 can be a virtual host channel
adaptor (vHCA) that contains a unique port address and a unique QP name space. Additionally,
one VHCA can be exposed to the network for each VF on the IB device. Furthermore, each vHCA
can be associated with its own QP namespace and can create and manage one or more queue
pairs (QPs), such as QP 131 and 132 in the IB architecture. As shown in Figure 1, each of the
gueue pairs (QPs) 131-132 can include a sender queue and receiver queue.
[0037] Furthermore, the VIA device 100 can take advantage of the IO memory management
unit (IOMMU) functionality. The VI attributes can be stored in the memory regions accessed via the
IO virtual memory that is translated by IOMMU. When a new VF is reattached to a VM, the
hypervisor can change the IOMMU to remap the 10 virtual memory to a new set of physical memory
without explicitly recreating new VIs. Compared with the shared VI namespace model, the virtual
switch model eases the resource migration and avoids the use of mapping tables to remap the VI

attributes in order to maintain transparency for the running application.

Queue Pair (QP) Suspend State
[0038] Figure 2 shows an illustration of different states associated with a virtual interface (VI),

in accordance with an embodiment of the invention. As shown in Fig. 2, the lifecycle of a VI can
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include multiple states, such as: an idle state 201, a pending connection state 202, a connected
state 203, an error state 204, and a suspend state 205.

[0039] The suspend state 205 indicates that the on-going communication is temporarily halted
in order to have the VI in a quiescent state, e.g. during the live migration. The transition between
the connected state 203 and the suspend state 205 can be driven by a software initiated request or
through the VI event request. For example, during migration, the software interface can modify the
migrating VI from the connected state 203 to the suspend state 205.

[0040] When a VI enters the suspend state 205, the VI can complete any previously initiated
message transmission and flush any remaining message on the hardware sender queue without
processing them. The hardware can ensure that the remaining messages are cached by a sender
gueue for the user process before flushing them. In the suspend state 205, any new message can
be enqueued in both the sender queue and the receiver queue, and remains posted without being
processed.

[0041] Furthermore, If an incoming message is targeting a suspended VI, a SuspendRequest
event can be generated by the suspended VI to transit the peer VI into the suspend state 205. In
such a case, the previous initiated message can be resent after received the ResumeRequest event
and no timeout error may be generated on the incomplete transmission.

[0042] After a new VF is attached to the migrated VM and before the migrated VM is restarted
at the new location, the stop-and-copy stage can reregister the |O virtual memory to a new set
physical memory in IOMMU. Then, the software interface can modify the VI state of the migrated
VM to the connected state 203. Then, the system can trigger a ResumeRequest event that is
forwarded to the peer VI. The peer VI can then transit back to the connected state 203 without
generating a ResumeRequest event. Thus, the suspend state 205 can provide a smooth transition
during live migration of a VM, and the Vls can be in a quiescent state.

[0043] In accordance with an embodiment of the invention, in order to reduce the downtime
during VM live migration, an approach, with a minimal delay, is to suspend a VI or to detach a VF
right before all outstanding operations have completed. Thus, an extension can improve the timeout
and retry handling provided by the reliable transport protocol as part of the suspend state 205
handling. The extended retry and timeout logic can transit a VI into the suspend state 205 without
causing a fatal error for either the peer VI or the migrated VI.

[0044] Thus, a VI can be migrated without having a hard real-time constraint on the availability
of the VI after migration. This approach can also cover the scenario where no event reporting
(SuspendRequest and ResumeRequest) is generated between VIs due to a delay in the network.
Additionally, in a scenario with multiple Vs, each VI can perform the above operation concurrently.
[0045] Figure 3 shows an illustration of different states associated with a queue pair (QP), in
accordance with an embodiment of the invention. As shown in Fig. 3, the lifecycle 300 of a QP
includes multiple states, such as: a reset state 301, an initialized (INT) state 302, a ready to receive
(RTR) state 303, a ready to send (RTS) state 304, a SQ Error (SQE) state 305, an error state 306,
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a SQ drain (SQD) state 307, and a suspend (SUS) state 308.

[0046] The suspend state, SUS 308, can temporarily halt the ongoing communication to
quiesce a QP during migration. Transitions between the RTS 304 and the SUS 308 can be
triggered by a software—initiated request or through an event request. During migration, the
software interface can transit the migrating QP from the RTS 304 state to the SUS 308 state. When
a QP enters the suspend state, it can complete any previously initiated message transmission and
flush any remaining messages in the SQ without processing them. The hardware can also ensure
that the remaining messages are cached by the user process buffer before flushing them. In the
suspend state, any new message can be enqueued in both the SQ and the RQ, but remain posted

without being processed.

The Networking and Routing Perspective of VM live Migration

[0047] Figure 4 shows an illustration of the live migration of a virtual machine (VM) from the
network and routing perspective, in accordance with an embodiment of the invention. As shown in
Figure 4, a virtualization environment 400 can include a plurality of vHCAs, e.g. vHCAs A-C 401-
403. Each of the vHCAs A- C 401-403 can function as a complete 1B endpoint, which can provide
transparency for virtualization.

[0048] Additionally, the virtualization environment 400 can include a network manager 410. The
network manager can discover the vHCAs A-C 401-403 behind the IB switches A-B 431-432, and
can recognize each of the vHCAs A-C 401-403 based on a different LID and vGUID. For example,
vHCA A 401 can be assigned with a LID A 411 and a vGUID A 421, while vHCA A 402 can be
assigned with a LID B 412 and a vGUID B 422 and vHCA C 403 can be assigned with a LID C 413
and a vGUID C 423.

[0049] In accordance with an embodiment of the invention, during a VM migration, the network
manager 410 can observe that an IB endpoint, e.g. vHCA B 402, goes down (i.e. suspended)
behind the IB switch A 431, and reappears at the other side of the network (as vHCA B 404) behind
the IB switch B 432, with the same addresses, e.g. the LID B 412 and the vGUID B 422, being
carried over to the new location.

[0050] After the migration, the network manager 410 can update the routing table 420 to reflect
the new rearrangement of the LID after its shift. Furthermore, a new routing algorithm that modifies
the LID locally can be implemented in order to reduce the rerouting time of the entire network.
Additionally, the network manager 410 can also ensure that the new LID arrangement is deadlock
free.

[0051] Furthermore, a high-speed network can have limited local address resources. For
example, an IB network, which may use a16-bit LID, can quickly run out of address space, when
each vHCA is assigned its own LID and each node in a 1000-node cluster hosts multiple VMs.
[0052] In accordance with an embodiment of the invention, the system can use different

approaches to handle the scalability issue in a virtualization environment. For example, the system
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can extend the LID addressing space to 32-bit, or combine the vGUID with the LID to perform

routing between vHCAs. The first solution does not require any architecture modification in the

network manager; however, it is not backward compatible with older hardware.

The Virtual Machine Perspective

[0053] Figure 5 shows an illustration of a virtualization environment before a virtual machine
(VM) live migration, in accordance with an embodiment of the invention. As shown in Figure 5, an IB
network 500 can include a plurality of hosts, e.g. hosts A-B 501-502. Host A 501 includes VMM A
515 that uses a HCA 517, and can support a privileged domain (or a management domain), DomO
511, that manages a guest domain, e.g. DomU 513. Also, host B 502 includes VMM B 516 that
uses a HCA 518, and can support a Dom0 512 that manages DomU 514.

[0054] Furthermore, VMa 503 on host A 501can be attached with a VF, e.g. VF 505, which is
connected to a queue pair, e.g. QPa 507. Additionally, VMa 503 can be in communication with VMb
504, which is associated with QPb 508.

[0055] In accordance with an embodiment of the invention, the privileged domain, e.g. Dom0
511 on host A 501, does not require a device, e.g. VF 505, to be detached during the migration.
The system may only require that the active QPs, e.g. QPa 507, be suspended at the stop-and-
copy stage.

[0056] As shown in Figure 5, the privileged domain, Dom0 511, on host A 501 can initiate the
migration of VMa 503 to host B 102 (as VMa 604 in Figure 6). Before the migration of VMa 503, the
system can perform a state transition operation that puts it into the suspend state. Furthermore, the
suspended QPa 507 can instruct QPb 508 to go into the suspend state as well, after receiving an
incoming packet from QPb 508.

[0057] Then, the VM migration can be performed by synchronizing the dirty pages (memory),
including the I/O virtual memory, between the source and destination servers, e.g. based on the
remote direct memory access (RDMA) connections 520.

[0058] Figure 6 shows an illustration of a virtualization environment after a virtual machine
(VM) live migration, in accordance with an embodiment of the invention. As shown in Figure 6, an IB
network 600 can include a plurality of hosts, e.g. hosts A-B 601-602. (Additionally, elements in
Figure 6 that have the same number as in Figure 5 can serve the same function).

[0059] After the migration to host B 602, VMa 603 can be attached with a new VF, e.g. VF 616,
which is connected to a queue pair, e.g. QPa’ 607. Here, QPa’ 607 is logically the same QP as
QPa 507 in Figure 5 and has the same context information in the virtual memory of VMa 503 (or
VMa 603).

[0060] Furthermore, before the VMa 603 is unpaused, the privileged domain, Dom0 612, can
perform a state transition on QPa’ 607, which can put QPa’ 607 back to the RTS state.
Furthermore, QPa’ 607can resume the communication with QPb 608 on host A 601.

[0061] Thus, the service downtime for the migration can be equivalent to the duration of the
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stop-and-copy stage. Also, using RDMA operations to perform migration can further reduce service
downtime and total migration time.

[0062] Figure 7 illustrates an exemplary flow chart for supporting the live migration of a virtual
machine in a virtualization environment, in accordance with an embodiment of the invention. As
shown in Figure 7, at step 701, the system can associate a virtual switch with a plurality of virtual
functions (VFs), wherein each said virtual function (VF) is associated with a separate queue pair
(QP) space. Furthermore, at step 702, the system can attach a said virtual function (VF) with at
least one virtual machine, wherein said virtual function (VF) is associated with a virtual interface
(VD). Then, at step 703, said at least one virtual machine can perform a live migration from a first

host to a second host with said virtual function (VF) attached.

Extended HCA model

[0063] Figure 8 shows an illustration of Infiniband architecture (IBA) network device, in
accordance with an embodiment of the invention. As shown in Figure 8, an Infiniband architecture
(IBA) network device 800 can include a hardware layer 810, a virtual machine monitor 820 and one
or more virtual machines, e.g. VMs 801-802. VM 801 can support application 803 that are
associated with pinned memory 805 based on kernel 807 and user library 837. VM 802 can support
application 804 that are associated with pinned memory 806 based on kernel agent 808 and user
library 838.

[0064] The hardware layer 810 can include a fabric adaptor, such as an IB HCA 830, that
connects to an IB subnet 840. Furthermore, the IB HCA 830 can be associated with a plurality of
vHCA instances, e.g. vHCAs 811-819.

[0065] In accordance with an embodiment of the invention, the fabric adaptor, e.g. the physical
HCA 830, can implement a virtual switch model, an extended HCA model, or a combination of both
models. Furthermore, using the extended HCA model, there may be only a physical HCA 830
without a switch. The virtual HCAs 811-819 represent an extension of the physical HCA model, and
one or more of the virtual HCAs instances 811-819 can be accessible from the fabric, e.g. IB subnet
840, via the physical HCA 830 ports.

[0066] In accordance with an embodiment of the invention, the hardware layer 810 can support
the following features in order to preserve of the allocated IB resources for performing VM live

migration.

1. QP context (e.g. QP numbers) can be preserved by allowing each vHCA to have a
private QP space.

2. Memory region numbers can be preserved by allowing each vHCA to have a private
memory region number space.

3. Registered memory can be preserved by allowing each vHCA to implement a private

virtual address space for accessing the local physical host local memory.
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[0067] A private QP space can be implemented using either a virtual switch based model,
which is discussed in the above sections, or by using an extended HCA model. The extended HCA
model, which extends the HCA specification, allows the definition of multiple vHCA instances 811-
819, each of which can have a private QP space. As shown in Figure 8, each of the vHCAs 8§11-819
can support a queue pair (QP), e.g. QP 821-829, which can be used by the sender / receiver
buffers associated with an application, e.g. application 803 or 804, for sending and receiving
packets.

[0068] Furthermore, the extended HCA specification can have the advantage of not depending
on a more complex fabric topology. Additionally, a private memory region number space can be
implemented for each vHCA based on the same alternatives as for private QP space.

[0069] In accordance with an embodiment of the invention, a private virtual address space for
local physical memory can be implemented independently of whether the vHCA scheme is based
on the virtual switch model or the extended HCA model.

[0070] One way to implement the private virtual address space is by using a server platform,
where the local memory address space observed by the physical HCA represents a virtual memory.
This virtual memory can be implemented by the host platform specifically for each SRIOV VF, i.e.
each of the vHCAs 811-819.

[0071] Another way to implement the private virtual address space is by including the memory
management unit (MMU) of the physical HCA within the set of system MMUs that are controlled by
the platform hypervisor, e.g. VMM 820. Thus, the VM specific address spaces can be migrated
between different physical hosts without changing any virtual address, with the virtual to physical
address mappings being updated as needed. (e.g. the private virtual address space can be
implemented by having a system MMU between the physical HCA and the local physical memory.
[0072] In accordance with an embodiment of the invention, the connection state can be
preserved in the local memory of the VM that is being migrated. Also, the connection state can be
re-established (or re-used) for the new vHCA after the migration, without a need for allocating any
New resources.

[0073] Furthermore, a suspended state (as shown in Figure 3) can be applied to both the
migrated QP and the remote peer QPs connected to the migrated QP. Thus, the system can ensure
that no timeout may take place during the VM migration, and the system can allow the migration
operation to take an arbitrary amount of time independently of the IB connection related timeout
values implemented by the peers of the migrated VM. Furthermore, in order to allow IB addresses
associated with a connection to change as a result of the migration, the system can update the

address information for a QP in suspended state.

Communication with Remote QP Peers

[0074] In accordance with an embodiment of the invention, the system can use special header
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information and/or non-solicited messages for supporting communication between peers. The
system allows VM live migration to be initiated without performing quiesce operations between the
remote peers. Furthermore, the system allows the remote peers to learn about the migration and to
enter the suspended state in an asynchronous event driven manner.

[0075] For example, a vHCA route header (VRH) can be supported, and the VRH based vHCA
addressing can be used instead of global route header (GRH) based addressing in an IB network.
Packets containing a VRH can be delivered to the destination vVHCA index (DVI) as specified in the
VRH, e.g. if the destination vHCA tag (DVT) in the VRH is not zero and the DVT in the header is the
same as the DVT in the vHCA tag table entry identified by the DVI in the VRH. The system can
specify which packets are expected to contain a VRH via LID policy, when no wire protocol
extension that defines VRH presence exists. Alternatively, the system can define QP number
ranges that are common for all vVHCAs, and where different ranges can be associated with the use
of VRH or other protocol policies. Furthermore, VRH may not be specified via QP context since the
QP context is not known until the vHCA index has been retrieved from the VRH.

[0076] Figure 9 shows an illustration of supporting communication between a migrated queue
pair (QP) and a remote peer QP, in accordance with an embodiment of the invention. As shown in
Figure 9, the virtualization environment 900 can include a plurality of hosts, e.g. hosts A-C 901-903,
each of which can include a software stack, e.g. one of SWs 911-913. (The software stack can
reside in a kernel space, a user space or both).

[0077] Furthermore, QPa 910 on host A 901 can be in communication with QPb 920 on host B
902, before QPa 910 migrates to host C 903 (as QPa 930). QPa 910 can be set in a suspend state
to enable the migration, during which time QPb 920 may send a packet (UD, UC or RC) to QPa
910. This packet, which targets the invalid vHCA 931 on host A 901, may use either GRH or
VRH/LID-map based addressing.

[0078] After receiving the packet targeting the invalid vHCA 931, host A 901 can generate a
local asynchronous event and optionally send an unsolicited response packet to QPb 920 on vHCA
932. Furthermore, when QPb 920 receives the unsolicited response packet, it can generate a local
asynchronous event containing the information from the unsolicited response. Then, QPb 920 can
automatically perform the transition to the suspended state (as shown in Figure 3), if QPb 920 is an
enabled reliable connected (RC) or unreliable connection (UC) QP.

[0079] In accordance with an embodiment of the invention, the verbs interface provided by the
IBA can include a ModifyQP and ModifyAddressHandle option for transferring a queue pair (QP) to
and from the suspended state. Furthermore, when the suspended state is reset for an RC QP, the
retry count and timers can be reset to initial values (i.e. any “retry budget” consumed before
entering suspended state can be “forgotten”). While in the suspended state, the path information
can be updated for an RC or UC QP. QPs and address handles can remain in the suspended state
until local software, e.g. SWs A-C 911-913, explicitly resets the suspended state. Here, before

resetting the suspended state, the local software can obtain updated path information that may
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include destination LID and VRH information.
[0080] In accordance with an embodiment of the invention, whenever a vHCA port identified by
its vGUID becomes operational in an IB network, the vHCA port can be reported via the vGUID and
vHCA information for the relevant physical HCA port. In the case of VM/vHCA migration, the vGUID
and vHCA information of the destination nodes physical HCA port and SMA information can be
updated when the migrated vHCA become operational. After the migration of a VM, remote peers
with suspended QPs or address handles can observe the relevant information and reset the
suspended state after having updated the relevant path information.
[0081] Furthermore, when a migrated VM and vHCA is restarted at the new location,
communication peers may not be aware of the migrated vHCA. For example, when a migrated RC
QP, e.g. QPa 930, sends requests to its peer, QPb 920, QPa 930 can have the correct path
information since QPb 920 likely has not been migrated in the same timeframe. Also, if QPb 920
does not have the updated path information, acknowledges and responses to incoming requests
from the migrated QPa 930 may be sent to a stale destination. Then, the stale destination can send
an unsolicited response to QPb 920 causing QPb 920 to realize that the path information has
already been updated.
[0082] Additionally, a migrated vHCA, e.g. vHCA 933, that starts up at a new location, e.g. host
C 903, may depend on peers to update path information in a timely fashion, in order to avoid the
outgoing requests becoming timeout. For example, when QPb 920 does not have the correct path
information, the outgoing requests from the migrated vHCA 933 can timeout due to that fact that the
acknowledge and responses fail to come back.
[0083] In order to ensure that the original request packet from the migrated QPa 930 can inform
the peer QPb 920 that a migration has taken place, the system can make the migration information
detectable from the header contents in the request packet. For example, instead of relying on the
peer to detect any relevant change in source address information, the VRH can contain a migration
count field. The migration count field can be updated before the migrated vHCA 930 become
operational again at the new location, host C 903. Furthermore, a change in the migration count,
relative to whatis recorded in the peer QP state, can cause an asynchronous event which identifies
the condition on the peer node. Thus, by explicitly notifying the remote peer via the VRH migration
count field, the system can avoid timeouts for QPs on the migrated HCA side in most cases.
[0084] In accordance with an embodiment of the invention, in order to totally avoid the real-time
dependency on peers to update path information, the migrated vHCA can start up with QPs in a un-
suspend-pending state. The un-suspend-pending QP state is similar to the suspended state with
the exception that outgoing requests are allowed. Furthermore, after a response or acknowledge for
a request, which is generated after the vHCA is re-started after migration, is received from a remote
peer, the un-suspend-pending state can be reset and the QP can behave as normal.
[0085] Furthermore, an implementation (HW, FW or SW) of the system can use timeouts and

retries to address the loss of packets, while the timeout behaviour of the QP itself can be the same
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as in the suspended state (i.e. not going to error state because of the timeout). Additionally, the un-

suspend-pending state can be used to gracefully perform the transition out of the suspended state
for vHCAs/QPs that have not been migrated.

[0086] Alternatively, in the cases where VRH is not used, the signalling of migration can be
accomplished via unsolicited messages. For example, the unsolicited messages can potentially be
sent interleaved with normal messages following restart after migration. Furthermore, the receipt of
requests or responses from the remote peer QP can eliminate the need for sending such
unsolicited messages. Here, the use of unsolicited messages allows the signalling to take place
independently of any other communication activity on a QP/connection.

[0087] Thus, using additional header information and/or unsolicited messages, the system
allows a migrated QP to automatically signal its peer QP about both the migration taking place and
provide its peer QP with the new address information involved. Any relevant update of address
information can take place in parallel with a subnet manager’s noticing and reporting of the relevant
information and can further reduce latency for bringing the connections back to fully operational
state.

[0088] Figure 10 illustrates an exemplary flow chart for supporting the live migration of a virtual
machine based on an extended vHCA model, in accordance with an embodiment of the invention.
As shown in Figure 10, at step 1001, the system can associate a fabric adaptor with a plurality of
virtual host channel adapters (HCAs), and wherein each said virtual host channel adapter (vHCA) is
associated with a separate queue pair (QP) space. Here, the fabric adaptor can implement a virtual
switch model, an extended host channel adaptor (HCA) model, or a combination of both models.
Furthermore, at step 1002, at least one virtual machine can perform a live migration from a first host
to a second host, wherein said at least one virtual machine is attached with a said virtual host
channel adapter (vHCA) that is associated with a queue pair (QP) in a said queue pair (QP) space.
Then, at step 1003, said queue pair (QP) can signal a peer QP about the live migration and provide

said peer QP with address information after migration.

Scalable Addressing Scheme

[0089] In accordance with an embodiment of the invention, the Virtual GUID associated with a
VM, which is part of the layer 3 (L3) address, can be preserved through live migrations and the
Virtual GUID can be used to uniquely identify the VM from both the perspective of communicating
peers, as well as from the perspective of the subnet manager.

[0090] Unlike the software approach where there is an inherent need to update the address
information associated with the remote connection peer that is being migrated, the extended HCA
model allows the address information associated with a VM to be preserved across migrations.
Thus, there is no inherent need to update the address information for connection peers, since the
system can preserve IB layer 2 (L2), or local route header (LRH), address information can be

preserved in addition to the L3, or global route header (GRH), address.
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[0091] In accordance with an embodiment of the invention, the system can achieve scalability
and flexibility within an IB subnet. For example, an IB subnet may be limited to 48K LID values. The
system supports an ignore LMC feature, which allows the HCA to be addressed based on whatever
LID values that a subnet manager in the IB subnet decides to use to facilitate packet forwarding to
the relevant HCA ports (physical port or vHCA port). For example, HCA ports can be not forced to
have a dedicated LID or a dedicated power of two based contiguous LID range (as defined by the
HCA port LID Mask, i.e. LMC value).

[0092] Additionally, the system can support the use of a range of admin LIDs, which represent
LID values that the subnet manager is not going to use as statically allocated LIDs/LID ranges for
physical ports. Furthermore, the subnet manager can assign the admin LIDs to VMs that need
unique LIDs for addressing, either at VM creation time, or dynamically during the VM life time.
[0093] Figure 11 shows an illustration of supporting local identifier (LID) assignment in a
virtualization environment, in accordance with an embodiment of the invention. As shown in Figure
11, the virtualization environment 1100 can include a subnet manager (SM) 1101, which can be
responsible for assigning LIDs for various network devices, such as physical HCA ports 1111-1112,
and virtual HCA ports 1121-1123.

[0094] The SM 1101 can support a policy interface where a range of admin LIDs 1120 can be
reserved. Each admin LID is special in the sense that the SM 1101 may not assign this value to any
port unless instructed via policy input.

[0095] Furthermore, the SM 1101 can support a policy interface where a vGUID can be
associated with one or more such admin LIDs and where vGUID migration implies that routing for
the corresponding LIDs are set up to the relevant physical HCA port. Additionally, the SM 1101 may
not allow to associate a vGUID with a physical HCA port that does not support the ignore LMC
feature, if the vGUID is associated with an admin LID.

[0096] In accordance with an embodiment of the invention, the routing of an admin LID can be
based on the routing algorithm and policies that are active for the SM 101 at the moment. Path
information for a vGUID that is associated with the admin LID(s) can reflect the assigned admin
LID(s) according to policies defined by the SM 101.

[0097] Thus, the system can use the ignore LMC and admin LID features to provide
scalability and flexibility for addressing within an 1B subnet, independent of VM live migration
operations. In general, these features can be used to facilitate dynamic creation of one ore more
additional LIDs that can be used to reach any physical or virtual HCA port within an IB subnet.
[0098] Furthermore, dynamic quality of service (QoS), high availability (HA), and/or other
multiple address based properties can be established dynamically at run-time. These features can
be applied for any specific physical or virtual HCA port without a need for subnet re-initialization, or
causing any other negative impact on the on-going communication within the IB subnet.

[0099] The present invention may be conveniently implemented using one or more conventional

general purpose or specialized digital computer, computing device, machine, or microprocessor,
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including one or more processors, memory and/or computer readable storage media programmed
according to the teachings of the present disclosure. Appropriate software coding can readily be
prepared by skilled programmers based on the teachings of the present disclosure, as will be
apparent to those skilled in the software art.

[0100] In some embodiments, the present invention includes a computer program product
which is a storage medium or computer readable medium (media) having instructions stored
thereon/in which can be used to program a computer to perform any of the processes of the present
invention. The storage medium can include, but is not limited to, any type of disk including floppy
disks, optical discs, DVD, CD-ROMs, microdrive, and magneto-optical disks, ROMs, RAMs,
EPROMs, EEPROMs, DRAMs, VRAMSs, flash memory devices, magnetic or optical cards,
nanosystems (including molecular memory ICs), or any type of media or device suitable for storing
instructions and/or data.

[0101] The foregoing description of the present invention has been provided for the purposes of
illustration and description. It is notintended to be exhaustive or to limit the invention to the precise
forms disclosed. Many modifications and variations will be apparent to the practitioner skilled in the
art. The embodiments were chosen and described in order to best explain the principles of the
invention and its practical application, thereby enabling others skilled in the art to understand the
invention for various embodiments and with various modifications that are suited to the particular
use contemplated. Itis intended that the scope of the invention be defined by the following claims

and their equivalence.
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Claims:

What is claimed is:

1. A system for supporting virtual machine live migration in a network, comprising:

one or more mMicroprocessors;

a fabric adaptor associated with on the one or more microprocessors, wherein the fabric
adaptor is associated with a plurality of virtual host channel adapters (HCAs), and wherein each
said virtual host channel adapter (vHCA) is associated with a separate queue pair (QP) space;

at least one virtual machine operates to perform a live migration from a first host to a second
host, wherein said at least one virtual machine is attached with a said virtual host channel adapter
(VHCA) that is associated with a queue pair (QP) in a said queue pair (QP) space, and

wherein said queue pair (QP) operates to signal a peer QP about the live migration and

provide said peer QP with address information after migration.

2. The system according to Claim 1, further comprising:
at least one virtual machine monitor that manages the one or more virtual machines,

wherein each said virtual machine is associated with a private virtual address space.

3. The system according to Claim 1, wherein:
the fabric adaptor implements at least one of a virtual switch model and an extended host

channel adaptor (HCA) model.

4. The system according to Claim 1, wherein:
a suspended state can be applied to both a migrated QP and a remote peer QP connected
to the migrated QP.

5. The system according to Claim 1, wherein:
special header information and/or non-solicited messages can be used for supporting

communication and communication state updates between peers.

6. The system according to Claim 1, wherein:

when an incoming packet targeting an invalid vHCA is received at a host, the host can
generate a local asynchronous event and send an unsolicited packet to the source of the incoming
packet, and wherein the queue pair (QP) that is associated with the source of the incoming packet

can automatically perform a transition to a suspended state.

7. The system according to Claim 1, wherein:
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a packet sent from a migrated vHCA can contain a migration count field that can be updated

before the migrated vHCA become operational again at a new location.

8. The system according to Claim 1, wherein:

a migrated vHCA can start up with QPs in a un-suspend-pending state.

9. The system according to Claim 1, further comprising:
a subnet manager that can assign a HCA port with a LID value that the subnet manager
decides to use to facilitate packet forwarding to the relevant HCA ports, independent of any other

LID values already associated with the HCA port.

10. The system according to Claim 9, wherein:

the subnet manager can assign admin LIDs to VMs that need unigue LIDs for addressing.

11. A method for supporting virtual machine live migration in a network, comprising:

associating a fabric adaptor with a plurality of virtual host channel adapters (HCAs), and
wherein each said virtual host channel adapter (vHCA) is associated with a separate queue pair
(QP) space;

performing, via at least one virtual machine, a live migration from a first host to a second
host, wherein said at least one virtual machine is attached with a said virtual host channel adapter
(VHCA) that is associated with a queue pair (QP) in a said queue pair (QP) space; and

signaling, via said queue pair (QP), a peer QP about the live migration and provide said peer

QP with address information after migration.

12. The method according to Claim 11, further comprising:
providing at least one virtual machine monitor that manages the one or more virtual

machines, wherein each said virtual machine is associated with a private virtual address space.

13. The method according to Claim 11, further comprising:
allowing the fabric adaptor to implement at least one of a virtual switch model and an

extended host channel adaptor (HCA) model.

14. The method according to Claim 11, further comprising:
applying a suspended state to both a migrated QP and a remote peer QP connected to the

migrated QP.

15. The method according to Claim 11, further comprising:

using special header information and/or non-solicited messages for supporting
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communication and communication state updates between peers.

16. The method according to Claim 11, further comprising:

configuring a host to generate a local asynchronous event and send an unsolicited packet to
a source of an incoming packet targeting an invalid vHCA, and wherein the queue pair (QP) that is
associated with the source of the incoming packet can automatically perform a transition to a

suspended state.

17. The method according to Claim 11, further comprising:
Containing, in a packet sent from a migrated vHCA, a migration count field that can be

updated before the migrated vHCA become operational again at a new location.

18. The method according to Claim 11, further comprising:

configuring a migrated vHCA to start up with QPs in a un-suspend-pending state.

19. The method according to Claim 11, further comprising:
configuring a subnet manager to
assign a HCA port with a LID value that is independent of any other LID values
already associated with the HCA port and that the subnet manager decides to use to
facilitate packet forwarding to the relevant HCA ports, and

assign admin LIDs to VMs that need unique LIDs for addressing.

20. A non-transitory machine readable storage medium having instructions stored thereon that
when executed cause a system to perform the steps comprising:

associating a fabric adaptor with a plurality of virtual host channel adapters (HCAs), and
wherein each said virtual host channel adapter (vHCA) is associated with a separate queue pair
(QP) space;

performing, via at least one virtual machine, a live migration from a first host to a second
host, wherein said at least one virtual machine is attached with a said virtual host channel adapter
(VHCA) that is associated with a queue pair (QP) in a said queue pair (QP) space; and

signaling, via said queue pair (QP), a peer QP about the live migration and provide said peer
QP with address information after migration.

-18-



PCT/US2013/033754

WO 2013/148600

111

l "OId

—

€L~
6L

YIIMS [ENUIA

/WXL_H_rf r\:

UOfoUNS [eNHIA
[ N

aoedsawe
eoedsauen |

UOfoUNS [eNHIA
2~ [ )

g
2Z1 - momammemz I

UOfoUNS [eNHIA
4 N\

-

-
=
g
=

(

/A | /1 A N
621 —" | | aJemp.eH 12— | | ) Ok
I | | |
(| | (IWWA) J0)UO BUIGOE BNMIA | Koz
I I I I
m | ~ r | m ~N
_ Emm<_ N _ Emm<_
oulo oulo
| | x_ 501 BT\ | | x_
_ _
Kowsp\\| | @NenQ || @nenY | || 8nsnp || 8nanP AIOWa
pauuld /| | 19PuaS |[18AI808Y| TN z¢| TTT e A7 [renisosy|| Jepuss | |\ pauuid
~N_ 7 ~_ 7
901 S0l
SF/NS €0l
(INA) BUIYOBI [endIA (INA) BUIYOBI [ENHIA )

SUBSTITUTE SHEET (RULE 26)



PCT/US2013/033754

WO 2013/148600

211

¢ Old
paj|e) 1da00y J08uuo0)
10 1sanbay 108UU0)

- A 9)eaI)
UOI}98UU0Y) 10¢
Buipuay ) 109uu0osiq 1o josley Joauuo) ap|
. 10 JnoauI} 1sanbay 198Uu0) I\ Aonisaq
suIn}ay 1dadoy 108uUU0) 10113
10 paydanay 1sanbay Bm?u J98UU0SI( 108U02SI]

1sanbay 198UU0D

€0C J0M4 A

pa1o8Buu0)

ﬂ|||||||||||||||
| PoAIBIaY 1sanbay 138UU02SI(

N\puadsng

_
_
_
puadsng _
_
_
_

| POAIB0SY

| 15anbay

_ ownsay

I
I\ puadsng

00¢

SUBSTITUTE SHEET (RULE 26)



PCT/US2013/033754

WO 2013/148600

3/11

€ 'Old 3

-— e e e - e = - = = = e = = o = = = = = — ey

' 1s9nbay awnsay (SNS)
Swm_:vmm_ puadsng™ ™| puadsng

80¢

n_+——dO Alipon
- A%cwwv - d0 Aoy (308) | -S0¢
| o hpeay - ———— j0413 uone|dwon — — — —»| 1043 0S
™ | 9% Joug 0
o ! 4o uoidldwod  jolig
Kjipol _ AJIpop c_mmmwm - co_a_.o_c,_oo
o |
i
" Lo Wu —
oneosy | TTTTTTTTTT3E Tl soug %
cog—"| 0} Apeay —————————— - S -
|
4o Apoly _ do Aoy
_ 10
(IND |
oazieniu) | d0O Aipoi 1989y [+ 5pain

c0¢€ —
0¢

d0 __

SUBSTITUTE SHEET (RULE 26)



PCT/US2013/033754

WO 2013/148600

4/11

d UdIMS dI

(" ) 4 ™ ;T

A A I A

ezy— 12 9IN9 gains ~_ ., va\m\drm_.m_b.w:
ey 1 291 gan || ., i+ 8an

—zLp ST

A _ A L A

eoy 2V o, A <wm J zop \ﬁ.m_.\.d.mu._”_.-

V UIIMS dI

o o e e e e

T ——— —

Vv diNoOA

v all

- [~V VOHA

~cly

~LlY

J

SUBSTITUTE SHEET (RULE 26)



PCT/US2013/033754

WO 2013/148600

5/11

ﬁ 0cS VINAA
N\ ™\
31S VOH
205
91S d NINA
Y AT —
y
— _ —
25 | | RS
owog | ! | 5081 owoq
|
|
|
— | — | ey
| wisnwog | 06— BIN
|||||||| €L
20S 9 1SOH ) 106 VYV 1SOH )

L=
(=
)

SUBSTITUTE SHEET (RULE 26)



PCT/US2013/033754

WO 2013/148600

6/11

A
91 WINA
_ \\ :IJ _
FARS) 1 ( AN N
owod | ! ||| =m5 /__/
- Lenn )
T —g

osnedun +r=nwo(

|||||||| -

~

~

TN EENE

—919

109 VISOH

SUBSTITUTE SHEET (RULE 26)



WO 2013/148600 PCT/US2013/033754

711

701\

Associated a virtual switch with a plurality of virtual
functions (VFs), wherein each said virtual function (VF)
is associated with a separate queue pair (QP) space

702~ y

Attaching a said virtual function (VF) with at least one
virtual machine, wherein said virtual function (VF)
is associated with a virtual interface (VI)

703~ l

Performing, via said at least one virtual machine, a live
Migration from a first host to a second host

FIG. 7
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1001~

Associating a fabric adaptor with a plurality of virtual
host channel adapters (HCAs), and wherein each said
virtual host channel adapter (vHCA) is associated with

a separate queue pair (QP) space

1002\ 4

Performing, via at least one virtual machine, a live
migration from a first host to a second host, wherein said
at least one virtual machine is attached with a said virtual

host channel adapter (vHCA) that is associated with

a queue pair (QP) in a said queue pair (QP) space

1003~ y

Signaling, via said queue pair (QP), a peer QP about
the live migration and provide said peer QP with address
information after migration

FIG. 10
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