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Mobile Communications System

The present invention relates to mobile communications systems, and in
particular to methods for group communications in digital mobile radio
communications systems.

Many mobile communications systems support group communications,
wherein transmissions are shared between a group of plural communications
stations. An individual communications station of the group can request permission
to transmit to the other members of the group, e.g. by a user pushing a button on
the communications station.

It is becoming increasingly desirable for various different mobile
communications systems to be able to interconnect or interwork with one another.
For example, the Third Generation Partnership Program (3GPP) is producing
specifications for interconnection between two or more Long Term Evolution (LTE)
systems, and interworking between LTE systems and other digital and analogue
Land Mobile Radio (LMR) communications systems such as TErrestrial Trunked
Radio (TETRA), TETRAPOL, Project 25 (P25), Digital Mobile Radio (DMR), and
Ultra High Frequency (UHF) and Very High Frequency (VHF) analogue radio.

In addition, LTE has evolved, e.g. in the form of LTE-Advanced and LTE-
Advanced Pro, and continues to evolve with on-going work to define “5G” which will
incorporate earlier LTE forms as well as interconnection and interworking with other
systems.

The Applicants believe that there remains scope for improvements to mobile
communications systems.

According to a first aspect of the present invention, there is provided a
method of operating a communications system, the method comprising:

a communications station of the communications system transmitting a
request for permission to transmit to one or more communications stations of a set
of plural communications stations of the communications system;

associating with the request information indicating the time at which the
request was made; and

the communications system using the information when determining
whether and/or when the request for permission for the communications station to

transmit should be granted.
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According to a second aspect of the present invention, there is provided a
communications system comprising:

system infrastructure; and

a plurality of communications stations;

wherein the communications system is configured, when a communications
station transmits a request for permission to transmit to one or more
communications stations of a set of plural communications stations, to associate
with the request information indicating the time at which the request was made; and

wherein the communications system is configured to use the information
when determining whether and/or when the request for permission for the
communications station to transmit should be granted.

The present invention facilitates improved group communications in
communications systems.

In the present invention, when a communications station, e.g. of a set (e.g.
group) of plural communications stations, wishes to transmit to (e.g. to send
transmissions (communications) to) one or more (other) communications stations of
the set, the communications station transmits a request for permission to send such
transmissions, e.g. a so-called “floor request’.

In the present invention, information indicating the time at which the request
was made, e.g. a “time-stamp”, is associated with the request. Then, the system
determines whether or not and/or when permission should be granted for the
communications station to transmit, e.g. to the one or more (other) communications
stations of the set, using the time-indicating information.

Where multiple different requests (e.g. floor requests) are transmitted by
multiple different communications stations of the set, the time-indicating information
(e.g. time-stamp) may be (and preferably is) used to determine which of the
communications stations should be granted permission to transmit to the set (and
correspondingly which of the communications stations should be denied
permission, or granted permission to transmit to the set at a later time, or
otherwise).

The time-indicating information (e.g. time-stamp) may be (and preferably is)
used by the communications system to “calibrate” its decision making process.

In this regard, the Applicants have recognised that the delay time between a
communications station transmitting a transmission request (e.g. floor request) and

the part (e.g. server) of the system that determines whether and/or when the
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request should be granted receiving the request, can be significantly different from
one communications station to the next. For example, this may be the case
between communications stations of different interconnected or interworking
communications systems or otherwise.

The Applicants have furthermore recognised that this can mean that some
communications stations of the system can be more likely to be granted permission
to transmit to the set, e.g. compared to other communications stations of the
system (and vice versa), and furthermore that this can degrade the overall
performance of the system.

Accordingly, associating with a transmission request information indicating
the time at which the request was made, and then using the time-indicating
information when determining whether and/or when the request should be granted
in the manner of the present invention, can allow the system to take the varying
time delays into account, e.g. in order to appropriately “calibrate” its decision
making process.

It will be appreciated therefore, that the present invention provides an
improved mobile communications system.

The communications system of the present invention may comprise any
suitable communications system, such as for example, any one of: a 5G
communications system, a 4G communications system, a Long Term Evolution
(LTE) communications system such as an LTE Advanced communications system
or an LTE Advanced Pro communications system, a GSM communications system,
a UMTS communications system, or a (digital or analogue) Land Mobile Radio
(LMR) (or Private Mobile Radio (PMR)) communications system such as, for
example, a TErrestrial Trunked Radio (TETRA) communications system, a
TETRAPOL communications system, a Project 25 (P.25) communications system,
a Digital Mobile Radio (DMR) communications system, an Ultra High Frequency
(UHF) analogue radio communications system or a Very High Frequency (VHF)
analogue radio communications system. Other arrangements would be possible.

The techniques of the present invention are particularly (but not exclusively)
useful in arrangements where the communications system comprises two (or more)
interconnected or interworking communications system. The techniques of the
present invention are also particularly useful in arrangements where the
communications system comprises two (or more) linked, interconnected or

interworking communications subsystems, e.g. where the delay time between a
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communications station transmitting a transmission request (e.g. floor request) and
the part (e.g. server) of the system that determines whether and/or when the
request should be granted receiving the request is (substantially) different between
at least some of the communications stations, e.g. and in particular between
communications stations of the different linked, interconnected or interworking
systems or subsystems.

Thus, in an embodiment, the communications system comprises two or
more linked, interconnected or interworking communications systems or
subsystems. In a particularly preferred embodiment, the communications system
comprises two or more interconnected or interworking communications systems.

Correspondingly, according to a third aspect of the present invention, there
is provided a method of operating a system that comprises two or more
interconnected or interworking communications systems, the method comprising:

a communications station of the system transmitting a request for
permission to transmit to one or more communications stations of a set of plural
communications stations of the system;

associating with the request information indicating the time at which the
request was made; and

the system using the information when determining whether and/or when
the request for permission for the communications station to transmit should be
granted.

According to a fourth aspect of the present invention, there is provided a
system compirising:

two or more interconnected or interworking communications systems; and

a plurality of communications stations;

wherein the system is configured, when a communications station transmits
a request for permission to transmit to one or more communications stations of a
set of plural communications stations, to associate with the request information
indicating the time at which the request was made; and

wherein the system is configured to use the information when determining
whether and/or when the request for permission for the communications station to
transmit should be granted.

As will be appreciated by those skilled in the art, these aspects of the
present invention can, and preferably do, include any one or more or all of the

preferred and optional features of the invention described herein, as appropriate.
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In these aspects and embodiments of the present invention, the system may
comprise any two (or more) interconnected or interworking communications
systems, e.g. (at least) a first communications system and a second interconnected
or interworking communications system. The communications system may
additionally comprise one or more further interconnected or interworking
communications systems.

The two (or more) interconnected or interworking communications systems
may be the same type of interconnected communications system or may be
different types of interworking communications system.

Each of the two (or more) interconnected or interworking communications
systems may comprise, for example, one of: a 5G communications system, a 4G
communications system, a Long Term Evolution (LTE) communications system
such as an LTE Advanced communications system or an LTE Advanced Pro
communications system, a GSM communications system, a UMTS communications
system, or a (digital or analogue) Land Mobile Radio (LMR) (or Private Mobile
Radio (PMR)) communications system such as, for example, a TErrestrial Trunked
Radio (TETRA) communications system, a TETRAPOL communications system, a
Project 25 (P.25) communications system, a Digital Mobile Radio (DMR)
communications system, an Ultra High Frequency (UHF) analogue radio
communications system or a Very High Frequency (VHF) analogue radio
communications system. Other arrangements would be possible.

In one preferred embodiment, the system comprises two (or more)
interconnected 5G or LTE communications systems.

Additionally or alternatively, the system may comprise a 5G or LTE
communications system interworking with one or more Land Mobile Radio (LMR)
(or Private Mobile Radio (PMR)) communications systems such as (but not limited
to) a TETRA, TETRAPOL, P.25, DMR, UHF, and/or VHF communications system.

The communications system of the present invention preferably comprises
the appropriate system infrastructure, including for example, all of the necessary
system infrastructure for the communications system (in an embodiment for each of
the two (or more) interconnected or interworking communications systems),
together with a plurality of communications stations.

Thus, for example, one or more or each communication system may
comprise any one or more or each of: a (fixed) communications network, a

gateway, an inter-system interface (ISI), one or more Application Servers (e.g. a
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Switching and Management Infrastructure (SwMI)), one or more base stations, one
or more communications stations, etc.

In a preferred embodiment, one or more or each communication system
may comprise one or more portable cells, e.g. gateway cells. In these
embodiments, the communications system in question will preferably comprise the
appropriate system infrastructure in respect of the one or more portable cells,
including for example, one or more or each of. a portable base station, an additional
communications station connected to the portable base station, an offload gateway,
etc.

One or more or each communication system may further comprise one or
more relay nodes, and/or one or more repeater nodes, e.g. which may take the
form of one or more communications stations of the communication system being
operable to relay transmissions from another communications station, e.g. to the
system infrastructure of the communication system in question.

In aspects and embodiments comprising two (or more) interconnected or
interworking communications systems, the two (or more) interconnected or
interworking communications systems may be interconnected or configured for
interworking in any suitable manner.

In embodiments comprising two (or more) interconnected communications
systems, an interconnection function, e.g. server, is preferably provided, e.g. as
part of the system infrastructure of the overall system, that is preferably configured
to allow interchange of signalling and media between the two (or more)
interconnected communications systems.

In embodiments comprising two (or more) interworking communications
systems, an interworking function (IWF), e.g. server, is preferably provided, e.g. as
part of the system infrastructure of the overall system, that is preferably configured
to allow interchange of signalling and media between the two (or more) interworking
communications systems.

The system of the present invention preferably also comprises group
communications control circuitry for facilitating and controlling group
communications between the various communications stations of the system. The
system may comprise, for example, one or more group communications servers,
such as one or more Push-to-Talk (PTT) servers, e.g. Mission Critical Push-to-Talk
(MCPTT) server, which may be configured to facilitate group communications

between the various communications stations of the system.
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The or each communications system may comprise its own such group
communications control circuitry (e.g. server), or group communications control
circuitry (e.g. a single server) may be shared between two (or more) of the
interconnected or interworking communications systems. In a preferred such
embodiment, a “primary” group communications server is provided as part of the
system infrastructure of one (e.g. 5G) of the two or more communications systems,
which is operable to control group communications between the various
communications stations of the two (or more) communications systems.

The system of the present invention preferably also comprises request
determining control circuitry for determining whether (or not) and/or when requests
for permission for a communications station to transmit to the set of plural
communications stations should be granted. The request determining control
circuitry may have any suitable form, and may be arranged in any suitable part of
the overall system.

In one preferred embodiment, the request determining control circuitry is
embodied as a request determining server, e.g. a so-called Floor Control Server
(FCS), which preferably forms part of the system infrastructure of the or one of the
(e.g. 5G or LTE) communications systems. In this case, the request determining
control circuitry (e.g. server) may be part of or may be functionally connected to the
group communications control circuitry (e.g. server), or otherwise.

In another preferred embodiment, the request determining control circuitry is
embodied as a request determining server, e.g. a Floor Control Server, which may
be (an internal) part of one or more of the communications stations of the system.
This may be the case, for example, where communications stations of the system
operate in a Direction Mode of operation (DMO), 3GPP ProSE, or similar, e.g.
where transmissions are sent between communications stations directly, e.g.
without being transmitted via system infrastructure of the communications system.

The system of the present invention comprises a plurality of
communications stations. Each of the communications stations may be any
suitable such station or communications terminal, such as a mobile station (e.qg.
radio unit) or a suitable fixed terminal, such as a dispatcher terminal.

In aspects and embodiments comprising two (or more) communications
systems (or subsystems), each of the two (or more) communications systems (or
subsystems) should (and preferably does) comprise one or more of the plurality of

communications stations. Thus, the plurality of communications stations preferably
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comprise one or more communications stations of a first communications system
and preferably one or more communications stations of a second communications
system (and optionally one or more communications stations of each of one or
more further communications systems).

The communications stations of the (or each) communications system
should be (and preferably are) operable to send transmissions to and receive
transmissions from the system infrastructure of the communications system in
question.

Thus, for example, the communications stations of the first communications
system should be (and preferably are) operable to send transmissions to and
receive transmissions from the system infrastructure of the first communications
system, and the communications stations of the second communications system
(e.g.) should be (and preferably are) operable to send transmissions to and receive
transmissions from the system infrastructure of the second communications system
(and optionally communications stations of each of one or more further
communications system should be (and preferably are) operable to send
transmissions to and receive transmissions from system infrastructure of the
respective further communications system).

Each communications station may be operable to send transmissions to and
receive transmissions from the appropriate system infrastructure in any suitable
manner such as wirelessly, e.g. via an appropriate air interface, or via a fixed wire
or similar (e.g. in the case of a fixed terminal). In various preferred embodiments,
one or more of the communications stations may be operable to send transmissions
to and receive transmissions from the appropriate system infrastructure via: the one
or more portable cells, the one or more relay nodes, and/or the one or more
repeater nodes. Other arrangements would be possible.

In a preferred embodiment, the system (e.g. preferably (where present) the
interconnection function or interworking function (IWF)) is configured such that one
or more or each communications station of the communications system is able to
send transmissions to and receive transmissions from any one or more or each of
the one or more other communications stations (e.g. via the system infrastructure or
otherwise).

Where transmissions are sent between communications stations of
interworking communications systems, then the system infrastructure preferably

performs appropriate translation (or “transcoding”) between the different signalling
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protocols and formats (codecs) used by the different communications systems. For
example, the interworking function (IWF), gateway, or the SwMI may be configured
to perform the appropriate translation.

In the present invention, a communications station of the system is operable
to transmit a request for permission to transmit to one or more communications
stations of a set of plural communications stations of the system.

The set of plural communications stations preferably comprises plural
communications stations that are associated together, e.g. that are members of the
same (e.g. call) group. The multiple communications stations will typically comprise
a sub-set of all the communications stations of the system (although this need not
be the case).

The communications stations of the set may be selected as desired, e.g. by
a user, group manager, or otherwise, to include any or all of the communications
stations of the system as described herein. Each of the multiple communications
stations may, for example, be subscribed to the set (e.g. group).

It would be possible for all of the plural communications stations of the set to
comprise communications stations of only one communications system, e.g. only
one of the interconnected or interworking communications systems. However, in a
preferred embodiment, the set of plural communications stations includes one or
more communications stations of each of two or more communications systems,
e.g. of the two or more interconnected or interworking communications systems, i.e.
the communications stations of the set are preferably distributed across two (or
more), preferably interconnected or interworking, communications systems.

The system is preferably configured such that transmissions intended for the
set, e.g. sent by any one of the communications stations of the set, are shared
between (all of) the communications stations of the set. In particular, the system is
preferably configured such that each of the communications stations in the set is
operable to transmit to (to send transmission(s) to) (all of) the other
communications stations in the set, and preferably such that each of the
communications stations in the set is operable to receive transmissions that are
intended for the set, e.g. that are sent from any one of the other communications
stations in the set. That is, each communications station of the set is preferably
operable to participate in a group call together with the other members of the group.

This may be achieved in any suitable manner. For example, the set of

plural communications stations may be configured as a single (e.g. call) group, e.g.
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across one or plural of the communications systems, or may be configured as a set
of plural linked (e.g. call) groups, e.g. where each of the linked groups comprises
communications stations of a single communications system, and where
transmissions are shared between the set of plural linked (e.g. call) groups.

Transmissions intended for the set (e.g. group) may be (and in one
preferred embodiment are) transmitted using one or more particular, preferably
selected, preferably designated, channels. In this case, one or more or each of the
communications stations of the set (e.g. group) is preferably operable to receive
transmissions sent using the one or more particular channels, e.g. in a “passive”
manner, e.g. by “listening in” to the one or more particular channels. Other
arrangements would, however, be possible.

In these embodiments, each of the one or more particular channels may
comprise any suitable logical and/or physical channel. Where the communications
stations of the set are distributed across two (or more) interconnected or
interworking communications systems, the one or more particular channels may
compirise plural different logical and/or physical channels, e.g. in respect of each of
the communications systems.

In a preferred embodiment, each communications station of the set is
operable, when it wishes to transmit to (to send a transmission or transmissions to)
the other communications stations of the set, to (generate and) transmit a request
for permission to do so. Thus, the communications station preferably generates
and transmits a request for permission to transmit to the one or more other
communications stations of the set (e.g. group).

The communications station may (generate and) transmit the request, e.g.
in response to a user making an appropriate input, such as activating a “push-to-
talk” button or other input device of the communications station. Other input
arrangements, such as the use of voice control, or automatic mechanisms based,
e.g., on sensor inputs, etc., would be possible.

The transmission request is preferably transmitted to the request
determining control circuitry (e.g. server), e.g. via the system infrastructure or
otherwise.

The request may comprise any suitable request for permission to transmit to
communications stations of the set, and may have any suitable form. The

transmission request is preferably configured as appropriate for the
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communications station and/or communications system in question. The
transmission request may comprise, for example, a so-called “floor request’”.

The request may comprise a communication (message) (or part of a
communication (message)) whose main (or sole) purpose is to request permission
for the communications station to send transmissions to the set of plural
communications stations, i.e. an explicit request. Examples of such an explicit
transmission (floor) request that may be used according to various embodiments
are the TETRA “U-TX DEMAND” message, the TETRA “DM-GTX REQUEST”
message, and the TETRA “ISI_TX-DEMAND” message. Other arrangements
would, however, be possible.

Alternatively, the request may take the form of a communication (message)
that has one or more other purposes, e.g. whose (main) purpose is not (is other
than) to request permission for the communications station to send transmissions to
the set, i.e. the request may comprise an implicit request. Such a communication
(message) could be, for example, a communication (message) (or part of a
communication (message)) whose (main) purpose is to initiate a (group) call, or
otherwise.

Accordingly, in these embodiments, rather than the communications station
producing and transmitting a “standalone” transmission request, the
communications station may instead begin performing the appropriate operations
for initiating a (group) call (i.e. without producing a “standalone” transmission
request), e.g. by (generating and) transmitting one or more appropriate call initiation
messages (e.g. one or more Session Initiation Protocol (SIP) messages), and this
message or messages may be interpreted and treated by the communications
system as a transmission (floor) request.

An example of such an implicit transmission (floor) request that may be
used according to various embodiments is the SIP INVITE message, e.g. which
may have the “mc_implicit_request” media level attribute that indicates an implicit
transmission (floor) request. Other arrangements would, however, be possible.

In the present invention, information that indicates the time at which the
transmission request was made is associated with the request.

The time-indicating information should be (and preferably is) indicative of
(representative of) the time at which the request was made, i.e. the time at which

the request (message) was produced and/or transmitted by the communications
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station and/or the time at which the input was made (e.g. the time at which the
push-to-talk button or other input device was activated).

The time-indicating information may comprise any suitable such information
and may take any suitable form.

In one preferred embodiment, the time-indicating information comprises an
absolute (global) time value, e.g. a so-called “time stamp”. For example, the time-
indicating information may comprise the absolute time value at which the request
(message) was produced and/or transmitted by the communications station and/or
the absolute time at which the transmission request input was made.

As will be described in more detail below, the time-indicating information
may additionally or alternatively comprise a relative time value, e.g. a time offset
(time difference).

The time-indicating information may be associated with the transmission
request in any suitable manner. In a preferred embodiment, it is included in the
transmission request and/or in a communication (message) that includes the
transmission request. This ensures that the time-indicating information is linked
with the request, and can accordingly be used in a straightforward manner when
the determination of whether (or not) and/or when to grant the request is made, i.e.
when the request is received, e.g. by the request determining control circuitry.

The time-indicating information could, for example, be included in the main
body of the communication (message) that includes the transmission request. This
is particularly beneficial in terms of security, since for example, the body of the
communication (message) may be encrypted, e.g. for transmission to the request
determining control circuitry (e.g. server) (and in a preferred embodiment this is
done).

Alternatively, the time-indicating information could be included in another
part of the communication (message), such as for example, the header (e.g. SIP
header), or other transport or control layers. In various exemplary such
embodiments, the time-indicating information may be included in the SIP
“Timestamp” header field of an (implicit) transmission (floor) request, or in the SIP
“‘Delay” header field of an (implicit) transmission (floor) request (other arrangements
would be possible). These fields have sufficient accuracy to be able to handle
millisecond level time-indicating information. These embodiments have the
advantage of being realised with less computational effort compared to modifying

the main body of a communication (message).
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Other arrangements would be possible. For example, it would be possible
to include the time-indicating information as a media level attribute of a SIP session.

The time-indicating information may be associated with (e.g. included in) the
transmission request by any suitable part of the communications system.

In a preferred embodiment, the time-indicating information is associated with
the request by the communications station. Accordingly, the time-indicating
information is preferably generated by the communications station, and preferably
then associated with the request, e.g. by the communications station including the
time-indicating information in the transmission request (message).

However, the Applicants have recognised that it may not always be possible
or desirable for the communications station itself to associate the time-indicating
information with the transmission request. For example, it may not be possible or
desirable to modify the operation of an existing communications station, e.g. in
terms of cost, etc., in some existing systems. Equally, the structure of
communications (messages) produced by communications stations of some
communications systems may not allow for the inclusion of the time-indicating
information.

Accordingly, in a preferred embodiment, the time-indicating information is
(generated and) associated with the transmission request by some other (suitable)
part of the communications system, preferably some (suitable) part of the system
infrastructure. Thus, in a preferred embodiment, the system infrastructure of the
communications system may (and preferably does) generate the time-indicating
information, and may (and preferably does) associate the time-indicating
information with the transmission request.

It is believed that the idea of system infrastructure associating time-
indicating information with a transmission request is new and advantageous in its
own right.

Thus, according to a fifth aspect of the present invention, there is provided a
method of operating a communications system, the method comprising:

a communications station of the communications system transmitting a
request for permission to transmit to one or more communications stations of a set
of plural communications stations of the communications system;

system infrastructure of the communications system associating with the

request information indicating the time at which the request was made; and
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the communications system using the information when determining
whether and/or when the request for permission for the communications station to
transmit should be granted.

According to a sixth aspect of the present invention, there is provided a
communications system comprising:

system infrastructure; and

a plurality of communications stations;

wherein the system infrastructure is configured, when a communications
station transmits a request for permission to transmit to one or more
communications stations of a set of plural communications stations, to associate
with the request information indicating the time at which the request was made; and

wherein the communications system is configured to use the information
when determining whether and/or when the request for permission for the
communications station to transmit should be granted.

As will be appreciated by those skilled in the art, these aspects of the
present invention can, and preferably do, include any one or more or all of the
preferred and optional features of the invention described herein, as appropriate.

In these aspects of the present invention, the communications system may
be a “standalone” communications system, e.g. and preferably comprising any one
of the communications systems described above, or may be one of two or more
interconnected or interworking communications systems, e.g. and preferably as
described above. In a preferred embodiment, the communications system
comprises a (digital or analogue) Land Mobile Radio (LMR) (or Private Mobile
Radio (PMR)) communications system, e.g. as described above.

In these aspects and embodiments, any suitable part of the system
infrastructure may be operable to (generate and) associate the time-indicating
information with the transmission request. In general, any suitable functional part,
e.g. “node”, of the system through which the transmission request passes (i.e. is
routed) between the communications station and the request determining control
circuitry (e.g. server) may be operable to associate the time-indicating information
with the transmission request.

Thus, preferably transmission requests from the (and preferably each)
communications station are transmitted to the request determining control circuitry
(e.g. server) via one or more intermediate nodes of the (system infrastructure of

the) system, and one or more of the one or more intermediate nodes is preferably
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operable to (generate and) associate time-indicating information with the
transmission request.

There may be only a single part, e.g. intermediate node, of the system that
is operable to (generate and) associate time-indicating information with
transmission requests, or there may be plural different parts, e.g. intermediate
nodes, of the system that are each operable to (generate and) associate time-
indicating information with transmission requests.

In one preferred embodiment, an Application Server of the communications
system in question (e.g. for example a SwMI of a TETRA system) is operable to
(generate and) associate time-indicating information with transmission requests.
Additionally or alternatively, (where present) the interconnection or interworking
function (IWF) may be operable to (generate and) associate time-indicating
information with transmission requests. Other arrangements would, however, be
possible.

The system of the present invention may be configured such that time-
indicating information is associated with (e.g. included in) transmission requests
using only one of the above described techniques, e.g. by communications stations
associating time-indicating information with transmission requests, or by system
infrastructure associating time-indicating information with transmission requests.
However, in a particularly preferred embodiment, the system is configured such that
time-indicating information can be (and preferably is) associated with (e.g. included
in) transmission requests using plural different ones of the above described
techniques, e.g. by (some but not all) communications stations associating time-
indicating information with their requests, and by system infrastructure associating
time-indicating information with (some but not all) requests.

In a preferred such embodiment, where a particular communications station
(e.g. of a particular one of the two (or more) communications system of the present
invention) is able to (is configured to) associate time-indicating information with its
transmissions requests, then it preferably does so. Where a particular
communications station (e.g. of the particular one or of another one of the two (or
more) communications system of the present invention) is unable to (is other than
configured to) associate time-indicating information with its transmissions requests,
then the system infrastructure preferably associates time-indicating information with

these transmissions requests.
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In these embodiments, (a particular part, e.g. node, of) the system
infrastructure that is operable to associate time-indicating information with
transmission requests may be (and preferably is) operable to selectively associate
time-indicating information with transmission requests. Thus, the system is
preferably operable to determine whether (or not) a request has time-indicating
information associated with it. Where it is determined that a transmission request
does not have (has other than) associated time-indicating information, then the
(particular part, e.g. node, of the) system infrastructure is preferably operable to
associate time-indicating information with the transmission request.
Correspondingly, where it is determined that a transmission request does have
associated time-indicating information, then the (particular part, e.g. node, of the)
system infrastructure preferably does not associate (other than associates) time-
indicating information with the transmission request.

In these embodiments, the determination of whether (or not) a request has
time-indicating information associated with it, and correspondingly the
determination of whether (or not) a (particular part, e.g. node, of the) system
infrastructure should associate time-indicating information with a transmission
request may be made by the particular part, e.g. node, of the system infrastructure
that is operable to associate time-indicating information with transmission requests
or by some other part of the system, e.g. some other part, e.g. node, of the system
infrastructure.

In this latter case, the (particular part, e.g. node, of the) system
infrastructure that is operable to associate time-indicating information with
transmission requests may be instructed as to whether it should associate time-
indicating information with transmission requests, e.g. by some (other) part of the
system infrastructure controlling whether the particular part, e.g. node, should
associate time-indicating information with transmission requests.

Where necessary, e.g. in order to determine whether (or not) a received
request has time-indicating information associated with it, the (particular part, e.qg.
node, of the) system infrastructure may be operable to decode (e.g. decrypt) (and
preferably then recode (e.g. re-encrypt)) the transmission request as appropriate.

Thus, according to a particularly preferred embodiment, the transmission
request is encrypted, e.g. using one or more encryption keys. To facilitate this, the
communications station, and e.g. the group communications control circuitry (e.g.

server) and/or the request determining control circuitry (e.g. server) have access to



WO 2018/127176 PCT/CN2018/071779

10

15

20

25

30

35

17

(i.e. are provided with) the one or more encryption key(s). The (particular part, e.g.
node, of the) system infrastructure that is operable to associate time-indicating
information with transmission requests (and/or the other controlling part, e.g. node,
of the system infrastructure) preferably also has access to (i.e. is provided with) the
one or more encryption key(s).

The (particular part, e.g. node, of the) system infrastructure is preferably
operable to decode a received transmission request, e.g. using the one or more
encryption keys, to optionally determine whether (or not) the request has time-
indicating information associated with it, to associate time-indicating information
with the (decrypted) request (e.g. selectively, where necessary) or to instruct
another part, e.g. node, of the system infrastructure to associate time-indicating
information with the (decrypted) request (e.g. selectively, where necessary), and
preferably to then encrypt the (optionally modified) request (e.g. using the one or
more encryption keys), e.g. for onward transmission, e.g. to the group
communications control circuitry and/or request determining circuitry or otherwise.

The Applicants have furthermore recognised that where the system
infrastructure associates time-indicating information with a request (and otherwise),
the system infrastructure will not typically have knowledge of the precise time at
which the request (message) was made by the communications station. However,
the (particular part, e.g. node, of the) system infrastructure that is operable to
associate time-indicating information with transmission requests may (and
preferably does) have knowledge of the (absolute) time at which the request
(message) was received by the (particular part, e.g. node, of the) system
infrastructure.

Accordingly, in a preferred embodiment, the (absolute) time (e.g. a “time
stamp”) at which the request (message) is received by the (particular part, e.g.
node, of the) system infrastructure that is operable to associate time-indicating
information with transmission requests is used as or to derive the time-indicating
information.

It would be possible to use the (absolute) time at which the request
(message) is received by the (particular part, e.g. node, of the) system
infrastructure as the time-indicating information (and in one embodiment this is
done).

However, according to a particularly preferred embodiment, the (absolute)

time at which the request (message) is received by the (particular part, e.g. node, of
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the) system infrastructure is used together with and/or is modified by an appropriate
time offset that is configured to (iry to) take into account the time taken for the
request to arrive at the (particular part, e.g. node, of the) system infrastructure, e.g.
from the communications station or from some other part, e.g. node, of the system
infrastructure.

It would also be possible to use a time offset that is additionally or
alternatively configured to (try to) take into account the time taken for the request to
be transmitted from the particular part, e.g. node, of the system infrastructure that is
operable to associate time-indicating information with the transmission request to
some other part, e.g. node, of the system infrastructure (such as, for example, the
group communications control circuitry or the request determining control circuitry)
(and in one preferred embodiment, this is done).

Accordingly, in various preferred embodiments, the time-indicating
information comprises one or more relative time values, e.g. time offset(s) (time
difference(s)), which may be provided in addition to or alternatively to, or which may
be used to modify, an absolute time value.

As such, in embodiments, the time-indicating information can (and
preferably does) comprise one of: the (absolute) time at which the request
(message) is received by the (particular part , e.g. node, of the) system
infrastructure, a relative time value, both the (absolute) time at which the request
(message) is received by the (particular part, e.g. node, of the) system
infrastructure and a relative time value, or the (absolute) time at which the request
(message) is received by the (particular part, e.g. node, of the) system
infrastructure modified by a relative time value.

It would also be possible for the time-indicating information to comprise, for
example, both the (absolute) time at which the request (message) was made and a
relative time value, or the (absolute) time at which the request (message) was
made modified by a relative time value.

In these embodiments, the relative time value may be used to modify the
absolute time value by appropriately adding or subtracting the relative time value to
or from the absolute time value.

In embodiments where both an absolute time value and a relative time value
are used, the relative time value(s) may be associated with the request by the same
part of the system that associates the absolute time value with the request (e.g. the

Application Server or the interconnection or interworking function (IWF)).
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Alternatively, the relative time value(s) may be associated with the request by a
different part of the system (e.g. the group communications control circuitry or the
request determining control circuitry) than the part that associates the absolute time
value with the request (e.g. the Application Server or the interconnection or
interworking function (IWF)).

It is believed that the idea of associating with a transmission request
information indicative of the time taken for the request to be transmitted from one
part of a communications system to another, e.g. a relative time value, and using
the relative time information when determining whether and/or when the request
should be granted is new and advantageous in its own right.

Thus, according to a seventh aspect of the present invention, there is
provided a method of operating a communications system, the method comprising:

a communications station of the communications system transmitting a
request for permission to transmit to one or more communications stations of a set
of plural communications stations of the communications system;

associating with the request information indicative of a time for the request
to be transmitted from one part of the communications system to another part of the
communications system; and

the communications system using the information when determining
whether and/or when the request for permission for the communications station to
transmit should be granted.

According to an eighth aspect of the present invention, there is provided a
communications system comprising:

system infrastructure; and

a plurality of communications stations;

wherein the system is configured, when a communications station transmits
a request for permission to transmit to one or more communications stations of a
set of plural communications stations, to associate with the request information
indicative of a time for the request to be transmitted from one part of the
communications system to another part of the communications system; and

wherein the communications system is configured to use the information
when determining whether and/or when the request for permission for the

communications station to transmit should be granted.
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As will be appreciated by those skilled in the art, these aspects of the
present invention can, and preferably do, include any one or more or all of the
preferred and optional features of the invention described herein, as appropriate.

In these aspects of the present invention, the communications system may
be a “standalone” communications system, e.g. and preferably comprising any one
of the communications systems described above, or may be one of two or more
interconnected or interworking communications systems, e.g. and preferably as
described above. Equally, in these aspects and embodiments, the communications
station may itself associate the information with the request, or system
infrastructure of the communications system may associate the information with the
request, e.g. and preferably as described above.

In these aspects and embodiments, the relative time value may comprise
any suitable such relative time value, e.g. that may be configured to (try to) take into
account the time taken for the request to arrive at the (particular part of the) system
infrastructure from the communications station, or the time taken for the request to
be transmitted from one part of the communications system to another part of the
communications system (or otherwise), and may be determined in any suitable
manner.

In one preferred embodiment, the relative time value comprises one or more
constant, preferably fixed, relative time values. Such a constant relative time value
may be configured, e.g. to take into account of (estimated or average) delay time
for transmissions from the communications station to the system infrastructure
(which may include factors such as random-access channel (RACH) opportunity
delay, frame structure, etc.), and/or (estimated or average) delay time for
transmissions through the system infrastructure, e.g. to the request determining
control circuitry.

Additionally or alternatively, the relative time value may comprise one or
more variable, preferably dynamic, relative time values. Accordingly, the time-
indicating information may comprise a variable relative time value, where the
relative time value may vary e.g. depending on one or more particular conditions of
the communications system.

The relative time value may vary depending on, for example, the route taken
by the request between the communications station and the system infrastructure,
and/or the route taken by the request through the system infrastructure. For

example, the relative time value may vary depending on whether (or not) the
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request has been transmitted via a portable cell, via one or more relay and/or
repeater nodes, and/or on the particular backhaul transport traversed by the
request. Other arrangements would be possible.

In these embodiments, the value of the variable relative time value may be
determined as desired.

In one preferred embodiment, the value of the variable relative time value is
determined using knowledge of the transport routing of the request. This may be
determined, for example, using: one or more associated connecting network
functions, one or more associated IP addresses, and/or one or more associated
ports.

In another preferred embodiment, the value of the variable relative time
value is determined using one or more time delay measurements. Various
exemplary embodiments include the use of: one or more PING messages, one or
more keep-alive, heartbeat or Dead Peer Detection (DPD) messages, one or more
SIP OPTIONS messages, and/or one or more Real-Time Transport Protocol
(RTCP) messages.

Other arrangements would be possible.

In these embodiments, the part or parts of the communications system (e.qg.
the communications station or the system infrastructure) that is operable to
associate the time-indicating information with the request should (and preferably
do) comprise and/or have access to one or more (accurate) time sources. Suitable
such time sources include time sources that use, for example, Global Navigation
Satellite System (GNSS), Global Positioning System (GPS), Network Time Protocol
(NTP), System Information Broadcast, and Precision Time Protocol techniques.
Other arrangements would be possible.

In a preferred embodiment, additional information may also be associated
with the transmission request. The additional information may comprise any
suitable information, e.g. in addition to the time-indicating information.

The additional information may be associated with the transmission request
in any suitable manner, e.g. by including it in the transmission request in a
corresponding manner to that described above. The additional information is
preferably associated with the transmission request by the same part of the system
that associates the time-indicating information with the transmission request (and

preferably at the same time), although this is not necessary.
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In an embodiment, the additional information comprises information
indicating the source of the time-indicating information (e.g. indicating the particular
time source used to obtain the time-indicating information). Additionally or
alternatively, the additional information may comprise information indicating the
quality of the time-indicating information. Additionally or alternatively, the additional
information may comprise information indicating whether the time-indicating
information was obtained via the system infrastructure or autonomously. Such
additional information may be used, e.g., to determine the quality and/or reliability of
the time-indicating information, and/or to take into account any timing differences
between the time source used to obtain the time-indicating information and another
time source (e.g. used by the request determining control circuitry or otherwise),
e.g. when determining whether and/or when the request for permission for the
communications station to transmit should be granted.

Additionally or alternatively, the additional information may comprise
information indicating where in the system the time-indicating information was
associated with the transmission request (e.g. by the communications station or by
a particular part, e.g. node, of the system infrastructure). Additionally or
alternatively, the additional information may comprise information indicating how the
time-indicating information is to be interpreted (e.g. indicating whether a relative
time value applies to some or all the time taken for the request to arrive at the
request determining control circuitry from the communications station). Such
additional information may be used, e.g., to ensure that the time-indicating
information is used appropriately, e.g. when determining whether and/or when the
request for permission for the communications station to transmit should be granted

Additionally or alternatively, the additional information may comprise
information indicating how the time-indicating information was obtained (e.qg.
whether by estimation or use of one or more measurements, etc.).

Other arrangements would be possible.

In the present invention, the system uses the time-indicating information
when determining whether and/or when the request for permission for the
communications station to transmit should be granted.

Thus, the system (and preferably the request determination control circuitry)
is preferably configured to receive the transmission request and preferably to then
determine whether and/or when the request for permission for the communications

station to transmit should be granted.
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The system may be configured to determine whether (or not) the request for
permission for the communications station to transmit should be granted, and/or the
system may be configured to determine when the request for permission for the
communications station to transmit should be granted.

The system may be configured to make the determination in any suitable
manner. In one preferred embodiment, the determination is made on a first-come-
first-served basis. Alternatively, the determination may take into account one or
more other factors, such as for example, a priority assigned to the particular
communications station, and/or a priority assigned to the particular type of
transmission that the communications station wishes to make. Other arrangements
would be possible.

The time-indicating information is preferably used by the communications
system to calibrate its decision making process.

Where multiple different transmission requests are transmitted by multiple
different communications stations at the same or similar times (e.g. so that their
transmission from the communications stations, e.g. to the system infrastructure
and/or to the request determining control circuitry, “overlaps” in time), the time-
indicating information is preferably used to determine which of the communications
stations should be granted permission to transmit to the set (and correspondingly
which of the communications stations should be denied permission, or granted
permission to transmit to the set at a later time, or otherwise).

Preferably, a transmission request whose time-indicating information
indicates that it was made before another request may be (and preferably is)
granted ahead of the other request.

Where the determination takes into account one or more other factors (e.g.
as described above), where two requests are equal in all other (relevant) respects,
the transmission request whose time-indicating information indicates that it was
made before the other request is preferably granted ahead of the other request.

Where a transmission request is received when another of the
communications stations of the set is transmitting to the set, then the request may
be denied or its grant may be delayed, e.g. the request may be queued.
Alternatively, the request may be granted, and the other communications station’s
permission to transmit to the group may be rescinded.

Where a transmission request is granted, the communications station in

question is preferably informed, e.g. by sending an appropriate grant-indicating
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transmission (message) to the communications station. The communications
station is preferably operable to then begin to transmit to the one or more
communications stations of the set. The transmissions sent to the set may
comprise any suitable transmissions, such as voice, video or data, etc.

Equally, where a transmission request is denied, the communications
station in question may be informed, e.g. by sending an appropriate transmission
(message) to the communications station. In this case, the communications station
preferably then does not transmit to the set.

Where a transmission request is queued, the communications station is
preferably informed, and then may subsequently be informed when the request is
granted, e.g. by reaching the front of the queue. In this case, the communications
system preferably then begins transmitting to the set.

In a preferred embodiment, the system of the present invention may be
configured with a maximum allowable time delay (time-indicating information) in
respect of transmission requests. For example, any transmission request whose
time-indicating information indicates that the timing delay exceeds the maximum
value may, for example, be processed differently to other requests, e.g. may be
prioritised or otherwise, when determining whether and/or when the request for
permission for the communications station to transmit should be granted. The
maximum allowable time delay may or may not include an allowance for the time
taken for a grant-indicating transmission to be sent to the communications station in
question.

As discussed above, in a preferred embodiment, the system of the present
invention may be operable to queue transmission requests. In this case, a
communications station can, in principal, send a transmission request at any time,
including when another communications station is transmitting to the set of plural
communications stations.

However, in some communications systems queuing of transmission
requests is not possible. In this case, communications stations may be configured
to send their transmission requests only when notified by the system that they are
permitted to do so, e.g. by the system sending communications (messages) to the
communications stations (explicitly or implicitly) indicating that permission has been
granted to transmit transmission requests.

In this regard, the Applicants have furthermore recognised that the time

delay for a communications station to receive such a permission notification can be
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significantly different from one communications station to the next, and that this can
again mean that some communications stations of the system can have an
advantage in being able to be granted permission to transmit to the set of plural
communications stations.

Thus, according to a particularly preferred embodiment, the communications
system may be configured to take such time delays into account when determining
whether and/or when a request for permission for a communications station to
transmit should be granted.

Additionally or alternatively, the communications system may be configured
to send notifications to different communications stations of the system at different
times, preferably depending on the time delay between the part, e.g., node, of the
communications system that transmits the permission notification(s) (e.g. and
preferably the group communications control circuitry) and the communications
station or stations in question, e.g. to (iry to) ensure that all of the communications
stations receive the permission notification at substantially the same time.

It is believed that the idea of sending notifications to different
communications stations of the system at different times, e.g. where the different
times depend on the different time delays between the part of the communications
system that transmits the permission notification(s) and the communications
stations, is new and advantageous in its own right.

Thus, according to a ninth aspect of the present invention, there is provided
a method of operating a communications system, the method comprising:

transmitting to a set of plural communications stations a notification
indicating that the communications stations can request permission to transmit to
the set of plural communications stations;

wherein transmitting the notification to the set of plural communications
stations comprises:

transmitting the notification to one or more first communications
stations of the set at a first time; and

transmitting the notification to one or more second communications
stations of the set at a second different time.

According to a tenth aspect of the present invention, there is provided a
communications system comprising:

system infrastructure; and

a plurality of communications stations;
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wherein the system is configured to transmit to a set of plural
communications stations a notification indicating that the communications stations
can request permission to transmit to the set of plural communications stations; and

wherein the system is configured transmit the notification to the set of plural
communications stations by:

transmitting the notification to one or more first communications
stations of the set at a first time; and

transmitting the notification to one or more second communications
stations of the set at a second different time.

As will be appreciated by those skilled in the art, these aspects of the
present invention can, and preferably do, include any one or more or all of the
preferred and optional features of the invention described herein, as appropriate.

In these aspects and embodiments, transmissions to the one or more first
communications stations (e.g. from the group communications control circuitry of
the system or otherwise), preferably experience a first transmission time delay, and
corresponding transmissions to the one or more second communications stations
preferably experience a second different transmission time delay.

The first and second times at which the notification is respectively sent to
the one or more first communications stations and the one or more second
communications stations preferably depend on these different time delays, e.g. and
preferably to (try to) ensure that the notification is received by the first and second
communications station substantially at the same or similar times. Communications
stations that experience a greater transmission time delay preferably have their
notifications sent at an earlier time compared to communications stations that
experience a lesser transmission time delay.

The system may be configured to transmit the notification to one or more
third or further communications stations of the set at a third or further different time,
e.g. where transmissions to the one or more third or further communications
stations (e.g. from the group communications control circuitry of the system or
otherwise) preferably experience one or more third or further different transmission
time delays.

Each of the time delays is preferably determined using the time taken for a
transmission request to arrive from a respective communications station, or some
other previously determined or configured estimates of the time delays, e.g. and

preferably as described above.
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A single notification may be sent in respect of one or plural communications
stations. For example, the location of the communications stations may be taken
into account, e.g. in order to combine the notifications for communications stations
that are within a similar location in the system (e.g. within the same LTE Multimedia
Broadcast and Multicast Services (MBMS) Service Area) into a single notification.
This has the advantage of saving radio and backhaul bandwidth.

The notification may be sent by the part, e.g. node, of the communications
system that generates the notification (e.g. and preferably the group
communications control circuitry) at the first and second different times.

Alternatively, the notification may be sent by the part, e.g. node, of the
communications system that generates the notification at the same time, but may
then be forwarded on to the respective communications stations by one or more
different parts, e.g., one or more nodes, of the system at the first and second
different times. To facilitate this latter case, the part, e.g. node, of the
communications system that generates the notification (e.g. and preferably the
group communications control circuitry) may associate information with the
notification indicating when the notification should be forwarded on to the respective
communications stations. The one or more intermediate nodes may use this
information to determine when to forward the notification(s) to the respective
communications stations, and may then forward the notification(s) to the respective
communications stations at the appropriate times. Accordingly, the different
permission notification delay times may be addressed using a timestamp provided
to one or more of the intermediate nodes.

As will be appreciated by those skilled in the art, all of the aspects and
embodiments of the present invention can and preferably do include any one or
more or all of the preferred and optional features of the invention described herein,
as appropriate.

The methods in accordance with the present invention may be implemented
at least partially using software e.g. computer programs. It will thus be seen that
when viewed from further aspects the present invention provides computer software
specifically adapted to carry out the methods hereinabove described when installed
on data processing means, and a computer program element comprising computer
software code portions for performing the methods hereinabove described when the

program element is run on data processing means.
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The invention also extends to a computer software carrier comprising such
software which when used to operate a communications system and a
communications station comprising data processing means causes in conjunction
with said data processing means said system or station to carry out the steps of the
method of the present invention. Such a computer software carrier could be a
physical storage medium such as a ROM chip, CD ROM or disk, or could be a
signal such as an electronic signal over wires, an optical signal or a radio signal
such as to a satellite or the like.

It will further be appreciated that not all steps of the method of the invention
need be carried out by computer software and thus from a further broad aspect the
present invention provides computer software and such software installed on a
computer software carrier for carrying out at least one of the steps of the methods
set out hereinabove.

A number of preferred embodiments of the present invention will now be
described by way of example only and with reference to the accompanying
drawings, in which:

Figure 1 shows schematically a communications system in accordance with
an embodiment of the present invention;

Figure 2 shows schematically a communications system in accordance with
an embodiment of the present invention; and

Figure 3 shows schematically a method in accordance with an embodiment
of the present invention.

Preferred embodiments of the present invention are directed to techniques
for floor control alignment within or across interconnected or interworking
communication systems.

Mission Critical (MC) Systems are evolving and it is envisioned that there
may be many more Application Servers and an increased range of services,
including but not limited to voice, video and data, offered to groups of users and
devices, and with a range of quality of service, using Group Call techniques.

In the case of on-network calls, permission to transmit media (e.g. speech.
video or data) may be allocated by a Floor Control Server (FCS) associated with
the Application Server. In the case of current MC Voice systems such as TETRA, if
a request to transmit media is made whilst another person or device has the floor, it
may either be queued or rejected; if the request is made after a voice segment has

terminated, permission to transmit media may be allocated based on one or more
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inputs, possibly including but not limited to: position in queue, priority of the user,
priority of the service request, or may just be on a first-come first-served basis.

Thus in the majority of such cases the time that either the Floor Control
Server or the Application Server receives a floor request is a significant element in
determining whether or how soon that request will be granted.

Most current deployments of voice systems operate across a single
network, single radio access technology (e.g. TETRA, TETRAPOL, P.25, etc.), and
with a single application server per geographical region. This typically creates a
relatively homogenous characteristic of timing delays between floor requests being
received.

However, work is now on-going in the 3rd Generation Partnership Project
(3GPP) and elsewhere to define interconnection between two or more LTE
systems, and interworking between Long Term Evolution (LTE) systems and other
digital and analogue Land Mobile Radio (LMR) systems including, but not limited to,
TETRA, TETRAPOL, P.25, DMR, and UHF and VHF analogue radio. Note that
“interconnection” and “interworking” are used herein interchangeably, unless the
context requires otherwise.

The floor control for a service requiring floor control, such as voice, may rest
with a single application server and related Floor Control Server from within the
interworked systems. Accordingly, the combined systems are much more
heterogeneous in nature with differing characteristics. Consequently the nature of
time delays is also typically much more heterogeneous and may be influenced by
the type and configuration of the systems involved, including at radio level, and
transport level (e.g. due to the use of Very Small Aperture Terminal (VSAT) satellite
backhaul, etc.).

The time delays may be significant. For example, the length of a TETRA
time slot (14 ms) is already approximately 1/3 of the expected one-way delay
(approximately 40 ms) from an LTE terminal to the application layer. Furthermore,
the introduction of an interworking function between one system and the system
controlling the Floor will introduce additional delays across this interworking
function.

As aresult, it is possible that a device on one of the interconnected systems
could have a significant inherent advantage in gaining the Floor as a result of the
differing nature of the combined delays between the two systems. This will be

detrimental to the experienced performance of the combined system. Such an
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effect may also be exacerbated for services that are data driven and where there is
no human reaction time involved in requesting the Floor.

Even within a single LTE system, so-called gateway cells can be deployed
for purposes including, but not limited to, coverage and range extension, capacity,
and additional services, which may make use of a backhaul that includes the
existing macro-network. The architecture of such arrangements inherently
introduces additional delays because the user signal has, in addition to normal
transport through the mobile network, to travel through both the gateway cell and
the mobile terminal transmitting back to the macro network. Consequently aspects
of LTE systems themselves are also becoming more heterogeneous.

Hence there is a problem to be solved. Preferred embodiments are related
to methods of including timestamps with floor requests and methods of using the
timestamps to equalise media transmission opportunities between disparate
requesting devices.

The 3rd Generation Partnership Project (3GPP) has developed a range of
standards, including 3G and a Long Term Evolution (LTE) Radio Access Network
(RAN) standard which is combined with an Evolved Packet Core (EPC) to create a
high speed wireless network that can connect a device to a Packet Data Network
(PDN) in order to carry a range of user traffic, including but not limited to, voice,
video and data files. Examples of such a PDN include a Session Initiation Protocol
(SIP) core network, or specific enhancements to a SIP Core, known as the IMS (IP
Multimedia Subsystem). These PDNs may be used to route traffic between remote
devices and applications hosted on Application Servers (AS)

One particular area considered by 3GPP is that of Mission Critical (MC)
communications, including Mission Critical Push to Talk (MCPTT). Such
communications typically operate by groups of people subscribing to one or more
designated groups, and listening in to transmissions on a shared logical or physical
channel for transmissions targeted at one of the groups to which they are
subscribed.

An individual user can typically request permission to speak by pushing a
button on their device to request the floor (or otherwise). This causes the MC client
to request transmission of a signal to the controlling Application Server requesting
permission to speak, also known as a Floor Request.

A successful response from the Application Server to the MC client is known

as a Floor Grant. In the system designed by 3GPP for voice usage, this Application
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Server is known as the MCPTT server, with the particular logical function
processing the floor requests known as the Floor Control Server (FCS).

In granting the floor, the FCS may take into account a number of factors,
including but not limited to the most recent message received, relative priority of
any requesters making request for, or queuing for, the floor, and the ability to over-
ride the current speaker. If the channel is not being used and there is no queue
then it is likely that the first received request will be granted the floor.

Once a floor request is granted, the requester is notified of its permission to
transmit and its media transmission such as voice is distributed to the rest of the
group over the group channel under the control of the MCPTT server. Depending
on system capabilities and configuration, floor requests that are not immediately
successful may be queued until the floor again becomes available and the request
is re-assessed, and the originator of the floor request may be kept informed, or be
able to request information about its position in the queue.

3GPP and existing technologies such as TETRA have also developed off-
network solutions, sometimes designated Direct Mode, where one or more
terminals may not be in communication with the core network, and it is necessary
for one or more terminals to communicate off-network in a point to point or point-to-
multipoint fashion. In that case the Floor Control server function for a particular
group call may sit within a terminal (typically that of the current talker) rather than
above one or more Packet Data Networks. The technology described herein is
applicable to such scenarios but for simplicity the preferred embodiments are
described in terms of an on-network realisation.

It will be appreciated by one skilled in the art that other applications as well
as voice, including but not limited to, data and video transmission may also make
use of some form of floor control mechanism.

Figure 1 illustrates a general system design in order to describe the
configuration and operation of a Mission Critical system interworking with another
Mission Critical system based on the same or a different technology according to an
embodiment.

A Mission Critical User Equipment (UE) 101, incorporating an MC client 102
transmits and receives data over one or more radio bearers from a base station 103
(which may be known as an eNodeB in LTE systems). User data and related
control signalling is then routed back to an Evolved Packet Core 104. Mission

Critical related traffic transmitted by the MC client, or intended for MC clients is
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routed through a SIP Core PDN 105 to the Mission Critical System 106. Application
control messages (such as floor requests) included in that traffic are handled by a
function within the system known as the Floor Control Server (FCS) 107.

The FCS takes received messages and applies the system rules for
determining whether and when a floor grant request is accepted and acted upon. It
should be noted that the security architecture for the 3GPP system has been
designed to take account that the SIP Core 105 may be in a different domain of
trust from both the cellular network and Evolved Packet Core 104, and the Mission
Critical system 106. This is principally achieved by encrypting the contents of
message bodies between the MC client 102 and the MC Server system 106.

A mechanism for LTE to improve coverage or add capacity in a particular
area is to deploy portable cells at or near where the coverage is required. In this
scenario one or more UEs 109 incorporating an MC client transmits and receives
data from a gateway cell, which may be realised as a local base station 110, which
in turn is operationally connected to a UE 111 that transmits and receives from a
further base station 103 that is connected to the EPC 104, which in turn routes and
connects that UE data to an Offload Gateway 112.

In this case, the data traffic from the mobile device(s) 109 is taken from the
local cell 110 and encapsulated as user data of the UE 111 as far as the Offload
Gateway 112. The Offload Gateway 112 receives that user data and extracts the
data pertaining to individual UEs 109 and sends this towards a packet gateway
within the EPC 104 that is able to provide access to a SIP core 105 and thence the
Mission Critical System 106 and Floor Control Server 107.

In comparison with UE 101, the traffic from the UE 109 will have passed
through an additional air interface, local base station 110, UE 111 and Offload
Gateway 112 before reaching the Floor Control Server 107.

There are further deployment architecture options amongst Mission Critical
systems, including use of relay and repeater nodes, e.g. including those where one
mobile device acts as a relay towards the core network for another. Examples of
such architectures include the Proximity Services (ProSe) architecture and
protocols defined by 3GPP, and the TETRA Direct Mode of operation (DMO) with a
gateway mobile device.

In these arrangements, each intermediate node has the potential to increase
the delay in transmission of a Floor Request. For example, in the case of TETRA

DMO gateway operation on a single channel, the delay at the gateway between
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receiving a transmit request and onward transmission to the TETRA core network
(called a Switching and Management Infrastructure (SwMl)) is at least 6 TETRA
timeslots (6 x 14 ms = 84 ms).

Various embodiments of the invention are applicable to all such
architectures, but Figure 1 is intended to illustrate particular key architectural
aspects of the system and the problem.

It will be appreciated by one skilled in the art that there may be other forms
of access to the Mission Critical system 106 through the SIP core 105 other than
via an LTE radio access network, including other wireless access technologies (e.g.
WiFi, WIMAX), and a range of technologies that carry traffic from UEs to the EPC
104 or SIP core 105. In addition, wire-line access may be possible, e.g. via a
suitable fixed line SIP-capable telephone 108 connected to the SIP Core 105, as
may be used by a dispatcher in the control room of a public safety organisation.

Considering Figure 1 further, one Mission Critical system may interwork or
interconnect with another Mission Critical system 113. The two systems may be of
the same type, subsystems of a larger system, or may be different types, and may
be logically connected via an Interworking Function (IWF) 114. The IWF 114 may
need to convert between signalling and media formats of the respective systems to
ensure successful interoperation.

In the case of a group call where the group contains users from both
systems, a policy should be established, e.g. by the respective system operators,
as to which system and Floor Control Server handles the Floor Grant requests,
denoted the primary system and FCS respectively. In the example illustrated in
Figure 1, this is the Floor Control server 107. A Floor Request made by a mobile
device 115 on the other Mission Critical System 113 will have an additional
transport delay in comparison with other devices, caused by the further transport to
the IWF 114 and onwards to the FCS 107.

It will accordingly be appreciated that there may be a diverse range of
delays due to variations in the backhaul transport.

Table 1 is taken from “3GPP Technical Report TR 36.868 “Study on group
communication for E-UTRA”, and describes an estimate of the time to set up a
group communication from when a UE in Idle Mode is requested to initiate a group
call (for instance by a signal from an MC client) and when the user receives the

Floor Grant and is able to start speaking. The estimate assumes that receiving UEs
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already have bearers pre-established to receive group transmission, and so this

aspect does not add to the total setup time.

End to end setup time calculation for group communication over unicast bearer

RRCZCONNECTED 50-80 | Clause 16.2 of 3GPP TR 36.912 [6]
Time from PTT floor Out of RAN WG2 scope, the value 55 ms, is
request to floor 55 shown as an example representative of the time
grant required for the procedure.
Dedicated bearer Assume dedicated bearer for VolP is established
for VolP : ) o
. using IMS. Itis assumed 10 ms for radio interface
establishment by 115 .
" delay, 5 ms for network interface delay and 5 ms
the Transmitting for processing delay in the calculation
Group Member UE P 9 y '
It is assumed bearers are pre-established for
. . receiving group members. If the bearers are
Begin establishment . o
established for receiving group members, that
of VoIP bearers for . .
the Receiving 0 could be e_lssumed to be established in parallel to
Groun Member UEs the establishment of the VolP bearer for the
P transmitting UE, hence not contributing to the end
to end setup time.
End to end setup 220 — Total time satisfies the end to end setup time
time 250 requirement

Table 1: (Source: 3GPP TR 36.868 table 5.1.1.1-1)

3GPP standards call for a target of 300 ms from a floor request to when the

user is able to start speaking. It should be noted from Table 1 that whilst the

MCPTT Server is estimated to take 55 ms to carry out its processing, the end-to-

end setup time shows that there is further margin between the 250 ms total and the

300 ms target. Itis possible that an MC deployment might wish to relax this target

in order to provide greater flexibility for a particular system.

3GPP has more recently defined new Quality Class Indicators (QCls) for

bearers designated especially for the purposes of carrying Push-to-Talk

Communication signalling and media that may potentially reduce this latency still

further.

It will consequently be appreciated that there may be an implementation

margin within the Floor Control Server 107 between receiving a Floor Request and

having to select a UE to award the Floor Grant to.
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As described above, there can be a diverse range of delays in establishing a
radio connection for the purposes of requesting the Floor, as well as different
timings for backhaul from the cell to the Mission Critical system 106. Consequently,
there may be an operational need to adjust for these latencies.

As also mentioned above, 3GPP specifications have applied encryption
techniques to protect certain Mission Critical protocol messages from being read by
untrusted domains that the message may be carried through.

3GPP TS 33.179 Section 7.3.5.3 describes how group keys for security may
be distributed for multiple 3GPP MCPTT systems under the group regrouping
procedure used to create a ‘super’ group consisting of members from two LTE
systems. The Mission Critical MCPTT system that is designated as the primary
system for the combined group creates group keys and identities for the temporary
group. These are distributed to users on the primary system and also to the Group
Management Server (GMS) on the other partner LTE system(s). The partner GMS
is treated as another user within the primary group. The payload encrypts the new
Group Management Key (GMK) to the identity of the partner GMS and is signed
using the identity of the primary GMS. The Group User Key Identifier (GUK-ID) is
derived using the User Salt generated from the partner GMS’s Uniform Resource
Identifier (URI). The partner GMS extracts the GMK and GMK-ID from the
notification. The partner GMS then notifies the affiliated users within the partner
MCPTT system.

On-network Floor control signalling is ciphered on a hop-by-hop basis and
may be protected using the SRTCP mechanism (IETF RFC 3711), as described in
3GPP TS 33.179 Section 7.6 using a shared master key amongst the group, the
keys being distributed using the group key distribution method described above. A
similar approach is adopted in the case of a Private Call.

Accordingly it will be seen, and it is an aspect of the technology described
herein, that if an intermediate node, in addition to the intended MCPTT Server, has
received the relevant management key(s), it is able to detect and decode Floor
Request messages, and re-cypher such modified messages if desired.

In preferred embodiments of the present invention, timing corrections are
introduced using calculations that depend on the use of an optional time stamp,
and/or time offset, into Floor Requests. This can be done globally across an LTE
system, and/or solely for those Floor Requests travelling across an interworking or

interconnection function, or between two connected systems without an
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interworking or interconnection function, to allow the controlling Floor Control
Server to calibrate its decision making.

According to particular preferred embodiments, such a time-stamp is
created or introduced for interworked systems. Such a time-stamp may be included
in the main body of a message containing an implicit or explicit floor request, or in
other parts including, but not limited to, the SIP header, or other transport or control
layers.

In a particularly preferred embodiment the interworking or interconnection
function, or any intermediate node that is configured to add time-indicating
information, may appear as a group member to the Group Management Server and
as a Group Management Server and Floor Control Server to its related
communications stations, UEs and MSs further away from the primary MCPTT
system and is thereby included in the relevant key distribution and has the potential
to read a Floor request message, create and associate a time stamp and if
necessary re-encrypt the message.

Table 2 shows the U-TX DEMAND message contents that a TETRA
terminal currently includes in its request to transmit in the case that it is attached to

a TETRA SwMI without going through a gateway.

U-TX DEMAND PDU contents

Information element Length| Type | Owner | C/O/M Remark

PDU Type 5 1 CC M U-TX
DEMAND

Call identifier 14 1 CC M

TX demand priority 2 1 CC M

Encryption control 1 1 CC M

Reserved 1 1 CC M See note

Facility 3 SS ®)

DM-MS address 3 CC O

Proprietary 3 - O]

NOTE: This information element is not used in this version of the present document
and its value shall be set to "0".

Table 2: (Source ETSI EN 300 392-2 clause 14.7.2.12)

In the case of a TETRA device connected to the TETRA central SwMI via a
TETRA gateway which relays its messages, the format of the DM-GTX REQUEST

message used by the TETRA device to request transmission is shown in Table 3.
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Information Element | Length | Type | Remark
Message dependent elements
Gateway message 5 M Value 00100; indicates DM-
subtype GTX REQUEST PDU
Type of DM-GTX 1 M
REQUEST
Reserved 3 M Default value = 000,
Circuit mode type 4 M
Reserved 4 M Default value = 0000,
Priority level 2 M
DM-SDU elements
End-to-end encryption 1 M
flag
Call type flag 1 M
Reserved 2 M Default value = 00,
Calling party TSI flag 1 M
Calling party TSI 48 C Included if calling party TSI
flag =1

Table 3: DM-GTX REQUEST message format (source: ETSI EN 300 396-5
section 14.5.5)

5
In the case that two TETRA SwMIs are connected by the Inter-System
Interface, and a request to transmit and ISI_TX-DEMAND message is transmitted
between one SwMI and the SwMI controlling the call, the format and contents of the
message is as shown in Table 4.
10
Service element Request Confirm
Requesting party identifier M M
SS-CLIR invoked for requesting party M -
TX demand priority M -
Encryption control M -
Transmission grant - M
Notification indicator M -
Proprietary ®) O
Table 4: Contents of ISI_TX-DEMAND message (source: ETSI EN 300 392-3
section 5.2.2.16)
15 As described herein, Floor Request time-stamping is used for interworking

systems. Also described herein are methods and apparatus for calculating and
inserting such a time-stamp or similar offset, as well as the use of an IWF 114 as a

proxy Group Management Server and Floor Control Server, with the ability not just
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to modify transport addresses, but also the contents of message bodies to add
time-stamps.

Time-stamping according to the present invention can be realised in number
of different ways, e.g. depending on the capabilities of the interconnecting systems
and security requirements.

For systems where standardisation allows, a time-stamp may be introduced
into the originating Floor Request message (e.g. at a client on the UE). This may
be included in that message and carried through to the inter-system interface

For systems where modifications to the UE floor control messaging cannot
be made at the UE, a time-stamp may be added at the source infrastructure
application server (for example the SwMI of a TETRA system), or at the
Interworking Function 114 between the two systems.

Such a time-stamp may optionally be set to include an offset against an
actual time, e.g. to compensate for other delays, including for example, an optional
representation of the estimated or average radio access delay of the source system
(which may include elements such as RACH opportunity delay, Frame structure
(which can total up to 63.75 ms in the case of TETRA), etc.), or the latency between
the source system and the system in charge of Floor Control.

A time-stamp or offset compensation may also be dynamically inserted,
based on factors such as on-going indicators, including but not limited to the
following:

a) The type of the backhaul transport (e.g. VSAT). This may be identified,
e.g., by a message’s transport routing (including but not limited to connecting IP
address and/or port into a network function).

b) The transport routing that a message has used (i.e. not just the
backhaul), e.g. depending on whether it has traversed additional nodes within the
same system, as will be the case for a gateway cell. This may be identified, e.g., by
a message’s transport routing (including but not limited to connecting network
function, IP address and/or port into a network function).

c) Measurements of the delay along a connecting link, e.g. based on a
calculation or estimation of the round trip time from certain messages and their
responses. Examples in the transport layer include, but are not limited to: (i) explicit
server PING messages using TCP/IP that are responded to; and (ii) keep-alive,

heartbeat and Dead Peer Detection (DPD) messages from protocols such as IKE,
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IPSec and SCTP where the remote endpoint responds as soon as it has received
certain incoming messages.

d) Measurements of round trip delay for higher layer messages, including
application layer messages that require a response from the remote endpoint.
Examples include, but are not limited to the SIP OPTIONS method if an endpoint is
configured to act as STUN (Session Traversal Utilities for NAT) server.

e) Explicit application layer messages intended to assist round trip time
estimation. Examples include, but are not limited to RTCP messages during
session operation and specific response capabilities in the Mission Critical client
function.

As an optional enhancement to these techniques, any time-stamp or offset
compensation applied may also have one or more additional qualifiers associated
with it, e.g. that indicate the source and quality of the time-stamp information. This
may include, but is not limited to: GPS, NTP, or wireless network System
Information Broadcast listened to by the mobile device, and/or whether the source
was obtained via or with the assistance of the network serving the device or
autonomously.

This has the advantage from a security perspective of enabling a receiving
entity to make an assessment of the quality or reliability of the time-stamping, e.g. if
there was any concern. For example, NTP is typically derived in a network from
multiple time-servers, and if delivered securely is very difficult to spoof. On the
other hand, the time broadcast by an LTE radio access network in System
Information Block Type 16 (see 3GPP TS 36.331) is not ciphered, and could
potentially be interfered with by a malicious entity simultaneously broadcasting a
stronger signal with different values. Furthermore, this also has the advantage of
enabling the receiving entity to calculate relative offsets if it is using a different
accurate timing source itself.

As a further optional enhancement, any time-stamp or offset compensation
applied may also have an additional qualifier applied that indicates the location
(either in a network, or functional entity) where the offset was entered and/or
whether such a time-stamp or offset compensation was intended to cover all
previous legs of the transport. This has the advantage of allowing a receiving entity
such as a floor control server to optionally include any further timing offset needed,
such as compensation for delays incurred before the time-stamping location, into its

calculations.
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For example, if a TETRA SwMI applies a time-stamp to a Floor Request
message received from a device operating on a TETRA network, then a further
additional offset may be applied to take account of the expected transport time of
the message from the device to the TETRA SwMI. This may optionally be applied
at the SwMI, but also at other locations such as an IWF or a Floor Control Server
(such an offset should not be applied twice).

As a further optional enhancement, a qualifier may be applied that indicates
whether the value inserted was obtained by direct measurement or by estimation or
configuration.

As a further optional enhancement, the interconnected systems may be
configured with a target maximum acceptable timing delay for Floor Requests. If a
Floor Request exceeds that level of timing delay, this may be flagged before it is
forwarded to the controlling FCS. This is advantageous in a number of
circumstances, particularly where there is a device connected by a link with
inherently long latency (e.g. VSAT). This information may be used by the
controlling system or FCS as input towards taking a decision to introduce queuing
for the combined group, e.qg. if that was not already supported, or to introduce
particular queuing procedures to cope with a long latency group member.

As described above, one mechanism to carry a time-stamp to the Floor
Control server is within the body of a Floor Request message issued by a device
client. This is a relatively secure approach because the message body may be
ciphered between the device client and the Mission Critical system, and not
readable by untrusted intermediate networks below the Mission Critical application
layer (such networks may include the SIP core if it is not operated by a trusted
party).

However, 3GPP specifications have introduced a number of optimisations to
reduce signalling load across the network. A group call is usually commenced with
a SIP INVITE or alternative SIP message containing an SDP offer, and rather than
require a separate message containing an explicit Floor Request, the 3GPP
solution allows the SIP message to have a media level attribute
"mc_implicit_request" to indicate that the message is also an implicit floor request.

The time-stamp may be introduced by modifying a SIP message that has
the media level attribute that indicates an implicit Floor Request, to include a time-
stamp in the body, which may optionally be ciphered using the same security key

mechanism as used for an explicit Floor Request.
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A time-stamp may be included as a media level attribute in the associated
UDP stream for the floor control in the SDP offer/answer. However, in the case of
implicit floor requests an alternative embodiment is to make use of the already
existing SIP methods. Whilst the SIP Date field is of insufficient accuracy to cope
with the millisecond level required for Mission Critical work, the SIP ‘Timestamp’
header field as described in RFC3261 contains sufficient accuracy to meet this level
of accuracy, as does the ‘delay’ header field.

Hence these two methods may also be used in alternative embodiments,
and this approach, whilst relatively less secure, has the advantage of being realised
with less computational effort compared with modifying the body of the message.

These methods may also be used selectively in parallel. For instance, on
one system there may be a mix of devices capable of time-stamping their own Floor
Requests and those which cannot. Hence, a network node may choose not to
apply a time-stamp to a Floor Request message that passes through it if it detected
that the message has already been time-stamped, or apply a time-stamp to those
messages not already time-stamped.

The timestamps may also be used for system logging and performance
auditing and analysis.

Figure 2 shows the architecture of a communications system according to
an embodiment of the present invention.

A mission critical system 301 engaged in communications with another
mission critical system 320 contains a Mission Critical Server 302 designated as the
primary server for a particular group or private communication. The Mission Critical
Server 302 is operationally linked to a Floor Control Server 303 modified to handle
the aspects of the invention, in particular a floor prioritisation and queuing policy
that includes time of sending, or indicated time of sending, of an incoming floor
request message.

Using the architecture defined in 3GPP specifications the mission critical
system 301 also contains a Group Management Server 304 that is responsible for
issuing group management messages, including the distribution of security keys for
the purpose of Group Management and similar tasks, and a Key Management
Server 305 that supplies security keys, or master keys that enable the creation of
more specific keys on a per-handset or per-group basis. The Key Management

Server 305 is operationally connected to the Group Management Server 304.
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The Mission Critical System 301 is operationally connected to an
Interworking Function (IWF) 310 that incorporates a Floor Control server proxy 311
and a Group Management Server proxy 312. The Group Management Server 304
communicates with the Group Management Server proxy 312. In this description,
the term “proxy” is used to represent an entity that terminates messages as if it was
either a server or a client and resends the message (possibly modified) as if it was
a client or server respectively. The format headers, the contents and transport
mechanisms of such forwarded messages may be modified in transit by such
proxies.

The Interworking Function 310 is registered with the primary Mission Critical
System 301 as a member of any group or re-grouped/combined group that has
members in both the primary system 301 and the other Mission Critical System
320, and as such contains a Group Management client as part of the Group
Management Server Proxy 312. Group membership provides it with a URI that will
receive Group Management and related security keys from the primary Group
Management Server 304. This allows it to derive or calculate the necessary keys to
read certain Group Management messages, including Floor Request and Floor
Grant messages, as well as modify such messages.

The Group Management Server proxy 312 also acts a Group Management
server towards the Group Management Server proxy 322 within the Other Mission
Critical system 320. It does this by deciphering the keys received by its own Group
Management client and encoding them in a message format suitable for use over
the interface between the IWF 310 and the Other Mission Critical System 320 but
replacing the source identity of the Group Management Server 304 with its own
identity.

It may be that the Other Mission Critical system 320 does not have a
formally defined Group Management server or proxy, and any ciphering and
transport of keys between the IWF 310 and the Other Mission Critical System 320
may use different methods to those used in 3GPP Mission Critical systems. These
methods may also include provisioning security keys for use in transporting
messages from the IWF 310 toward the Other Mission Critical System 320.

An example of one such system and interface is the TETRA system, which
defines a Switching and Management Infrastructure (SwMI) and an interface, called
the Inter-System Interface (ISI) between two SwMIs. Where the Other Mission
Critical System 320 is a TETRA SwMI, the IWF 310 may appear as another SwMI|
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to the TETRA SwMI and create messages in a format compatible, or closely
compatible with the I1SI in order to minimise modifications to TETRA SwMIs
supporting the ISl for intra-TETRA use.

The Other Mission Critical System 320 contains functions acting in the role
of Floor Control Proxy 321 and a Group Management Proxy 322. The Floor Control
Proxy 321 acts to manage the floor for groups within the Other Mission Critical
System 320. For a group or private call where there are members in both the
primary Mission Critical System 301 and the Other Mission Critical System 302, it
will act by forwarding the Floor Request Messages to the Interworking Function 310
and its Floor Control server proxy 311, which acts as the Floor Control Server for
that call.

The Group Management proxy 312 receives Group Management keys from
the Interworking Function 310 and distributes them to the members of the group
currently being served by that Mission Control System, such as a mobile handset
330 containing a client function 331 to receive and transmit group management
messages, including those related to Floor Control. In the event that the handset
330 does have Floor Request time-stamping capability then the client function 331
in the handset 330 has access to an accurate timing source in order to apply the
time-stamp.

However, a particular aspect of the technology described herein is to
introduce a mechanism to handle Floor Requests when the user device does not
support time-stamping by the client during operation.

To achieve this, the functional entity carrying out the time-stamping has
access to an accurate Time Source 340. Such time sources are commonly
available and used in communications networks, more general communications
systems and the internet, and make use of techniques such as NTP (Network Time
Protocol) or IEEE1588v2 P2P (Precision Time Protocol) to derive an absolute time
value used within a communications network.

The primary Floor Control Server may also require an accurate time source
in order to be able to estimate round trip times where this technique is used to
estimate latency. In the embodiment of Figure 2, the time sources 340 are shown
as one and the same, but it will be appreciated by one skilled in the art that the time
sources may differ as long as any offset between the two is known or can be

calculated. The user time source(s) must be synchronised to the time sources 340,
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so as to take into account the time of travel between the time source 340 and the
user.

As will be apparent to one skilled in the art, the described functions are
logical, and other physical and architectural arrangements are possible, including
direct distribution of the group keys from a Key Management Server to the
Interworking Function 310 or the Other Mission Critical System 320.

Figure 3 shows a Message Sequence chart illustrating embodiments of the
invention.

A device, denoted Floor participant 1, is attached to a group on the 3GPP
Mission Critical system designated the primary system for a particular
group/regrouped call. Another device, denoted Floor participant 2, is connected to
a second 3GPP Mission Critical system, whilst a further device, denoted Floor
participant 3, is connected to another, non-3GPP, Mission Critical system that in
turn is connected to the primary 3GPP Mission Critical system via an Interworking
Function.

The illustration of Figure 3 assumes that the session establishment is
complete and has ensured that the IWF has received the necessary security
information to act as a Floor Control server proxy and Group Management server
proxy as described above, as has the partner 3GPP Mission Critical System.

In step 1, a session is established with a group across more than one
Mission Critical system. The primary system has been established as a 3GPP
MCPTT system. To aid illustration, three systems are shown in Figure 3: the
primary 3GPP MCPTT system, a partner 3GPP MCPTT system, and a non-3GPP
other system connected via an Interworking Function (IWF).

Functions that may add time-stamps have been provisioned with time
offsets to include in Floor Request messages, either statically, or by dynamic
calculation using one or more of the techniques described above (e.g. RTCP, Keep-
alives, Heartbeat, DPD, ping) to calculate an offset based on deducing the one way
delay from values including the round trip time (such as a halving the round trip time
if the link is assumed symmetric). Such calculations may be applicable to both links
in the application server domain, for example IWF to SwMI, as well as between a
server and a device.

If dynamic provisioning is possible then the parameter value may be
updated dynamically, based on on-going measurements. Such an option may be

desirable in arrangements such as when a gateway cell of the type described
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above, or any other relaying node, changes position, or in the case that congestion
in one of the links causes messaging delays.

In step 2, at least two users across the systems wish to communicate within
the group call and take action to initiate a floor request. This activity is conveyed to
the clients on the device.

In step 3 the handset clients cause their handsets to issue Floor Requests
towards their respective Mission Critical server systems. In the case of the Floor
participant 1 on the primary 3GPP system, the handset client is able to apply a
time-stamp itself (either in the ciphered message body or at SIP level).

In the case of Floor participant 2 on the partner LTE MCPTT system the
handset is not able to apply a time-stamp to its Floor Request. This is also the case
for Floor Participant 3 in the Other MC system connected via the IWF.

Parts of Steps 3 and 4 may happen concurrently and not in sequence
because of the overlapping nature of the activities within each separate system.

Step 3a is applicable to the other MC system where neither the device nor
the system core are able to apply a time-stamp. In this case a Floor Request
message corresponding to the original Floor Request is sent from the other MC
system to the Interworking Function

Step 3b is applicable at an infrastructure node configured to add an offset or
time-stamp.

In the case of the partner 3GPP Mission Critical system, this is shown as the
Floor Control server 2, whilst in the case of the other Mission Critical system, this is
the Inter Working Function.

As the infrastructure node has been configured to appear as part of the
group, it has the necessary ciphering keys and as Floor Requests are ciphered on a
hop by hop basis, the node has the ability to decipher, modify and re-cipher the
Floor Request message as it passes through the node. This may be done to
introduce a time-stamp or delay offset into the body of the message, or into the SIP
header.

Whilst using the time that the Floor Control message arrived at the node is
relatively straightforward, it does not represent the time that the original Floor
Request was actually sent as accurately as an alternative, modified, time-stamp
that takes into account more of the transport time from the source system.
Consequently in a preferred embodiment the time-stamp is set as a modified time

of reception of the Floor Request by the node by subtracting from the time of
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reception an available estimate of the delay in transmission of the message before
it arrived at the time-stamping node. Contributions and estimates to such a delay
calculation are described above.

An alternative embodiment is to apply the time-stamp as the time-of
reception, but to introduce a field that indicates the delay offset. If required by the
protocol, the modified Floor Request message is then ciphered preparatory to
forward transmission toward the primary Floor Control Server.

An indication of the source of the time information and the source and
reliability of the delay offset may also be included.

In step 4, nodes that have created a modified Floor Request message
forward them to the primary Floor Control Server.

In step 5, the primary Floor control server has received a set of Floor
Request messages as a result of steps 3 and 4. It has been configured with a
target latency to deliver a response to a Floor Request for group calls of this type,
e.g. inter-system group calls. When it receives the first Floor Request message as
a result of step 3 or 4, it examines the time-stamp and/or delay offset if the latter is
included to determine a calculated time of transmission estimate, and compares
this against the time of reception at the primary Floor Control Server.

From this, the FCS is able to estimate the time of travel of the Floor Request
message from source, and is optionally able to use this as an estimate of the time
available for it to make a Floor Request decision before it has to send a response
that will arrive within the configured target latency. If such an option is used then
the available time limit may need to be reduced dynamically as new messages
arrive within the allowable time window and a similar calculation is applied based on
their estimated time of travel but which gives an earlier requirement for a Floor
Request decision than the current time limit.

It is possible that a Floor Request message will arrive with a time-stamp and
estimated time of travel that implies that the current time limit to decide has already
been exceeded if that requester is to receive a response within the desired target
latency. In that case a decision should be taken immediately.

Once the time limit to decide has been reached, the Floor Control Server is
able to apply its internally configured Floor Control arbitration algorithm to decide
which of the received Floor Request messages is granted the Floor. In the case of

two messages that are equal in other categories, the calculated time of



WO 2018/127176 PCT/CN2018/071779

10

15

20

25

30

35

47

transmission estimate is used to determine which message is given priority in the
Floor grant.

Where queuing is used in the system, then the Floor Request messages are
stored in a queue using their calculated times of transmission for use in any
arbitration for Queue position and when the Floor next becomes free. In the case
where the latency of transmission is known to be regularly longer than the
provisioned time limit, a modified queuing mechanism may be used in how such
messages are prioritised.

In step 6 the primary Floor Control server issues a Floor Grant message
towards the device that made the successful request, via its Floor Control server or
intermediate proxies.

In step 7, any intermediate nodes between the primary Floor Control Server
and the successful device forward the Floor Grant message to that device, possibly
reformatting it in the case of inter-system access via an IWF.

In step 8, the device that made the successful Floor Request receives its
Floor Grant message and is able to transmit.

In step 9 and step 10 the Floor Control Server and intermediate nodes send
Floor rejected messages to those devices that did not make the successful Floor
Request, and if queuing is possible, these devices also receive notification of their
position in the queue.

Specific embodiments of the method in the case of LTE interworking with
TETRA are now described in more detail.

Step 1 is carried out in a similar way to that described above. In this case,
there are only two systems: the primary system, being an LTE system in this case,
and a TETRA system, connected via an Interworking Function. A
combined/regrouped group is set up containing devices on both systems.

In step 2, users on devices on the TETRA network and the LTE network
wish to communicate, and in step 3 they cause the devices to issue TETRA and
LTE Floor Request messages respectively. In this example, the TETRA request
occurs at the TETRA device slightly before the LTE request. The TETRA device is
a standard device not enabled with time-stamping capability. Consequently it
sends a U-TX DEMAND message as described in Table 2.

In step 3 the handset in the LTE system is enabled with a time-stamping
mechanism and sends a Floor Request message modified from current 3GPP

specifications to include the time-stamp information. In this example the media
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stream has yet to start and so the Floor Request is a SIP INVITE with the implicit
floor request as per 3GPP specification 24.379, which includes the
"mc_implicit_request" media level attribute in the associated UDP stream for the

floor control in the SDP offer/answer. The SIP header includes a Timestamp, e.qg.

Timestamp: <xx>,

where <xx> represents a time such as NTP time.

In step 3a, the TETRA SwMI sends an ISI-TX_DEMAND message to the
IWF in the format described in Table 3.

In this example, in step 3b the IWF receives the ISI-TX_DEMAND message
and converts it to a form suitable for use in an MCPTT system.

As the media stream in this example has not yet started, a particular
embodiment is to use a SIP INVITE of a similar format as for the LTE system in
step 3. However, the SIP header field does not allow additional details about the
time-stamp quality and source to be included, and so a more preferred option is to
include further time-stamp qualifier options within the message body, such as in
media level attributes in the associated media stream for the floor control in SDP
offer/answer.

In step 4, the primary Floor Control Server receives the Floor Request
messages and acts as described above.

In an alternative embodiment, between step 3 and step 3a, the time-stamp
may be inserted by a TETRA SwMI before forwarding the Floor Request to the IWF
as a modified ISI-TX_DEMAND message. In such an embodiment, a possible
realisation of a modified ISI-TX_DEMAND message to carry is shown in Table 5.

In step 4, the IWF receives the Modified ISI-TX_DEMAND message, and
appearing as a client to the primary system, creates a SIP INVITE message with
the time-stamp carrying the “Tx request time”, and “Tx request time quality”, “Tx
request outside time limit” service elements, appearing in the message body, such

as in media level attributes for the Floor Control media stream.
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Service element Request Confirm

Requesting party identifier M M
SS-CLIR invoked for requesting party M -
TX demand priority M -
Encryption control M -
Transmission grant - M
Notification indicator M -
Tx request time O (see Note -

1)
Tx request time quality C (see Note -

2)
Tx request outside time limit C (see Note

3)
Proprietary ®) O
Note 1: This element represents the time that the MS requesting to transmit
issued its request
Note 2: This element is optional but shall not be included if the Tx request
time element is not present. It indicates whether the Tx request time is
measured or estimated
Note 3: This element is optional but shall not be included if the Tx request
time element is not present. It indicates that the timing of the Tx request is
outside a pre-configured limit

Table 5: Modified ISI-TX_DEMAND message

As described above, some communications systems allow floor requests to
be queued. In this case, a communications station can, in principal, send a floor
request at any time, including when another party is speaking in the call.

If floor request queuing is not permitted, the system may be configured such
that requesting parties can only send their floor requests when notified by the
communications system. Any floor requests that communications stations send
while another communications station is transmitting to the group may be
discarded.

For example, in TETRA, when the Floor Control Server is notified by a
communications station that it has finished transmitting to the group, the Floor
Control Server will transmit to the communications stations of the group a
notification indicating that the communications stations are now able to request the
floor. This transmission from the Floor Control Server may be known as a Transmit
Ceased message, a permission to transmit message, a “Floor |dle” message, or
another similar term.

However, in the case of a system with differing time delays, e.g. between

the Floor Control Server and the plural communications stations, the
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communications stations that are subject to a greater time delay will be at a
disadvantage in being able to make a floor request, i.e. once the “transmit ceased”
message arrives.

Thus when calculating timing offsets for the timestamp in the floor request,
an allowance for the above delays may be made.

Alternatively, the system may send its communication indicating that
communications stations can make floor requests to different communications
station at different times, e.g. taking into account the varying time delays. One or
more communications stations that experience a greater transmission time delay
to/from the transmitting source may have their messages sent at an earlier time
compared to communications stations that experience a lesser transmission time
delay.

In this case, the appropriate time delay can be determined using the time
taken for a floor request to arrive from a communications station, e.g. in a particular
part of the system infrastructure, or otherwise.

Accordingly the system can make use of previously determined or
configured estimates of time delays between parts of the system, including but not
limited to estimates obtained via estimating the time delay of transmission requests
(Floor Requests), in order to determine the timing to be used when transmitting
messages to the communications stations indicating that transmission has ceased.

An optional enhancement to this method is to take account of the network
location of the communications stations in order to combine the permission to
transmit messages for communications stations that are within a similar radio
location in the system (e.g. within the same LTE Multimedia Broadcast and
Multicast Services (MBMS) Service Area) into a single broadcast message, e.g. as
opposed to individual unicast messages. This has the advantage of saving radio
and backhaul bandwidth.

Another optional enhancement is for the controlling node (e.g. Floor Control
Server) to send its permission to transmit messages at a suitably early time to those
systems, or subsystems, containing group members or linked group members,
marked with a time delay corresponding to the delay between that system or
subsystem and a controlling node. The systems or subsystems may then transmit
the permission to transmit message to the communications stations that they serve
after that time delay. This has the advantage of preventing a distant sender from

pressing the push to talk button on the communications station independently of
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receiving the permission to talk message, but slightly ahead of doing so, and
thereby gaining an unexpected time advantage.

As can be seen from the above, the present invention, in its preferred
embodiments at least, provides an improved mobile communications system. This
5 is achieved, in the preferred embodiments of the present invention at least, by
associating with a floor request information indicating the time at which the request
was made, and using the information when determining whether the floor request

should be granted.
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Claims

1. A method of operating a communications system, the method comprising:

a communications station of the communications system transmitting a
request for permission to transmit to one or more communications stations of a set
of plural communications stations of the communications system;

associating with the request information indicating the time at which the
request was made; and

the communications system using the information when determining
whether and/or when the request for permission for the communications station to

transmit should be granted.

2. The method of claim 1, wherein the communications system comprises two

or more interconnected or interworking communications systems.

3. The method of claim 1 or 2, comprising the communications station
associating with the request the information indicating the time at which the request

was made.

4. The method of claim 1 or 2, comprising system infrastructure of the
communications system associating with the request the information indicating the

time at which the request was made.

5. The method of claim 4, comprising an Application Server of the
communications system or an interconnection or interworking function (IVWWF) of the
communications system associating with the request the information indicating the

time at which the request was made.

6. The method of any one of the preceding claims, further comprising
selectively associating with the request the information indicating the time at which

the request was made .

7. The method any one of the preceding claims, wherein the request is
transmitted as an encoded request, and wherein associating with the request the

information indicating the time at which the request was made comprises:
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decoding the request;
associating with the decoded request the information indicating the time at
which the request was made; and then

re-encoding the request.

8. The method of any one of the preceding claims, wherein the time-indicating

information comprises an absolute time value.

9. The method of any one of the preceding claims, wherein the time-indicating

information comprises a relative time value.

10. The method of any one of the preceding claims, wherein the time-indicating
information comprises information indicative of a time for the request to be
transmitted from one part of the communications system to another part of the

communications system.

11. The method of any one of the preceding claims, further comprising:
transmitting to the set of plural communications stations a notification
indicating that the communications stations can request permission to transmit to
the set of plural communications stations;
wherein transmitting the notification to the set of plural communications
stations comprises:
transmitting the notification to one or more first communications
stations of the set at a first time; and
transmitting the notification to one or more second communications

stations of the set at a second different time.

12. A method of operating a communications system, the method comprising:
transmitting to a set of plural communications stations a notification
indicating that the communications stations can request permission to transmit to

the set of plural communications stations;
wherein transmitting the notification to the set of plural communications
stations comprises:
transmitting the notification to one or more first communications

stations of the set at a first time; and
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transmitting the notification to one or more second communications

stations of the set at a second different time.

13. A communications system comprising:

system infrastructure; and

a plurality of communications stations;

wherein the communications system is configured, when a communications
station transmits a request for permission to transmit to one or more
communications stations of a set of plural communications stations, to associate
with the request information indicating the time at which the request was made; and

wherein the communications system is configured to use the information
when determining whether and/or when the request for permission for the

communications station to transmit should be granted.

14. The system of claim 13, wherein the communications system comprises two

or more interconnected or interworking communications systems.

15. The system of claim 13 or 14, wherein the communications station is
configured to associate with the request the information indicating the time at which

the request was made.

16. The system of claim 13 or 14, wherein the system infrastructure is
configured to associate with the request the information indicating the time at which

the request was made.

17. The system of claim 16, wherein an Application Server of the
communications system or an interconnection or interworking function (IVWWF) of the
system is configured to associate with the request the information indicating the

time at which the request was made.

18. The system of any one of claims 13-17, wherein the communications
system is configured to selectively associate with the request the information

indicating the time at which the request was made.
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19. The system of any one of claims 13-18, wherein the request is transmitted
as an encoded request, and wherein the communications system is configured to
associate with the request the information indicating the time at which the request
was made by:

decoding the request;

associating with the decoded request the information indicating the time at
which the request was made; and then

re-encoding the request.

20. The system of any one of claims 13-19, wherein the time-indicating

information comprises an absolute time value.

21. The system of any one of claims 13-20, wherein the time-indicating

information comprises a relative time value.

22. The system of any one of claims 13-21, wherein the time-indicating
information comprises information indicative of a time for the request to be
transmitted from one part of the communications system to another part of the

communications system.

23. The system of any one of claims 13-22, wherein:
the system is configured to transmit to the set of plural communications
stations a notification indicating that the communications stations can request
permission to transmit to the set of plural communications stations; and
the system is configured transmit the notification to the set of plural
communications stations by:
transmitting the notification to one or more first communications
stations of the set at a first time; and
transmitting the notification to one or more second communications

stations of the set at a second different time.

24. A communications system comprising:
system infrastructure; and

a plurality of communications stations;
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wherein the system is configured to transmit to a set of plural
communications stations a notification indicating that the communications stations
can request permission to transmit to the set of plural communications stations; and
wherein the system is configured transmit the notification to the set of plural
communications stations by:
transmitting the notification to one or more first communications
stations of the set at a first time; and
transmitting the notification to one or more second communications

stations of the set at a second different time.

25. A computer program element comprising computer software code portions
for performing the method of any one of claims 1 to 12 when the program element

is run on data processing means.
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