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1. 

SYSTEMAND METHOD FOREFFICIENT 
SUPPORT FOR SHORT CRYPTOPERIODS IN 

TEMPLATE MODE 

This application claims the benefit of U.S. Provisional 
Application No. 61/639,635 filed on Apr. 27, 2012 by Alex 
ander Giladietal. and entitled “System and Method for Short 
Cryptoperiods,” which is hereby incorporated herein by ref 
erence as if reproduced in its entirety. 

TECHNICAL FIELD 

The present invention relates to the field of media stream 
ing, and, in particular embodiments, to a system and method 
for efficient support for short cryptoperiods in template mode. 

BACKGROUND 

Dynamic Adaptive Streaming over Hypertext Transfer 
Protocol (DASH), also known as MPEG-DASH, is developed 
to enable high quality streaming of media content over the 
Internet delivered from conventional Hypertext Transfer Pro 
tocol (HTTP) web servers. In the DASH architecture, media 
content can be encoded into media streams at different rates. 
Media content can be segmented into a plurality of segment 
files that can be streamed individually and independently 
from a server or network to a client device, upon receiving 
request for content from the client. The server also provides 
media presentation description (MPD) corresponding to a 
group of segment files, e.g., for a video or program. The MPD 
includes information that allows the client to play the content. 
Segments can be obtained by the client using segment tem 
plates for generating universal resource locators (URLs) to 
fetch the content. The segments templates may be provided in 
the MPD. In the case of encrypted segments, the MPD also 
includes a key and randomly generated initialization vectors 
(IVs) that are used with the key for decrypting the segment 
content at the client side. An efficient representation for IVs is 
needed to Support the segment template mode. 

SUMMARY OF THE INVENTION 

In accordance with an embodiment, a method for commu 
nicating encryption information intemplate mode in dynamic 
adaptive streaming over hypertext transfer protocol (DASH) 
includes sending in a media presentation description (MPD), 
from a network server to a client, a template for generating a 
universal resource locator (URL) to obtain an initialization 
vector (IV) that is used for encrypting a segment, in absence 
of an IV value in the MPD, receiving from the client a URL 
configured according to the template, and upon receiving the 
URL, returning an IV corresponding to the URL to the client. 

In accordance with another embodiment, a method for 
communicating encryption information in template mode in 
DASH includes receiving in a MPD, at a client from a net 
work server, a template for generating a URL to obtain an IV 
that is used for encrypting a segment, upon detecting an 
absence of an IV value or IV base value in the MPD, config 
uring a URL for the IV using the template, sending the URL 
for the IV, and receiving an IV. 

In accordance with another embodiment, a network com 
ponent for communicating encryption information in tem 
plate mode in DASH includes a processor and a computer 
readable storage medium storing programming for execution 
by the processor. The programming including instructions to 
send in a MPD to a client a template for generating a URL to 
obtain an IV that is used for encrypting a segment, in absence 
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2 
of an IV value in the MPD, receive from the client a URL 
configured according to the template, and upon receiving the 
URL, return an IV corresponding to the URL to the client. 

In accordance with yet another embodiment, a user device 
for communicating encryption information in template mode 
in DASH includes a processor and a computer readable stor 
age medium storing programming for execution by the pro 
cessor. The programming including instructions to receive in 
a MPD from a network server a URLIV attribute indicating a 
template for generating a URL to obtain an IV that is used for 
encrypting a segment, upon detecting an absence of an IV 
value in the MPD, configure a URL for the IV using the 
template, send the URL for the IV, and receive an IV. 

BRIEF DESCRIPTION OF THE DRAWINGS 

For a more complete understanding of the present inven 
tion, and the advantages thereof, reference is now made to the 
following descriptions taken in conjunction with the accom 
panying drawing, in which: 

FIG. 1 is an example of a DASH architecture. 
FIG. 2 is a flow diagram for an embodiment method for 

efficient representation and use of IVs for encrypted content 
with segment template representation in DASH; and 

FIG. 3 is a diagram of a processing system that can be used 
to implement various embodiments. 

DETAILED DESCRIPTION OF ILLUSTRATIVE 
EMBODIMENTS 

The making and using of the presently preferred embodi 
ments are discussed in detail below. It should be appreciated, 
however, that the present invention provides many applicable 
inventive concepts that can be embodied in a wide variety of 
specific contexts. The specific embodiments discussed are 
merely illustrative of specific ways to make and use the inven 
tion, and do not limit the scope of the invention. 

FIG. 1 shows an example of a DASH architecture 100 for 
streaming media (e.g., Video, music, games, applications, 
etc.) to clients (e.g., Subscribers or general users). The media 
can include live broadcast events or programs, on demand 
content or video, or both. The DASH architecture 100 
includes one or more media servers 110 that provide media 
content, e.g., in the form of segment files according to Orga 
nization for Standardization (ISO) Base Media File Format 
(BMFF). The DASH architecture 100 includes one or more 
clients 120 that comprise user equipment or devices, such as 
set-top boxes (STBs), desktop computers, laptop computers, 
tablet computers, Smartphones, or any other type of mobile/ 
personal devices. The clients 120 can receive the media con 
tent from the servers 110 over any access network 130, e.g., 
the Internet, a wireless local area network (WLAN), a WiFi 
network or hotspot, a cellular network, a cable infrastructure, 
a fiber optic backbone or access network, or combinations 
thereof. To receive content using HTTP, the clients 120 need 
to first request the content. 

In the DASH architecture 100, the original content in the 
server 110 can be encoded into media streams (e.g., video 
streams) at different rates. A video or other media content can 
be segmented into a plurality of segments that can be 
streamed individually and independently from a server 110 to 
a client 120 over the access network 130. The servers 110 also 
provide media presentation description (MPD) correspond 
ing to video/media files, e.g., for each group of segment files 
of a video or program, including information to get the seg 
ments (e.g., segment URLs) and play the content (e.g., video 
rate information). The servers 110 also provide universal 
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resource locators (URLs) for the MPD files to indicate the 
location of the MPD files in the servers 110 or network 130. 
The MPD is sent from the server 110 to the client 120 and 

describes a manifest (e.g., a list) of the available content (e.g., 
content segments), its various alternatives, URL addresses 
(e.g., of content segments), and other characteristics. The 
MPD can be delivered from a content server 110 to the client 
120 using HTTP. By parsing the MPD, the client 120 learns 
about the content (e.g., a video or a program) timing, content 
or media availability, media types, resolutions, minimum and 
maximum bandwidths, the existence of various encoded 
alternatives of multimedia components, accessibility features 
and required digital rights management (DRM), media-com 
ponent locations on the network, and other content character 
istics. The media content, e.g., on demand video or a broad 
cast program, is divided into a plurality of addressed 
segments that can be forwarded separately. The segments 
each represents a chunk or portion of the content and has a 
corresponding URL and duration indicated in the MPD. 

Using the information in the MPD, the client 120 selects 
the appropriate encoded alternative and starts streaming the 
content by fetching the segments of content using HTTP GET 
requests. For example, the information includes the locations 
of the files/segments in the servers 110 and/or network 130. 
From the MPD information, the client 120 can also determine 
the video rate based on network conditions for the client 120 
(e.g., determine which segments files to get that match a 
suitable download rate). 

Currently, a SegmentList field or parameter can be used in 
a media presentation description (MPD) for segment encryp 
tion. The SegmenList can indicate a list of segments that are 
encrypted. In case of encrypted segments, randomly gener 
ated initialization vectors (IVs) are also provided for decrypt 
ing the segments of the same SegmentList at the client. When 
a SegmentTemplate field or parameter is used in the MPD to 
describe a template for obtaining segments, the IVs are the 
segment numbers. This weakens the security of encryption, 
where it may be easy to learn or discover the IV sequence to 
decrypt and access the content without authorized access. 
Further, in HTTP Live Streaming (HLS), random IVs can be 
inserted in an m3u8 manifest (in the MPD) by putting the IVs 
into a #EXT-X-KEY tag. This option is not possible with the 
template mode representation for segments, which reduces 
the HLS content compatibility in the template mode. 

System and method embodiments are provided herein for 
efficient representation and use of IVs for encrypted segments 
using template mode representation in DASH. The embodi 
ments include using a URL template for deriving the IVs (at 
the client). By adding one extra HTTP GET request per cryp 
toperiod or per segment, using randomly generated IVs 
becomes possible. The cryptoperiod is the period in which the 
same decryption parameters (Key and IVs) are used. This 
allows compatibility in situations where the #EXT-X-KEY 
tag is used at relatively high frequency. A URL template 
attribute is added to a ContentProtection element (of the 
MPD) for generating URL templates for deriving the IVs. 
When operating in a template mode, a client can check the key 
and IV values, either once per cryptoperiod using the earliest 
segment for the SNumberS or STimeS variable derivation 
from the URL template, or for every segment if there are no 
CryptoPeriod elements in the ContentProtection element. 

In an embodiment, the ContentProtection element (in the 
MPD) includes the CryptoPeriod element and a 
(a)ivURLTemplate attribute for indicating the IV template 
URL, as shown in Table 1. 
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TABLE 1 

Element or 
Attribute Name Use Description 

(a)schemeIdUri 1 This may be urn:mpeg:dash;Segenc:2012. 
CryptoPeriod 0...N. This specifies information and URLs 

needed for derivation of key information 
This specifies the template for key URL 
generation, e.g., using Same Syntax and 
variable substitution as defined in 
ISO, IEC 23009-1 Sec. 5.3.9.4.4. For a run 
of segments using the same key Url, the 
segment number inserted is the number of 
the first segment of the associated 
CryptoPeriod. 
Note: use of (a)keyUrlTemplate does not 
imply use of SegmentTemplate. 
This specifies the URL for IV derivation, 
e.g., using same syntax and variable 
substitution as defined in ISO/IEC 23009 
1 sec. 5.3.9.4.4. For a CryptoPeriod 
withouta (a)IV attribute, the segment 
number inserted is the number of the first 
segment of the associated CryptoPeriod. 
Note: use of (a)ivUrlTemplate does not 
imply use of either (a)keyUrlTemplate or 
SegmentTemplate. 

(a)keyUrlTemplate O 

(a)ivUrlTemplate O 

Legend: 
For attributes: 
M = Mandatory, 
O = Optional, 
OD = Optional with Default Value, 
CM = Conditionally Mandatory, 
For elements: <minOccurses. ...<maxOccurses (N = unbounded) 
Elements are bold; attributes are non-bold and preceded with an (a) 

Additionally, an optional (a) IV attribute of the CryptoPe 
riod element may be included to specify the initialization 
vector for the applicable segment(s) within the CryptoPeriod. 
If this (a) IV attribute is present, then the attribute value may 
be used as the IV when encrypting or decrypting with an 
associated key. The value can be interpreted as a 128-bit 
hexadecimal number in textual format and can be prefixed 
with Ox or OX. 

If the (a)ivUrlTemplate attribute is present in the Content 
Protection element, then the IV URL may be derived (at the 
client) from the (a) ivUrlTemplate attribute (unless the (a) IV 
attribute is present in the current CryptoPeriod element). The 
content of the HTTP response (from the server or network to 
client) can contain the IV value in a textual or binary repre 
sentation. For example, a 128-bit hexadecimal number in 
textual format and can be prefixed with 0x or OX. If neither the 
(a IV nor (a)ivUrlTemplate attributes are present for a Cryp 
toPeriod, the number of the segment may be used (e.g., as in 
template construction and elsewhere in 5.3.9.4.4 of ISO/IEC 
23009-1) as the IV when encrypting or decrypting that media 
segment. The big-endian binary representation of the 
sequence number can be placed in a 16-octet buffer and 
padded (on the left) with Zeros. 

In another embodiment, the ContentProtection element (in 
the MPD) includes a CryptoPeriodType element and an 
(a)ivUriTemplate attribute for indicating the IV template 
URL, as shown in Table 2. 

TABLE 2 

Element or 
Attribute Name Use Description 

CryptoPeriodType This specifies properties common to all 
cryptoperiods. 

(onumSegments O This specifies the number of segments 
in a cryptoperiod. In case of 
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TABLE 2-continued 

Element or 
Attribute Name Use Description 

CryptoTimeline, this is the number of 
segments in each cryptoperiod of 
this CryptoTimeline. 
The attribute (anum Segments may be 
absent if this is the last CryptoPeriod 
element of the Period. In this case, the 
cryptoperiod continues till the end of 
this Period. The attribute (anum Segments 
may not be absent for any 

(a)keyUri Template 
CryptoTimeline element. 
This specifies the template for key 
URI generation, using same syntax and 
variable substitution as defined in 
ISO/IEC 23009-1: 2012, 5.3.9.4.4. Attribute 
(a keyUriTemplate is used once each 
cryptoperiod. Thus for a cryptoperiod 
CP(i., d), the (a)keyUriTemplate URI 
is constructed with SNumberS = i. 
Same applies for STimeS: the value used 
is the STimeS value of segment S(i) is 
used. The use of (a)key UriTemplate 
does not imply use of (a)ivUrlTemplate 
or SegmentTemplate. 
Key derivation rules described in ISO/IEC 
23009-4 sec. 6.4.3 may be used. 

(a)ivUriTemplate O 

Legend: 
For attributes: 

M = Mandatory, 

This specifies the template for IV URI 
generation using same syntax and variable 
substitution, e.g., as defined in ISO/IEC 
23009-1: 2012, 5.3.9.4.4. (a)ivUriTemplate 
is used once each cryptoperiod, thus for a 
cryptoperiod CP(i., d), the (a)ivUrlTemplate 
URI is constructed with SNumberS = i. 
Same applies for STimeS: the value used is 
the STimeS value of segment S(i) is used. 
Use of (a)ivUrlTemplate does not imply 
use of either (a)key Uri Template or 
SegmentTemplate. IV format 
definition in see ISO, IEC 23009-4 Sec. 

6.4.4.2 may be used. 

O = Optional, 
OD = Optional with Default Value, 
CM = Conditionally Mandatory, 
For elements: <minOccurses. ...<maxOccurses (N = unbounded) 
Elements are bold; attributes are non-bold and preceded with an (a). 

Frequent cryptoperiod changes are common in the IPTV/ 
Cable ecosystem, where same key and initialization vector 
combination can exist for 2 to 10 seconds. This can be accom 
modated in using multiple CryptoPeriod elements. However, 
when MPD updates are infrequent, the amount of MPD space 
taken up by the CryptoPeriod elements becomes significant. 
On the other hand, cryptoperiods tend to have easily predict 
able lengths (e.g., constant duration of 4 segments). Thus, 
run-length coding declaring, for example, 120 10-segment 
cryptoperiods can save about 119 unnecessary lines in a Con 
tentProtection element. When used together with key and IV 
templates, the overall saving is about 90% in HTTP requests 
for keys and IVs. In an embodiment, a CryptoTimeline ele 
ment is also added (to the ContentProtection element) which 
uses run-length coding for deriving cryptoperiod boundaries. 
As such, the number of first segment within each derived 
cryptoperiod is used to bring in a key and IV pair for the 
cryptoperiod. The CryptoTimeline element may be config 
ured with a plurality of attributes as shown in Table 3. 
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6 
TABLE 3 

Element or 
Attribute Name Use Description 

CryptoTimeline CryptoTimeline element specifying a 
sequence of constant-duration 
cryptoperiods of segments. 

(an O Number of constant-duration 
cryptoperiods within this timeline. If 
absent, the last cryptoperiod ends with the 
end of the period that this 
ContentProtection element belongs to. 

(a)d M Cryptoperiod duration, in segments, of 
every period in this CryptoTimeline. 

(a)offset O Number of segments between the end of 
the previous CryptoTimeline element and 
this CryptoTimeline. Zero if absent. In 
case this is the first CryptoTimeline, the 
segment number is the first Segment 
Number of this Period. 

Legend: 
For attributes: 
M = Mandatory, 
O = Optional, 
OD = Optional with Default Value, 
CM = Conditionally Mandatory, 
For elements: <minOccurses. ...<maxOccurses (N = unbounded) 
Elements are bold; attributes are non-bold and preceded with an (a) 

In the case of using the CryptoTimeline element above, the 
key and IV templates (as described above) are needed. For 
each CryptoTimeline element, at the beginning of every 
period specified by the CryptoTimeline, a key and IV pair can 
be fetched according to the key and IV templates. For seg 
ments in each (a)d duration, the same key/IV pair is used. 

In another embodiment, the CryptoTimeline element 
includes an (a)ivBase attribute for indicating the correspond 
ing IV, as shown in Table 4. 

TABLE 4 

Element or 
Attribute Name Use Description 

CryptoTimeline This specifies a sequence of cryptoperiods, 
each containing same amount of segments. 
The time duration of cryptoperiods does 

(a)numCryptoPeriods 

(a)firststartOffset 

(a)ivBase 

(a)aadBase 

OD 

OD 

OD 

not have to be constant. The constant 
is number of segmen S. 
This specifies number of constant-duration 
cryptoperiods within this timeline. If 
absent, the last cryptoperiod ends with 
the end of the Period 
ContentProtection 

this 
escriptor 

belongs to. This implies that the amount 
of segments in the last cryptoperiod in 
this case can be Smal 
in the (a numSegmen 

er than specified 
sattribute. 

This specifies the number of unencrypted 
segments between the end of the last 
cryptoperiod and the 
first cryptoperiod in 
Default value is 0. 

first segment of the 
his CryptoTimeline. 

Derivation rules described in ISO/IEC 
23009-4 sec. 6.4.2 may apply. 
This specifies the IV base value for this 
cryptoperiod. When (a)ivBase is present, 
IV is a sum of (a)ivBase and Segment 
number, e.g., as described in ISO/IEC 
23009-4 6.4.4.2. If absent, the default 
value is 0. 
The attribute (a)ivBase is not present 
if (a)ivUriTemplate is present. 
This specifies the AAD base value for 
this cryptoperiod. AAD is the sum of 
(a)aad Base and the Segment Number. 
If absent, the default value is 0. 
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TABLE 4-continued 

Element or 
Attribute Name Use Description 

CryptoPeriodType This specifies the common attributes and 
elements (attributes and elements from 
base type CryptoPeriodType), e.g., as 
described in ISO, IEC 23009-4 Sec. 5.14. 

Legend: 
For attributes: 
M = Mandatory, 
O = Optional, 
OD = Optional with Default Value, 
CM = Conditionally Mandatory, 
For elements: <minOccurses. ...<maxOccurses (N = unbounded) 
Elements are bold; attributes are non-bold and preceded with an (a). 

Typically, in a key rotation scenario, (a firstStartOffset and 
(a numCryptoPeriods are not specified, and the key/IV pair 
can change every (anum Segments segments. 

In an example, the ContentProtection element in the case 
where there are 4-segments cryptoperiods with fixed duration 
can includes the following syntax: 

<ContentProtection 
schemeIdUri="urn:mpeg:dash;segenc:2012"> 

segenc:keyUrlTemplate=https://example.com, keys/key.cgi?cid= 

segenc:ivUrlTemplate="http://example.com/keys, iv.cgi?cid= 

</ContentProtection> 

Accordingly, during each cryptoperiod, the key and IV are 
requested from a license server. For example, for the first 4 
segments, the key URL is https://example.com/keys/ 
key.cgi?cid=c(c.96a693f6b&Sn=00001, and the IV URL is 
http://example.com/keys/ 
iv.cgi?cid=c(0c.96a693f6b&Sn=00001. For the next segments 
5 to 8, the key URL is https://example.com/keys/ 
key.cgi?cid=c(c.96a693f6b&Sn=00005, and the IV URL is 
http://example.com/keys/ 
iv.cgi?cid=c(0c.96a693f6b&Sn=000015. 

FIG. 2 shows an embodiment method 200 for using a 
temple IV URL in addition to a template key URL for resolv 
ing content encryption in DASH. At step 201, a server or 
network 210 sends a ContentProtection element (in a MPD) 
indicating both a key URL template and an IV URL template. 
For instance, a CryptoPeriod element in the ContentProtec 
tion element includes a (alivUrlTemplate attribute in addition 
to a (a key UrlTemplate, as shown in Table 1. The ContentPro 
tection element may also include a CryptoTimeline element 
for deriving one or more cryptoperiods at the client. At step 
202, the client derives the IV URL according to (a)ivUrlTem 
plate (unless an (a IV attribute is also included to indicate the 
IV value to the client). The client also derives the key URL 
according to (a key UrlTemplate. The client may also derive 
the cryptoperiods using the CryptoTimeline element if 
present using run-length coding (as described above). At step 
203, the client sends the key and IV URLs, e.g., at the begin 
ning of each of the cryptoptoperiods derived from the Cryp 
toTimeline element or for every segment if there are no Cryp 
toPeriod elements in the Content Protection element. At step 
204, the server or network responds with the key and IV for 
each cryptoperiod or segment. At step 205, the client decrypt 
the segment(s) using the corresponding key and IV (e.g., per 
cryptoperiod or per segment). 
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8 
FIG. 3 is a block diagram of a processing system 300 that 

can be used to implement various embodiments. Specific 
devices may utilize all of the components shown, or only a 
Subset of the components and levels of integration may vary 
from device to device. Furthermore, a device may contain 
multiple instances of a component, such as multiple process 
ing units, processors, memories, transmitters, receivers, etc. 
The processing system 300 may comprise a processing unit 
301 equipped with one or more input/output devices, such as 
a network interfaces, storage interfaces, and the like. The 
processing unit 301 may include a central processing unit 
(CPU) 310, a memory 320, a mass storage device 330, and an 
I/O interface 360 connected to a bus. The bus may be one or 
more of any type of several bus architectures including a 
memory bus or memory controller, a peripheral bus or the 
like. 
The CPU 310 may comprise any type of electronic data 

processor. The memory 320 may comprise any type of system 
memory Such as static random access memory (SRAM), 
dynamic random access memory (DRAM), Synchronous 
DRAM (SDRAM), read-only memory (ROM), a combina 
tion thereof, or the like. In an embodiment, the memory 320 
may include ROM for use at boot-up, and DRAM for program 
and data storage for use while executing programs. In 
embodiments, the memory 320 is non-transitory. The mass 
storage device 330 may comprise any type of storage device 
configured to store data, programs, and other information and 
to make the data, programs, and other information accessible 
via the bus. The mass storage device 330 may comprise, for 
example, one or more of a Solid state drive, hard disk drive, a 
magnetic disk drive, an optical disk drive, or the like. 
The processing unit 301 also includes one or more network 

interfaces 350, which may comprise wired links, such as an 
Ethernet cable or the like, and/or wireless links to access 
nodes or one or more networks 380. The network interface 
350 allows the processing unit 301 to communicate with 
remote units via the networks 380. For example, the network 
interface 350 may provide wireless communication via one or 
more transmitters/transmit antennas and one or more receiv 
ers/receive antennas. In an embodiment, the processing unit 
301 is coupled to a local-area network or a wide-area network 
for data processing and communications with remote devices, 
Such as other processing units, the Internet, remote storage 
facilities, or the like. 

While this invention has been described with reference to 
illustrative embodiments, this description is not intended to 
be construed in a limiting sense. Various modifications and 
combinations of the illustrative embodiments, as well as other 
embodiments of the invention, will be apparent to persons 
skilled in the art upon reference to the description. It is there 
fore intended that the appended claims encompass any Such 
modifications or embodiments. 
What is claimed is: 
1. A method for communicating encryption information in 

template mode in dynamic adaptive streaming over hypertext 
transfer protocol (DASH), the method comprising: 

sending in a media presentation description (MPD), from a 
network server to a client, a template for generating a 
universal resource locator (URL) to obtain an initializa 
tion vector (IV) that is used for encrypting a segment, 
wherein the segment is associated with a cryptoperiod 
where a plurality of segments are encrypted with the 
same encryption parameters; 

including, in the MPD, a CryptoTimeline element for 
deriving one or more cryptoperiods at the client using 
run-length coding, the CryptoTimeline element indicat 
ing a sequence of cryptoperiods of constant duration 
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each including the same number of segments, wherein 
the CryptoTimeline element includes a first optional 
attribute for indicating a number of constant-duration 
cryptoperiods within a timeline, a second mandatory 
attribute for indicating, by a number of segments, a 
cryptoperiod duration of every period in the timeline, 
and a third optional attribute for indicating a number of 
segments between the end of a previous CryptoTimeline 
element and the timeline; 

in absence of an IV value in the MPD, receiving from the 
client a URL for the IV configured according to the IV 
URL template associated with at least one of the one or 
more cryptoperiods within the timeline; and 

upon receiving the IV URL, returning an IV value corre 
sponding to the IV URL to the client for decrypting each 
of the plurality of segments associated with the at least 
one cryptoperiod. 

2. The method of claim 1 further comprising indicating in 
the MPDan IV attribute that indicates an IV value that causes 
the client to use the IV value for decrypting the segment 
regardless of the presence of the template for the URL of the 
IV. 

3. The method of claim 1, wherein the MPD includes a 
CryptoPeriod element including an IV URL template 
attribute for indicating the template for generating the URL 
for the IV and a key URL template attribute for indicating 
another template for generating a URL for a key, and wherein 
the encryption parameters for the plurality of segments asso 
ciated with the cryptoperiod include the IV and the key: 

the method further comprising: 
receiving from the client a URL for the key configured 

according to the key URL template associated with 
the at least one cryptoperiod; and 

upon receiving the key URL, returning a key value cor 
responding to the key URL to the client for decrypting 
each of the plurality of segments associated with theat 
least one cryptoperiod. 

4. The method of claim 3 further comprising providing the 
client with corresponding key and IV values per each of the 
one or more cryptoperiods within the timeline at the begin 
ning of each cryptoperiod. 

5. The method of claim 4 wherein the IV URL and the key 
URL are configured at the client once per associated crypto 
period using an earliest segment for a number or time variable 
derivation from a template associated with the segment in the 
MPD. 

6. The method of claim 1, wherein the returned IV value to 
the client is in a textual orbinary representation in the body of 
an HTTP response. 

7. A method for communicating encryption information in 
template mode in dynamic adaptive streaming over hypertext 
transfer protocol (DASH), the method comprising: 

receiving in a media presentation description (MPD), at a 
client from a network server, a template for generating a 
universal resource locator (URL) to obtain an initializa 
tion vector (IV) that is used for encrypting a segment, 
wherein the segment is associated with a cryptoperiod 
where a plurality of segments are encrypted with the 
same encryption parameters, wherein the MPD includes 
a CryptoTimeline element indicating a sequence of 
cryptoperiods of constant duration each including the 
same number of segments, and wherein the Crypto 
Timeline element includes a first optional attribute for 
indicating a number of constant-duration cryptoperiods 
within a timeline, a second mandatory attribute for indi 
cating, by a number of segments, a cryptoperiod dura 
tion of every period in the timeline, and a third optional 
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10 
attribute for indicating a number of segments between 
the end of a previous CryptoTimeline element and the 
timeline; 

deriving one or more cryptoperiods from the CryptoTime 
line element using run-length coding: 

upon detecting an absence of an IV value or IV base value 
in the MPD, configuring a URL for the IV using the IV 
URL template associated with at least one of the one or 
more cryptoperiods within the timeline: 

sending the URL for the IV to the network server; 
receiving an IV value corresponding to the IV URL for the 

at least one cryptoperiod from the network server; and 
using the IV value to decrypt each of the plurality of seg 

ments associated with the at least one cryptoperiod. 
8. The method of claim 7 further comprising: 
receiving in the MPD, an IV attribute that indicates an IV 

value; and 
upon detecting the IV value, using the IV value for decrypt 

ing the segment regardless of the presence of the tem 
plate for the URL of the IV. 

9. The method of claim 7 further comprising: 
receiving in the MPD, an IV base attribute that indicates an 

IV base value; and 
upon detecting the IV base value, obtaining an IV value for 

decrypting the segment as a Sum of the IVbase value and 
a segment number for the segment. 

10. The method of claim 7 further comprising: 
detecting whether there is an IV value, an IV base value, or 

a template for a URL of the IV in the MPD; and 
upon determining the absence of IV value, IV base value, 

and template for a URL of the IV, using a number of the 
segment as an IV to decrypt the segment. 

11. The method of claim 7 wherein the MPD includes a 
CryptoPeriod element including an IV URL template 
attribute for indicating the template for generating the URL 
for the IV and a key URL template attribute for indicating 
another template for generating a URL for a key, and wherein 
the encryption parameters for the plurality of segments asso 
ciated with the cryptoperiod include the IV and the key: 

the method further comprising: 
configuring a URL for the key using the key URL tem 

plate associated with the at least one cryptoperiod; 
sending the URL for the key to the network server; 
receiving a key value corresponding to the key URL for 

the at least one cryptoperiod from the network server; 
and 

using the key value to decrypt each of the plurality of 
segments associated with the at least one cryptope 
riod. 

12. The method of claim 11 further comprising fetching 
corresponding IV and key values from the network server per 
each of the one or more cryptoperiods within the timeline at 
the beginning of each cryptoperiod. 

13. The method of claim 12, wherein the IV URL and the 
key URL are configured once per associated cryptoperiod 
using an earliest segment for a number or time variable deri 
Vation from a template associated with the segment in the 
MPD. 

14. A network component for communicating encryption 
information in template mode in dynamic adaptive streaming 
over hypertext transfer protocol (DASH), the network com 
ponent comprising: 

a processor; and 
a non-transitory computer readable storage medium stor 

ing programming for execution by the processor, the 
programming including instructions when executed 
causing the processor to: 
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send in a media presentation description (MPD) to a 
client a template for generating a universal resource 
locator (URL) to obtain an initialization vector (IV) 
that is used for encrypting a segment, wherein the 
segment is associated with a cryptoperiod where a 
plurality of segments are encrypted with the same 
encryption parameters; 

include, in the MPD, a CryptoTimeline element for 
deriving one or more cryptoperiods at the client using 
run-length coding, the CryptoTimeline element indi 
cating a sequence of cryptoperiods of constant dura 
tion each including the same number of segments, 
wherein the CryptoTimeline element includes a first 
optional attribute for indicating a number of constant 
duration cryptoperiods within a timeline, a second 
mandatory attribute for indicating, by a number of 
segments, a cryptoperiod duration of every period in 
the timeline, and a third optional attribute for indicat 
ing a number of segments between the end of a pre 
vious CryptoTimeline element and the timeline; 

in absence of an IV value in the MPD, receive from the 
client a URL for the IV configured according to the IV 
URL template associated with at least one of the one 
or more cryptoperiods within the timeline; and 

upon receiving the IV URL, return an IV value corre 
sponding to the IV URL to the client for decrypting 
each of the plurality of segments associated with theat 
least one cryptoperiod. 

15. The network component of claim 14, wherein the MPD 
includes a CryptoPeriod element including an IV URL tem 
plate attribute for indicating the template for generating the 
URL for the IV and a key URL template attribute for indicat 
ing another template for generating a URL for a key, and 
wherein the IV and the key are encryption parameters for the 
plurality of segments associated with the cryptoperiod; 

the programming instructions when executed further caus 
ing the processor to: 
receive from the client a URL for the key configured 

according to the key URL template associated with 
the at least one cryptoperiod; 

upon receiving the key URL, return a key value corre 
sponding to the key URL to the client for decrypting 
each of the plurality of segments associated with theat 
least one cryptoperiod. 

16. The network component of claim 15, the programming 
instructions when executed further causing the processor to 
provide the client with corresponding key and IV values per 
each of the one or more cryptoperiods within the timeline at 
the beginning of each cryptoperiod, wherein the IV URL and 
the key URL are configured at the client once per associated 
cryptoperiod using an earliest segment for a number or time 
variable derivation from a template associated with the seg 
ment in the MPD. 

17. A user device for communicating encryption informa 
tion in template mode in dynamic adaptive streaming over 
hypertext transfer protocol (DASH), the user device compris 
ing: 

a processor; and 
a non-transitory computer readable storage medium stor 

ing programming for execution by the processor, the 
programming including instructions when executed 
causing the processor to: 
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12 
receive in a media presentation description (MPD) from 

a network server a universal resource location (URL) 
initialization vector (IV) attribute indicating a tem 
plate for generating a URL to obtain an IV that is used 
for encrypting a segment, wherein the segment is 
associated with a cryptoperiod where a plurality of 
segments are encrypted with the same encryption 
parameters, wherein the MPD includes a Crypto 
Timeline element indicating a sequence of cryptope 
riods of constant duration each including the same 
number of segments, and wherein the CryptoTimeline 
element comprises a first optional attribute for indi 
cating a number of constant-duration cryptoperiods 
within a timeline, a second mandatory attribute for 
indicating, by a number of segments, a cryptoperiod 
duration of every period in the timeline, and a third 
optional attribute for indicating a number of segments 
between the end of a previous CryptoTimeline ele 
ment and the timeline; 

derive one or more cryptoperiods from the CryptoTime 
line element using run-length coding: 

upon detecting an absence of an IV value in the MPD, 
configure a URL for the IV using the IV URL tem 
plate associated with at least one of the one or more 
cryptoperiods within the timeline; 

send the URL for the IV to the network server; 
receive an IV value corresponding to the IV URL for the 

at least one cryptoperiod from the network server; and 
use the IV value to decrypt each of the plurality of 

segments associated with the at least one cryptope 
riod. 

18. The user device of claim 17 wherein the MPD includes 
a CryptoPeriod element including an IV URL template 
attribute for indicating the template for generating the URL 
for the IV and a key URL template attribute for indicating 
another template for generating a URL for a key, and wherein 
the encryption parameters for the plurality of segments asso 
ciated with the cryptoperiod include the IV and the key: 

the programming instructions when executed further caus 
ing the processor to: 
configure a URL for the key using the key URL template 

associated with the at least one cryptoperiod; 
send the URL for the key to the network server; and 
receive a key value corresponding to the key URL for the 

at least one cryptoperiod from the network server; and 
use the key value to decrypt each of the plurality of 

segments associated with the at least one cryptope 
riod. 

19. The user device of claim 18, the programming instruc 
tions when executed further causing the processor to fetch 
corresponding IV and key values from the network server per 
each of the one or more cryptoperiods within the timeline at 
the beginning of each cryptoperiod, wherein the IV URL and 
the key URL are configured once per associated cryptoperiod 
using an earliest segment for a number or time variable deri 
Vation from a template associated with the segment in the 
MPD. 


