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DESCRIPTION
BACKGROUND

1. Field of Invention

[0001] Aspects and embodiments of the present disclosure are directed to systems and 
methods for interacting with electronic equipment using an augmented reality human-machine 
interface.

2. Discussion of Related Art

[0002] A user interface, in the industrial design field of human-machine interaction, is the 
space where interaction between human operators and machines occur. Desirably, this 
interaction facilitates effective operation and control of the machine by the operator, and 
provides feedback from the machine to the operator, which aids the operator in making 
operational decisions. Examples of this broad concept of user interfaces include the interactive 
aspects of computer operating systems, hand tools, heavy machinery operator controls, and 
process controls. The design considerations applicable when creating user interfaces are 
related to or involve such disciplines as ergonomics and psychology.

[0003] A user interface is a system by which people (users) interact with a machine. A user 
interface may include hardware (physical) and software (logical) components. User interfaces 
exist for various systems, and provide a means of input, allowing the users to manipulate a 
system, and output, allowing the system to indicate the effects of the users' manipulation.

[0004] One goal of human-machine interaction engineering is to produce a user interface 
which makes it easy (self explanatory), efficient, and enjoyable (user friendly) to operate a 
machine in the way which produces a desired result. To achieve this goal, it may be desirable 
that a user need provide only minimal input to achieve a desired output, and also that the 
machine minimizes undesired outputs to the user.

[0005] With the increased use of personal computers and the relative decline in societal 
awareness of heavy machinery, the term "user interface" is generally assumed to mean a 
graphical user interface of an electronic device, while industrial control panel and machinery 
control design discussions more commonly refer to human-machine interfaces (HMI).

[0006] US2013/031202A discloses a method which includes obtaining information to determine
a location of a data center device, communicating the information and an identity of a user of a
portable device to an augmented reality manager, and receiving in the portable device overlay
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information responsive to the communication and a type of the user. This information can then
be displayed over a view of the data center device on a display of the portable device.

[0007] A paper presented by Huen, Kasahara and Maes at the 2013 ACM SIGCHI Conference 
on Human Factors in Computing Systems entitled "Smarter Objects: using AR technology to 
program physical objects and their interactions" disclosed a system which associates a virtual 
object with every physical object to support an easy means of modifying the interface and the 
behavior of that physical object as well as its interactions with other "smarter objects". As a 
user points a smart phone or tablet at a physical object, an augmented reality application 
recognizes the object and offers an intuitive graphical interface to program the object's 
behavior and interactions with other objects.

[0008] US2013/069985A discloses a wearable computing device which includes a head- 
mounted display (HMD) that provides a field of view in which at least a portion of the 
environment of the wearable computing device is viewable. The HMD is operable to display 
images superimposed over the field of view. When the wearable computing device determines 
that a target device is within its environment, the wearable computing device obtains target 
device information related to the target device. The target device information may include 
information that defines a virtual control interface for controlling the target device and an 
identification of a defined area of the target device on which the virtual control image is to be 
provided. The wearable computing device controls the HMD to display the virtual control image 
as an image superimposed over the defined area of the target device in the field of view.

[0009] W02007/066166A discloses a method to process and display control instructions and 
technical information for equipment, plant or a process in an industrial facility. A software entity 
may be configured with identities of selected equipment, plant or processes. The software 
entity may also retrieve information associated with said equipment, plant or process by means 
of being so configured. Information may be combined and annotated on a display device to 
provide control or maintenance instructions. A display device, a computer program and a 
control system are also described.

SUMMARY

[0010] In accordance with an aspect of the present disclosure, there is provided a portable 
computing device comprising a body; a camera disposed on the body; a display screen 
disposed on the body; and a processor within the body, the processor configured to identify an 
electronic device included in a plurality of electronic devices from an image of a map including 
markers associated with each of the plurality of electronic devices, wherein the image is 
captured by the camera, wherein the markers are positioned in locations on the map 
corresponding to physical locations of each of the plurality of electronic devices in a facility, 
each of the markers encoding identification information of a corresponding specific electronic 
device, each marker, when scanned by the camera of portable computing device, causing a 
virtual HMI of the corresponding specific electronic device to be displayed in the display screen
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of the portable computing device, and wherein the map is displayed over a projector or a 
computer display or printed out on a sheet of paper; configure and display a virtual human- 
machine interface (HMI) associated with the electronic device on the display screen responsive 
to identifying the electronic device, wherein the virtual HMI has a substantially similar direct 
control interface to a physical HMI associated with the electronic device and configured with a 
level of functionality of the virtual HMI selected based on an identification of a security access 
level of a user of the portable computing device; receive user commands through the virtual 
HMI; and cause the user commands to be communicated to the electronic device.

[0011] In some embodiments, the virtual HMI provides real-time status information for the 
electronic device as well as real time configuration changes that are either brought about by 
the user through accessing the interface on the portable computing device or through some 
other means.

[0012] In some embodiments, the virtual HMI is customizable by a user of the portable 
computing device.

[0013] In some embodiments, the processor is further configured to superimpose a visual 
indication of the electronic device on an image of the electronic device in the display 
screen. The visual indication of the electronic device may provide a real-time indication of a 
status of the electronic device.

[0014] In some embodiments, the virtual HMI is displayed in a fixed location on the display 
screen, the virtual HMI remaining in the fixed location upon reorientation of the portable 
computing device.

[0015] In some embodiments, the processor is further configured to superimpose an animation 
of a portion of an operation to be performed on the electronic device on an image of the 
electronic device in the display screen. The processor may be further configured to modify the 
animation responsive to receipt of real-time status information from the electronic device. The 
processor may further be configured to alter the animation in receipt of a user interaction that 
indicates the acceptance by the user of the sequence or instruction provided. The processor 
may be configured to modify the animation responsive to the receipt of an indication from the 
user that they are ready to move onto a next step of a maintenance procedure for the 
electronic device.

[0016] In some embodiments, the processor is further configured to superimpose an image of 
an internal component of the electronic device on an image of the electronic device in the 
display screen.

[0017] In some embodiments, there is provided a system comprising a plurality of electronic
devices; a portable computing device according to claim 1; and a projector or a sheet of paper
or a device having a computer display; the system configured to display a map including
markers associated with each of the plurality of electronic devices, the markers positioned in
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locations on the map corresponding to physical locations of each of the plurality of electronic 
devices in a facility; each of the markers encoding identification information of a corresponding 
specific electronic device, each marker, when scanned by the camera of portable computing 
device, causing a virtual HMI of the corresponding specific electronic device to be displayed in 
the display screen of the portable computing device, the map displayed over the projector or 
the computer display or printed out on the sheet of paper.

[0018] Optionally, for brevity the user can customize the extent of the functionality available, 
given situational constraints. A different user display may be provided depending on the 
location of the individual within the facility or the current operation they are attempting to 
execute.

[0019] In some embodiments, the virtual HMI of the corresponding specific electronic device 
displays real-time status information of the specific electronic device.

[0020] In accordance with another aspect, there is provided a method for accessing an 
electronic device included in a plurality of electronic devices, the method comprising displaying 
a map including markers associated with each of a plurality of electronic devices, the markers 
positioned in locations on the map corresponding to physical locations of each of the plurality 
of electronic devices in a facility, each of the markers encoding identification information of a 
corresponding specific electronic device, each marker, when scanned by the camera of 
portable computing device, causing a virtual HMI of the corresponding specific electronic 
device to be displayed in the display screen of the portable computing device, the map 
displayed over a projector or a computer display or printed out on a sheet of paper; scanning a 
marker included in the map and associated with one of the plurality of electronic devices with a 
camera of a portable computing device; determining unique identification information of the 
electronic device from the marker; acquiring identification information of a user of the portable 
electronic device; determining a security access level of the user with regard to the electronic 
device responsive to accessing a database associating a security access level of the user with 
the identification information of the user and the unique identification information of the 
electronic device; configuring and displaying a virtual HMI on a display screen of the portable 
computing device, wherein the virtual HMI has a substantially similar direct control interface to 
a physical HMI associated with the electronic device and configured with a level of functionality 
of the virtual HMI selected based on an identification of a security access level of a user of the 
portable computing device; and displaying real-time status information of the electronic device 
on the display screen of the portable computing device responsive to a determination that the 
user has a security access level allowing for display of the real-time status information of the 
electronic device.

[0021] The physical implementation of the virtual HMI on the portable computing device may
be designed to look like the physical embodiment of the HMI to ease the transition from one
interface to the other. The virtual HMI may also be enhanced to respond to other interactions
and gestures to enhance the user experience due to the greater power and features that the
portable computing device may have.
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[0022] In some embodiments, the method further comprises, responsive to a determination
that the user has a sufficiently high security access level for the electronic device, receiving
user commands and configuration information through the virtual HMI, and causing the user
commands and configuration information to be communicated to the electronic device.

[0023] In some embodiments, the method further comprises, responsive to a determination 
that the user is unauthorized to access the electronic device, displaying an indication that the 
user is unauthorized to access the electronic device in the virtual HMI.

BRIEF DESCRIPTION OF DRAWINGS

[0024] The accompanying drawings are not intended to be drawn to scale. In the drawings, 
each identical or nearly identical component that is illustrated in various figures is represented 
by a like numeral. For purposes of clarity, not every component may be labeled in every 
drawing. In the drawings:

FIG. 1 is an illustration of an embodiment of a Human-Machine Interface (HMI);

FIG. 2 is an illustration of an embodiment of a virtual HMI;

FIG. 3 is an illustration of another embodiment of a virtual HMI;

FIG. 4 is an illustration of an embodiment of a virtual HMI presented on a screen of a 
smartphone for information on an electronic device that is identified by a marker;

FIG. 5 is an illustration of an embodiment of a virtual HMI presented on a screen of a 
smartphone along with an augmented image of an electronic device with which a user may 
interact through the HMI;

FIG. 6A is an image in a sequence of AR images illustrating performing a maintenance 
operation on an electronic device;

FIG. 6B is another image in a sequence of AR images illustrating performing the maintenance 
operation on an electronic device;

FIG. 6C is another image in a sequence of AR images illustrating performing the maintenance 
operation on an electronic device;

FIG. 6D is another image in a sequence of AR images illustrating performing the maintenance 
operation on an electronic device;

FIG. 7A is another image in a sequence of AR images illustrating performing the maintenance 
operation on an electronic device;

FIG. 7B is another image in a sequence of AR images illustrating performing the maintenance
operation on an electronic device;
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FIG. 7C is another image in a sequence of AR images illustrating performing the maintenance
operation on an electronic device;

FIG. 7D is another image in a sequence of AR images illustrating performing the maintenance 
operation on an electronic device;

FIG. 8 is an AR image of an electronic device illustrating internal components of the device;

FIG. 9 is an embodiment of a display of a portable electronic device illustrating images of a 
plurality of electronic devices and AR status widgets of the electronic devices physically 
matching where the actual electronic device reside;

FIG. 10 is an embodiment of a secure device map (SDM) system;

FIG. 11 is a flow chart of a method of using an embodiment of an SDM system;

FIG. 12 illustrates widgets displayed on portable electronic devices of users having different 
access levels to an electronic device in an embodiment of a SDM system;

FIG. 13 is a block diagram of a computer system included in embodiments of systems 
disclosed herein; and

FIG. 14 is a block diagram of a memory system of the computer system of FIG. 13.

DETAILED DESCRIPTION

[0025] HMIs are used in a variety of applications. FIG. 1 shows one embodiment of a HMI 100. 
The HMI may include a low resolution display 130, for example, a LCD display, and a collection 
of buttons 110, 111, 120, 121 to allow a user to interact with the interface. For cost and spatial 
reasons, it is often desirable to make the interface compact and with few separate parts, so a 
manufacturer may configure buttons on the interface as "soft keys" to perform multiple different 
functions. For example, the HMI 100 may include scroll buttons 120, 121 for scrolling through 
command menus as well as "Yes" and "No" buttons 110, 111 to accept and reject options, 
respectively as well as other buttons that perform other functions. The display 130 may show 
limited information to allow the user to be able to perform the functions they need to without 
unnecessary distraction.

[0026] Augmented reality (AR) is a live, direct or indirect, view of a physical, real-world 
environment whose elements are augmented (or supplemented) by computer-generated 
sensory input such as sound, video, graphics, text, symbols, or location, for example, global 
positioning system (GPS), data. AR is related to a more general concept called mediated 
reality, in which a view of reality is modified (possibly even diminished rather than augmented) 
by a computer. As a result, the technology functions by enhancing one's current perception of
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reality. By contrast, virtual reality replaces a user's perception ofthe real world with a simulated 
one. Augmentation is conventionally in real-time and in semantic context with environmental 
elements, such as sports scores displayed on a television screen during a match. With the help 
of advanced AR technology (for example, adding computer vision and object recognition) the 
information about the surrounding real world of the user becomes interactive and digitally 
manipulable.

[0027] A smartphone is a mobile phone built on a mobile operating system, with more 
advanced computing capability and connectivity than a feature phone. Modern smartphones 
may have sufficient computing power and offer advanced features that allow applications like 
sophisticated AR applications to be run.

[0028] A fiducial marker is an object placed in the field of view of an imaging system, for 
example, a camera of a smartphone which appears on an object to identify it.

[0029] Near field communication (NFC) is a set of standards for smartphones and similar 
devices to establish radio communication with each other by touching them together or 
bringing them into close proximity, usually no more than a few centimeters apart.

[0030] Various aspects and embodiments disclosed herein include systems and methods for 
interacting with electronic devices utilizing augmented reality technology. The electronic 
devices may include, for example, uninterruptible power supplies (UPS), building system 
controllers, for example, HVAC system controllers, or any other device which might otherwise 
be accessed through an HMI. The terms "electronic equipment," "electronic device," or simply 
"device" are used interchangeably herein. Although described with reference to electronic 
devices, embodiments disclosed herein may also or alternatively be used with industrial 
equipment, for example, vehicles or factory equipment with which a user may interact through 
a HMI. The terms "virtual HMI," "HMI display widget," and "widget" are used interchangeably 
herein.

[0031] Aspects and embodiments disclosed herein address various problems associated with 
prior art electronic system HMIs. Some aspects and embodiments may present a user with a 
virtual HMI through which the user may interact with an electronic system. This may reduce or 
eliminate the need to include a physical HMI on the electronic system, which may reduce the 
cost of the electronic system, especially when the electronic system HMI includes extended 
functionality. In many prior art systems, a HMI on a piece of electronic equipment may be 
accessed by anyone, authorized or unauthorized, which may be a security concern. Aspects 
and embodiments herein may provide a virtual HMI with functionality that is based on a user's 
access level to associated equipment. Aspects and embodiments disclosed herein may provide 
tiered access privileges without the need for a user to remember and enter a password into a 
HMI of an electronic system. Aspects and embodiments disclosed herein may provide for 
easier access to a HMI of an electronic system. For example, a virtual HMI on a portable 
electronic device such as a smartphone may be easier to access and interact with than a 
physical HMI which might be located in an awkward location on associated equipment. Aspects
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and embodiments disclosed herein may also involve a level of situational awareness,
restricting a user's operations based on their activities or their location within the facility.

[0032] Aspects and embodiments disclosed herein may allow a user to customize a virtual HMI 
for an electronic device. This may allow the user to change the size or location of controls 
which might be inconveniently small or difficult to access on a physical HMI of the electronic 
device. A user may also customize a virtual HMI of an electronic device to include only the 
functionality that the user desires, making the HMI less cluttered and easier to use. Aspects 
and embodiments disclosed herein may facilitate richer interaction with a HMI of an electronic 
device. When a virtual HMI is provided on a portable electronic device, for example a 
smartphone, sensors such as touch (gesture), attitude, and/or voice sensors may be utilized 
instead of simple buttons that are pressed. Furthermore, a high resolution display of a 
smartphone may provide a user with an easier to read or richer information display than may 
be provided on the LCD screen of a physical HMI. Additionally, the location of a physical HMI 
display may be placed in an inconvenient location and a virtual HMI display may makes 
interaction with an associated electronic device easier for the user. The virtual HMI may 
provide a real time interface for an associated electronic device. Parameters associated with 
the device may be superimposed or overlayed on an image of the device on the display of a 
smartphone, providing real time feedback on the effect of user interactions through the virtual 
HMI.

[0033] Aspects and embodiments disclosed herein are described as being implemented on a 
smartphone, however, it should be recognized that these aspects and embodiments may also 
or alternatively be implemented on other forms of portable electronic devices, for example, 
tablets, laptop computers, head mounted displays such as Google Glass™, or any other form 
of portable electronic device known in the art. The terms "portable electronic device" and 
"portable computing device" are used interchangeably herein. In various embodiments, a 
smartphone or other portable electronic device may include a touch screen or other input 
mechanism through which a user may interact with a HMI displayed on the smartphone or 
other portable electronic device.

[0034] In one embodiment, a smartphone application (a "smartphone app") may include 
software supporting a HMI for an electronic device or system with associated augmented 
reality features. The user may open the smartphone app and may optionally be required to 
authenticate using a password, fingerprint, or some other security feature if security is an 
important consideration. In one embodiment, once a user's credentials are entered in the 
smartphone app, they don't need to be entered again. In yet another embodiment, no 
credentials may be required at all. Additionally or alternatively, information from the 
smartphone, for example an IP address or user ID may automatically be sent to a security 
access system upon opening the app and the user may be granted access to functionality for 
interacting with an electronic device commensurate with a previously established security level.

[0035] Some aspects and embodiments utilize a camera of a smartphone to provide an
augmented reality view of a piece of electronic equipment. The app may turn on the camera of
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the smartphone when opened. In one embodiment, a fiducial marker, for example, a Quick 
Response Code (QR code), is placed on a device having and HMI and the fiducial marker acts 
as an augmentation sensor. In the present disclosure, QR codes are describes as a type of 
marker that may serve as a fiducial marker on a device for an AR app and which may encode 
information for the device, for example, a unique ID or identifier of a device. It should be 
understood however, that in any of the aspects or embodiments disclosed herein, a marker 
described as a QR code may be additionally or alternatively implemented using, for example, a 
one dimensional bar code, any form of matrix code known in the art, a unique image, a 
reCAPTCHA, text, or any other optically ascertainable information containing code or symbol.

[0036] In another embodiment, electronic equipment equipped with a NFC transmitter 
announces itself allowing the smartphone to identify the equipment. In yet other embodiments, 
other technology could be used to identify the electronic device.

[0037] In one embodiment, when a user points a camera of a smartphone running an app as 
disclosed herein at a device that is identified using a unique marker, a display widget 200 (FIG.
2) is automatically displayed on the smartphone display screen. The display widget 200 may 
contain identification information 203, for example, the serial number of the device, along with 
real-time status information, which may be textual 204a and/or in the form of a status icon 
204b augmented over a real time image of the device in the camera smartphone display 
screen.

[0038] The user can quickly identify the correct device, for example, by its identification 
information 203 and know its status from information provided in the display widget 200. In one 
embodiment, the widget may also employ graphical user interface (GUI) techniques such as 
color of a border 202 of an information window or of an icon 204b where, for example, green 
means that the device is functioning properly and red indicates that there is a problem.

[0039] In one embodiment, the user may dismiss the widget using a dismiss button 206 and 
can optionally identify another device to get information on that device. In another 
embodiment, the widget is automatically replaced when the smartphone identifies another 
device and displays a HMI of the other device, making the dismiss button 206 redundant. The 
user may configure the app to dismiss a presently displayed widget automatically upon 
identifying an alternate device, or to require the user to close the presently displayed widget 
using the dismiss button 206 before displaying a widget associated with another device. In one 
embodiment, the widget 200 may float with the electronic device that it is associated with and 
in yet another embodiment, it may be displayed on a fixed location on the display so that the 
user can interact with it more easily.

[0040] In some embodiments, the widget contains an element 205 that when touched allows
one to display a richer HMI that allows for more monitoring as well as configuration and/or
control of the device. An example of such an expanded HMI is illustrated in FIG. 3, indicated
generally at 300. Widget 300 uses touch gestures recognized by a touch screen display of the
portable electronic device much in the same way that traditional physical HMIs use push
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buttons and large displays. Additionally, touch gestures like swiping and pinching may be
utilized where applicable to interact with a device through the HMI. For example, swiping
upwards may result in the same action as pressing the up arrow widget 120.

[0041] In implementations where the widget 300 replaces a HMI or complements it, the widget 
may mimic the original display (FIG. 1) so a user does not have to learn a new interface. In 
some embodiments, the HMI display can be configured for ease of use or accessibility. For 
example, a user may configure the widget 300 to be displayed in high contrast mode for ease 
of viewing for the user.

[0042] In addition to the elements of a HMI used to monitor, configure and control a device, at 
least one embodiment of widget 300 also includes an element 310 or elements that identify the 
device associated with the displayed HMI. This identification may be, for example, the serial 
number of the device or the public name attributed to it. In some embodiments, the widget 300 
also includes an element 305 that makes the larger HMI display widget 300 diminish to the 
smaller HMI display widget 200 of FIG. 2. In some embodiments, the widget 300 also includes 
an element 315 that closes the HMI display for the device. In yet another embodiment of the 
invention, scanning a fiducial marker with a smartphone would bring up the HMI widget 
displayed in FIG. 3 directly rather than the one displayed in FIG. 2.

[0043] In one embodiment, each device of interest in a facility is assigned a unique ID (for 
example, a serial number). A marker, for example, a QR code or NFC element that encodes or 
contains the unique ID is placed on or in the device. During a commissioning process, the 
unique ID of a device is stored in a database along with an address that can be used to access 
the device, for example, an IP address or hostname.

[0044] Subsequently, on scanning of the marker on or in the device with an appropriately 
configured smartphone, the unique ID of the device may be obtained. The smartphone may 
scan the marker and decode or extract the unique ID of the device from the marker. The 
smartphone may query an associated network and database or an internal database, use the 
unique ID to identify the device and its type, and establish a connection with the device, either 
directly or through the associated network. Based on the device type, the corresponding 
elements of the device HMI are prepared and presented on the user's smartphone 
superimposed over or replacing an image of the device. FIG. 4 shows an embodiment of an 
augmented HMI display widget 400 which is presented on the display screen 455 of a 
smartphone 405 after scanning a fiduciary marker 410, in this example, a QR code on a device 
415, in this example a UPS, with a camera 450 of the smartphone 405. The camera 450 is 
illustrated in FIG. 4 in dotted lines because it is on the opposite side of the smartphone 405 
from the display screen 455.

[0045] As the user interacts with the HMI display widget 400 on the smartphone 405, the
actions of the user are communicated to the device 415. As the device 415 changes state,
information regarding the state of the device 415 may be presented on the virtual HMI or
superimposed on an image of the device 415 in the screen 455 of the smartphone 405. In one
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embodiment, the user can change the types of elements that are displayed in the virtual HMI
or the appearance of the various elements of the virtual HMI.

[0046] In some embodiments, a virtual HMI display is positioned generally centrally in the 
screen of the smartphone and does not move around as the smartphone is pointed in different 
directions. Retaining the virtual HMI display at a fixed location on the screen may make it is 
easier to use than if the virtual HMI were to remain superimposed on an image of the device in 
the smartphone display screen as the smartphone was moved. If the augmented HMI were to 
move on the smartphone screen with a fiducial marker on the device 415, it could make it more 
challenging to use. In some embodiments, even if the fiducial marker moves out of the view of 
the smartphone camera, the virtual HMI display remains in a fixed location on the screen of the 
smartphone. This makes the virtual HMI easier to use than if it disappeared each time the 
fiducial marker moved out of view of the smartphone camera. In one embodiment, the HMI 
display is augmented with visual clues such as color coding and iconography that quickly relate 
information about the device 415 to the user without a need for the user to read text.

[0047] In some embodiments, the specific device a user is interacting with may be highlighted 
in the display screen of the smartphone. In some scenarios there may be a number of adjacent 
physical devices simultaneously viewed by the camera of the smartphone and displayed in the 
display screen of the smartphone. Highlighting a specific device which the user is presently 
interacting with may help remind the user which device is being accessed. For example, as 
illustrated in FIG. 5, an outline of an image of a device 415 may be highlighted with a 
wireframe border 500 surrounding the device. The image of the device 415 may be obtained 
from a camera of the smartphone and displayed on the screen of the smartphone in 
conjunction with the virtual HMI 400. The wireframe highlighting 500 may be obtained from a 
database of three-dimensional models of devices of interest against which the smartphone, or 
a computing device which the smartphone is in communication with, compares the image of 
the device. Additionally or alternatively, a configuration of the wireframe highlighting may be 
accessed by the smartphone, or a computing device which the smartphone is in 
communication with, searching a database for a device type matching that corresponding to 
the device identification number obtained from scanning the marker, for example, the QR code 
410 of FIG. 4.

[0048] Once the user scans the marker, the user may move the camera away from the device 
location. If there are multiple devices, for example, in a data center rack including multiple 
servers and/or other devices, the user may not remember which device the user is interacting 
with. By highlighting the device in the screen of the smartphone the user can quickly and easily 
see which device is currently under the control of the virtual HMI displayed on the smartphone 
display screen.

[0049] In some embodiments, augmented reality may be utilized to assist a technician in
carrying out defined procedures such as servicing or replacing parts of a device. For example,
augmented reality techniques may be utilized to provide useful information to the technician in
the form of visual instructions which assist the technician in carrying out servicing operations
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on the device. The technician may utilize a smartphone to view an image of a device captured
by the camera of the smartphone. The smartphone may superimpose instructions or
animations on the image of the device in the display screen of the smartphone to show the
technician how to perform the desired service operation. The technician may follow along with
the instructions or animations and carrying out a sequence of steps to service the device.

[0050] For example, a user may wish to replace a serviceable part of an electronic device such 
as the internal battery. The user may point the camera of a smartphone at the electronic 
device and an indication may be provided on an image of the electronic device on the 
smartphone display screen identifying, for example, by highlighting or outlining, a panel located 
on the device along with instructions indicating that that the panel must be removed. The 
instructions may be provided in the form of a visual cue, for example, an animation of the panel 
being removed superimposed on the image of the electronic device in the smartphone display 
screen. These visual instructions may be useful in a scenario where a user manual is not 
readily available or has been lost or where the user wants to use a system that is easier to use 
than reading a manual and more specific than a general video training that is popular today.

[0051] Once the panel is removed the user may be instructed, through the display of the 
smartphone, on how to carry out some maintenance using animation, such as replacing the 
battery. In some embodiments, the smartphone may be in communication with the electronic 
device which may provide real time indication of the completion of various acts as determined 
from sensors included in the electronic device. The animation or other visual cue provided in 
the display screen of the smartphone may be modified responsive to receipt of real time status 
information from the electronic device. For example, a panel of the electronic device may 
include interlocks which provide an indication of whether the panel is in place or removed. If 
the technician is instructed to remove the panel as part of a servicing operation, instructions 
regarding acts to be performed after removing the panel may be sent to the smartphone only 
upon an indication from the electronic device of the panel having been removed. Alternatively 
or additionally, subsequent steps in an operation may be automatically illustrated on the 
smartphone responsive to receipt of an indication from the electronic device of a previous step 
having been completed. Sensors in the electronic device may also provide communication to 
the smartphone of whether a battery or other component has been successfully removed or 
installed to guide the work of the technician.

[0052] A user may point a camera of a smartphone at an electronic device 415 and the 
smartphone may recognize the electronic device either through reading a QR code on the 
electronic device or by comparing the image of the electronic device to images in a database 
of three dimensional models of potential devices of interest. Once the electronic device is 
identified, the user may request instructions on how to install or remove components of the 
electronic device through a menu in the display of the smartphone, or by other methods of 
entering a command in the smartphone, for example, by using a voice recognition feature of 
the smartphone to audibly request the instructions. The smartphone may respond by showing 
an animation of a first step, for example, removing the front panel 425 of the electronic device 
(FIGS. 6A- 6D). A second step of removing a component 435 of the electronic device may be
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shown in a second animation after completion of removal of the panel (FIGS. 7A - 7D). The 
animation of removing the component 435 may be shown responsive to the electronic device 
sending a signal to the smartphone or a network and external control computer of the panel 
425 having been removed. Alternatively, the user may choose from a menu of steps 430 (FIG. 
6A) or audibly request that instructions regarding a particular step be performed to 
communicate to the smartphone what animation to display so that either the user can know 
what's ahead or to accommodate the situation where the electronic device is unable to detect 
the requested change to the system, for example, removing a panel.

[0053] Different electronic device systems may often contain disparate internal components. 
Different models may have different components even though from the outside, they look the 
same and may belong to the same family of products. In one embodiment, a properly 
configured smartphone is able to communicate with the electronic device over the network to 
determine the exact make and model of the electronic device, allowing it to superimpose 
additional contextual information on an image of the electronic device in the display screen of 
the smartphone. One type of electronic device may look the same as another type of electronic 
device from the outside but may have different internal components. A smartphone running an 
AR app as disclosed herein may be capable of displaying different internal serviceable 
components, for example, different batteries for different electronic device models.

[0054] The above example was described with reference to an electronic device, however, it is 
to be understood that similar types of operations and methods may be performed in 
accordance with various embodiments with any of a number of different devices. The present 
disclosure is not limited to embodiments performed on or with any particular form of device.

[0055] In some embodiments, HMI replication utilizes marker based tracking in the form of 
fiducial markers, for example, QR codes for indentifying and determining a type of device and 
to determine a particular virtual HMI which should be displayed and when the particular virtual 
HMI should be displayed. In other embodiments, in some servicing and maintenance 
operations a marker is not required and embodiments of the systems and methods disclosed 
herein may instead match an image of a device captured on a camera of a smartphone with a 
predefined CAD model of the device to identify the type of device. When the system identifies a 
particular device shape in a database of CAD models which matches the observed device, it 
overlays the relevant visual components on the image of the device on the screen of the 
smartphone. For example, as illustrated in FIG. 8, when the system identifies a particular 
electronic device, internal components such as the batteries 435 and a rear panel 440 may be 
shown superimposed on the real time image of the electronic device on the display screen of 
the smartphone. In addition, two dimensional images from a library of images can also be used 
to identify the device prior to superimposing the virtual HMI. Other devices may include 
additional or alternative internal components of interest, and the system may display different 
internal components over a real time image of a device depending on the device type or based 
on user preferences.

[0056] In some embodiments, to ensure that internal components specific to a correct
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particular device are displayed in the correct sequence, a network connection is established 
between the device and the smartphone. To achieve this, at some instance in the past the user 
may have scanned the QR code on the device and identified it correctly on the network 
through scanning for the specific IP address of the device. Once the device has been identified 
and communication has been established, contextual information specific to that device can be 
loaded into view by the augmented reality system. This approach combines both marker based 
and markerless technologies to ensure the correct information is displayed to the technician.

[0057] In one embodiment, real time status information regarding a device, for example, as 
electronic device may be provided to the smartphone, either through a direct wireless 
connection between the electronic device and the smartphone or through a network to which 
both the electronic device and the smartphone are in communication with. The smartphone 
may utilize the real time status information to overlay an image of component, for example, a 
battery over a real time image of the electronic device in an augmented fashion on the display 
screen of the smartphone. The image of the internal component, for example, the battery, may 
be augmented by being colored red or blinking if there is a problem with the battery 
compartment, for example, if the battery is not functioning properly. In yet another 
embodiment, the system color codes the electronic device outlets in an augmented fashion 
according to their current state, for example, green if an outlet is providing power, red if the 
outlet is powered down, and orange if the outlet is due to power down imminently. In yet 
another embodiment, the system displays a dotted line around the electronic device in an 
augmented fashion to indicate that the unit isn't properly grounded due to a site wiring fault. In 
other embodiments, the status of any device of interest may be communicated to a user by 
augmenting a real time image of the device with images or information regarding the device or 
internal components thereof in the display screen of a smartphone running an AR app as 
disclosed herein.

[0058] In another embodiment, a partial implementation of an existing HMI display including 
only some aspects as an original physical HMI display may be displayed on a smartphone 
responsive to scanning a device. Using an augmented reality display allows the system to 
supplement the original physical display. In various embodiments, the virtual HMI may replicate 
the whole original physical HMI display of a device, a part of the original physical HMI display of 
a device, or an entirely new implementation of a HMI display through the use of augmented 
reality technology.

[0059] Another embodiment may include the ability to track the status of multiple devices in 
real time. In this scenario, as illustrated in FIG. 9 multiple widgets 900, 900', 900" containing 
simple status information may be anchored above each corresponding device 905', 905", 905'" 
in a display screen of a smartphone. Associations between the different widgets 900, 900', 
900" and devices 905', 905", 905'" respectively may be established using inertial sensors 
(GPS, Wi-Fi location, RFID or other indoor positioning system), fiducial markers, or image 
matching techniques. To interact with a particular device, a user would touch or otherwise 
select one of the widgets which may load a more full featured virtual HMI display.



DK/EP 2996015 T3

[0060] In additional embodiments, additional functionality regarding access security, 
personalized access control, and location tracking are incorporated into an augmented reality 
system for communicating with and controlling electronic devices. In some embodiments, the 
system includes a "Secure Device Map" (a SDM) which is configured to provide personalized 
access control to devices and to record and provide information regarding the location of a 
device.

[0061] In a SDM, which may be implemented in a database (a SDM cloud) associated with the 
systems disclosed herein, each device of interest is represented using a unique ID, for 
example, a serial number. Using these unique IDs, a fiducial marker, for example, a QR code 
specific to each device is generated. Each QR code is also associated with the credentials 
and/or access levels of technicians, administrators, or other users in the SDM cloud. Location 
information of each device is obtained from asset tracking software, and/or from location 
information associated with each device when commissioning each device, for example, GPS 
coordinates or other location information associated with each device when installing, 
commissioning , or activating each device. Location information may also or alternatively be 
obtained for each device from triangulation of radio signals from each device or by other 
means known in the art. As illustrated in FIG. 10, a SDM engine 1005 associated with a SDM 
database in a server and/or in the cloud and/or on a mobile device may be provided with 
information regarding device IDs, devices locations, and user credentials 1015, and may 
generate a map of QR codes 1020 where the different QR codes representing the different 
devices are plotted on a map of a physical facility. Users may interact with the map, for 
example, by scanning the various QR codes to identify a particular device, obtain status 
information for a device, and/or communicate with a device through a virtual HMI as disclosed 
above. The QR code map may be updated periodically, for example, when a device is moved. 
The QR code map may be displayed over a projector or a computer display or printed out on a 
sheet of paper.

[0062] Once the SDM is generated, a user can point a SDM client device, for example, a 
smartphone running software enabling it to interact with the SDM, at a QR code for a device, 
either on the QR code map or on the device itself, and retrieve information for the devices for 
which the user is authorized. The SDM client device reads the QR code, extracts the device ID 
from the QR code, and queries the SDM engine for information regarding the device having 
the extracted device ID. The SDM engine may read information from the SDM client device, for 
example, login information or an IP address of the SDM client device to determine the identity 
of the user of the SDM client device. The SDM engine checks the identity of the user of the 
SDM client device and provides a response back to the SDM client device consistent with an 
access level of the user associated with the device ID.

[0063] A flowchart of the above described method is illustrated in FIG. 11, indicated generally
at 1100. In act 1105, a user scans a code representing a device with a camera of an SDM
client device, for example, a smartphone. A query requesting information regarding the device
represented by the scanned code is sent to the SDM engine, which checks the SDM database
to determine if a device having a device ID represented by the scanned code is included in the
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database (act 1110). If the device ID is present in the database, the SDM engine acquires an 
ID of the user, for example, from user login information or from an IP address of the SDM client 
device or through any other methods known in the art (act 1115). In act 1120, the SDM engine 
queries the SDM database to check if the user is authorized to access the device having the 
device ID represented by the scanned code. If the user is authorized to access the device, the 
SDM engine, or a subsidiary system, queries the device for status information (act 1125) and 
the information is sent to the user, for example, in a display screen of the SDM client (act 
1130). The information sent to the user may include, for example, status information regarding 
the device. Sending the information regarding the device to the user may also cause a virtual 
HMI to be presented on the SDM client through which the user may interact with the device. If 
either the device ID is not present in the SDM database or the user is not authorized to access 
the device, an error message is presented to the user, for example, in a display screen of the 
SDM client. The method ends at 1135. In some embodiments of the method 1100, a user may 
have access to all the device details for which the user is authenticated for, without the need 
for entering credentials.

[0064] Embodiments of methods utilizing a SDM to access device information or interact with a 
device may provide added security as opposed to methods not employing a SDM. In some 
embodiments, markers encoding device IDs, for example, QR codes do not contain any device 
information apart from a serial number or unique identifier of a device. A device marker is 
passive on its own. A portable electronic device, for example, a smartphone may have access 
to a SDM engine which interprets QR codes and can provide specific information regarding a 
device other than the information included in the QR code. Copying of a QR code is not 
sufficient to compromise the system. The SDM engine, which is present in the cloud or in the 
portable electronic device, is used to correlate the device ID in the QR code with a particular 
device and access information from the device associated with the QR code.

[0065] In some embodiments, a SDM database includes tables associating different users with 
different devices and the access level of the users with regard to particular devices. As an 
example, a table in the SDM database may be similar to Table 1 below and may include but 
not be limited to the following fields: User name, Device identification number, Authentication 
level and Device description.
Table 1:

User Name Device Identification # Authentication Level Device Description

User-1 AS0940220026 No Access Smart-UPS 1500

User-2 AS0940220026 Read-Only Smart-UPS 1500

User-3 AS0940220026 Read & Write Smart-UPS 1500

User-N ES09XXXX0026 Read-Only ESXi Server

[0066] The SDM database may also include tables in which various details of the various
devices are present, for example, as shown in Table 2 below. The various device details may
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be updated periodically and/or upon a change in a detail of a device so that the details remain
current. 
Table 2:

Device
Identification #

Voltage
(V)

Status Temperature
(F)

Etc..... Device
Description

AS0940220026 230 On-
Battery

73 Smart-UPS
1500

AS0940220027 230 Online 73 Smart-UPS
1500

AS0940220028 120 Offline 72 Smart-UPS
1500

ES09XXXX0026 110 Online 65 ESXi Server

[0067] In some embodiments, a QR code includes the identification number of a device which 
is unique per device. Upon a visual scan of QR code of a device using a camera of an SDM 
client, the SDM client posts a web request along identification information regarding the user of 
the SDM client to fetch the device details. A SDM server running in the cloud receives the web 
request and parses the request to determine user authenticity from the Table-1 and provides 
information based on user authentication level.

[0068] As an example, referring to FIG. 12, a Smart-UPS 1500 has identification 
#AS0940220026. A user scans the QR code 1205 of the device using a SDM client, for 
example on a smartphone. The SDM client posts a web request to the SDM server to obtain 
the user's authorization level. If user-1 scans the QR code, he/she will receive a No-Access 
widget 1210 on the display screen of the SDM client. If user-2 scans the QR code, he/she will 
receive a Read-Only widget 1215 on the display screen of the SDM client. If user-3 scans the 
QR code, he/she will receive a Read & Write widget 1220 on the screen ofthe SDM client.

[0069] In one embodiment, the user may minimize the widget using a minimize button 1125 
from a status bar of the widget and can then scan a fiducial marker on a second device to 
obtain information for the second device. The user may dismiss or cancel the widget using a 
dismiss button 1140 from the status bar ofthe widget. The widgets 1210, 1215, 1220 provides 
Device ID 1230 to inform the user which device the user has attempted to access. Device 
information fetched from the web request is presented to the user in an information display 
area 1235 of the widgets 1215, 1220. If authorized, the user may expand the widget using a 
expand button 1145, which may invoke an expanded functionality widget such as that 
illustrated in FIG. 3, FIG. 4, or FIG. 5. The user may then read and write detailed information 
from or to the device through the expanded functionality widget.

[0070] In some embodiments, a portable electronic device 405, SDM engine 1005, or cloud
based device 1010 hosting a SDM engine may include a computerized control system. Various
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aspects may be implemented as specialized software executing in a general-purpose or
specialized computer system 1300 such as that shown in FIG. 13. The computer system 1300
may include a processor 1302 connected to one or more memory devices 1304, such as a disk
drive, solid state memory, or other device for storing data. Memory 1304 is typically used for
storing programs and data during operation of the computer system 1300.

[0071] Components of the computer system 1300 may be coupled by an interconnection 
mechanism 1306, which may include one or more busses (e.g., between components that are 
integrated within a same machine) and/or a network (e.g., between components that reside on 
separate discrete machines). The interconnection mechanism 1306 enables communications 
(e.g., data, instructions) to be exchanged between system components of system 1300. 
Computer system 1300 includes one or more input devices 1308, for example, a keyboard, 
mouse, trackball, microphone, or display screen, which may include a touch sensitive screen, 
through which an operator may issue commands or programming to the system 1300. 
Computer system 1300 includes one or more output devices 1310, for example, a printing 
device, display screen, and/or a speaker. One or more sensors 1314 may also provide input to 
the computer system 1300. These sensors may include, for example, camera 450 of the 
portable electronic device 405 or one or more other sensors capable of providing information 
to the computer system 1300. In addition, the computer system 1300 may contain one or more 
interfaces that connect computer system 1300 to a communication network in addition to or as 
an alternative to the interconnection mechanism 1306.

[0072] The storage system 1312, shown in greater detail in FIG. 14, typically includes a 
computer readable and writeable nonvolatile recording medium 1402 in which signals are 
stored that define a program to be executed by the processor or information to be processed 
by the program. The medium may include, for example, a disk or flash memory. Typically, in 
operation, the processor causes data to be read from the nonvolatile recording medium 1402 
into another memory 1404 that allows for faster access to the information by the processor 
than does the medium 1402. This memory 1404 is typically a volatile, random access memory 
such as a dynamic random access memory (DRAM) or static memory (SRAM). It may be 
located in storage system 1312, as shown, or in memory system 1304. The processor 1302 
generally manipulates the data within the integrated circuit memory 1304, 1404 and then 
copies the data to the medium 1402 after processing is completed. A variety of mechanisms 
are known for managing data movement between the medium 1402 and the integrated circuit 
memory element1304, 1404, and embodiments disclosed herein are not limited to any 
particular data movement mechanism. Embodiments disclosed herein are not limited to a 
particular memory system 1304 or storage system 1312.

[0073] The computer system may include specially-programmed, special-purpose hardware, 
for example, an application-specific integrated circuit (ASIC). Embodiments disclosed herein 
may be implemented in software, hardware or firmware, or any combination thereof. Further, 
such methods, acts, systems, system elements and components thereof may be implemented 
as part of the computer system described above or as an independent component.
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[0074] Although computer system 1300 is shown by way of example as one type of computer 
system upon which various embodiments disclosed herein may be practiced, it should be 
appreciated that the embodiments disclosed herein are not limited to being implemented on 
the computer system as shown in FIG. 13. Various embodiments disclosed herein may be 
practiced on one or more computers having a different architecture or components that that 
shown in FIG. 13.

[0075] Computer system 1300 may be a general-purpose computer system that is 
programmable using a high-level computer programming language. Computer system 1300 
may be also implemented using specially programmed, special purpose hardware. In computer 
system 1300, processor 1302 is typically a commercially available processor such as the well- 
known Pentium™ or Core™ class processors available from the Intel Corporation. Many other 
processors are available. Such a processor usually executes an operating system which may 
be, for example, the Windows 7 or Windows 8 operating system available from the Microsoft 
Corporation, the MAC OS System X available from Apple Computer, the Solaris Operating 
System available from Sun Microsystems, or UNIX available from various sources. Many other 
operating systems may be used.

[0076] The processor and operating system together define a computer platform for which 
application programs in high-level programming languages are written. It should be understood 
that embodiments disclosed herein are not limited to a particular computer system platform, 
processor, operating system, or network. Also, it should be apparent to those skilled in the art 
that the embodiments disclosed herein are not limited to a specific programming language or 
computer system. Further, it should be appreciated that other appropriate programming 
languages and other appropriate computer systems could also be used.

[0077] One or more portions of the computer system may be distributed across one or more 
computer systems (not shown) coupled to a communications network. These computer 
systems also may be general-purpose computer systems. For example, various embodiments 
disclosed herein may be distributed among one or more computer systems configured to 
provide a service (e.g., servers) to one or more client computers, or to perform an overall task 
as part of a distributed system. For example, various embodiments disclosed herein may be 
performed on a client-server system that includes components distributed among one or more 
server systems that perform various functions according to various embodiments. These 
components may be executable, intermediate (e.g., IL) or interpreted (e.g., Java) code which 
communicate over a communication network (e.g., the Internet) using a communication 
protocol (e.g., TCP/IP). In some embodiments one or more components of the computer 
system 600 may communicate with one or more other components over a wireless network, 
including, for example, a cellular telephone network.

[0078] It should be appreciated that embodiments disclosed herein are not limited to executing
on any particular system or group of systems. Also, it should be appreciated that embodiments
disclosed herein are not limited to any particular distributed architecture, network, or
communication protocol. Various embodiments may be programmed using an object-oriented
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programming language, such as SmallTalk, Java, C++, Ada, or C# (C-Sharp). Other object- 
oriented programming languages may also be used. Alternatively, functional, scripting, and/or 
logical programming languages may be used. Various embodiments disclosed herein may be 
implemented in a non-programmed environment (e.g., documents created in HTML, XML or 
other format that, when viewed in a window of a browser program, render aspects of a 
graphical-user interface (GUI) or perform other functions). Various embodiments disclosed 
herein may be implemented as programmed or non-programmed elements, or any 
combination thereof.

[0079] The invention is defined by the appended claims.
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PATENTKRAV

Bærbar beregningsanordning (405), der omfatter:

et legeme;

et kamera (450), der er placeret på legemet;

en visningsskærm (455), der er placeret på legemet; og

en processor (1302) inde i legemet, hvilken processor er konfigureret til at:

identificere en elektronisk anordning (415) indbefattet i en flerhed af elektroniske 

anordninger (415) ud fra et billede af et kort (1020), der indbefatter markører forbundet 

med hver af flerheden af elektroniske anordninger (415), hvor billedet er opfanget af 

kameraet (450), hvor markørerne er placeret på lokaliteter på kortet svarende til fysiske 

lokaliteter af hver af flerheden af elektroniske anordninger i en facilitet, hvor hver af 

markørerne koder identifikationsinformationer for en tilsvarende specifik elektronisk 

anordning, hvor hver markør, når den scannes af kameraet (450) til den bærbare 

beregningsanordning (405), bevirker, at et virtuelt HMI (400) for den tilsvarende 

specifikke elektroniske anordning vises på den bærbare beregningsanordnings 

visningsskærm (455), og hvor kortet vises over en projektor eller en computerskærm 

eller udskrives på et stykke papir;

konfigurere og vise et virtuelt human-machine interface (HMI) (400) forbundet med den 

elektroniske anordning (415) på visningsskærmen (455) som reaktion på identificering 

af den elektroniske anordning, hvor det virtuelle HMI har et i alt væsentligt ens direkte 

kontrol-interface til et fysisk HMI, der er forbundet med den elektroniske anordning og 

konfigureret med et funktionalitetsniveau for det virtuelle HMI (400) valgt baseret på en 

identifikation af et sikkerhedstilgangsniveau for en bruger af den bærbare 

beregningsanordning (405);

modtage brugerkommandoer via det virtuelle HMI (400) og

bevirke, at brugerkommandoerne sendes til den elektroniske anordning (415).

Bærbar beregningsanordning ifølge krav 1, hvor det virtuelle HMI (400) tilvejebringer 

realtids-statusinformationer til den elektroniske anordning (415).

Bærbar beregningsanordning ifølge krav 1, hvor det virtuelle HMI (400) kan tilpasses af 

en bruger af den bærbare beregningsanordning (405).

Bærbar beregningsanordning ifølge krav 1, hvor processoren (1302) endvidere er

konfigureret til at overlejre en visuel indikation af den elektroniske anordning (415) på et

billede af den elektroniske anordning i visningsskærmen (455).
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5. Bærbar beregningsanordning ifølge krav 4, hvor den visuelle indikation af den 

elektroniske anordning (415) tilvejebringer en realtidsindikation af en status for den 

elektroniske anordning.

6. Bærbar beregningsanordning ifølge krav 1, hvor det virtuelle HMI (400) vises på en fast 

lokalitet på visningsskærmen (455), idet det virtuelle HMI forbliver på den faste lokalitet 

efter anden orientering af den bærbare beregningsanordning (405).

7. Bærbar beregningsanordning ifølge krav 1, hvor processoren (1302) endvidere er 

konfigureret til at overlejre en animation af en del af en handling, der skal udføres på 

den elektroniske anordning (415) på et billede af den elektroniske anordning i 

visningsskærmen (455).

8. Bærbar beregningsanordning ifølge krav 7, hvor processoren (1302) endvidere er 

konfigureret til at modificere animationen som reaktion på modtagelse af realtids­

statusinformationer fra den elektroniske anordning (415).

9. Bærbar beregningsanordning ifølge krav 1, hvor processoren (1302) endvidere er 

konfigureret til at overlejre et billede af en indvendig komponent af den elektroniske 

anordning (415) på et billede af den elektroniske anordning i visningsskærmen (455).

10. System, der omfatter:

en flerhed af elektroniske anordninger (415); 

en bærbar beregningsanordning (405) ifølge krav 1 og 

en projektor eller et stykke papir eller en anordning med en computerskærm; 

systemet er konfigureret til at vise et kort (1020), der indbefatter markører forbundet 

med hver af flerheden af elektroniske anordninger (415), markørerne er placeret på 

lokaliteter på kortet svarende til fysiske lokaliteter af hver af flerheden af elektroniske 

anordninger i en facilitet, hvor hver af markørerne koder identifikationsinformationer for 

en tilsvarende specifik elektronisk anordning, hvor hver markør, når den scannes af 

kameraet (450) til den bærbare beregningsanordning (405), bevirker, at et virtuelt HMI 

(400) forden tilsvarende specifikke elektroniske anordning vises på den bærbare 

beregningsanordnings visningsskærm (455), kortet vises over projektoren eller 

computerskærmen eller udskrives på papirstykket.

11. System ifølge krav 10, hvor den tilsvarende specifikke elektroniske anordnings (415) 

virtuelle HMI (400) viser den specifikke elektroniske anordnings realtids­

statusinformationer.
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12. Fremgangsmåde til tilgang til en elektronisk anordning (415) indbefattet i en flerhed af 

elektroniske anordninger (415), hvilken fremgangsmåde omfatter:

visning af et kort (1020), der indbefatter markører forbundet med hver af en flerhed af 

elektroniske anordninger (415), markørerne er placeret på lokaliteter på kortet svarende 

til fysiske lokaliteter af hver af flerheden af elektroniske anordninger i en facilitet, hvor 

hver af markørerne koder identifikationsinformationer for en tilsvarende specifik 

elektronisk anordning, hvor hver markør, når den scannes af kameraet (450) til den 

bærbare beregningsanordning (405), bevirker, at et virtuelt HMI (400) for den 

tilsvarende specifikke elektroniske anordning vises på den bærbare

beregningsanordnings visningsskærm (455), idet kortet vises over en projektor eller en 

computerskærm eller udskrives på et stykke papir;

scanning afen markør (410) indbefattet i kortet (1020) og forbundet med én af 

flerheden af elektroniske anordninger (415) med et kamera (450) til en bærbar 

beregningsanordning (405);

bestemmelse af unikke identifikationsinformationer for den elektroniske anordning (415) 

ud fra markøren (410);

hentning af identifikationsinformationer om en bruger af den bærbare elektroniske 

anordning (405);

bestemmelse af et sikkerhedstilgangsniveau for brugeren med hensyn til den 

elektroniske anordning (415) som reaktion på tilgang af en database, der forbinder et 

sikkerhedstilgangsniveau for brugeren med brugerens identifikationsinformationer og de 

unikke identifikationsinformationer om den elektroniske anordning (415); 

konfiguration og visning af et virtuelt HMI (400) på en visningsskærm (455) til den 

bærbare beregningsanordning (405), hvor det virtuelle HMI har et i alt væsentligt ens 

direkte kontrol-interface til et fysisk HMI, der er forbundet med den elektroniske 

anordning (415) og konfigureret med etfunktionalitetsniveau for det virtuelle HMI (400) 

valgt baseret på en identifikation af et sikkerhedstilgangsniveau for en bruger af den 

bærbare beregningsanordning; og

visning af den elektroniske anordnings (415) realtids-statusinformationer på den 

bærbare beregningsanordnings (405) visningsskærm (455) som reaktion på en 

bestemmelse om, at brugeren har et sikkerhedstilgangsniveau, der tillader visning af 

den elektroniske anordnings realtids-statusinformationer.

13. Fremgangsmåde ifølge krav 12, der endvidere omfatter, som reaktion på en 

bestemmelse om, at brugeren har et tilstrækkeligt højt sikkerhedstilgangsniveau for den 

elektroniske anordning (415):

modtagelse af brugerkommandoer og konfigurationsinformationer via det virtuelle HMI

(400); og
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at bevirke, at brugerkommandoerne og konfigurationsinformationerne sendes til den 

elektroniske anordning (415).

14. Fremgangsmåde ifølge krav 12,

5 der endvidere omfatter, som reaktion på en bestemmelse om, at brugeren ikke er

autoriseret til at tilgå den elektroniske anordning (415), visning afen indikation om, at 

brugeren ikke er autoriseret til at tilgå den elektroniske anordning i det virtuelle HMI 

(400).



DK/EP 2996015 T3

DRAWINGS

120

121

FIG. 1



DK/EP 2996015 T3

200

FIG. 2



DK/EP 2996015 T3

300
\

130

s
Identification

_________________X
305 310 315

FIG. 3



DK/EP 2996015 T3

405

FIG. 4



DK/EP 2996015 T3

400

St Mus inforrvu (ion

ZS

FIG. 5



DK/EP 2996015 T3

405

FIG. 6A



DK/EP 2996015 T3

405

FIG. 6B



DK/EP 2996015 T3

405

FIG. 6C



DK/EP 2996015 T3

405

FIG. 6D



DK/EP 2996015 T3

405

FIG. 7A



DK/EP 2996015 T3

405

FIG. 7B



DK/EP 2996015 T3

405

FIG. 7C



DK/EP 2996015 T3

405

FIG. 7D



DK/EP 2996015 T3

405

FIG. 8



DK/EP 2996015 T3

FIG. 9



DK/EP 2996015 T3

FIG. 10



DK/EP 2996015 T3

1100

1115
Acquire user ID

1125
Query device for 

information

1130
Provide

information to user

FIG, 11



DK/EP 2996015 T3

FIG. 12



DK/EP 2996015 T3

1300

FIG. 13



DK/EP 2996015 T3

1312

iioioi~^ ποιοΓ^ 1302

FIG. 14


