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(57) Abstract: A debugging method is proposed in the disclosure. A computer running a program generates a master core dump file
and one or more slave core dump files in response to a triggering event such as an internal failure. The core dump files are analyzed
by another computer for debugging the program. The master core dump file includes an index list, and each entry of the index list
corresponds to a slave core dump file of the one or more slave core dump files. The master core dump file can be the first to be trans -
ferred to the other computer. Based on the information in the index list, the other computer selectively requests one or more slave

core dump files from the generated slave core dump files for debugging.
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Method for Debugging Computer Program

TECHNICAL FIELD

[0001] The present application generally relates to computer technologies, and more particularly

to a method for debugging a computer program.

BACKGROUND

[0002] Debugging is an important process in developing computer programs. A so-called “bug”
is an error, flaw, failure, or fault in a computer program (referred to as “program” hereinafter) or
system. A bug may produce an incorrect or unexpected result, or cause the program or system to
behave in unintended ways. Bugs in the program can be detected and corrected through a
debugging process. One way of performing the debugging is, when the program is running in a
computer, to examine a region in a memory of the computer which stores information
corresponding to the program. The information stored in this memory region can be retrieved, or
so-called “dumped,” as a file. Such a file is called a core dump file, also known as a crash dump
file, a checkpoint file or a snapshot file. The core dump file corresponds to the program and/or a
corresponding operating system, and reflects the execution of the program.

[0003] The debugging process may be performed by a debugger program (referred to as
“debugger” hereinafter) running in the same computer as the one that runs the program.
However, since the debugger consumes resources (such as memory space, bus bandwidth and
processor time, etc.) of the computer, running the debugger may affect the execution of the
program being debugged. For avoiding possible interferences brought by a debugger that runs in
the computer concurrently with the program being debugged, debugging the program remotely
from another computer becomes more desirable. This is done by providing a core dump file
generated by the program-running computer (referred to as “remote computer” hereinafter) to the
other computer (referred to as “host computer” hereinafter) and debugging the program by
analyzing the core dump file in the host computer.

[0004] However, the overall size of a core dump file of a program can be very large, ¢.g. more

than 100 Mega Bytes (MBs) or even over 1 Giga Bytes (GBs). Transferring the core dump file
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from the remote computer to the host computer may consume a lot of bandwidth, and may take a

very long transfer time.

SUMMARY

[0005] Technical solutions are proposed herein through various embodiments for reducing the
core dump file transferring time and/or bandwidth during a remote debugging process, and
improving the efficiency of the debugging process.

[0006] In a first aspect, embodiments of the disclosure provide a method for a first computing
device to debug a program running in a second computing device. The first computing device
obtains a master core dump file generated by the second computing device. The master core
dump file includes an index list, and each entry of the index list corresponds to a slave core
dump file of one or more slave core dump files generated or to be generated by the second
computing device. Each of the one or more slave core dump files includes at least one item of
dumped data related to the program. The first computing device selects a first slave core dump
file from the one or more slave core dump files according to information in the index list, obtains
the selected first slave core dump file, and assembles the master core dump file and the first slave
core dump file into an assembled core dump file. The assembled core dump file is analyzed by
the first computing device for debugging the program running in the second computing device.
[0007] In a second aspect, embodiments of the disclosure provide a method for enabling a first
computing device to debug a program running in a second computing device. The second
computing device generates a master core dump file and one or more slave core dump files. The
master core dump file includes an index list, and each entry of the index list corresponds to a
slave core dump file of the one or more slave core dump files. Each of the one or more slave core
dump files includes at least one item of dumped data related to the program. The second
computing device then enables the first computing device to access the master core dump file.
The second computing device receives a request from the first computing device for a first slave
core dump file. The first slave core dump file is selected from the one or more slave core dump
files according to information in the index list. The second computing device enables the first
computing device to access the first slave core dump file. The master core dump file and the first

slave core dump file are assembled by the first computing device into an assembled core dump
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file, and the assembled core dump file is analyzed by the first computing device for debugging
the program running in the second computing device.

[0008] In a third aspect, embodiments of the disclosure provide a first computing device for
debugging a program running in a second computing device. The first computing device includes
a storage device, a communication interface and a processor coupled with the storage device and
the communication interface. The storage device is configured to store instructions, the
processor is configured to execute the instructions, and the communication interface is
configured to communicate with the second computing device under control of the processor.
The instructions, when executed by the processor, cause the processor to obtain a master core
dump file generated by the second computing device. The master core dump file includes an
index list, and each entry of the index list corresponds to a slave core dump file of one or more
slave core dump files generated or to be generated by the second computing device. Each of the
one or more slave core dump files includes at least one item of dumped data related to the
program. The instructions also cause the processor to select a first slave core dump file from the
one or more slave core dump files according to information in the index list, obtain the selected
first slave core dump file, and assemble the master core dump file and the first slave core dump
file into an assembled core dump file. The assembled core dump file is analyzed by the first
computing device for debugging the program running in the second computing device.

[0009] In a fourth aspect, embodiments of the disclosure provide a second computing device.
The second computing device runs a program, which is to be debugged by a first computing
device. The second computing device includes a storage device, a communication interface, and
a processor coupled with the storage device and the communication interface. The storage device
is configured to store instructions, the processor is configured to execute the instructions, and the
communication interface is configured to communicate with the first device under control of the
processor. The instructions, when executed by the processor, cause the processor to generate a
master core dump file and one or more slave core dump files. The master core dump file includes
an index list, and each entry of the index list corresponds to a slave core dump file of the one or
more slave core dump files. Each of the one or more slave core dump files includes at least one
item of dumped data related to the program. The instructions also cause the processor to enable
the first computing device to access the master core dump file, to receive a request from the first

computing device for a first slave core dump file, where the first slave core dump file is selected
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from the one or more slave core dump files according to information in the index list, and to
enable the first computing device to access the first slave core dump file. The master core dump
file and the first slave core dump file are assembled by the first computing device into an
assembled core dump file, and the assembled core dump file is analyzed by the first computing
device for debugging the program running in the second computing device.

[0010] In a fifth aspect, embodiments of the disclosure provide a computer readable medium,
which stores program codes for execution by a first computing device to debug a program
running in a second computing device. The program codes comprise instructions for obtaining a
master core dump file generated by the second computing device. The master core dump file
includes an index list, and each entry of the index list corresponds to a slave core dump file of
one or more slave core dump files generated or to be generated by the second computing device.
Each of the one or more slave core dump files includes at least one item of dumped data related
to the program. The program codes also comprises instructions for selecting a first slave core
dump file from the one or more slave core dump files according to information in the index list,
obtaining the selected first slave core dump file, and assembling the master core dump file and
the first slave core dump file into an assembled core dump file. The assembled core dump file is
analyzed by the first computing device for debugging the program running in the second
computing device.

[0011] In a sixth aspect, embodiments of the disclosure provide a computer readable medium,
which stores program codes for execution by a second computing device running a program to
be debugged by a first computing device. The program codes comprise instructions for
generating a master core dump file and one or more slave core dump files. The master core dump
file includes an index list, and each entry of the index list corresponds to a slave core dump file
of the one or more slave core dump files. Each of the one or more slave core dump files includes
at least one item of dumped data related to the program. The program codes also comprises
instructions for enabling the first computing device to access the master core dump file,
receiving a request from the first computing device for a first slave core dump file, where the
first slave core dump file is selected from the one or more slave core dump files according to
information in the index list, and enabling the first computing device to access the first slave core
dump file. The master core dump file and the first slave core dump file are assembled by the first

computing device into an assembled core dump file, and the assembled core dump file is
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analyzed by the first computing device for debugging the program running in the second
computing device.

[0012] In a seventh aspect, embodiments of the disclosure provide a first apparatus for
debugging a program running in a second apparatus. The first apparatus comprises a core dump
file obtaining unit and a debugging unit. The core dump file obtaining unit is configured to
obtain a master core dump file generated by the second apparatus. The master core dump file
includes an index list, each entry of the index list corresponds to a slave core dump file of one or
more slave core dump files generated or to be generated by the second apparatus. Each of the one
or more slave core dump files includes at least one item of dumped data related to the program.
The core dump file obtaining unit is further configured to select a first slave core dump file from
the one or more slave core dump files according to information in the index list and obtain the
first slave core dump file. The debugging unit is configured to assemble the master core dump
file and the first slave core dump file into an assembled core dump file, and perform a process
for debugging the program running in the second apparatus by analyzing the assembled core
dump file.

[0013] In an eighth aspect, embodiments of the disclosure provide a second apparatus for
running a program which is debugged by a first apparatus. The second apparatus comprises a
core dump file generating unit, an access enabling unit and a request receiving unit. The core
dump file generating unit is configured to generate a master core dump file and one or more
slave core dump files. The master core dump file includes an index list, and each entry of the
index list corresponds to a slave core dump file of the one or more slave core dump files. Each of
the one or more slave core dump files includes at least one item of dumped data related to the
program. The access enabling unit is configured to enable the first apparatus to access the master
core dump file. The request receiving unit is configured to receive a request from the first
apparatus for a first slave core dump file. The first slave core dump file is selected from the one
or more slave core dump files according to information in the index list. The access enabling unit
is further configured to enable the first apparatus to access the first slave core dump file. The
master core dump file and the first slave core dump file are assembled by the first apparatus into
an assembled core dump file, and the assembled core dump file is analyzed by the first apparatus

for debugging the program.
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[0014] In a ninth aspect, embodiments of the disclosure provide a master core dump file used by
a first computing device to debug a program running in a second computing device. The master
core dump file includes a core metadata field, which stores an index list of one or more slave
core dump files related to the program generated by the second computing device. Each entry of
the index list corresponds to a slave core dump file of one or more slave core dump files. The
first computing device selects a first slave core dump file of the one or more slave core dump
files according to information in the index list of the master core dump file, and obtains the first
slave core dump file. Then, the master core dump file and the first slave core dump file can be
analyzed by the first computing device for debugging the program running in the second
computing device.

[0015] Other systems, methods, features, and advantages will be or become apparent to one with
ordinary skills in the art upon examination of the following drawings and detailed description. It
is intended that all such additional systems, methods, features, and advantages be included within
this description, be within the scope of the present disclosure, and be protected by the

accompanying claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] Preferred features of the present disclosure will now be described, by way of non-limiting
embodiments, with reference to the accompanying drawings, in which:

[0017] Figure 1 is a simplified block diagram of a computing device;

[0018] Figure 2A is a simplified block diagram of a system on which a debugging process in
accordance with an embodiment of the disclosure is implemented;

[0019] Figure 2B is a simplified block diagram of a remote computer in which a program to be
debugged is stored and executed, in accordance with an embodiment of the disclosure;

[0020] Figure 2C is a simplified block diagram of a host computer which executes a process to
debug a program stored in and executed by a remote computer, in accordance with an
embodiment of the disclosure;

[0021] Figure 3 is a flow chart of a process for obtaining a master core dump file and one or
more slave core dump files of a program running in a remote computer, in accordance with an

embodiment of the disclosure;
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[0022] Figure 4 is a flow chart of a process for analyzing the master core dump file and one or
more salve core dump files by a host computer, in accordance with an embodiment of the
disclosure;

[0023] Figure 5 is a flow diagram of a method for debugging a program in accordance with an
embodiment of the disclosure;

[0024] Figure 6 is a schematic illustration of a master core dump file and one or more slave core
dump files in accordance with an embodiment of the disclosure;

[0025] Figure 7 is a schematic illustration of an exemplary assembled core dump file in
accordance with an embodiment of the disclosure;

[0026] Figure 8 is a simplified functional block diagram of an apparatus for generating and
providing core dump files corresponding to a program in accordance with an embodiment of the
disclosure; and

[0027] Figure 9 is a simplified functional block diagram of an apparatus for debugging a
program running in a remote computer in accordance with an embodiment of the disclosure.
[0028] Throughout the drawings, identical reference characters and descriptions indicate similar,
but not necessarily identical, elements. While the exemplary embodiments described herein are
susceptible to various modifications and alternative forms, specific embodiments have been
shown by way of example in the drawings and will be described in detail herein. However, the
exemplary embodiments described herein are not intended to be limited to the particular forms
disclosed. Rather, the instant disclosure covers all modifications, equivalents, and alternatives

falling within the scope of the appended claims.

DETAILED DESCRIPTION

[0029] In order to make the aforementioned objectives, technical solutions and advantages of the
present application more comprehensible, a detailed description is provided below. The detailed
description sets forth various embodiments of the devices and/or processes via the use of block
diagrams, flowcharts, and/or examples. Insofar as such block diagrams, flowcharts, and/or
examples contain one or more functions and/or operations, it will be understood by those within
the art that each function and/or operation within such block diagrams, flowcharts, or examples
can be implemented, individually and/or collectively by a wide range of hardware, software,

firmware, or virtually any combination thereof.
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[0030] Figure 1 is a simplified block diagram of a computing device 100. The computing device
100 includes a processor 101, which is coupled with one or more data storage means. The data
storage means may include a storage medium 106 and a memory unit 104. The storage medium
106 may be read-only, like a read-only memory (ROM), or readable/writeable, like a hard disk or
a flash memory. The memory unit 104 may be a random access memory (RAM). The memory
unit 104 may be cither physically integrated with or within the processor 101 or constructed in a
stand-alone unit or units.

[0031] The processor 101 is the controlling center of the computing device 100 and provides
sequencing and processing facilities for executing instructions, performing interruption actions,
providing timing functions and many other functions. Optionally, the processor 101 includes
one or multiple central processing units (CPUs), such as CPU 0 and CPU 1 as shown in Figure 1.
Optionally, the computing device 100 includes more than one processor, ¢.g. processor 101 and
processor 108 as shown in Figure 1. Each of the processors 101 and 108 may be either a single-
core (single-CPU) processor or a multi-core (multi-CPU) processor. Unless stated otherwise, a
component such as a processor or a memory described as being configured to perform a task may
be implemented as a general component that is temporarily configured to perform the task at a
given time or a specific component that is manufactured to perform the task. As used herein, the
term “processor” refers to one or more devices, circuits, and/or processing cores configured to
process data, such as computer program instructions.

[0032] Program codes to be executed by the processor 101 and/or 108 or by a CPU of the
processor 101 and/or 108 may be stored in the memory unit 104 or the storage medium 106.
Optionally, program codes stored in the storage medium 106 are copied into the memory unit
104 for the processor(s) to execute. The processor(s) may execute at least one kernel (e.g. a
kernel from an operating system sold under a trademark such as LINUX™, UNIX™,
WINDOWS ™ ANDROID*, IOS™;, etc.), which, as known, is used to control the operation of
the computing device 100 by means of controlling the execution of other programs or processes,
controlling communications with peripheral devices and controlling the use of computing device
resources.

[0033] The computing device 100 further includes a communication interface 105 for
communicating with another device or system directly or via an external network. Optionally,

the computing device 100 further includes an output device 102 and an input device 103. The
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output device 102 is coupled with the processor 101, and capable of displaying information in
one or more ways. One example of the output device 102 is a visual display device such as a
liquid crystal display (LCD), a light emitting diode (LED) display, a cathode ray tube (CRT) or a
projector. The input device 103 is also coupled with the processor 101, capable of receiving an
input from a user of the computing device 100 in one or more ways. Examples of the input
device 103 include a mouse, a keyboard, a touch screen device, a sensing device or the like.
[0034] The above eclements of the computing device 100 may be coupled with each other by a
bus, such as anyone or any combination of a data bus, an address bus, a control bus, an
expansion bus and a local bus.

[0035] The computing device 100 can be a general-purpose computing device or an application-
specific computing device. As practical examples, the above-described computing device 100
may be a desktop computer, a laptop computer, a network server, a personal digital assistant
(PDA), a mobile phone, a tablet computer, a wireless terminal device, a telecommunication
device, an embedded system or any other devices having similar structure as shown in Figure 1.
However, the present disclosure is certainly not limited by any particular types of the computing
device.

[0036] Figure 2A depicts a debugging system 200 in accordance with an embodiment of the
disclosure. The debugging system 200 includes a remote computer 201 and a host computer 202
and may further include a storage device 210. It is to be understood that the naming of the
computers is for the identification purposes only, and it should not be interpreted as a limitation.
The remote computer 201 stores and runs a program which is to be debugged, and the host
computer 202 is configured to run a process (i.e. a debugger) which debugs the program. The
remote computer 201 and the host computer 202 are equipped with communication interfaces for
communicating with each other. Optionally, the communication between the two systems is
conducted through a network 203. The storage device 210 may be coupled to the remote
computer 201 and/or the host computer 202 directly through a communication interface, or
coupled to the remote computer 201 and/or the host computer 202 through the network 203, so
that one or both of the remote computer 201 and the host computer 202 have access to the
storage device 210. A communication protocol used between the remote computer 201 and the
host computer 202 may be RS-232C, IEEE1394, Local Area Networks (LAN), Wireless Local
Area Networks (WLAN), Universal Serial BUS (USB), or any other communication protocol
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that is capable of providing a communication link between the remote computer 201 and the host
computer 202.
[0037] The remote computer 201 and/or the host computer 202 may be realized in the form of
the computing device 100 introduced above, e.g. by storing specific instructions in the memory
unit 104 or the storage medium 106 and executing the instructions by the processor(s) 101 and/or
108.
[0038] As shown in Figure 2B, the remote computer 201 includes a processor 1011, data storage
means such as a memory unit 1041 and storage medium 1061, a communication interface 1051,
and optionally includes an output device 1021, an input device 1031 and an additional processor
1081. The remote computer 201 may run a program (may also be more than one programs)
which is to be debugged, and, according to an embodiment of the disclosure, execute one or
more instructions (first instruction, second instruction, etc. as shown in Fig. 2B) to enable the
debugging of the program. The instructions may be stored in the memory unit 1041, and the
instructions may be integrated in the kernel or a plug-in of the kernel of the remote computer’s
operating system.
[0039] By executing the first instruction, the remote computer 201 generates one or more core
dump files corresponding to the program to be debugged. The generation of the core dump file(s)
is be triggered by any one or any combination of the following events:

1. asoftware-related failure or error in running the program;

2. ahardware-related failure or error in running the program,

3. at ascheduled checkpoint,

4.  following an instruction embedded in the program,

5. an input or interruption received by the input device 1031; or

6.  an input or interruption received through the communication interface 1051.
[0040] In addition to the above triggering events, a set time schedule or a breakpoint for
triggering the generation of the core dump file(s) may be embedded in the program to be
debugged, or embedded in the kernel or the plug-in of the kernel.
[0041] The overall size of the one or more core dump files generated in response to the first
instruction can be quite large, and, as the program running, the generation of the core dump files
may be repeated. Therefore, before the host computer 202 starts to debug the program by

analyzing the information in the core dump files, the generated core dump files need to be stored
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at least temporarily. In one instance, the core dump files may be stored in the local data storages
means of the remote computer 201, such as storage medium 1061 or a certain partition of the
memory unit 1041. In another instance, the core dump files may be stored in the network storage
device 210, which is external to the remote computer 201. Various techniques for temporarily or
permanently storing computer readable files are well known in the art, and they are not described
in detail here.

[0042] By executing the second instruction, the remote computer 201 allows the host computer
202 to access the generated core dump files. For example, the host computer 202 may access the
core dump files by receiving the core dump files transferred from the remote computer 201, or
access the core dump files stored in the storage device 210 without transferring the files to the
host computer 202. Techniques for one computer to access files generated by another computer
are well known in the art and are not described here in detail.

[0043] As shown in Figure 2C, the host computer 202 includes a processor 1012, data storage
means such as memory unit 1042 and storage medium 1062, a communication interface 1052,
and optionally includes an output device 1022, an input device 1032 and an additional processor
1082. The host computer 202 may, according to an embodiment of the disclosure, execute one
or more instructions (third instruction, fourth instruction, etc. as shown in Fig. 2C) for enabling
debugging of a program running in the remote computer 201. The instructions may be stored in
the memory unit 1042, and the instructions may be independent instructions or be integrated in a
debugger or a plug-in of the debugger.

[0044] By executing the third instruction, the host computer 202 obtains the one or more core
dump files generated by the remote computer 201, and assembles the obtained core dump files
into an assembled core dump file in a particular manner that will be described below. The remote
computer 202 may further convert or adapt the assembled core dump file into a format that is
compatible with the debugger running in the host computer 202. In one instance, if the core
dump files are stored in the remote computer 201, some or all of them may be transferred to the
host computer 202 through the respective communication interfaces and optionally through the
network 203. In another instance, if the core dump files are stored in the storage device 210, the
host computer 202 obtains some or all of the core dump files by accessing the storage device 210

directly.

11



WO 2015/127642 PCT/CN2014/072674

[0045] By executing the fourth instruction, the host computer 202 debugs the program running in
the remote computer 201 by analyzing the assembled core dump file in a manner corresponding
to the manner for assembling the core dump files.
[0046] Assuming that a to-be-debugged program runs in a computer and uses data storage means
of the computer for dynamically storing data and other information related to the execution of
the program, a core dump file is generated based on a snapshot (i.e. an instant copy) of a certain
arca of the data storage means during or after the execution of the program. The core dump file
includes some or all of the following information:
. General information: identifier, version, type, size, and address (e.g. an address in
the data storage means) of the core dump file;
o Debugging information: reason(s) for generating the core dump file (e.g. triggered
by an internal failure, meeting a preset condition, or following an input order), time of the
generation of the core dump file, name of the program to be debugged, at least one item
of dumped data and information associated with the at least one item of dumped data
(such as location in the core dump file, size, address, identifier and attribute of the
dumped data item).
[0047] With regards to the above-described computer system 200, the “at least one item of
dumped data” may be a snapshot of at least one data item in the data storage means of the remote
computer 201. The address, the identifier and the attribute of the data item are respectively the
address, the identifier and the attribute of the data item in the data storage means of the remote
computer 201.
[0048] The at least one item of the dumped data may include at least one content of a virtual
memory areca (VMA). A content of the VMA includes any one or any combination of: variables
related to the program, heap information (for dynamic memory allocation while the program is
running), register information, memory mapping information, and call stack information (e.g.
information about the active subroutines of the program), and any other data in the data storage
means related to the program.
[0049] There are various ways to generate a core dump file or core dump files. In one
conventional solution, a single core dump file is generated which contains all information in the
storage means that is related to execution of the program, and the single core dump file is

transferred to the host computer for debugging. The overall size of the single core dump file can
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be very large. In order to debug the program via the single core dump file, a lot of bandwidth
and/or a very long time may be consumed in transferring the single core dump file from the
remote computer to the host computer.
[0050] In the conventional solution, transferring the large size single core dump file to the host
computer is needed. This will consume sizable system resources and may delay the debugging
process. An answer to this problem is proposed in the following disclosure, in which the
contents for a single core dump file are divided into a plurality of parts, and these parts are
respectively stored in one master core dump file and one or more slave core dump files. An
index list (or any other form equivalent to an index list), which includes information for
identifying each of the one or more slave core dump files, and optionally includes information
for identifying the contents in each of the one or more slave core dump files, is generated and
stored in the master core dump file.
[0051] Optionally, the index list comprises one or more entries. Each of the entries contains
information for identifying a slave core dump file and may contain information for identifying
contents of the slave core dump file. The information for identifying a slave core dump file may
include any one or any combination of an identifier and an address of the slave core dump file.
The optional information for identifying contents in the slave core dump file may include any
one or any combination of: an identifier or an address of an item of dumped data saved in the
slave core dump file, and a mapping relationship between the slave core dump file and the item
of the dumped data.
[0052] Except that the index list needs to be contained in the master core dump file, information
to be contained in the master core dump file and each of the one or more slave core dump files
can be predefined flexibly. The following is some examples of the contents in the master and
slave core dump files. It is understood that many different arrangements can be made by persons
skilled in the art without departing from the spirit of the disclosure.
[0053] In one instance, the master core dump file further includes at least one item of critical
dumped data, and all or part of the following information:

o General information: identifier, version, type, size, and address (e.g. an address in

the data storage means) of the master core dump file;
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o Debugging information: reason(s) for generating the master core dump file, time
of the generation of the master core dump file, name of the program to be debugged, and
information associated with the at least one item of critical dumped data.
[0054] Some dumped data may be critical for the debugging. What constitutes as the critical
data can be predefined. A first filter may be set for dumping the predefined critical data into the
master core dump file.
[0055] The one or more slave core dump files may be constructed to include the information that
18 not included in the master core dump file, e.g. the dumped data items that are not in the critical
data category. Optionally, if more than one slave core dump files are to be generated,
information to be included in each slave core dump file can be predefined. A second filter may
be used for dumping information into different slave core dump files accordingly.
[0056] In another instance, information to be dumped into the master core dump file and one or
more slave core dump files may be split logically among the master core dump file and the slave
core dump files. For example, the part or all of the data items of a conventional core dump file
may be divided into multiple minimum units according to their categories (such as call stack,
heap and bin data) for debugging. Thus, the master core dump file and the slave core dump file(s)
can respectively be constructed to store one or more of the minimum units according to their
categories.
[0057] Optionally, data items are dumped into slave core dump files according to a
predetermined size limit for each slave core dump file. For example, if information to be
dumped into slave core dump files exceeds the size limit, it may be divided into multiple parts
and each part is dumped into one slave core dump file.
[0058] Format of the master core dump file and slave core dump file may be predefined. For
example, a time stamp can be appended at the end of the generated master core dump file and
cach slave core dump file.
[0059] The master core dump file can be the first to be transferred to the host computer or to be
accessed by the host computer. The host computer starts to debug the program by analyzing the
master core dump file. The index list and other information in the master core dump helps the
host computer to identify a problem occurred in running the program. In order to debug the
program, the host computer selectively requests one or more of the generated slave core dump

files according to the information in the index list. Optionally, the host computer may directly
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request one or more of the generated slave core dump files according to the information in the
index list without further analyzing the master core dump file (if the master core dump file does
not contain any dumped data item).

[0060] After processing the master core dump file to get the information therein, the host
computer continues to debug the program by analyzing the information in the obtained slave core
dump files. If the debugging is not satisfactory after analyzing the obtained slave core dump
files, the host computer continues to selectively request one or more of the generated slave core
dump files according to the information in the index list. This process is repeated until the
debugging results are satisfactory or until all the slave core dump files have been analyzed.
[0061] The process of analyzing the dump files and requesting more slave core dump files can
be executed at least partially in parallel. For instance, the received mater core dump file and first
slave core dump file are assembled into an assembled core dump file. The host computer debugs
the program by analyzing the assembled core dump file. If the assembled core dump file does
not contain the information needed for debugging, a next slave core dump file is requested and
added to the assembled core dump file. The host computer continues to debug the program
while, at the same time, subsequent slave core dump files are requested and added to the
assembled core dump file.

[0062] Normally, not all information in all the core dump files is needed for debugging. By
requesting and transferring core dump files selectively and gradually as the debugging
progressing, time and bandwidth for transferring the core dump files can be reduced, and
debugging efficiency can be improved. Techniques for identifying and eliminating bugs in the
computer program are known to persons skilled in the art and will not be explained in depth here.
[0063] In accordance with the above-described technical solution and as an embodiment of the
disclosure, a debugging process includes steps performed by a remote computer and steps
performed by a host computer, as shown, respectively in Figures 3 and 4.

[0064] At the remote computer side, a flow chart of a process for obtaining a master core dump
file and one or more slave core dump files for debugging a program is shown in Figure 3.
Although the process described here may be implemented in the debugging system 200 as shown
in Figure 2A in which one or both of the remote computer 201 and host computer 202 takes the
form of the computing device 100 shown in Figure 1, it is by no means limited to such a system

and a computing device.
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[0065] As shown in Figure 3, the process S300 includes the following:

[0066] S301: The remote computer running a to-be-debugged program (e.g. the remote computer
201 in Figure 2A) generates a master core dump file and one or more slave core dump files. The
master core dump file includes an index list. The index list includes information for identifying
cach slave core dump file, and optionally further includes information for identifying contents in
cach slave core dump file. Each entry of the index list corresponds to a slave core dump file.
The one or more slave core dump files each includes at least one item of dumped data related to
the program. The master core dump file may further include item or items of dumped data as
well.

[0067] S302: In an ongoing process, the generated master core dump file and the one or more
slave core dump files are stored locally in the remote computer or in a network storage device
(e.g. the storage device 210 in Figure 2A) as these files are generated.

[0068] When the master core dump file is generated, the remote computer may inform the host
computer (e.g. the remote computer 202 in Figure 2A) that the program is ready to be debugged.
It is not necessary to wait until all data items related to the program have been dumped to start
the debugging. Running the debugger and generating the slave core dump files may be
performed at least partially concurrently.

[0069] S304: The remote computer allows the host computer to access the master core dump file.
[0070] In one instance, the master core dump file may be sent by the remote computer to the host
computer directly through a communication link (e.g. a communication link between
communication interfaces of the remote computer 201 and the host computer 202, optionally
through the network 203 in Figure 2A). The sending of the master core dump file may be in
response to a request for the master core dump file from the host computer. The request for the
master core dump file may include any one or any combination of the identifier and the address
of the master core dump file. The identifier and the address of the master core dump file can be
predefined or set in the host computer. In another instance, the master core dump file may be
sent to the host computer at a scheduled time set by the remote computer. In a further instance,
the master core dump file maybe fetched by the host computer from the remote computer (e.g.
the host computer accesses the data storage means of the remote computer - without the
assistance of the remote computer - through certain type of communication link such as IEEE

1394) or from the network storage device. Fetching core dump files from the network storage
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device or the data storage means of the remote computer may be very useful when the software
failure or the hardware failure is severe enough to prevent the remote computer from processing
the request for the master core dump file or executing instructions for sending the master core
dump file at the scheduled time. Optionally, when the remote computer includes multiple
processors or multiple CPUs (e.g. the processor 1011 and the processor 1081 in Figure 2B), the
processes as in S301, S302 and S304 can be executed at least partially in parallel, i.e. different
processes related to S301, S302 and S304 may be executed by different CPUs simultancously.
For example, the master core dump file and the one or more slave core dump files may be
generated in parallel. After the master core dump file is generated, generating the slave core
dump file(s) and storing the slave core dump file(s) may be performed in parallel, thus providing
the master core dump file with critical information first hand to the host computer, and the host
computer starts the debugging process without delay.

{4371} S306: The remote computer allows the host computer to access a first slave core dump
file for debugging.

[0072] The first slave core dump file to be accessed by the host computer may or may not be the
carliest generated slave core dump file. Among the slave core dump files, which one to be
accessed by the host computer may be determined by the host computer based on the information
in the index list. Before transferring the first slave core dump file to the host computer, the
remote computer receives a request for the first slave core dump file from the host computer.
The request for the first slave core dump file may be sent from the host computer when the host
computer determines that the debugging process needs further information. In one instance,
when the host computer debugs the master core dump file, it determines that certain data (e.g. an
item of the dumped data) is needed for debugging, and this data, according to the information in
the index list of the master core dump file, is stored in a certain slave core dump file. The host
computer then sends the request for the first slave core dump file to the remote computer, asking
to access this certain slave core dump file. In another instance, when the host computer
determines that the debugging process needs further information, the host computer may choose
the first slave core dump file among generated slave core dump files randomly or according to an
ascending order or a descending order in the index list. The request for the first slave core dump

file may include any one or any combination of the identifier or address of the first slave core
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dump file. The remote computer may obtain and send the first slave core dump file according to
the request.

[0073] The transferring of the first slave core dump file may also be based on a scheduled time
set in the remote computer. For example, the slave core dump files may be sent in a sequence
(e.g. in sequence of identities, addresses or priorities of the slave core dump files) at multiple
scheduled time points. Sending of the slave core dump files by the remote computer and the
debugging of the program by the host computer can be performed in parallel, thus reducing a
total debugging time.

[0074] Same as with the master core dump file, the first slave core dump file may also be fetched
by the host computer directly from the remote computer or from the network storage device.
Fetching the slave core dump files from the remote computer or the network storage device may
be particularly useful when the software failure or the hardware failure is severe enough to
prevent the remote computer from processing the requests for slave core dump files or executing
instructions for sending the slave core dump files at the scheduled times.

[0075] Optionally, in step S308, the remote computer further allows the host computer to access
a next slave core dump file and subsequent slave core dump files for debugging.

[0076] The next slave core dump file may be transferred in response to a further request for slave
core dump file from the host computer, when the host computer determines that further
information is needed for debugging and the received mater core dump file and first slave core
dump file, which are assembled into an assembled core dump file by the host computer, do not
contain the information.

[0077] The step S308 may be repeated until all of the slave core dump files are transferred or no
further request for slave core dump file is received from the host computer.

[0078] Alternatively, the transferring of the next and subsequent slave core dump files may be
based on a time schedule set in the remote computer.

[0079] The execution of the steps S301 to S308 may be performed by the remote computer
according to certain instructions (e.g. the first and second instructions as mentioned above with
regard to Figure 2B).

{BOHEE At the host computer side, a flow chart of a process for analyzing the master and slave
core dump files in the host computer is shown in Figure 4. Although the process described here

may be implemented in a debugging system 200 as shown in Figure 2A in which one or both of
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the remote computer 201 and host computer 202 takes the form of the computing device 100
shown in Figure 1, it is by no means limited to such a system or computing device.

130381} As shown in Figure 4, the process S400 includes the following:

[0082] S401: The host computer (e.g. the host computer 202 in Figure 2A) obtains a master core
dump file generated by the remote computer (e.g. the remote computer 201 in Figure 2A). The
master core dump file includes the index list as described above. Each entry of the index list
corresponds to a slave core dump file of one or more slave core dump files generated or to be
generated by the second computing device.

[0083] Instances for the host computer to obtain the master core dump file have been described
in the step S304 and are not repeated here.

[0084] Optionally, S402: The host computer starts to debug a program corresponding to the
master core dump file by first analyzing the master core dump file. For example, when the
master core dump file includes at least one item of dumped data or other debug related
information, the at least one item of dumped data or other debug related information is analyzed
by the host computer for debugging the program.

[0085] S404: The host computer obtains from the remote computer a first slave core dump file
according to the information in the index list.

[0086] Instances of the host computer selecting and obtaining the first slave core dump file have
been described in the step S306 and are not repeated here.

[0087] S406: The host computer assembles the master core dump file and the first slave core
dump file into an assembled core dump file.

[0088] The assembling may include combining items of dumped data recorded in the master
core dump file and the first slave core dump file, and adapting the general information of the
assembled core dump file according to the combined items, for example, updating locations of
the combined item of the dumped data in the assembled core dump file.

[0089] S408: The host computer starts to debug the program by analyzing the assembled core
dump file.

[0090] The host computer debugs the program by running a debugger. The debugger may be
any known debugging program.

[0091] The format of the assembled core dump file should be compatible with the file format
supported by the debugger. If the file format of the assembled core dump file is not compatible
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with the file format supported by the debugger, the assembled core dump file is adapted to the
format supported by the debugger in step S406. Optionally in step S410, the host computer
further obtains a next slave core dump file from the remote computer, updates the current
assembled core dump file by adding into it contents of the next slave core dump file, and
provides the updated assembled core dump file to the debugger. The step S410 may be
performed when it is determined that the debugging result based on current assembled core dump
file is not satisfactory by some predefined standard (e.g. the assembled core dump file does not
contains sufficient information for debugging the program running in the second computing
device), and the step S410 and S408 may be executed concurrently or at least partially in parallel.
[0092] The steps S408 and S410 may be repeated until all slave core dump files generated by the
remote computer are obtained, or the debugging result based on the current assembled core dump
file is satisfactory by some predefined standard.

[0093] The execution of the steps S401 to S410 may be performed by the host computer
according to certain instructions (e.g. the third and fourth instructions as mentioned above with
regard to Figure 2C).

[0094] By implementing the above-disclosed processes in the debugging system, transferring all
of the dumped data from the remote computer to the host computer at once can be avoided, and
the debugging can be started in an earlier time while the transferring of the slave core dump file
is performed at least partially in parallel with the debugging. In addition, when it is determined
that no further information is needed, e.g. a defect is identified according to the already
transferred master core dump file and/or slave core dump files, the transferring of the rest of
slave core dump files can be terminated, so as to reduce the average transferring time of the
dumped data and significantly improve debugging efficiency.

[0095] Figure 5 depicts an exemplary debugging process in accordance with another
embodiment of the disclosure. Although the method described here may be implemented in a
debugging system 200 as shown in Figure 2A in which one or both of the remote computer 201
and host computer 202 takes the form of the computing device 100 shown in Figure 1, it is by no
means limited to such a system or computing device. It is to be understood that not all steps in
Figure 5 are required, and the steps maybe executed sequentially, concurrently, in parallel,

simultaneously, and the like.
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[0096] In step SS501, triggered by an internal failure or error (e.g. software failure or hardware
failure) in running a program, or following an internal or external instruction, a remote computer
that runs the program takes a snapshot of a certain region of a memory unit. The information in
the snapshot relates to the execution of the program, and is to be saved in one or more core dump
files. The core dump files will be analyzed by a host computer.

[0097] In step S502, the remote computer determines whether a split dump function (i.c. a
function that generates a master core dump file and at least one slave core dump file) is enabled.
If the split dump function is not enabled, the remote computer goes to perform step S503; if the
split dump function is enabled, the remote computer goes to perform step S504.

[0098] S503: The remote computer generates a single core dump file with the information in the
snapshot. The generation of the single core dump file and subsequent processes for debugging
the program are similar to that in the prior art, and is not described here.

[0099] S504: The remote computer generates a master core dump file and one or more slave core
dump files with the information in the snapshot. The one or more slave core dump files each
includes at least one item of dumped data related to the program to be debugged. The master
core dump file includes an index list and may additionally include one or more items of dumped
data and/or other debugging related information. Each entry of the index list corresponds to one
slave core dump file.

[00100] S505 (Optional): the remote computer determines whether a pattern of the core
dump files is set. If the pattern is set, the remote computer goes to perform step S506. If the
pattern is not set, the remote computer goes to perform step S507.

[00101] S506 (Optional): The remote computer applies the pattern to each of the master
and slave core dump files. For example, a time stamp (e.g. hh:mm:ss) may be appended at the
end of generated master and slave core dump files according to the pattern. After applying the
pattern, the remote computer may go to perform step S507.

[00102] S507: The remote computer enables the host computer to access the generated
master and slave core dump files. This can be done in various ways. For example, the remote
computer may store the one or more slave core dump file temporarily in a storage device (e.g. in
a local storage device or a network storage device coupled to the remote computer), and transfer

the master core dump file to the host computer.
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[00103] The generating and transferring of the master core dump file may be performed at
least partially in parallel with the generating and storing of the one or more slave core dump files.
[00104] S508: The host computer, which runs a debugger and is enabled to access the
master and slave core dump files generated by the remote computer, retrieves and loads the
master core dump file.

[00105] The instances of how the host computer obtains the master core dump file have
been described in the step S304 above and will not be repeated here.

[00106] S509: After loading the master core dump file, the host computer identifies and
obtains a slave core dump file from the one or more slave core dump files according to
information in the index list.

[00107] The instances of how the host computer obtains the first slave core dump file have
been described in the step S306 and will not be repeated here.

[00108] The step S509 may be repeated for a next slave core dump file or files, if the host
computer determines that certain information needed for debugging is not stored in the
previously obtained core dump file(s).

[00109] S510: After the step S509, the host computer assembles the master core dump file
and the obtained slave core dump file(s) into an assembled core dump file.

[00110] SS511: The host computer loads the assembled core dump file for debugging.
Optionally, when the host computer determines certain information that is needed for debugging
is not stored in the assembled core dump file, the host computer may go back to perform step
S509 for obtaining another slave core dump file.

[00111] The steps S508 to S511 may be performed at least partially in parallel with the
steps of generating and storing the slave core dump files (S504-S507), and the step S509 may be
performed at least partially in parallel with the steps of assembling and debugging (steps S510
and S511), thus saving a total debugging time.

[00112] Figure 6 depicts an exemplary master core dump file and slave core dump files
(slave core dump files 1 to n). The master core dump file includes a core metadata field and
optionally a critical info data field. The core metadata field is used to store information
corresponding to part or all of the general information and part of the debugging information
mentioned above. For example, the core metadata field may include any one or any combination

of: general information of the master core dump file and the slave core dump files, an identifier
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and an address of at least one item of dumped data stored in the critical info data field, and a
chunk header list of the slave core dump files (corresponding to the index list mentioned above).
The critical info data field is used to store the at least one item of the dumped data related to the
program to be debugged. The at least one item of the dumped data may be a content of a virtual
memory arca (VMA). This content may be, for example, any one or any combination of:
variables related to the program, heap information, register information, memory mapping
information, and call stack information, or may be any other data in a memory unit related to the
program.

[00113] The core metadata field may include a master file header, a chunk header list and
at least one critical info program header (e.g. critical info program headers 1 to n).

[00114] The master file header may store general information about the whole set of the
core dump files, i.e. the master core dump file and the one or more slave core dump files. The
general information may include any one or any combination of followings: an identifier, a
version, a type, size, and an address related to the master core dump file and/or the slave core
dump files, a title of the program to be debugged, and a reason and time of the generation of the
master core dump file. The master file header may have a similar format as an Executable and
Linkable Format (ELF) header.

[00115] The chunk header list may include a list of chunk headers of the slave core dump
files with fields same as those in the slave core dump files. The chunk header list may be used as
the index list of the at least one slave core dump file for mapping a slave core dump file. For
example, the host computer may use the chunk header list to determine which item of dumped
data and/or of what type is held by a slave core dump file.

[00116] The critical info program header may include any one or any combination of: a
location (e.g. an offset) of an item of dumped data stored in the master core dump file, a size, an
address (e.g. a physical address of a memory or a virtual address of a VMA), an identifier and an
attribute of the first item of the dumped data. Optionally, the first item of the dumped data is a
snapshot of a first data in a memory unit (e.g. RAM) of the remote computer. The address, the
identifier and the attribute of the first item of the dumped data are respectively the address, the
identifier and the attribute of the first data in the memory of the remote computer.

[00117] Also as shown in Figure 6, the slave core dump file includes a chunk metadata

field and a chunk data ficld. The chunk metadata field is used to store information
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corresponding to part or all of the general information and part of the debugging information
mentioned above, for example, any one or any combination of: general information of the slave
core dump file, an identifier and an address of at least one item of dumped data stored in the
chunk data field. The chunk data field is used to store the at least one item of dumped data
related to the program to be debugged, for example at least one content of a virtual memory area
(VMA).

[00118] The chunk metadata field may include a chunk header. The chunk header may
include any one or any combination of: an identifier of the slave core dump file (e.g. a chunk
identifier (ID)), a location of the stored at least one item of the dumped data in the slave core
dump file (e.g. an offset), an address (¢.g. a VMA virtual address), a size, and an attribute (e.g.
flags which hold information about a VMA, such as an access right of the VMA in a memory
and a VMA mapping type, etc.) of the at least one item of the dumped data. Optionally, the at
least one item of the dumped data is a snapshot of a first data in a memory unit (e.g. RAM) of the
remote computer. The address, the identifier and the attribute of the at least one item of the
dumped data are respectively the address, the identifier and the attribute of the first data in the
memory of the remote computer.

[00119] Although this embodiment discloses a master core dump file and a slave core
dump file structures applied to an operating system sold under the trademark such as LINUX ™,
UNIX ™ persons skilled in the art may adapt the structure to other operating systems without
departing from the scope of present application.

[00120] Figure 7 depicts an assembled core dump file based on a master core dump file
and one or more slave core dump files, following the data structure shown in Figure 6.

[00121] As shown in Figure 7, the assembled core dump file includes a core dump file
ELF header, one or more core dump file program header (e.g. program headers 1 to n), and a
data field.

[00122] The core dump file ELF header may store general information of the assembled
core dump file. The general information may include any one or any combination of followings:
an identifier, a version, a type, size, and an address related to the assembled core dump file. The
information in the core dump field may be added from the core metadata field in the master core

dump file and the chunk metadata in the slave core dump file during the assembling.
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[00123] A core dump file program header may include a location (e.g. an offset) of an
item of dumped data stored in the master core dump file, a size, an address (e.g. a physical
address of a memory or a virtual address of a VMA), an identifier and an attribute of an item of
the dumped data stored in the data field. The information in the core dump file program header
may be added from the critical info program header in the master core dump file and the chunk
header in the slave core dump file during the assembling.

[00124] The data field is used for storing at least one item of dumped data related to the
program to be debugged. The at least one item of data in the data field may be added from the
critical info data field in the master core dump file and the chunk data field in the slave core
dump file during the assembling.

[00125] Optionally, during the assembling, information from the master core dump file
and the slave core dump file may be adapted for the assembled core dump file. For example, the
original offset of the item of dumped data originated from a master core dump file or a slave core
dump file may be changed according to a new location of the item of dumped data in the
assembled core dump file.

[00126] The technical solution of the present disclosure may also be realized in a
debugging system which is described here in yet another embodiment. The debugging system
includes an apparatus 800 as shown in Figure § and an apparatus 900 as shown in Figure 9.
[00127] Figure 8 is a simplified functional block diagram of the apparatus 800 for running
a program and generating core dump files related to the program. The program is to be debugged.
[00128] The apparatus 800 includes a core dump file generating unit 801, an access
enabling unit 802 and a request receiving unit 803.

[00129] The core dump file generating unit 801 is configured to generate a master core
dump file and one or more slave core dump files, wherein the master core dump file includes an
index list, and each entry of the index list corresponds to a slave core dump file of the one or
more slave core dump files. Each of the one or more slave core dump files includes at least one
item of dumped data related to the program. The generation of the master and slave core dump
files may be triggered by an event, such as a software-related failure or error in running the
program, a hardware-related failure or error in running the program, at a scheduled checkpoint,

following an instruction embedded in the program, a received input or interruption, etc.
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[00130] The access enabling unit 802 is configured to enable another apparatus, such as
the apparatus 900, to access the master core dump file.

[00131] The request receiving unit 803 is configured to receive a request from the other
apparatus (e.g. a host computing device in above embodiments) for a first slave core dump file,
wherein the first slave core dump file is selected from the one or more slave core dump files
according to information in the index list.

[00132] The access enabling unit 802 is further configured to enable the other apparatus to
access the first slave core dump file. The master core dump file and the first slave core dump file
are assembled by the other apparatus into an assembled core dump file, and the assembled core
dump file is analyzed by the other apparatus for debugging the program.

[00133] Optionally, the master core dump file further comprises any one or any
combination of: an identifier, a version, a type, a size, and an address of the master core dump
file, a first item of the at least one item of dumped data, and a location in the master core dump
file, a size, an address, an identifier and an attribute of the first item of the dumped data.

[00134] Optionally, the first item of the dumped data comprises any one or any
combination of: call stack information, heap information, and register information related to the
program.

[00135] Optionally, the first slave core dump file stores a second item of the dumped data
related to the program which is different from the first item of the dumped data.

[00136] Optionally, a first entry corresponding to the first slave core dump file in the
index list comprises: any one or any combination of an identifier and an address of the first slave
core dump file, any one or any combination of an identifier and an address of the second item of
the dumped data, and a mapping relationship between the first slave core dump file and the
second item of the dumped data.

[00137] Optionally, the request comprises any one or any combination of the identifier
and the address of the first slave core dump file.

[00138] It is noted that the apparatus 800 is presented here in forms of functional units.
As used herein and without limitation, the term “unit” may refer to an Application Specific
Integrated Circuit (ASIC), an electronic circuit, a processor (shared, dedicated, or group) and
memory that execute one or more software or firmware programs, a combinational logic circuit,

and/or other suitable components that provide the described functionality. In a very specific
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example, persons skilled in the art would appreciate that the apparatus 800 may take the form of
the remote computer 201 of Figure 2B. The core dump file generating unit 801 can be realized
by the processor 1011 and the memory unit 1041, specifically by the processor 1001 executing
the first instruction in the memory unit 1041 to generate the master core dump file and the one or
more slave core dump files related to the program to be debugged. The access enabling unit 802
and the request receiving unit 803 can be realized by the processor 1011, memory unit 1041 and
the communication interface 1051, specifically by the processor 1011 executing the second
instruction in the memory unit 1041 to enable the communication interface 1051 to transfer the
master core dump file and the one or more slave core dump files, and to receive one or more

requests from the host computing device.

[00139] Figure 9 is a simplified block diagram of an apparatus 900 for debugging a
program running in a remote computing device.

[00140] The apparatus 900 includes a core dump file obtaining unit 901 and a debugging
unit 902.

[00141] The core dump file obtaining unit 901 is configured to obtain a master core dump

file generated by another apparatus, such as the apparatus 800 or the remote computing device in
above embodiments. The master core dump file includes an index list, and each entry of the
index list corresponds to a slave core dump file of one or more slave core dump files generated
or to be generated by the other apparatus. Each of the one or more slave core dump files includes
at least one item of dumped data related to the program.

[00142] The core dump file obtaining unit 901 is further configured to select a first slave
core dump file from the one or more slave core dump files according to information in the index
list and obtain the slave core dump file.

[00143] The debugging unit 902 is configured to assemble the master core dump file and
the first slave core dump file into an assembled core dump file, and perform a debugging process
for the program running in the other apparatus by analyzing the assembled core dump file.
[00144] Optionally, the master core dump file further comprises any one or any
combination of: an identifier, a version, a type, a size, and an address of the master core dump
file, a first item of the at least one item of dumped data, and a location in the master core dump

file, a size, an address, an identifier and an attribute of the first item of the dumped data.
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[00145] Optionally, the first item of the dumped data comprises any one or any
combination of: call stack information, heap information, and register information related to the
program.

[00146] Optionally, the first slave core dump file stores a second item of the dumped data
related to the program which is different from the first item of the dumped data.

[00147] Optionally, a first entry corresponding to the first slave core dump file in the
index list comprises: any one or any combination of an identifier and an address of the first slave
core dump file, any one or any combination of an identifier and an address of the second item of
the dumped data, and a mapping relationship between the first slave core dump file and the
second item of the dumped data.

[00148] Optionally, the debugging unit 902 is further configured to perform an initial
debugging process for the program running in the remote computing device by analyzing the
master core dump file, before selecting the first slave core dump file.

[00149] Optionally, the core dump file obtaining unit 901 selecting the first slave core
dump file according to information in the index list and obtain the first slave core dump file
comprises: determining whether the second item of the dumped data is needed for debugging
according to a result of the initial debugging process (e.g. the result of the initial debugging
process indicates that the master core dump file does not contain sufficient information for
debugging the program), determining any one or any combination of the identifier and the
address of the first slave core dump file from the index list according to the mapping relationship
between the first slave core dump file and the second item of the dumped data and any one or
any combination of the identifier and the address of the second item of the dumped data, and
obtaining the first slave core dump file according to any one or any combination of the identifier
and the address of the first slave core dump file.

[00150] Optionally, the core dump file obtaining unit 901 obtaining the first slave core
dump file according to any one or any combination of the identifier and the address of the first
slave core dump file comprises: sending to the other apparatus a first request with any one or any
combination of the identifier and the address of the first slave core dump file, and receiving from
the other apparatus, the first slave core dump file in response to the first request.

[00151] Optionally, the core dump file obtaining unit 901 obtaining the first slave core

dump file according to any one or any combination of the identifier and the address of the first
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slave core dump file comprises: accessing a storage device of or coupled to the other apparatus,
and obtain the first slave core dump file from the storage device according to any one or any
combination of the identifier and the address of the first slave core dump file.

[00152] Optionally, the debugging unit 902 assembling the master core dump file and the
first slave core dump file into an assembled core dump file comprises: combining the first item
of the dumped data and the second item of the dumped data, and update locations of the
combined first item of the dumped data and the second item of the dumped data in the assembled
core dump file.

[00153] It is noted that the apparatus 900 is presented here in forms of functional units.
As used herein and without limitation, the term “unit” may refer to an Application Specific
Integrated Circuit (ASIC), an electronic circuit, a processor (shared, dedicated, or group) and
memory that execute one or more software or firmware programs, a combinational logic circuit,
and/or other suitable components that provide the described functionality. In a very specific
example, persons skilled in the art would appreciate that the apparatus 900 may take the form of
the host computer 202 of Figure 2C. The core dump file obtaining unit 901 can be realized by
the processor 1012, the memory unit 1042 and the communication interface 1052, specifically by
the processor 1002 executing the third instruction in the memory unit 1042 to obtain the master
core dump file and the at least one slave core dump file through the communication interface
1052 from the remote computer. The debugging unit 902 can be realized by the processor 1012
and the memory unit 1042, specifically by the processor 1012 executing the fourth instruction in
the memory unit 1042 to perform the debugging and assembling.

[00154] Those having skill in the art will recognize that the state of the art has progressed
to the point where there is little distinction left between hardware and software implementations
of aspects of systems; the use of hardware or software is generally (but not always, in that in
certain contexts the choice between hardware and software can become significant) a design
choice representing cost vs. efficiency tradeoffs. Those having skill in the art will appreciate that
there are various vehicles by which processes and/or systems and/or other technologies described
herein can be effected (e.g., hardware, software, and/or firmware), and that the preferred vehicle
will vary with the context in which the processes and/or systems and/or other technologies are

deployed.
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[00155] Persons of ordinary skill in the art should understand that all or part of the subject
matter described herein can be implemented in software in combination with hardware and/or
firmware. For example, the subject matter described herein may be implemented in software
executed by one or more processors. In one exemplary implementation, the subject matter
described herein may be implemented using a non-transitory computer readable medium having
stored thereon computer executable instructions that when executed by the processor of a
computer control the computer to perform steps. Exemplary computer readable media suitable
for implementing the subject matter described herein include non-transitory computer readable
media, such as disk memory devices, chip memory devices, programmable logic devices, and
application specific integrated circuits. In addition, a computer readable medium that implements
the subject matter described herein may be located on a single device or computing platform or
may be distributed across multiple devices or computing platforms.

[00156] Finally, it should be understood that the above embodiments are only used to
explain, but not to limit the technical solution of the present application. Despite the detailed
description of the present application with reference to above preferred embodiments, it should
be understood that various modifications, changes or equivalent replacements can be made by
those skilled in the art without departing from the scope of the present application and covered in

the claims of the present application.
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CLAIMS

What is claimed is:
1. A method for a first computing device to debug a program running in a second computing
device, comprising:

obtaining, by the first computing device, a master core dump file generated by the second
computing device, wherein the master core dump file comprises an index list, each entry of the
index list corresponds to a slave core dump file of one or more slave core dump files generated
or to be generated by the second computing device, and wherein each of the one or more slave
core dump files includes at least one item of dumped data related to the program;

selecting, by the first computing device, a first slave core dump file from the one or more
slave core dump files according to information in the index list;

obtaining, by the first computing device, the selected first slave core dump file; and

assembling, by the first computing device, the master core dump file and the first slave
core dump file into an assembled core dump file,
wherein the assembled core dump file is analyzed by the first computing device for debugging

the program running in the second computing device.

2. The method according to claim 1, further comprising:

determining, by the first computing device, if the assembled core dump file contains
sufficient information for debugging the program running in the second computing device;

if the assembled core dump file does not contain sufficient information for debugging the
program running in the second computing device, selecting, by the first computing device, a
second slave core dump file from the one or more slave core dump files according to information
in the index list and obtaining the selected second slave core dump file; and

updating, by the first computing device, the assembled core dump file to include
information in the second slave core dump file,
wherein the updated assembled core dump file is analyzed by the first computing device for

debugging the program running in the second computing device.

3. The method according to claim 2, further comprising;:
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repeating the process of: determining if the updated assembled core dump file contains
sufficient information for debugging the program, obtaining subsequent slave core dump files if
the updated assembled core dump file does not contain sufficient information for debugging the
program, updating the assembled core dump file for debugging, until sufficient information for
debugging the program has been obtained or until all slave core dump files generated by the

second computing device are obtained.

4. The method according to claim 1, wherein the master core dump file further comprises a first

item of the dumped data.

5. The method according to claim 4, further comprising:
performing, by the first computing device, an initial debugging process for debugging the

program running in the second computing device by analyzing the master core dump file.

6. The method according to claim 5, wherein the first slave core dump file stores a second item
of the dumped data which is different from the first item of the dumped data in the master core

dump file.

7. The method according to claim 1, wherein an entry in the index list corresponding to the first
slave core dump file comprises: at least one of an identifier and an address of the first slave core
dump file, at least one of an identifier and an address of an item of the dumped data, and a

mapping relationship between the first slave core dump file and the item of the dumped data.

8. A method for enabling a first computing device to debug a program running in a second
computing device, comprising:

generating, by the second computing device, a master core dump file and one or more
slave core dump files, wherein the master core dump file comprises an index list, each entry of
the index list corresponds to a slave core dump file of the one or more slave core dump files, and
wherein each of the one or more slave core dump files comprises at least one item of dumped

data related to the program,;
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enabling, by the second computing device, the first computing device to access the
master core dump file;

receiving, by the second computing device, a request from the first computing device for
a first slave core dump file, wherein the first slave core dump file is selected from the one or
more slave core dump files according to information in the index list; and

enabling, by the second computing device, the first computing device to access the first
slave core dump file,
wherein the master core dump file and the first slave core dump file are assembled by the first
computing device into an assembled core dump file, and the assembled core dump file is
analyzed by the first computing device for debugging the program running in the second

computing device.

9. The method of claim 8, wherein generating the master core dump file and one or more slave
core dump files is trigged by at least one of the following events:

a software-related failure or error in running the program;

a hardware-related failure or error in running the program;

at a scheduled checkpoint;

following an instruction embedded in the program; and

an input or interruption received by the second computing device.

10. The method according to claim 8 or 9, wherein the master core dump file further comprises a

first item of the dumped data.

11. The method according to claim 10, wherein the first slave core dump file stores a second
item of the dumped data which is different from the first item of the dumped data in the master

core dump file.

12. The method according to claim 8, wherein an entry in the index list corresponding to the first
slave core dump file comprises: at least one of an identifier and an address of the first slave core
dump file, at least one of an identifier and an address of an item of the dumped data, and a

mapping relationship between the first slave core dump file and the item of the dumped data.
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13. The method according to claim 12, wherein the request comprises at least one of the

identifier and the address of the first slave core dump file.

14. A first computing device for debugging a program running in a second computing device,
comprising:

a storage device storing computer executable program codes;

a communication interface; and

a processor, coupled with the storage device and the communication interface;

wherein the program codes comprise instructions which, when executed by the

processor, cause the processor to:

obtain a master core dump file generated by the second computing device through the
communication interface, wherein the master core dump file comprises an index list, each entry
of the index list corresponds to a slave core dump file of one or more slave core dump files
generated or to be generated by the second computing device, and wherein each of the one or
more slave core dump files includes at least one item of dumped data related to the program;

select a first slave core dump file from the one or more slave core dump files according to
information in the index list;

obtain the selected first slave core dump file through the communication interface; and

assemble the master core dump file and the first slave core dump file into an assembled
core dump file,
wherein the assembled core dump file is analyzed by the first computing device for debugging

the program running in the second computing device.

15. The first computing device according to claim 14, wherein the program codes further
comprise instructions which, when executed by the processor, cause the processor to:

determine if the assembled core dump file contains sufficient information for debugging
the program running in the second computing device;

if the assembled core dump file does not contain sufficient information for debugging the

program running in the second computing device, select a second slave core dump file from the
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one or more slave core dump files according to information in the index list and obtain the
selected second slave core dump file; and

update the assembled core dump file to include information in the second slave core
dump file,
wherein the updated assembled core dump file is analyzed by the first computing device for

debugging the program running in the second computing device.

16. The first computing device according to claim 15, wherein the program codes further
comprise instructions which, when executed by the processor, cause the processor to:

repeat the process of: determining if the updated assembled core dump file contains
sufficient information for debugging the program, obtaining subsequent slave core dump files if
the updated assembled core dump file does not contain sufficient information for debugging the
program, and updating the assembled core dump file for debugging, until sufficient information
for debugging the program has been obtained or until all slave core dump files generated by the

second computing device are obtained.

17. A second computing device for running a program to be debugged by a first computing
device, comprising:

a storage device storing computer executable program codes;

a communication interface; and

a processor, coupled with the storage device and the communication interface;

wherein the program codes comprise instructions which, when executed by the processor,
cause the processor to:

generate a master core dump file and one or more slave core dump files, wherein the
master core dump file comprises an index list, each entry of the index list corresponds to a slave
core dump file of the one or more slave core dump files, and wherein each of the one or more
slave core dump files comprises at least one item of dumped data related to the program,

enable the first computing device to access the master core dump file through the

communication interface,
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receive a request from the first computing device for a first slave core dump file, wherein
the first slave core dump file is selected from the one or more slave core dump files according to
information in the index list, and

enable the first computing device to access the first slave core dump file through the
communication interface, wherein the master core dump file and the first slave core dump file
are assembled by the first computing device into an assembled core dump file, and the assembled
core dump file is analyzed by the first computing device for debugging the program running in

the second computing device.

18. The second computing device according to claim 17, wherein generating the master core
dump file and one or more slave core dump files is trigged by at least one of the following events:
a software-related failure or error in running the program;
a hardware-related failure or error in running the program;
at a scheduled checkpoint;
following an instruction embedded in the program; and

an input or interruption received by the second computing device.

19. The second computing device according to claim 17 or 18, wherein the master core dump file

further comprises a first item of the dumped data.

20. The second computing device according to claim 19, wherein the first slave core dump file

stores a second item of the dumped data which is different from the first item of the dumped data.

21. The second computing device according to claim 17, wherein an entry in the index list
corresponding to the first slave core dump file comprises: at least one of an identifier and an
address of the first slave core dump file, at least one of an identifier and an address of an item of
the dumped data, and a mapping relationship between the first slave core dump file and the item

of the dumped data.

22. The second computing device according to claim 21, wherein the request comprises at least

one of the identifier and the address of the first slave core dump file.
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23. A non-transitory computer readable medium storing program codes for execution by a first
computing device to debug a program running in a second computing device, the program codes
comprise:

instructions for obtaining a master core dump file generated by the second computing
device, wherein the master core dump file comprises an index list, each entry of the index list
corresponds to a slave core dump file of one or more slave core dump files generated or to be
generated by the second computing device, and wherein each of the one or more slave core dump
files includes at least one item of dumped data related to the program;

instructions for selecting a first slave core dump file from the one or more slave core
dump files according to information in the index list;

instructions for obtaining the selected first slave core dump file; and

instructions for assembling the master core dump file and the first slave core dump file
into an assembled core dump file,

wherein the assembled core dump file is analyzed by the first computing device for

debugging the program running in the second computing device.

24. A non-transitory computer readable medium storing program codes for execution by a
second computing device running a program to be debugged by a first computing device, the
program codes comprise:

instructions for generating a master core dump file and one or more slave core dump files,
wherein the master core dump file comprises an index list, each entry of the index list
corresponds to a slave core dump file of the one or more slave core dump files, and wherein each
of the one or more slave core dump files comprises at least one item of dumped data related to
the program;

instructions for enabling the first computing device to access the master core dump file;

instructions for receiving a request from the first computing device for a first slave core
dump file, wherein the first slave core dump file is selected from the one or more slave core
dump files according to information in the index list; and

instructions for enabling the first computing device to access the first slave core dump

file,
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wherein the master core dump file and the first slave core dump file are assembled by the first
computing device into an assembled core dump file, and the assembled core dump file is
analyzed by the first computing device for debugging the program running in the second

computing device.

25. An apparatus for debugging a program running in another apparatus, comprising a core dump
file obtaining unit and a debugging unit,

wherein the core dump file obtaining unit is configured to obtain a master core dump file
generated by the other apparatus, wherein the master core dump file comprises an index list, each
entry of the index list corresponds to a slave core dump file of one or more slave core dump files
generated or to be generated by the other apparatus, and wherein each of the one or more slave
core dump files includes at least one item of dumped data related to the program,

the core dump file obtaining unit is further configured to select a first slave core dump
file from the one or more slave core dump files according to information in the index list and
obtain the first slave core dump file, and

the debugging unit is configured to assemble the master core dump file and the first slave
core dump file into an assembled core dump file, and perform a debugging process for the

program running in the other apparatus by analyzing the assembled core dump file.

26. An apparatus, running a program to be debugged by another apparatus, comprising a core
dump file generating unit, an access enabling unit and a request receiving unit:

wherein the core dump file generating unit is configured to generate a master core dump
file and one or more slave core dump files, wherein the master core dump file comprises an
index list, each entry of the index list corresponds to a slave core dump file of the one or more
slave core dump files, and wherein each of the one or more slave core dump files comprises at
least one item of dumped data related to the program,

the access enabling unit is configured to enable the other apparatus to access the master
core dump file,

the request receiving unit is configured to receive a request from the other apparatus for a
first slave core dump file, wherein the first slave core dump file is selected from the one or more

slave core dump files according to information in the index list, and
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wherein the access enabling unit is further configured to enable the other apparatus to
access the first slave core dump file,

wherein the master core dump file and the first slave core dump file are assembled by the
other apparatus into an assembled core dump file, and the assembled core dump file is analyzed

by the other apparatus for debugging the program.

27. A master core dump file, used by a first computing device to debug a program running in a
second computing device, characterized by comprising:

a core metadata field, configured to store an index list of one or more slave core dump
files related to the program generated by the second computing device,

wherein each entry of the index list corresponds to a slave core dump file of one or more
slave core dump files,

and

wherein the first computing device selects a first slave core dump file of the one or more
slave core dump files according to information in the index list, and obtains the first slave core

dump file generated by the second computing device for performing a debugging process.

28. The master core dump file according to claim 27, wherein the master core dump file further
comprises a critical info data field, configured to store a first item of dumped data related to the

program generated by the second computing device.

29. The master core dump file according to claim 28, wherein the first item of the dumped data
comprises at least one of: call stack information, heap information, and register information

related to the program.
30. The master core dump file according to claim 28 or 29, wherein the first slave core dump file
stores a second item of the dumped data which is different from the first item of the dumped data

in the master core dump file.

31. The master core dump file according to claim 30, wherein an entry corresponding to the first

slave core dump file in the index list comprises: at least one of an identifier and an address of the
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first slave core dump file, at least one of an identifier and an address of the second item of the
dumped data, and a mapping relationship between the first slave core dump file and the second

item of the dumped data.

32. The master core dump file according to claim 31, wherein the first computing device
selecting the first slave core dump file of the one or more slave core dump files according to
information in the index list and obtaining the first slave core dump file comprises:

the first computing device determining the second item of the dumped data is needed for
debugging according to a result of a debugging process on the master core dump file,
determining at least one of the identifier and the address of the first slave core dump file from the
index list according to the mapping relationship between the first slave core dump file and the
second item of the dumped data and at least one of the identifier and the address of the second
item of the dumped data, and obtaining the first slave core dump file according to at least one of

the identifier and the address of the first slave core dump file.
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