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Method, gateway and system for managing ALG functionality

Field of the Invention
The present invention relates in general to telecommunications and more

specifically to telecommunication networks.

Background of the Invention
A known telecommunication network comprises at least an endpoint or host, a

host network, an Internet Service Provider Carrier Grade Network (ISP CGN), and a

public network, such as e.g. the internet, the Internet Service Provider Carrier Grade

Network being interconnected, on one side, to the host network and, on another side, to

the public network, for exchanging packets of data using different addresses, ports and

protocols. The host network allows the endpoint(s) to connect to the public network

through the Internet Service Provider Carrier Grade Network. The host network may be a

private network, such as e.g. a home network. The endpoint may be a terminal operated

by a customer of the Internet Service Provider.

Such a telecommunication network comprises a device configured for performing

Network Address Translation (NAT) called NAT device. NAT is performed in a variety of

situations in a telecommunication network. Often NAT involves translating addresses

from public addresses to private addresses, and vice versa. More particularly, address

translation may involve source address translation and/or destination address translation.

NAT that involves port mapping may be referred to as network address port translation

(NAPT). Thus, NATmay involve address translation, as well as port mapping.

Generally, NAT functionality is typically performed on the header of a packet by a

gateway called Customer Premises Equipment (CPE) gateway as it is located between the

host network and the Internet Service Provider Carrier Grade Network, in the customer's

premises, such as e.g. a Digital Subscriber Line router, or by a device located between the

Internet Service Provider Carrier Grade Network and the public network and called NAT

CGN device.

However, some higher-layer protocols, such as File Transfer Protocol (FTP) and

Session Initiation Protocol (SIP), provide addresses and/or port numbers inside the body

(i.e. payload) of the packet. Consequently, the translation of the IP address(es) and/ or

port number(s) by the NAT device makes the information in the body of the packet

invalid.



In this case, an Application Layer Gateway (ALG) software module running on a

NAT CGN device may be used to update any payload data made invalid by address

translation.

However, a drawback exists when an endpoint of the host network uses a specific

protocol, such as e.g. Simple Traversal of User Datagram Protocol (UDP) Through

Network Address Translators (NATs) (STUN) or Interactive Connectivity Establishment

(ICE), which requires the endpoint to perform its own ALG functionality on the body of

packets it transmits. Since the telecommunication network may include endpoints and

devices supporting various protocols or versions of such protocols, the result of the

application of ALG functionality to packets transmitted by such endpoints or devices is

unpredictable.

A solution, described in US2010/0172359, implies that a NAT CGN device

should perform ALG functionality on the body of a packet it received from an

endpoint only if the endpoint has not performed ALG functionality on the body of the

packet prior to sending it to the NAT CGN device. To that end, the NAT CGN device

analyses the body of each packet received from the endpoint in order to decide

whether it should performed or not ALG functionality.

There is a plurality of drawbacks to such a solution. First of all, a new

application based on an application-layer protocol, like e.g. SIP or FTP, can only be

developed and used on an endpoint if knowing the specific protocol, the specifications

of which being often complex and lengthy. For example, the ICE specifications

RFC5245 have more than a hundred pages. Moreover, this solution does not address

the ALG issues for the widely deployed and used applications such as e.g. FTP-based

and some SIP-based applications when the NAT functionality is performed by a NAT

CGN device and not by a CPE gateway device. Furthermore, when the NAT

functionality is performed by a NAT CGN device, a drawback is that such a centralized

operation of the associated ALG functionality consumes huge resources of the NAT

CGN device and may dramatically slow down or block the NAT CGN device and,

consequently, the telecommunication network operation. Consecutively,

implementing the method described in US2010/0172359 on a NAT CGN device would

therefore consume even more resources of the NAT CGN device.

Today there is no solution to efficiently perform ALG functionality when NAT

functionality is performed by a NAT CGN device that allows improving efficiency of

such a telecommunication network.

Today there is a need for an ALG functionality solution that can be easily

implemented on the existing communication infrastructures.



Summary of Invention
It is an object of the present system to overcome disadvantages and/or make

improvement over the prior art.

To that extend, the invention concerns a method of managing an Application

Layer Gateway functionality in a telecommunication network comprising at least one

endpoint, a Customer Premises Equipment gateway and a Network Address

Translation Carrier Grade Network device, said at least one endpoint being configured

for communicating packets with said Network Address Translation Carrier Grade

Network device through said Customer Premises Equipment gateway, the Network

Address Translation Carrier Grade Network device being configured for performing a

Network Address Translation functionality on a packet communicated with the at

least one endpoint, said method comprising, for the Customer Premises Equipment

gateway, the act of performing an Application Layer Gateway functionality on a

communicated packet.

The communicated packet may be received from an endpoint or from the

Network Address Translation Carrier Grade Network (NAT CGN) device. Therefore,

the Customer Premises Equipment gateway may perform the Application Layer

Gateway (ALG) functionality on a packet received from an endpoint then sends it to

the NAT CGN device, or on a packet received from the NAT CGN device then sends it

to an endpoint.

In an embodiment according to the invention, an ALG functionality is performed

by the Customer Premises Equipment gateway whereas a NATfunctionality is performed

by the NAT CGN device. ALG and NAT functionalities are therefore split between two

distinct devices in the telecommunication network, which allows offloading the NAT CGN

device of the ALG functionality. This is particularly advantageous in telecommunication

networks wherein the NAT functionality needs to be performed centrally on a NAT CGN

device as it may be the case, for example, in a Dual-Stack Lite (DS Lite)-based

telecommunication network. Dual-Stack Lite is a network architecture solution for

addressing Internet Protocol v4 (IPv4) address shortage while migrating to Internet

Protocol v6 (IPv6)-based networks, wherein IPv4 the current Internet Protocol used in

most networks and IPv6 is an evolution replacing IPv4 nowadays. Indeed,

telecommunication network evolution for migrating from IPv4 to IPv6 may involve using

solutions like e.g. DS Lite, NAT444, NAT64 or AplusP. For example, DS Lite implies

moving the NAT functionality from the Customer Premises Equipment gateway, located

between the host network and the Internet Service Provider Carrier Grade Network, onto



a NAT CGN device, located between the Internet Service Provider Carrier Grade Network

and the public network. By offloading a NAT CGN device of the ALG functionality, fewer

resources of the NAT CGN device are utilized. This means that more processing ability

and memory are left for the NAT CGN device for performing NAT functionality, and

packet routing and forwarding, thereby increasing packet Input/Output efficiency.

Furthermore, performing ALG functionality on the Customer Premises Equipment

gateway allows the operator of the Internet Service Provider Carrier Grade Network to

manage and upgrade said ALG functionality easily, for example, through CPE device

software upgrading, whereas managing and updating ALG functionality in a NAT CGN

device is complex and put the whole network at risk.

By performing ALG functionality on a packet, it is meant applying the ALG

functionality on the body, i.e. payload of the packet, or, in other words, updating any

payload data of the packet made invalid by address translation. By performing

Network Address Translation functionality on a packet, it is meant performing

Network Address Translation on the header of the packet.

In an embodiment according to the invention, the method further comprises

an act of managing an application control session of the communicated packet.

In an embodiment according to the invention, the method further comprises

an act of managing NAT pinholes reservation.

In an embodiment according to the invention, the method further comprises

an act of managing Network Address Translation control, like e.g. managing a

Network Address Translation control session and exchanging Network Address

Translation control messages.

In an embodiment according to the invention, the method further comprises,

prior to performing the Application Layer Gateway functionality, an act of analyzing a

communicated packet received from an endpoint.

In an embodiment according to the invention, the method further comprises,

subsequently to analyzing a communicated packet received from an endpoint and

prior to performing the Application Layer Gateway functionality, an act of sending, to

the Network Address Translation Carrier Grade Network device, a request for a

Network Address Translation pinhole. In this case, the method may further comprise,

subsequently to sending the request and prior to performing the Application Layer

Gateway functionality, an act of receiving, from the Network Address Translation

Carrier Grade Network device, an allocated Network Address Translation pinhole. A

NAT pinhole allows opening a port for a particular application either permanently,

e.g. for a webcam session, or temporarily, e.g. while playing a game.



In an embodiment according to the invention, the method further comprises,

subsequently to performing the Application Layer Gateway functionality, an act of

transmitting the communicated packet received from the endpoint to the Network

Address Translation Carrier Grade Network device using the Network Address

Translation pinhole.

In an embodiment according to the invention, the method further comprises,

subsequently to transmitting, an act of receiving a packet on which a Network

Address Translation functionality has been previously performed by the Network

Address Translation Carrier Grade Network device and an act of routing said received

packet to the corresponding endpoint.

In an embodiment according to the invention, the method according further

comprises, subsequently to receiving, from the Network Address Translation Carrier

Grade Network device, an allocated Network Address Translation pinhole and prior to

performing an Application Layer Gateway functionality, an act of performing a

Network Address Translation mapping on the packet received from the endpoint. In

this embodiment, the method may comprise, subsequently to performing a Network

Address Translation mapping and prior to transmitting the communicated packet

received from the endpoint to the Network Address Translation Carrier Grade

Network device using the Network Address Translation pinhole, an act of performing

a Network Address Translation functionality. Still in this embodiment, the method

may further comprise an act of receiving a packet on which a Network Address

Translation functionality has not yet been performed, an act of performing a Network

Address Translation functionality on the received packet and an act of routing said

received packet to the corresponding endpoint.

In an embodiment according to the invention, the method according to the

invention is performed using a Port Control Protocol (PCP) between the Customer

Premises Equipment gateway and the Network Address Translation Carrier Grade

Network device. Such a protocol is simple and easy to implement and easy to use,

especially for directly controlling a NAT pinhole, in comparison to STUN or ICE that

were designed for NAT discovery.

The invention also concerns a Customer Premises Equipment gateway for

managing an Application Layer Gateway functionality in a telecommunication

network comprising at least one endpoint, said Customer Premises Equipment

gateway and a Network Address Translation Carrier Grade Network device, said at

least one endpoint being configured for communicating packets with said Network



Address Translation Carrier Grade Network device through the Customer Premises

Equipment gateway, the Network Address Translation Carrier Grade Network device

being configured for performing a Network Address Translation functionality on a

packet communicated with the at least one endpoint, said Customer Premises

Equipment gateway being configured for performing an Application Layer Gateway

functionality on a communicated packet.

In an embodiment according to the invention, the Customer Premises

Equipment gateway is further configured for managing application control sessions.

In an embodiment according to the invention, the Customer Premises

Equipment gateway is further configured for managing pinholes reservation.

In an embodiment according to the invention, the Customer Premises

Equipment gateway is further configured for managing Network Address Translation

control, like e.g. managing a Network Address Translation control session and

exchanging Network Address Translation control messages.

In an embodiment according to the invention, the Customer Premises

Equipment gateway is further configured for analyzing a communicated packet

received from an endpoint.

In an embodiment according to the invention, the Customer Premises

Equipment gateway is further configured for sending, to the Network Address

Translation Carrier Grade Network device, a request for a Network Address

Translation pinhole and for receiving, from the Network Address Translation Carrier

Grade Network device, a Network Address Translation pinhole allocation.

In an embodiment according to the invention, the Customer Premises

Equipment gateway is further configured for transmitting the communicated packet

received from the endpoint to the Network Address Translation Carrier Grade

Network device using a Network Address Translation pinhole.

In an embodiment according to the invention, the Customer Premises

Equipment gateway is further configured for receiving a packet on which a Network

Address Translation functionality has been previously performed by the Network

Address Translation Carrier Grade Network device and for routing said received

packet to the corresponding endpoint.

In an embodiment according to the invention, the Customer Premises

Equipment gateway is further configured for performing a Network Address

Translation mapping on the packet received from the endpoint, for performing a

Network Address Translation functionality, for receiving a packet on which a Network

Address Translation functionality has not yet been performed, for performing a



Network Address Translation functionality on the received packet and for routing said

received packet to the corresponding endpoint.

In an embodiment according to the invention, the Application Layer Gateway

management unit is further configured for performing NATfunctionality.

In an embodiment according to the invention, the Customer Premises

Equipment gateway is further configured for communicating with the Network

Address Translation Carrier Grade Network device using a Port Control Protocol

(PCP)

In an embodiment according to the invention, the Network Address

Translation control management unit of the Customer Premises Equipment gateway

comprises a Port Control Protocol client configured for managing Port Control

Protocol sessions and exchanging Port Control Protocol messages.

In an embodiment according to the invention, the Network Address

Translation Carrier Grade Network device is configured for managing application

control sessions, for determining if a packet needs applying Network Address

Translation functionality, for managing pinholes reservation and for managing

Network Address Translation control, like e.g. managing a Network Address

Translation control session and exchanging Network Address Translation control

messages.

In an embodiment according to the invention, the Network Address

Translation control management unit of the Network Address Translation Carrier

Grade Network device comprises a Port Control Protocol server configured for

managing Port Control Protocol sessions and exchanging Port Control Protocol

messages.

The invention also concerns a system for managing an Application Layer

Gateway functionality comprising a telecommunication network comprising at least

one endpoint, a Customer Premises Equipment gateway and a Network Address

Translation Carrier Grade Network device, said at least one endpoint being configured

for communicating packets with said Network Address Translation Carrier Grade

Network device through said Customer Premises Equipment gateway, the Network

Address Translation Carrier Grade Network device being configured for performing a

Network Address Translation functionality on a packet communicated with the at

least one endpoint, the Customer Premises Equipment gateway being configured for

performing an Application Layer Gateway functionality on a communicated packet.



The invention also concerns a readable computer program for managing an

Application Layer Gateway functionality comprising instructions, which, when

executed by a processor, perform the method as described here above.

Brief Description of the Drawings
Embodiments of the present invention will now be described solely by way of

example and only with reference to the accompanying drawings, where like parts are

provided with corresponding reference numerals, and in which:

Figure l schematically illustrates the system according to the invention.

Figure 2 illustrates a first embodiment of the method according to the

invention.

Figure 3 illustrates a second embodiment of the method according to the

invention.

Description of Preferred Embodiments
The following are descriptions of exemplary embodiments that when taken in

conjunction with the drawings will demonstrate the above noted features and

advantages, and introduce further ones.

In the following description, for purposes of explanation rather than

limitation, specific details are set forth such as architecture, interfaces, techniques,

and devices etc., for illustration. However, it will be apparent to those of ordinary

skill in the art that other embodiments that depart from these details would still be

understood to be within the scope of the appended claims.

Moreover, for the purpose of clarity, detailed descriptions of well-known

devices, systems, and methods are omitted so as not to obscure the description of the

present system. Furthermore, routers, servers, nodes, gateways or other entities in a

telecommunication network are not detailed as their implementation is beyond the

scope of the present system and method.

Unless specified otherwise, the exemplary embodiment will be described

hereafter in its application to a gateway of a telecommunication network.

In addition, it should be expressly understood that the drawings are included

for illustrative purposes and do not represent the scope of the present system.

The system according to the invention, illustrated by figure l , comprises an

endpoint or host to, a host network 20, a Customer Premises Equipment (CPE)

gateway 30, an Internet Service Provider Carrier Grade Network (ISP CGN) 40, a



Network Address Translation (NAT) Carrier Grade Network (CGN) device 50, a public

network 60, like e.g. the internet, and a corresponding node 70. The system according

to the invention may comprise a plurality of each of the cited networks and devices.

The endpoint 10 is configured for communicating with the corresponding node

70 through the host network 20, the CPE gateway 30, the ISP CGN 40, the NAT CGN

device and the public network 60. By communicating, it is meant sending and/or

receiving packets of data through a network and/or a device.

The endpoint 10 may be, for example, a terminal such as a Personal Computer,

a tablet PC, a laptop, a phone, like e.g. a smartphone etc. Endpoints are connected to

the CPE gateway through the host network.

The host network 20 may be a home network and is configured for connecting

the endpoint 10 to the CPE gateway 30.

The CPE gateway 30 is configured for communicating, on one side, with the

endpoint 10 through the host network 20, and, on another side, with the NAT CGN

device 50 through the ISP CGN 40. The CPE gateway 30 comprises an Application

Layer Gateway (ALG) management unit 32 configured for performing ALG

functionality and for managing application control sessions, a reservation

management unit 33 configured for managing pinholes reservation and a NAT control

management unit 34 configured for managing NAT control like e.g. managing a NAT

control session and exchanging NAT control messages. The ALG management unit 32

may be further configured to perform NAT functionality. The NAT control

management unit 34 may comprise, for example, a PCP client configured for

managing PCP sessions and exchanging PCP messages. The CPE gateway 30 may be a

Digital Subscriber Line (DSL) router.

The ISP CGN 40 may be a private network managed by a telecommunication

operator for providing endpoints 10 of the host network 20 with access, through the

NAT CGN device 50, to the public network 60, and therefore to a corresponding node

70, for communicating using packets of data.

The NAT CGN device 50 is configured for performing NAT functionality, or, in

other words, for performing Network Address Translation on the header of the

packet. The NAT CGN device 50 comprises a NAT management unit 52 configured for

managing application control sessions, for determining if a packet needs applying

NAT functionality and for performing NAT functionality, a reservation management

unit 53 configured for managing pinholes reservation and a NAT control management

unit 54 configured for managing NAT control like e.g. managing a NAT control

session and exchanging NAT control messages. The NAT control management unit 54



may comprise, for example, a PCP server configured for managing PCP sessions and

exchanging PCP messages.

The ALG management unit 32 is configured for communicating, in an

application control session on a communication link 43 through the ISP CGN 40, with

the NAT management unit 52. For example, such an application control session may

be used to exchange FTP control commands, SIP signaling messages or any

application control messages.

The NAT control management unit 34 is configured for communicating, in a

NAT control protocol session on a communication link 45 through the ISP CGN 40,

with the NAT control management unit 54. For example, such a NAT control protocol

session may be used to exchange PCP messages.

The public network 60 may be, for example, the internet.

The corresponding node 70 may be a terminal or a server connected to the

public network 60.

Several communication protocols may be used to communicate in the system

according to the invention. For example, an Internet Protocol may be used at the

network layer level, FTP or SIP protocols may be used to communicate at the

application layer level.

In an embodiment described here under in reference to figure 3, the

telecommunication network is based on the known Dual-Stack Lite (DS Lite) network

architecture.

As described here above, Dual-Stack Lite is one technology or network

architecture solution used to address IPv4 address shortage in IPv4-based

telecommunication networks while migrating to ΙΡν -based telecommunication

networks. DS Lite involves moving a NAT functionality performed by a Customer

Premises Equipment gateway to a NAT CGN device, i.e. a device for performing NAT

located between the ISP CGN and the public network. DS Lite also involves

communicating IPv4-type packets over IPv6 using known IPv4-in-IPv6 Softwires,

which is an IP in IP tunnel defined in the Request For Comments (RFC) 5571. In DS

Lite, the CPE gateway 30 implements a Basic Bridging Broad Band (B4) element or

function and the NAT CGN device 50 implements an Address Family Transition

Router (AFTR) element or function. The B4 element allows creating an IP tunnel to

the AFTR element while the AFTR element is a combination of an IPv4-in-IPv6 tunnel

end-point and an IPv4-IPv4 NAT functionality implemented on the same NAT CGN

device 50. In a telecommunication network comprising a plurality of CPE gateways



30, each CPE gateway 30 is assigned a global IPv6 prefix and dynamically allocates

private IPv4 addresses, which are in a format in compliance with e.g. RFC1918, to the

endpoints 10 located in the associated host network 20. The packets communicated

by endpoints 10 are encapsulated and tunneled to the NAT CGN device 50 by the CPE

gateway 30 using a IPv4-in-IPv6 Softwire, where the B4 element acts as a Softwire

Initiatior (SI) and the AFTR element acts as a Softwire Concentratror (SC). The AFTR

performs IPv4-IPv4 NAT functionality to multiplex a plurality of communications

with a plurality of endpoints 10 through a pool of global IPv4 addresses. Overlapping

address spaces used by endpoints are disambiguated through identification of tunnels

endpoints.

In the embodiment of the method according to the invention described here

above in reference to figure 3 using the DS Lite solution, a Port Control Protocol

(PCP) is used to control how incoming packets are transmitted by NAT devices. PCP

may be used in DS Lite context, but also with other IPv4-IPv6 migration solutions like

NAT64 or Large-Scale NAT444. PCP allows a endpoint 10 to operate a communication

permanently, e.g. a webcam communication, or temporarily, e.g. while playing a game

in a communication, by creating pinholes from an external IP address to an internal

IP address and port. PCP works on a client/server model. A PCP client is a PCP

software instance responsible for issuing PCP requests to a PCP server. PCP clients

may either be located on the endpoint 10 or on the CPE gateway 30. PCP server may

either be separated or embedded within a NAT device.

The method according to the invention will now be described in reference to

figures 2 and 3.

In a first embodiment of the method according to the invention, described on

figure 2, an endpoint 10 sends, in act Eo, a packet in order to initialize a

communication with the corresponding node 70. The packet comprises here, in its

payload, an internal IP address and an internal port to inform the corresponding node

70 to connect to the endpoint 10 on said internal IP address and an internal port. The

packet comprises also an ID to identify the endpoint.

The packet is received by the CPE gateway 30 and the ALG management unit

32 analyzes, in act El, whether the received packet needs applying ALG functionality.

The received packet may need applying ALG, for example, if the IP header of the

received packet comprises a 5-tuple (internal IP address, internal port, corresponding

node 70 IP address, corresponding node port, protocol) and the payload of the

received packet comprises internal IP address and internal port.



When the ALG management unit 32 determine that the received packet needs

applying ALG functionality, the reservation management unit 33 of the CPE gateway

30 sends, in act E2, via the NAT control management unit 34, a NAT control message,

using e.g. PCP, on the communication link 45, to the NAT control management unit

54 of the NAT CGN device 50 for requesting an NATpinhole.

The NAT control management unit 54 of the NAT CGN device 50 receives the

NAT control message and the reservation management unit 53, in act E3, assigns, for

the communication of the packet to the corresponding node 70 through the NAT CGN

device 50, a pair of external IP address and external port, and then creates a NAT

mapping relating external IP address and external port to endpoint ID, internal IP

address and internal port, e.g. a NAT mapping (subscriber ID, internal IP address,

internal port) <-> (external IP address, external port, protocol).

In act E4, the NAT control management unit 54 sends an allocated NAT

pinhole via a NAT control protocol message (e.g. PCP) to the NAT control

management unit 34 of the CPE gateway 30.

The ALG management unit 32 performs ALG functionality on the packet

payload wherever internal IP and internal port exists, e.g. the packet payload is

translated from (internal IP and internal port) to (external IP and external port), and

then sends, in act E6, on the communication link 43, the packet to the NAT

management unit 52 of the NATCGN device 50.

In act E7, the NAT management unit 52 allows performing NAT on the packet

which corresponds to one of the NAT mapping entry that was created by the NAT

pinhole control message in act E3, and send it, in act E8, to the corresponding node

70.

The embodiment, illustrated by figure 2, also demonstrates an example of how

a communication packet sent by the corresponding node 70 to the endpoint 10

traverses the NAT CGN device 50. Such a packet may be, for example, a packet with 5-

tuple IP header (corresponding node 70 IP address, corresponding node 70 port,

external IP address, external port, TCP).

When a packet is received by the NAT management unit 52 of the NAT CGN

device 50 for sending to an endpoint 10, the reservation management unit 53 checks,

in act Eio, if the packet corresponds to one of the mapping entries previously NATed

on the packet header by NAT CGN device 50. If so, the NAT CGN device 50 transmits,

via the NAT management unit 52, in act Ell, the packet to the ALG management unit

32 of the CPE gateway 30, which then routes the packet to the corresponding

endpoint 10.



In a second embodiment of the method according to the invention, described

on figure 3, the NAT CGN device 50 performs NAT functionality both on the packet

header and the payload, i.e. applies also ALG functionality.

In this embodiment, an endpoint 10 sends, in act Eo, a packet in order to

initialize a communication with the corresponding node 70. The packet comprises

here, in its payload, an internal IP address and an internal port to inform the

corresponding node 70 to connect to the endpoint 10 on said internal IP address and

an internal port. The packet comprises also an ID to identify the endpoint.

The packet is received by the CPE gateway 30 and the ALG management unit

32 analyzes, in act El, whether the received packet needs applying ALG functionality.

The received packet may need applying ALG, for example, if the IP header of the

received packet comprises a 5-tuple (internal IP address, internal port, corresponding

node 70 IP address, corresponding node port, protocol) and the payload of the

received packet comprises internal IP address and internal port.

When the ALG management unit 32 determines that the received packet needs

applying ALG functionality, the reservation management unit 33 of the CPE gateway

30 sends, in act E2, via the NAT control management unit 34, a NAT control message,

using e.g. PCP, on the communication link 45, to the NAT control management unit

54 of the NAT CGN device 50 for requesting an NAT pinhole.

The NAT control management unit 54 of the NAT CGN device 50 receives the

NAT control message and the reservation management unit 53, in act E3', assigns, for

the communication of the packet to the corresponding node 70 through the NAT CGN

device 50, a pair of external IP address and external port, reserves this NAT pinhole

relating to endpoint ID and then add the allocated NATpinhole to its bypass rules e.g.

(endpoint ID, external IP, external port).

In act E4, the NAT control management unit 54 sends an allocated NAT

pinhole via a NAT control protocol message (e.g. PCP) to the NAT control

management unit 34 of the CPE gateway 30.

The reservation management unit 33 creates, in act E5', a NAT mapping

according to the obtained NAT pinhole, e.g. (internal IP address, internal port) <->

(external IP address, external port, protocol).

The ALG management unit 32 of the CPE gateway 30 performs, in act E5",

ALG and NAT functionalities on the packet wherever internal IP address and internal

port exists, and then sends, in act E6, on the communication link 43, the packet to the

NAT management unit 52 of the NAT CGN device 50. For example, packet header may



be translated from (internal IP address, internal port, corresponding node 70 IP

address, corresponding node 70 port, protocol) to (external IP address, external port,

corresponding node 70 IP address, corresponding node 70 port, protocol) and packet

payload translated from (internal IP address and internal port) to (external IP

address and external port).

In act E7', the NAT management unit 52 allows the packet to bypass or go

through the NAT CGN device 50 using the matching bypass rule, set up in act E3', and

sends it, in act E8, to the corresponding node 70.

The embodiment, illustrated by figure 3, also demonstrates an example of how

a communication packet sent by the corresponding node 70 to the endpoint 10

traverses the NAT CGN device 50. Such a packet may be, for example, a packet with 5-

tuple IP header (corresponding node 70 IP address, corresponding node 70 port,

external IP address, external port, TCP).

When a packet is received, in act E9, by the NAT management unit 52 of the

NAT CGN device 50, for connecting to the endpoint 10, the reservation management

unit 53 checks, in act Eio', if a bypass rule has been previously set up (in act E3'). If

so, the packet is transmitted, in act Ell, by the NAT management unit 52, according

to the endpoint 10 ID of the bypassing rule, to the ALG management unit 32 of the

CPE gateway 30, which, perform, in act Ell', ALG and NAT functionalities on the

packet according to the NATmapping entry created in act E5',

The packet is then transmitted, in act E12, to the corresponding endpoint 10,

for example, by reaching the port which is identified by the internal IP address and

internal port of the translated 5-tuple IP packet header.

The method according to the invention will now be described, still in reference

to figure 3, in a Dual-Stack Lite telecommunication network wherein, in an

embodiment, the endpoint 10 comprises a FTP client and the corresponding node 70

comprises a FTP server for communicating using the corresponding units and, in

another embodiment, the endpoint 10 comprises a FTP server and the corresponding

node 70 comprises a FTP client for communicating using the corresponding units.

In these exemplary embodiments, the CPE gateway 30 is a B4 element,

embedding a FTP ALG functionality and a PCP client, and the NAT CGN device 50 is

an AFTR 50 element embedding a PCP server. FTP active mode and passive mode are

supported by this ALG functionality of the B4 element 30 in these embodiments. The

ALG management unit 32 allows applying ALG functionality to FTP PORT command

when the endpoint 10 runs a FTP client. The ALG management unit 32 allows



applying ALG functionality to PASV response when the endpoint 10 runs a FTP

server.

In one embodiment, described in reference to figure 3, the endpoint 10 runs a

FTP client and the corresponding node 70 runs a FTP server.

In active mode, the FTP client connects from a random unprivileged port (N >

1023) to the FTP server's command port, e.g. port 21. Then, the FTP client starts to

listen on port N+i and sends the FTP command PORT N+i to the FTP server. The

server will then connect back to the FTP client's specified data port from its local data

port, which is e.g. port 20. Assuming an FTP client is listening on internal IP and

internal port (e.g. PrilP: aaaa) and issue a FTP PORT command containing internal IP

and internal port (PrilP, aaaa) in the payload of the packet to inform the FTP server

to connect to (PrilP: aaaa), the process of how an FTP ALG functionality deployed on

the B4 30 works with the AFTR 50 to make FTP data connection traverse AFTR 50 as

described in reference to figure 3.

FTP ALG module on the B4 30 is monitoring, in act El, the FTP traffic of

packets, received in act Eo. In other words, the B4 30 determines, in act El, that a

packet needs be applied ALG functionality.

Once the B4 30 has determined, in act El, that a packet needs be applied ALG

functionality, e.g. by finding a PORT command containing internal IP address and

internal port, it goes to the next act. An example of packet that triggers ALG function

may have an IP header with 5 tuple e.g. (PrilP, aaaa, SrvIP, 21, TCP), and a payload

containing (PrilP, aaaa).

The B4 30 issues, in act E2, a PCP request to AFTR 40 requesting an NAT

pinhole.

The AFTR 50 assigns, in act E3', a pair of external IP and external port, then

reserve the NAT Pinhole relating to requested endpoint ID and add it to its bypass

rules e.g. (Tunnel ID, ExtIP, bbbb).

The AFTR 50 returns, in act E4, to the B4 30, an allocated NAT pinhole via a

PCP response.

The B4 30 creates, in act E5', a NAT mapping according to the obtained NAT

Pinhole, e.g. (PrilP, aaaa) <-> (ExtIP, bbbb, TCP).

The B4 30 performs, in act E5", FTP ALG and NAT on the packet (header and

payload) wherever internal IP address and internal port exists,; e.g. packet header

translated from (PrilP, aaaa, SrvIP, 21, TCP) to (ExtIP, bbbb, SrvIP, 21, TCP) and

packet payload translated from (PrilP, aaaa) to (ExtIP, bbbb).

The B4 30 then sends out, in act E6, the packet to the AFTR 50.



The AFTR 50 bypasses, in act E7', the packets that match bypass rules e.g.

(Tunnel ID, ExtIP, bbbb) created in act E3' and send it out, in act E8, to the FTP

server of the corresponding node 70.

An incoming packet, e.g. a packet with 5-tuple IP header (SrvIP, 20, ExtIP,

bbbb, TCP), sent by the FTP server of the corresponding node 70, may try to reach the

endpoint's 10 FTP listening data port. When the packet is received, in act E9, by the

AFTR 50 and if, in act Ειο ' , the packet corresponds to one of the AFTR 50 bypass

rules, e.g. created in act E3', the packet bypass the AFTR 50, i.e. is transferred by the

AFTR 50, in act Ell, to the B4 30 according to tunnel ID of the bypassing rule e.g.

(Tunnel ID, ExtIP, bbbb). ALG functionality is performed, in act Ell', by B4 30 from

(SrvIP, 20, ExtIP, bbbb, TCP) to (SrvIP, 20, PrilP, aaaa, TCP) according to the B4 30

mapping entry e.g. (PrilP, aaaa) <-> (ExtIP, bbbb, TCP) which was created in act E3'.

Finally, the packet is sent by B4 30, in act E12, onto the listening port aaaa of the FTP

server of the endpoint 10, which is identified by translated 5-tuple IP header e.g. 8

(SrvIP, 20, PrilP, aaaa, TCP).

In another embodiment, described still in reference to figure 3, the endpoint

10 runs a FTP server and the corresponding node 70 runs a FTP client.

In order to resolve the issue of a FTP server initiating a connection to a FTP

client, a known method, called passive mode or PASV, is used. The FTP client notifies

the FTP server it is in passive mode. In passive mode, the FTP client initiates both

connections to the FTP server. However, when a FTP server is run by an endpoint

behind an AFTR 50, ALG functionality is needed to translate the PASV response

payload where containing internal IP address and port of the FTP server. Besides, to

ensure FTP server command channel can be reached by the incoming connection from

any clients, the port number 21 of the FTP server needs to be forwarded to the AFTR

50 by means of e.g. static reservation or PCP pinhole reservation. If an FTP server

received a PASV command from a FTP client, it will listen on an unprivileged local

ports e.g. cccc and response "227 Entering Passive Mode" containing private IP

address and port e.g. (PrilP: cccc) in the payload to inform the FTP client to connect

to (PrilP: cccc).

The FTP ALG functionality of the B4 30 monitors, in act El, the FTP traffic

packets received, in act Eo, from the FTP server of the endpoint 10. In other words,

the B4 30 determines, in act El, that a packet needs be applied ALG functionality.

Such a packet may have e.g. a IP header with 5 tuple e.g. (PrilP, cccc, ClilP, 21, TCP)

and payload containing "227 Entering Passive Mode" (PrilP, , cccc).



Once the B4 30 has determined, in act El, that a packet needs be applied ALG

functionality, for example, when a PASV command response contains internal IP

address and internal port, the B4 30 issues, in act E2, a PCP request to the AFTR 50

for requesting an NAT pinhole.

The AFTR 50 assigns, in act E3', a pair of external IP and external port and

reserve this NAT Pinhole relating to requested Subscriber ID, and then add it to its

bypass rules, e.g. (Tunnel ID, ExtIP, dddd).

The AFTR 50 returns, in act E4, t o the B4 30, an allocated NAT pinhole via a

PCP response.

The B4 30 creates, in act E5', a NAT mapping according to the obtained NAT

Pinhole e.g. 4 (PrilP, cccc) <-> (ExtIP, dddd, TCP)

The B4 30 performs, in act E5", ALG and NAT functionalities, where internal

IP and internal port exists, e.g. packet header translated from (PrilP, cccc, CHIP, 21,

TCP) t o (ExtIP, dddd, peer IP, CHIP, 21, TCP) and packet payload translated from

(PrilP, cccc) to (ExtIP, dddd).

The B4 30 then sends out, in act E6, the packet to the AFTR 50.

The AFTR 50 bypasses, in act E7', the packets that match bypass rules e.g.

(Tunnel ID, ExtIP, dddd) created in act E3' and send it out, in act E8, to the FTP

client of the corresponding node 70.

An incoming packet, e.g. a packet with 5-tuple IP header (CHIP, 21, ExtIP,

dddd, TCP), sent by the FTP client of the corresponding node 70, may try to reach the

endpoint's 10 FTP server. When the packet is received, in act E9, by the AFTR 50 and

if, in act Eio', the packet corresponds to one of the AFTR 50 bypass rules, e.g. created

in act E3', the packet bypass the AFTR 50, i.e. is transferred by the AFTR 50, in act

E11, t o the B4 30 according to tunnel ID of the bypassing rule e.g. (Tunnel ID, ExtIP,

dddd). ALG functionality is performed, in act Ell', by B4 30 from (CHIP, 21, ExtIP,

dddd, TCP) to e.g. 8 (CHIP, 20, PrilP, cccc, TCP) according to the B4 30 mapping

entry e.g. (PrilP, cccc) <-> (ExtIP, dddd, TCP) which was created in act E3'. Finally,

the packet is sent by B4 30, in act E12, onto the listening port cccc of the FTP server

of the endpoint 10, which is identified by translated 5-tuple IP header e.g. 8 (CHIP,

20, PrilP, cccc, TCP).



CLAIMS

l . A method of managing an Application Layer Gateway functionality in a

telecommunication network comprising at least one endpoint (io), a Customer

Premises Equipment gateway (30) and a Network Address Translation Carrier Grade

Network device (50), said at least one endpoint (10) being configured for

communicating packets with said Network Address Translation Carrier Grade

Network device (50) through said Customer Premises Equipment gateway (30), the

Network Address Translation Carrier Grade Network device (50) being configured for

performing a Network Address Translation functionality on a packet communicated

with the at least one endpoint (10), said method comprising, for the Customer

Premises Equipment gateway (30), the act of performing an Application Layer

Gateway functionality on a communicated packet.

2. A method according to claim 1, said method further comprising an act of

managing an application control session of the communicated packet.

3. A method according to any of the preceding claims, said method further

comprising an act of managing pinholes reservation.

4. A method according to any of the preceding claims, said method further

comprising an act of managing Network Address Translation control.

5. A method according to claim 4, wherein the act of managing is performed

using a Port Control Protocol.

6. A method according to any of the preceding claims, said method further

comprising an act of performing a Network Address Translation functionality on the

received packet and an act of routing said received packet to the corresponding

endpoint (10).

7. A Customer Premises Equipment gateway for managing an Application Layer

Gateway functionality in a telecommunication network comprising at least one

endpoint (10), said Customer Premises Equipment gateway (30) and a Network

Address Translation Carrier Grade Network device (50), said at least one endpoint

(10) being configured for communicating packets with said Network Address

Translation Carrier Grade Network device (50) through the Customer Premises



Equipment gateway (30), the Network Address Translation Carrier Grade Network

device (50) being configured for performing a Network Address Translation

functionality on a packet communicated with the at least one endpoint (10), said

Customer Premises Equipment gateway (30) being configured for performing an

Application Layer Gateway functionality on a communicated packet.

8. A Customer Premises Equipment gateway according to claim 7, said Customer

Premises Equipment gateway (30) being further configured for managing application

control sessions.

9. A Customer Premises Equipment gateway according to any of claims 7 and 8,

said Customer Premises Equipment gateway (30) being further configured for

managing pinholes reservation.

10. A Customer Premises Equipment gateway according to any of claims 7 to 9,

said Customer Premises Equipment gateway (30) being further configured for

managing Network Address Translation control.

11. A system for managing an Application Layer Gateway functionality comprising

a telecommunication network comprising at least one endpoint (10), a Customer

Premises Equipment gateway (30), according to any of claims 7 to 10, and a Network

Address Translation Carrier Grade Network device (50), said at least one endpoint

(10) being configured for communicating packets with said Network Address

Translation Carrier Grade Network device (50) through said Customer Premises

Equipment gateway (30), the Network Address Translation Carrier Grade Network

device (50) being configured for performing a Network Address Translation

functionality on a packet communicated with the at least one endpoint (10), the

Customer Premises Equipment gateway (30) being configured for performing an

Application Layer Gateway functionality on a communicated packet.

12. A readable computer program for managing an Application Layer Gateway

functionality comprising instructions, which, when executed by a processor, perform

the method according to any of claims 1to 6.
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