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(57) ABSTRACT 
Systems, methods and devices described herein enable the 
enhancement of the security of online financial transactions 
by assessing the authenticity of payment instruments, such as 
credit cards, using video processing analysis. For example, 
systems, methods and devices are operable to assess various 
characteristics of credit cards from video data provided by a 
user. Additionally and/or alternatively, one or more card char 
acteristics captured during an online transaction may be com 
pared against one or more of the same characteristics avail 
able in a card database indexed by card issuer, and which 
stores credit card characteristics for a number of cards pro 
vided by various credit card issuers. Additionally and/or alter 
natively, one or more card characteristics captured during an 
online transaction may be compared against one or more of 
the same characteristics captured during previous transac 
tions to verify that the credit card currently offered matches 
the card used in previous transactions. 
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IMAGE PROCESSING FOR CREDIT CARD 
VALIDATION 

0001. This application claims priority to the following 
U.S. Provisional Patent Application which is incorporated by 
reference herein in its entirety: U.S. Provisional Patent Appli 
cation No. 61/683,623, filed Aug. 15, 2012. 

TECHNICAL FIELD 

0002 The present disclosure generally relates to the secu 
rity of online financial transactions, and in particular, to 
assessing the authenticity of payment instruments, such as 
credit and debit cards, using video processing analysis. 

BACKGROUND 

0003 Online commerce has developed into a mainstream 
alternative to conventional in-store retail shopping and has 
also created opportunities for new online service offerings. 
So it is now common for a consumer to browse online product 
and service offerings, select, order, and pay for a product 
and/or a service in a financial transaction that is Substantially 
all online. However, online transactions are vulnerable to 
security breaches and various forms of fraud. 
0004. In particular, one of the problems with a typical 
online credit card Verification process is that it circumvents 
the customary signature and identification verification proto 
cols that take place during an in-store retail transaction. For 
example, during a typical online transaction, a merchant pro 
vides an order form that requires a consumer to enterpersonal 
data such a name, a billing address, a telephone number, and 
credit card information. The consumer enters and sends the 
data requested in the form over the internet or some other data 
connection. The merchant verifies that the credit card infor 
mation is valid and that the card can be charged the payment 
amount. The card Verification is usually conducted over a 
proprietary billing center Verification network, such as the 
VisaNet network. However, the personal data and the credit 
card information provided by the consumer may have been 
acquired illicitly. Neither the merchant nor the billing center 
is able to reliably verify that the individual providing the 
personal data and credit card information is the true autho 
rized user of the credit card. Additionally, neither the mer 
chant nor the billing center is able to reliably verify that the 
individual providing the credit card details has physical pos 
session of the actual credit card, or assess whether Such a card 
is authentic or a counterfeit. 

0005. By contrast, during an in-store transaction, a sales 
clerk can request signed photo identification in order to Verify 
that the person tendering the credit card is the true authorized 
user of the credit card. The sales clerk can then compare the 
signatures on the credit card and the sales slip against the 
signature on the picture identification, and also verify that the 
consumer is the same person shown on the picture identifica 
tion. Moreover, the possibility that picture identification may 
be requested serves as a potential deterrent against using an 
illicitly acquired payment instrument during an in-store trans 
action. And in some cases, sales personnel learn to recognize 
the names and faces of frequent customers. Additionally, 
given the nature of the transaction, the sales clerk can visually 
and physically inspect the credit card offered to assess 
whether or not the card is authentic or a counterfeit. 
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SUMMARY 

0006 Systems, methods, and devices described herein 
enable the enhancement of the security of online financial 
transactions by assessing the authenticity of payment instru 
ments, such as credit and debit cards, using video processing 
analysis. Implementations of systems, methods, and devices 
within the scope of the appended claims each have several 
aspects, no single one of which is solely responsible for the 
desirable attributes described herein. Without limiting the 
Scope of the appended claims, some prominent features are 
described herein. After considering this discussion, and par 
ticularly after reading the section entitled “Detailed Descrip 
tion' one will understand how the features of various imple 
mentations are used to assess the authenticity of payment 
instruments, such as credit and debit cards. 
0007 For example, in some implementations, systems, 
methods, and devices are operable to assess various charac 
teristics (e.g. variations of shadows, Surface reflectivity, holo 
grams, security features, color gradients, aspect ratios, thick 
ness and/or length measurements, etc.) of credit cards from 
video data provided by a user. Additionally and/or alterna 
tively, one or more card characteristics captured during an 
online transaction may be compared against one or more of 
the same characteristics available in a card database indexed 
and/or otherwise searchable by card issuer, and which stores 
credit card characteristics for a number of cards provided by 
various credit card issuers (e.g. banks, etc.). Additionally 
and/or alternatively, one or more card characteristics captured 
during an online transaction may be compared against one or 
more of the same characteristics captured during previous 
transaction(s) to Verify that the credit card being used during 
a transaction matches the card with the same information (i.e. 
credit card number) from previous transaction(s). Addition 
ally and/or alternatively, a Voice print record and/or location 
information may be combined with the use of the encoded 
and/or encrypted video data to provide additional security. 
Additionally and/or alternatively, images of signatures, elec 
tronic signatures and/or other biometric information may be 
combined with the use of the encoded and/or encrypted video 
data to provide additional security. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0008 So that the present disclosure can be understood in 
greater detail, a more particular description may be had by 
reference to the features of various implementations, some of 
which are illustrated in the appended drawings. The appended 
drawings, however, illustrate only some example features of 
the present disclosure and are therefore not to be considered 
limiting, for the description may admit to other effective 
features. 

0009 FIG. 1 is a block diagram of an example client 
server environment. 
0010 FIG. 2 is a block diagram of an example implemen 
tation of a client system. 
0011 FIG. 3 is a block diagram of an example implemen 
tation of a server system. 
0012 FIG. 4 is a flowchart representation of a client device 
method. 

0013 FIG.5 is a flowchart representation of a client device 
method. 

0014 FIG. 6 is a schematic drawing of an example credit 
card. 
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0015 FIG. 7 is a schematic drawing of an example iden 
tification document/card. 
0016 FIG. 8 is a flowchart representation of a machine 
vision method. 
0017 FIG. 9 is a flowchart representation of a machine 
vision method. 
0018 FIG. 10 is a flowchart representation of a machine 
vision method. 

0019 FIG. 11 is a flowchart representation of an authen 
tication server method. 

0020 FIG. 12 is a flowchart representation of an authen 
tication server method. 

0021. In accordance with common practice the various 
features illustrated in the drawings may not be drawn to scale. 
Accordingly, the dimensions of the various features may be 
arbitrarily expanded or reduced for clarity. In addition, some 
of the drawings may not depict all of the components of a 
given system, method or device. Finally, like reference 
numerals may be used to denote like features throughout the 
specification and figures. 

DETAILED DESCRIPTION 

0022. Numerous details are described herein in order to 
provide a thorough understanding of the example implemen 
tations illustrated in the accompanying drawings. However, 
the invention may be practiced without these specific details. 
And, well-known methods, procedures, components, and cir 
cuits have not been described in exhaustive detailso as not to 
unnecessarily obscure more pertinent aspects of the example 
implementations. 
0023 FIG. 1 is a block diagram of an example client 
server environment 100. While certain example features are 
illustrated, those skilled in the art will appreciate from the 
present disclosure that various other features have not been 
illustrated for the sake of brevity and so as not to obscure more 
pertinent aspects of the implementations disclosed herein. To 
that end, the client-server environment 100 includes a billing 
center 150, a retailer/merchant (or service provider) 140, a 
third party verification service provider 160, a mobile phone 
operator 122 (i.e. wireless carrier), an internet service pro 
vider 120, and a communications network 104. Each of the 
billing center 150, the retailer 140, the third party verification 
service provider 160, the mobile phone operator 122, the 
internet service provider 120 are capable of being connected 
to the communication network 104 in order to exchange 
information with one another and/or other devices and sys 
tems. In some implementations, the mobile phone operator 
122 and the internet service provider 120 are operable to 
connect client devices to the communication network 104 as 
well. For example, a smartphone 102 is operable with the 
network of the mobile phone operator 122, which includes for 
example, a base station 122a. Similarly, for example, a laptop 
computer 103 (or tablet, desktop, workstation or the like) is 
connectable to the network provided by the internet service 
provider 120, which is ultimately connectable to the commu 
nication network 104. Moreover, while FIG. 1 only includes 
one of each of the aforementioned devices and systems, those 
skilled in the art will appreciate from the present disclosure 
that any number of Such devices and/or systems may be 
provided in a client-server environment, and particular 
devices may be absent. In other words, the client-server envi 
ronment 100 is merely an example provided to discuss more 
pertinent features of the present disclosure. 
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0024. The communication network 104 may be any com 
bination of wired and wireless local area network (LAN) 
and/or wide area network (WAN), such as an intranet, an 
extranet, including a portion of the internet. In some imple 
mentations, the communication network 104 uses the Hyper 
Text Transport Protocol (HTTP) to transport information 
using the Transmission Control Protocol/Internet Protocol 
(TCP/IP). HTTP permits the client device 102 to access vari 
ous resources available via the communication network 104. 
However, the various implementations described herein are 
not limited to the use of any particular protocol. 
0025. The retailer 140, for example, includes an online 
customer sales application server 141 and a database 142. In 
Some implementations, the retailer 140 includes a local cus 
tomer sales application, such as a point-of-sale terminal 
within a department store. The retailer 140 may be an online 
service provider (e.g. a gambling website, a social network 
ing website, a dating website, etc.) or a retailer of real and/or 
digital goods (e.g. clothing, music, etc.). 
0026. In some implementations, the billing center 150 is 
associated with at least one credit company associated with a 
credit card, a debit card, or other payment instrument. The 
billing center 150 may be a computerized system holding 
information relating to client accounts, billing conditions and 
history, transactions history, and personal and other details of 
each client and/or of each credit card associated with the 
billing center 150. To that end, the billing center 150 includes 
a verification server 151 and a database 152. The billing 
center 150 may be associated with one or more credit com 
panies, enabling the retrieval of data from one or more third 
party databases (not shown) including Such information. For 
example, in order to execute and/or authorize transactions, 
the verification server 151 retrieves data from the database 
152 to check authorization of a transaction according to pre 
defined authorization rules followed by the billing center 151. 
0027. In some implementations, the third party verifica 
tion service provider 160 is provided to enable the enhance 
ment of the security of online financial transactions by assess 
ing the authenticity of payment instruments, such as credit 
and debit cards, using video processing analysis. To that end, 
the third party verification service provider 160 is enabled to 
receive and analyze video data from a client device (e.g. the 
smartphone 102 or laptop computer 104), and includes a 
Verification server 161, an optional user authentication card 
database 162, a video/image database 164, and a transactions 
database 166. 

0028. As discussed below in greater detail with reference 
to FIG. 2, client devices, such as the computer 103 and Smart 
phone 102, include a display and a camera. A mobile appli 
cation is operated at least in part by the client device. In some 
implementations, the client devices 102 and/or 103 are 
enabled to communicate with the billing center 150, the third 
party verification service provider 160, and the retailer 140. 
For example, the computer may include at least one of an 
Ethernet enabled network adapter or interface, a WiFi 
enabled network adapter or interface, a cable modem, a DSL 
modem, a cellular wireless device, or the like. 
0029. In operation, a user may use a client device 102/103 
to access the online customer sales application server 141 
provided by the retailer 140. In order to make a purchase 
through the online customer sales application, the camera 
associated with the client device is used to obtain at least 
Video data including representations of the credit card, which 
is processed according to one of the various methods 
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described below. Briefly, the video data is sent to the third 
party verification server provider 160 to assess the authentic 
ity of the credit card presented by the user in the video data. In 
some implementations, the verification server 161 receives 
the video data and is enabled to assess various characteristics 
of the credit card from the video data provided by the user. For 
example, without limitation, the assessed characteristics 
include at least one of variations of shadows, Surface reflec 
tivity, holograms, security features, color gradients, aspect 
ratios, thickness measurements, and/or length measurements 
obtainable from the video images. Moreover, to further 
ensure Veracity of the video data, a timestamp and/or location 
data associated with the video data may be analyzed to ensure 
that the video data is current with respect to a particular 
transaction and/or that the location information associated 
with video data indicates a location proximate to where the 
user is purported to be based on an IP address or other infor 
mation associated with the transaction. In other words, some 
implementations include inspecting one or more data fields 
included in the received video data to determine whether or 
not the video data was recorded within a time period proxi 
mate to the current process (e.g. 1-2 minutes) and/or whether 
the video data was recorded in a place proximate to where the 
user is purported to be. If the timestamp is not valid and/or the 
location information is questionable, the method includes 
taking remedial action or stopping the process altogether. For 
example, in Some implementations a remedial action includes 
at least requesting additional video data. Additionally and/or 
alternatively, the rejected video data and any Subsequently 
received video data may be compared to determine if there are 
any abnormalities or other signs of fraud on the process. 
0030 Additionally and/or alternatively, one or more card 
characteristics captured during an online transaction may be 
compared against one or more of the same characteristics 
available in the optional user authenticated card database 162. 
In some implementations, the optional user authenticated 
card database 162 is indexed and/or otherwise searchable by 
card number, and stores user authenticated credit card char 
acteristics each card. In other words, the optional user authen 
ticated card database 162 stores credit (and/or debit) card 
characteristics that can be used to validate cards issued to 
individual users. For example, as described below with ref 
erence to FIG. 6, each card may have precise colors, Surfaces 
with precise reflectivity characteristics, optical security fea 
tures (e.g. holograms), and precise arrangements of charac 
ters and/or information fields that can be measured and com 
pared against cards offered by users with the same card 
number. 

0031 Additionally and/or alternatively, one or more card 
characteristics captured during an online transaction may be 
compared against one or more of the same characteristics 
captured during previous transaction(s) to Verify that the 
credit card being used during a transaction matches the card 
with the same information (i.e. credit card number) from 
previous transaction(s). To that end, in Some implementations 
the at least one of the video/image database 164 and the 
transactions database 166 can be used to store values repre 
sentative of card characteristics obtained from previous trans 
actions for a particular user card and/or actual portions of the 
video data received by the third part verification server pro 
vider 160. 

0032. Additionally and/or alternatively, a voice print 
record and/or location information may be combined with the 
use of the encoded and/or encrypted video data to provide 
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additional security. Additionally and/or alternatively, images 
of signatures, electronic signatures and/or other biometric 
information may be combined with the use of the encoded 
and/or encrypted video data to provide additional security. 
0033 FIG. 2 is a block diagram of an example implemen 
tation of a client device (e.g. Smartphone 102) discussed 
above with reference to FIG.1. Again, while certain specific 
features are illustrated, those skilled in the art will appreciate 
from the present disclosure that various other features have 
not been illustrated for the sake of brevity and so as not to 
obscure more pertinent aspects of the implementations dis 
closed herein. To that end, the client device 102/103 includes 
one or more processing units (CPUs) 202, one or more 
network or other communications interfaces 208, memory 
206, a camera 209, and one or more communication buses 
204 for interconnecting these and various other components. 
The communication buses 204 may include circuitry (some 
times called a chipset) that interconnects and controls com 
munications between system components. The memory 206 
includes high-speed random access memory, such as DRAM, 
SRAM, DDR RAM or other random access solid state 
memory devices; and may include non-volatile memory, Such 
as one or more magnetic disk storage devices, optical disk 
storage devices, flash memory devices, or other non-volatile 
solid state storage devices. The memory 206 may optionally 
include one or more storage devices remotely located from 
the CPU(s) 202. The memory 206, including the non-volatile 
and volatile memory device(s) within the memory 206, com 
prises a non-transitory computer readable storage medium. 
0034. In some implementations, the memory 206 or the 
non-transitory computer readable storage medium of the 
memory 206 stores the following programs, modules and data 
structures, or a Subset thereof including an operating system 
216, a network communication module 218, and a transac 
tions processing module 231. 
0035. The operating system 216 includes procedures for 
handling various basic system services and for performing 
hardware dependent tasks. 
0036. The network communication module 218 facilitates 
communication with other devices via the one or more com 
munication network interfaces 208 (wired or wireless) and 
one or more communication networks, such as the internet, 
other wide area networks, local area networks, metropolitan 
area networks, and so on. 
0037. The transactions processing module 231 is config 
ured to cooperate with instructions sent from a verification 
server (e.g. verification server 161). To that end, the transac 
tions processing module 231 includes a video processing 
module 210 and an optional voice and location data verifica 
tion module 211. The video processing module 210 facilitates 
the capture and encoding of video and/or image data to be sent 
to the verification server. To that end, the video processing 
module 210 includes a set of instructions 210a and heuristics 
and metadata 210b. Similarly, the voice and location data 
Verification module 211 facilitates the capture and encoding 
of voice and location data requested by the verification server. 
To that end, the voice and location data verification module 
211 includes a set of instructions 211a and heuristics and 
metadata 2.11b. 
0038 FIG. 3 is a block diagram of an example implemen 
tation of a verification server system 151/161 (e.g. verifica 
tion server 151 or 161). While certain specific features are 
illustrated, those skilled in the art will appreciate from the 
present disclosure that various other features have not been 
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illustrated for the sake of brevity and so as not to obscure more 
pertinent aspects of the implementations disclosed herein. To 
that end, the server system 151/161 includes one or more 
processing units (CPUs) 302, one or more network or other 
communications interfaces 308, memory 306, and one or 
more communication buses 304 for interconnecting these and 
various other components. The communication buses 304 
may include circuitry (sometimes called a chipset) that inter 
connects and controls communications between system com 
ponents. The memory 306 includes high-speed random 
access memory, such as DRAM, SRAM, DDR RAM, or other 
random access solid state memory devices; and may include 
non-volatile memory, such as one or more magnetic disk 
storage devices, optical disk storage devices, flash memory 
devices, or other non-volatile Solid State storage devices. The 
memory 306 may optionally include one or more storage 
devices remotely located from the CPU(s) 302. The memory 
306, including the non-volatile and volatile memory device 
(s) within the memory 306, comprises a non-transitory com 
puter readable storage medium. In some implementations, the 
memory 306 or the non-transitory computer readable storage 
medium of the memory 306 stores the following programs, 
modules, and data structures, or a Subset thereof including an 
operating system 316, a network communication module 
318, a verification processing module 301, an optional user 
authenticated card database 162, a video/image database 164, 
and a transactions database 166. 

0039. The operating system 316 includes procedures for 
handling various basic system services and for performing 
hardware dependent tasks. 
0040. The network communication module 318 facilitates 
communication with other devices via the one or more com 
munication network interfaces 308 (wired or wireless) and 
one or more communication networks, such as the internet, 
other wide area networks, local area networks, metropolitan 
area networks, and so on. 
0041. The verification processing module 301 includes 
Video processing module 310 and an optional Voice and loca 
tion data verification module 311. The video processing mod 
ule 310 facilitates the processing of video and/or image data 
received from the client device. To that end, the video pro 
cessing module 310 includes a set of instructions 310a and 
heuristics and metadata 310b. Similarly, the voice and loca 
tion data verification module 311 facilitates the processing of 
voice and location data received from the client device. To 
that end, the voice and location data verification module 311 
includes a set of instructions 311a and heuristics and meta 
data 311b. The instrument verification module 312 facilitates 
the processing of instrument data received from the client 
device. To that end, the instrument verification module 312 
includes a set of instructions 312a and heuristics and meta 
data 312b. 

0042. In some implementations, the optional user authen 
ticated card database 162 is indexed and/or otherwise search 
able by card number, and stores credit card characteristics for 
a number of cards on a per card basis. For example, as shown 
in FIG. 3, the optional user authenticated card database 162 
includes card number data sets 331a, . . . , 331n. Each issuer 
card number data set includes a master or clean list of (and/or 
debit) card characteristics for a respective credit card 
obtained during a secure activation process involving the true 
user of the credit card. For example, the card number data set 
331a includes credit card characteristics of the respective 
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credit card issued to the true user, which are, in some imple 
mentations, obtained during a secure activation process 
involving the true user. 
0043. In some implementations, the video/image database 
164 is indexed by credit card (and/or debit card) number, and 
stores values representative of card characteristics obtained 
from previous transactions for a particular user card and/or 
actual portions of the video data received by the third part 
verification server 151/161. For example, the record for credit 
card number 333 includes characteristics 334. Additionally 
and/or alternatively, in Some implementations, the transac 
tions database 166 stores data related to transaction locations 
335, types of payment instruments used 336, and/or identifi 
cation document characteristics 337. 
0044 Although FIG.3 shows an example implementation 
of a server system, FIG. 3 is intended more as a functional 
description of the various features which may be present in a 
set of servers than as a structural schematic of the embodi 
ments described herein. In practice, and as recognized by 
those of ordinary skill in the art, items shown separately could 
be combined and some items could be separated. For 
example, some items shown separately in FIG. 3 could be 
implemented on single servers and single items could be 
implemented by one or more servers. The actual number of 
servers used to implement a server system and how features 
are allocated among them will vary from one implementation 
to another, and may depend in part on the amount of data 
traffic that the system must handle during peak usage periods 
as well as during average usage periods. 
0045 FIG. 4 is a flowchart representation of a client device 
method. In some implementations, the method is performed 
by a client device (e.g. Smart-phone, tablet, laptop, personal 
computer, etc.), having an associated digital camera, in order 
to facilitate authentication of an online financial transaction. 
For example, with reference to FIG. 1, the method may be 
implemented on at least one of the two client devices 102 and 
103 as a part of an online commerce client application. To that 
end, as represented by block 4-1, the method includes receiv 
ing a transaction requestin which the user will present a credit 
or debit card to the camera associated with the client device. 
For example, an application running on the client device 103 
detects when a user is attempting to complete a purchase by, 
for example, receiving an input from a web-browser and/or a 
Sub-routine of the application operable to prompta user for an 
input and Subsequently receive an input indicative of the user 
attempting to make a purchase. In response to receiving the 
transaction request, as represented by block 4-2, the method 
optionally includes forcing a light into an “on” state so that 
the camera included on and/or associated with the client 
device is able to acquire well lit video data including a credit 
card (or debit card) presented by the user. As represented by 
block 4-3, the method includes starting the video capture 
process by activating the camera associated with the client 
device. As described in greater detail below with reference to 
FIG. 8, as represented by block 4-4, in some embodiments the 
method includes focusing the digital camera using a known 
feature, such as a logo or trademark. In some implementa 
tions, the method includes focusing the digital camera using 
a previously unknown feature, so that cards that have 
unknown and/or exotic features can be processed. 
0046. In response to sufficiently focusing the camera, as 
represented by block 4-5, the method includes capturing an 
image of the credit card presented by the user from the video 
stream produced by the digital camera. As represented by 
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block 4-6, the method optionally includes applying an optical 
character recognition (OCR) technique to the image of the 
credit card in order to identify and extract the credit card 
details. One or more of the segments of the image may include 
characters relating to the credit card details (e.g. segment of 
each group of four to six numbers of the card number, another 
segment of the expiry date of the card and yet another segment 
of the name of the cardholder). The image analysis may also 
include recognizing the characters in each identified segment. 
Additionally, the analysis may also include an optional veri 
fication process that includes verifying whether all pertinent 
segments have been identified and the relevant characters 
recognized. Additionally and/or alternatively, in some imple 
mentations, the image may be sent to a server, where the OCR 
process is applied to the image. 
0047. To that end, as represented by block 4-7, the method 
includes determining whether all of the pertinent credit card 
details have been obtained. If any of the pertinent credit card 
details are missing or could not be extracted from the image 
(“No” path from block 4-7), as represented by block 4-8, the 
method includes reverting to a fallback procedure to obtain 
the pertinent credit card details. On the other hand, if all of the 
pertinent credit card details have been extracted and/or oth 
erwise provided by the user (“Yes” path from block 4-7), as 
represented by block 4-9, the method includes displaying at 
least some of the credit card details to the user on the client 
device 103. As represented by block 4-10, the method 
includes receiving a payment confirmation input from the 
user in response to displaying the credit card details. As 
represented by block 4-11, the method includes transmitting 
Video data to the authentication or verification server as a part 
of an authentication request to enhance the security of the 
transaction. In some embodiments, the pertinent cretid card 
details, extracted from the captured image and/or received 
from the user are also transmitted along with the video data at 
4-11. As represented by block 4-12, the method includes 
receiving an authentication message indicating whether or 
not the transaction can/has been confirmed based on an 
authentication process in which the authenticity of the credit 
card presented was assessed. 
0048 FIG.5 is a flowchart representation of a client device 
method. As will be apparent, some of the steps described 
below are functionally the same or similar to those described 
in FIG. 4, and as such the description of the method has been 
truncated. For more details regarding these steps, one should 
refer to the description of FIG. 4. In some implementations, 
the method is performed by a client device (e.g. Smart-phone, 
tablet, laptop, personal computer, etc.) in order to facilitate 
authentication of an online financial transaction. For 
example, with reference to FIG. 1, the method may be imple 
mented on at least one of the two client devices 102 and 103 
as a part of an online commerce client application. To that 
end, as represented by block 5-1, the method includes receiv 
ing a transaction requestin which the user will present acredit 
or debit card to the camera associated with the client device. 
In response to receiving the transaction request, as repre 
sented by block 5-2, the method includes starting the video 
capture process by activating the camera associated with the 
client device. Optionally any of the steps 4-4 through 4-9 are 
also performed. As represented by block 5-3, the method 
includes one of encrypting and compressing the video stream 
captured by the camera. As represented by block 5-4, the 
method includes transmitting the encrypted and/or com 
pressed video data to an authentication server (i.e. verification 
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server) as a part of an authentication request to enhance the 
security of the transaction. As represented by block 5-5, the 
method includes receiving an authentication message indi 
cating whether or not the transaction can/has been confirmed 
based on an authentication process in which the authenticity 
of the credit card presented was assessed. 
0049. As represented by block 5-6, the method includes 
determining whether the authentication message indicates 
that the card presented by the user is likely to be valid based 
on the analysis of the credit card details and/or video data by 
the authentication server. If the authentication message indi 
cates that the credit card is not likely authentic or that there is 
a question about the authenticity of the card (“No” path from 
block 5-6), as represented by block 5-7, the method includes 
ending the transaction and transmitting a message reporting a 
possible fraud to at least one of the card issuer and a security 
service. In some implementations, the method is imple 
mented so as to use location based tracking available on a 
smartphone and/or IP address based tracking so that the fraud 
report includes an indication of where the Suspected fraud is 
taking place. In some implementations, the use of location 
and/or IP address based tracking is concealed from the user of 
the client device. On the other hand, if the authentication 
message indicates that the credit card is likely authentic 
(“Yes” path from block 5-6), as represented by block 5-8, the 
method includes displaying a positive card authentication 
message to the user on the client device and prompting the 
user to confirm the transaction/purchase. Additionally and/or 
alternatively, in some implementations, the authentication 
message indicates that the card is likely authentic and that the 
transaction has been processed. As represented by block 5-9. 
the method includes determining whether or not the user has 
provided an input indicative of a transaction/purchase confir 
mation. If the user has not provided such an input within a 
threshold amount of time and/or if the user has provided an 
input indicative of cancelling the transaction/purchase, as 
represented by block 5-10, the method includes ending the 
transaction. On the other hand, if the user has provided an 
input indicative of a transaction/purchase confirmation 
(“Yes” path from block 5-9), as represented by block 5-11, the 
method includes completing the transaction/purchase by 
transmitting a confirmation message to one of the online 
retailer, the billing center, and/or the authentication server. 
0050 FIG. 6 is a schematic drawing of an example credit 
card 620 provided to describe the various characteristics that 
may be identified from an image of a credit card. As is typical 
of a credit card, the credit card 620 may include a cardholder 
name 621 (i.e. the true authorized user of the card), a credit 
card number 622, an expiry date 623, a rewards number 624 
(e.g. airline miles reward number or the like), a card issuer 
name or logo. 611 (e.g. Bank of Somewhere), one or more 
security features 612 (e.g. a hologram), a logo for the card 
type 614 (e.g. VISA or MasterCard), and a background color 
and/or pattern 651. Additionally, the credit card may also 
include a Card Verification Value Code (CVV or CVC), which 
is typically printed or engraved one either the front or back 
surface of the card. Additionally, these features are typically 
arranged in a very precise way and have other precise char 
acteristics associated with them, which can be checked to 
ensure that the credit card 620 is authentic. 

0051. For example, with respect to the cardholder name 
621, the credit card number 622, the expiry date 623, the 
rewards number 624, the card issuer name/log 611, charac 
teristics such as font size, spacing, color, shadows, reflec 
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tions, reflectivity, thickness, and the like may be measured 
and compared against authenticated card characteristics and/ 
or card characteristics obtained from prior transactions in 
order to determine differences or matches. Similarly, card 
measurements, such as the offset 643 of the card issuer name? 
logo. 611 from the edge of the card, the spacing 642 between 
the card issuer name/logo 611, the spacing 641 between the 
credit card number 622 and the security feature 612, and the 
height 644 of the credit card may be measured from an image 
of the credit card 620, and compared against authenticated 
card characteristics and/or card characteristics obtained from 
prior transactions in order to determine differences or 
matches. Additionally and/or alternatively, the background 
651 may include a distinctive color, a pattern, a watermark, a 
translucent security feature, etc., which may be evaluated to 
determine differences or matches as a part of the verification 
process. 

0.052 Moreover, the aforementioned characteristics dis 
cussed are merely examples of some of the many character 
istics that may be measured from images of a credit card (or 
other payment instrument or identification document). As 
such, those skilled in the art will appreciate from the present 
disclosure that numerous other characteristics may be con 
sidered and used for verification purposes. 
0053 FIG. 7 is a schematic drawing of an example driver 
license 720 (i.e. an identification card or document). Similar 
to the schematic of the credit card 620 of FIG. 6, the driver 
license 720 includes a number of characteristic features that 
are typical of a driver license or the like. For example, the 
driver license 720 includes a photo 731, an indicator of the 
jurisdiction 711, an indicator of the license 714, a security 
feature 712 (e.g. hologram or semi-transparent picture, etc.), 
first and second license holder information fields 721, 722, 
and a background color and/or pattern 751. Additionally and/ 
or alternatively, characteristics such as a respective birth date, 
font size, spacing, color, shadows, reflections, reflectivity, 
thickness, and the like may be measured and compared 
against the identification issuer's verified specifications in 
order to determine differences or matches. As described 
above with reference to FIG. 6, each of these features, indi 
vidually and/or in combination, may be evaluated from an 
image of the driver license 720 (or other identification docu 
ment) sent from a client device to a verification server. 
0054 FIG. 8 is a flowchart representation of a machine 
vision method. In some implementations, the method is per 
formed by a client device (e.g. Smart-phone, tablet, laptop, 
personal computer, etc.) in order to facilitate authentication of 
an online financial transaction. For example, with reference to 
FIG. 1, the method may be implemented on at least one of the 
two client devices 102 and 103 as a part of an online com 
merce client application. To that end, as represented by block 
8-1, the method includes receiving the video stream captured 
by the digital camera. As represented by block 8-2, the 
method includes detecting a known markand/or a mark that is 
likely to be included on the surface of a credit card. For 
example, the mark may be a logo, a trademark indicating the 
type of credit card (e.g. VISA, Mastercard, American 
Express, etc.), a likely sequence of numbers and/or letters, a 
feature such as a smart-chip, etc. As represented by block 8-3, 
the method includes assessing whether the mark is in focus 
within a threshold range or other parameter. For example, 
assessing whether or not the mark is in focus may include, 
without limitation, comparing the detected mark against 
known marks stored in memory, and measuring the contrast 
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between features included in the mark (e.g. measuring how 
sharp the lines are). If the mark is not in focus within a 
threshold or the like (“No” path from block 8-3), as repre 
sented by block 8-4, the method includes adjusting the focus 
incrementally and then re-assessing the focus of the mark. On 
the other hand, if the mark is determined to be in focus (“Yes” 
path from block 8-3), as represented by block 8-5, the method 
includes capturing and/or selecting an image from the video 
Stream. 

0055 FIG. 9 is a flowchart representation of a machine 
vision method. In some implementations, the method is per 
formed by a client device (e.g. Smart-phone, tablet, laptop, 
personal computer, etc.) in order to facilitate authentication of 
an online financial transaction. For example, with reference to 
FIG. 1, the method may be implemented on at least one of the 
two client devices 102 and 103 as a part of an online com 
merce client application. To that end, as represented by block 
9-1, the method includes receiving the video stream captured 
by the digital camera. As represented by block 9-2, the 
method includes identifying the edges, corners and aspect 
ratio of the card within the video stream. As represented by 
block 9-3, the method includes identifying a credit or debit 
card in the video stream based on an expected aspect ratio for 
the card. 

0056. As represented by block 9-4, the method includes 
assessing whether one or more of the edges of the card are in 
focus. If the edges of the card are not in focus within a 
threshold or the like (“No” path from block 9-4), as repre 
sented by block 9-5, the method includes adjusting the focus 
incrementally and then re-assessing the focus of the edges. In 
Some implementations, the device may not allow incremental 
adjustment of the camera focus. As such, additionally and/or 
alternatively, in some implementations, the method includes 
triggering the autofocus of the camera on the area where the 
card is expected and/or estimated to be. On the other hand, if 
the edges are determined to be in focus (“Yes” path from 
block 9-4), as represented by block 9-6, the method includes 
assessing whether one or more of the corners are the card are 
in focus. If the corners are not n focus withina threshold or the 
like (“No” path from block 9-6), as represented by block 9-7, 
the method includes adjusting the focus incrementally and 
then re-assessing the focus of the corners. On the other hand, 
if the corners are determined to be in focus (“Yes” path from 
block 9-6), as represented by block 9-8, the method includes 
capturing an image from the video stream. 
0057 FIG. 10 is a flowchart representation of a machine 
vision method. In some implementations, the method is per 
formed by a client device (e.g. Smart-phone, tablet, laptop, 
personal computer, etc.) in order to facilitate authentication of 
an online financial transaction. For example, with reference to 
FIG. 1, the method may be implemented on at least one of the 
two client devices 102 and 103 as a part of an online com 
merce client application. To that end, as represented by block 
10-1, the method includes receiving and/or capturing an 
image of a credit or debit card with a digital camera. 
0.058 As represented by block 10-2, the method includes 
applying an OCR technique to the image of the credit card in 
order to identify and extract the credit card details. One or 
more of the segments of the image may include characters 
relating to the credit card details (e.g. segment of each group 
of four to six numbers of the card number, another segment of 
the expiry date of the card and yet another segment of the 
name of the card holder). The image analysis may also 
include recognizing the characters in each identified segment. 
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Additionally, the analysis may also include an optional veri 
fication process that includes verifying whether all pertinent 
segments have been identified and the relevant characters 
recognized. 
0059. To that end, as represented by block 10-3, the 
method includes determining whether all of the pertinent 
credit card details have been obtained by determining if all the 
necessary characters have been recognized within a certainty 
estimate above a threshold. For example, in some implemen 
tations, a measurement of contrast may be used to estimate 
the certainty of the estimate. The certainty estimate would be 
greater if there is a high degree of contrast between the text 
and the background color. If all of the pertinent credit card 
details have been extracted and/or otherwise provided by the 
user (“Yes” path from block 10-3), as represented by block 
10-4, the method includes displaying the credit card details to 
the user on the client device. On the other hand, if any of the 
pertinent credit card details are missing or could not be 
extracted from the image (“No” path from block 10-3), as 
represented by block 10-5, the method includes identifying 
the one or more character fields with missing and/or uncertain 
information. 
0060. In response to identifying the fields with the missing 
information, the method includes a number of fallback pro 
cedures that may be used to obtain the missing information. 
For example, as represented by block 10-6a, in some imple 
mentations, the method includes restricting the possible 
selections for the missing data to those selections that are 
likely or possible. For example, if the missing information is 
in the expiry date field, only future dates may be provided as 
selections. In another example, as represented by block 
10-6b, in some implementations, the method includes allow 
ing the user to manually enter the missing information while 
not allowing the user to tamper and/or change the information 
that was successfully extracted by the OCR process. 
0061. As represented by block 10-7, the method includes 
determining whether or not the missing information has been 
received using one or more of the fallback procedures. If all of 
the pertinent credit card details have been successfully pro 
vided by the user (“Yes” path from block 10-7), as repre 
sented by block 10-4, the method includes displaying the 
credit card details to the user on the client device. On the other 
hand, if the missing information has not been Successfully 
retrieved by one of the fallback procedures (“No” path from 
block 10-7), the method includes a secondary set of fallback 
procedures. For example, as represented by block 10-8a, in 
Some implementations, the method includes sending an 
email, text message and/or instant message to the client 
device prompting the user to provide the missing information 
by replying to the email or text message. In another example, 
in some implementations, as represented by block 10-8b, the 
method includes directing the client device application to a 
mobile website or application interface to re-enter the credit 
card details. In another example, in some implementations, as 
represented by block 10-8c, the method includes directing the 
client device application to a website to re-enter the credit 
card details. 

0062 FIG. 11 is a flowchart representation of an authen 
tication server method. In some implementations, the method 
is performed by a verification server system in order to facili 
tate authentication of an online financial transaction. For 
example, with reference to FIG. 1, the method may be imple 
mented on at least one of the two verification servers 151 and 
161. To that end, as represented by block 11-1, the method 
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includes receiving video stream data from a client device. 
Then one or more characteristics of the payment instrument 
are identified from the received video data as described 
below. As represented by block 11-2, in some embodiments, 
the method includes identifying the card type shown in the 
Video stream data. For example, the card type may be identi 
fied as either a credit card or a debit card. Additionally and/or 
alternatively, the card type may be identified as a specification 
type and/or brand of credit card issued by a particular issuer. 
Further the card type may be identified as a credit card with a 
particular prestige or membership level, etc. The card type 
may be determined by assessing whether or not the video 
stream data includes a mark that is identifiable by comparing 
a detected mark against known marks stored in memory, and 
measuring the contrast between features included in the mark. 
The card type may also be determining by looking up the 
credit card number to determine what the issuer indicates the 
card type to be. 
0063. In some embodiments in response to identifying the 
type of card represented in the video stream data, as repre 
sented by block 11-3, the method includes analyzing the 
Video stream data to identify and track the change of shadow 
gradients across the Surface of the card in the video stream 
data. In other embodiments, analyzing the video stream data 
to identify and track the change of shadow gradients across 
the surface of the card in the video stream data 11-3 occurs 
independently of identifying the card type 11-2. In yet other 
embodiments tracking shadow gradients 11-3 is optionally 
not included. As represented by block 11-4, the method 
includes determining whether or not the relative motion of the 
shadow gradients is consistent with the identified card type 
and/or that of a credit card in similar ambient lighting. In 
Some implementations, when the lighting permits, the 
method includes measuring the shades of the embossed and/ 
or printed digits on the credit card. Additionally and/or alter 
natively, the method includes measuring and/or otherwise 
characterizing the reflection “hotspots” (i.e., the brightest 
reflections within the video stream data) on the card. The 
shadows and/or hotspots need to move and/or change in man 
ner consistent with the measured rotation of the card. In some 
implementations, the changes of a holographic image and/or 
a hologram on the card are assessed to determine whether the 
changes are consistent with the expected changes cause by the 
rotation of the card in space. 
0064. If the measured gradient motion is not within a 
threshold range indicative of the aforementioned consistency 
(“No” path from block 11-4), as represented by block 11-20, 
the method includes rejecting the card as invalid. Additionally 
and/or alternatively, in some implementations, instead of 
immediately rejecting the card as invalid, the method includes 
assessing one or more additional verification criteria to deter 
mine a composite verification score. In turn, the composite 
verification score can be assessed to determine whether or not 
to reject the card as invalid. 
0065. On the other hand, if the measured gradient motion 

is within the threshold range (“Yes” path from block 11-4), as 
represented by block 11-5, the method includes updating an 
assessment score. As represented by block 11-6, the method 
optionally includes measuring and/or estimating the edge 
thickness of the card in the video stream data. As represented 
by block 11-7, the method includes determining whether or 
not the measured/estimated edge thickness is consistent with 
the identified card type and/or that of a credit card in similar 
ambient lighting. If the edge thickness is not within a thresh 
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old range indicative of the aforementioned consistency (“No” 
path from block 11-7), as represented by block 11-20, the 
method includes rejecting the card as invalid. On the other 
hand, if the edge thickness is within the threshold range 
(“Yes” path from block 11-7), as represented by block 11-8, 
the method includes updating an assessment score. 
0066. As represented by block 11-6, the method option 
ally includes measuring and/or estimating the edge thickness 
of the card in the video stream data. 
0067. As represented by block 11-7, the method includes 
determining whether or not the measured/estimated edge 
thickness is consistent with the identified card type and/or 
that of a credit card in similar ambient lighting. If the edge 
thickness is not within a threshold range indicative of the 
aforementioned consistency (“No” path from block 11-7), as 
represented by block 11-20, the method includes rejecting the 
card as invalid. On the other hand, if the edge thickness is 
within the threshold range (“Yes” path from block 11-7), as 
represented by block 11-8, the method includes updating the 
aSSeSSment SCOre. 

0068. As represented by block 11-9, the method option 
ally includes assessing one or more characteristics of the edge 
of the card. Such as, without limitation, the color gradient of 
the edge of the card. As represented by block 11-10, the 
method includes determining whether or not the measured/ 
estimated edge characteristic is consistent with the identified 
card type and/or that of a credit card in similar ambient 
lighting. If the edge characteristic is not within a threshold 
range indicative of the aforementioned consistency (“No” 
path from block 11-10), as represented by block 11-20, the 
method includes rejecting the card as invalid. On the other 
hand, if the edge characteristic is within the threshold range 
(“Yes” path from block 11-10), as represented by block 
11-11, the method includes updating the assessment score. 
0069. As represented by block 11-12, the method option 
ally includes assessing one or more security features on the 
card (e.g. holograms, digital watermarks, etc.) in the video 
stream data. As represented by block 11-13, the method 
includes determining whether or not the one or more security 
features are consistent with the identified card type and/or 
that of a credit card in similar ambient lighting. If the security 
features are not within a threshold range indicative of the 
aforementioned consistency (“No” path from block 11-13), 
as represented by block 11-20, the method includes rejecting 
the card as invalid. On the other hand, if the security features 
are within the threshold range (“Yes” path from block 11-13), 
as represented by block 11-14, the method includes updating 
the assessment score. 
0070. As represented by block 11-15, the method option 
ally includes identifying and correlating information on the 
card in the video stream data against related information, Such 
as, without limitation, a mileage plan number included on the 
face of the card. As represented by block 11-16, the method 
includes determining whether or not there is a match based on 
the correlation (e.g. determining that the mileage plan num 
ber is associated with the name on the card based on third 
party information). If the related information does not match 
(“No” path from block 11-16), as represented by block 11-20, 
the method includes rejecting the card as invalid. On the other 
hand, if there is a match (“Yes” path from block 11-16), as 
represented by block 11-17, the method includes updating the 
aSSeSSment SCOre. 

0071. As represented by block 11-18, the method includes 
determining whether the updated assessment score satisfies a 
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threshold level indicative of an assessment score for a valid 
credit card. Specifically, in some embodiments, the one or 
more identified characteristics described with respect to 11-2 
through 11-17 above, are each compared to a corresponding 
Verified characteristic, and together they are used produce an 
assessment score for the payment instrument. Then at 11-18, 
the method includes determining whether the assessment 
score satisfies a validity threshold. In some embodiments, the 
one or more identified characteristics are compared to corre 
sponding verified characteristics in order to determine 
whether there is a match based at least on one or of the more 
matching rules described with respect to 11-2 through 11-17. 
In some implementations, the assessment score comparison 
is based on verified characteristics which include authenti 
cated card characteristics and/or card characteristics obtained 
from prior transactions in order to determine differences or 
matches. For example, in Some implementations, an assess 
ment threshold is generated that is fitted to a first set of 
transactions (e.g., the first S10 k in transactions) and/or 
authenticated card characteristics obtained from the user in a 
secure initialization process. The generated assessment 
threshold is then used for a number of Subsequently transac 
tions (e.g., the next S 1 k in transactions). Subsequently, the 
assessment threshold is updated on a sliding transactions 
window basis (e.g., using the previous S10k in transactions). 
and so on. If the assessment score does not satisfy the thresh 
old (“No” path from block 11-18), as represented by block 
11-20, the method includes rejecting the card as invalid. On 
the other hand, if the assessment score satisfies the threshold 
(“Yes” path from block 11-18), as represented by block 
11-19, the method includes accepting the card as valid. 
0072 FIG. 12 is a flowchart representation of an authen 
tication server method. In some implementations, the method 
is performed by a client device (e.g. Smart-phone, tablet, 
laptop, personal computer, etc.) in order to facilitate authen 
tication of an online financial transaction. For example, with 
reference to FIG. 1, the method may be implemented on at 
least one of the two verification servers 151 and 161. More 
over, the server method of FIG. 12 may be provided as an 
extension to the method provided in FIG.11. To that end, with 
reference to FIGS. 11 and 12, the method includes determin 
ing whether the updated assessment score satisfies a threshold 
level indicative of an assessment score for a valid credit card. 
If the assessment score satisfies the threshold (“Yes” path 
from block 11-18), as represented by block 11-19, the method 
includes provisionally accepting the card as valid. 
0073. As represented by block 12-1, the method includes 
retrieving from a database (e.g. the transactions database 166 
of FIG. 1) prior transactions data associated with the credit 
card. In some implementations, the prior transactions data 
includes not only the credit card number but also one or more 
indicators of the physical and/or optical characteristics of the 
credit card from previous transactions. For example, charac 
teristics such as color, Surface reflectivity, measurements 
between characters, and the respective arrangement and posi 
tions of trademarks and/or security features may be used. As 
represented by block 12-2, the method includes determining 
whether the card in the video stream data matches the prior 
transactions data. If the card does not match the prior trans 
action data (“No” path from block 12-2), as represented by 
block 11-20, the method includes rejecting the card as invalid. 
On the other hand, if the card matches the prior transaction 
data (“Yes” path from block 12-2), as represented by block 
12-3, the method includes assessing whether the credit card 



US 2014/0052636 A1 

transaction is occurring in an acceptable location or if the 
location is out of the ordinary for the card holder. If the card 
does not match the prior location data (“No” path from block 
12-3), as represented by block 11-20, the method includes 
rejecting the card as invalid. On the other hand, if the card 
matches the prior location data (“Yes” path from block 12-3), 
as represented by block 12-4, the method includes assessing 
whether the type of transaction matches the card holder's 
typical spending habits or if the purchase is out of the ordinary 
for the card holder. If the card does not match the prior 
spending habits (“No” path from block 12-4), as represented 
by block 11-20, the method includes rejecting the card as 
invalid. On the other hand, if the card matches the prior 
spending habits (“Yes” path from block 12-4), as represented 
by block 12-5, the method includes assessing whether the 
card holder has presented valid identification and/or user 
credentials. If the user has not provided valid identification 
(“No” path from block 12-5), as represented by block 11-20, 
the method includes rejecting the card as invalid. On the other 
hand, if the user has provided valid identification (“Yes” path 
from block 12-5), as represented by block 12-6, the method 
includes accepting the card as valid and approving the use of 
the card for the transaction. 

0074 Various aspects of implementations within the 
scope of the appended claims are described above. It should 
be apparent that the aspects described herein may be embod 
ied in a wide variety of forms and that any specific structure 
and/or function described herein is merely illustrative. Based 
on the present disclosure one skilled in the art should appre 
ciate that an aspect described herein may be implemented 
independently of any other aspects and that two or more of 
these aspects may be combined in various ways. For example, 
an apparatus may be implemented and/or a method may be 
practiced using any number of the aspects set forth herein. In 
addition, Such an apparatus may be implemented and/or Such 
a method may be practiced using other structure and/or func 
tionality in addition to or other than one or more of the aspects 
set forth herein. 

0075. It will also be understood that, although the terms 
“first.” “second, etc. may be used herein to describe various 
elements, these elements should not be limited by these 
terms. These terms are only used to distinguish one element 
from another. For example, a first contact could be termed a 
second contact, and, similarly, a second contact could be 
termed a first contact, which changing the meaning of the 
description, so long as all occurrences of the “first contact’ 
are renamed consistently and all occurrences of the second 
contact are renamed consistently. The first contact and the 
second contact are both contacts, but they are not the same 
COntact. 

0076. The terminology used herein is for the purpose of 
describing particular implementations only and is not 
intended to be limiting of the claims. As used in the descrip 
tion of the implementations and the appended claims, the 
singular forms “a”, “an and “the are intended to include the 
plural forms as well, unless the context clearly indicates oth 
erwise. It will also be understood that the term “and/or” as 
used herein refers to and encompasses any and all possible 
combinations of one or more of the associated listed items. It 
will be further understood that the terms “comprises” and/or 
“comprising, when used in this specification, specify the 
presence of stated features, integers, steps, operations, ele 
ments, and/or components, but do not preclude the presence 
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or addition of one or more other features, integers, steps, 
operations, elements, components, and/or groups thereof. 
(0077. As used herein, the term “if” may be construed to 
mean “when or “upon” or “in response to determining or 
“in accordance with a determination” or “in response to 
detecting. that a stated condition precedent is true, depend 
ing on the context. Similarly, the phrase “if it is determined 
that a stated condition precedent is true' or “if a stated 
condition precedent is true” or “when a stated condition 
precedent is true may be construed to mean “upon deter 
mining or “in response to determining or “in accordance 
with a determination' or “upon detecting or “in response to 
detecting that the stated condition precedent is true, depend 
ing on the context. 
0078 Each of the above identified elements may be stored 
in one or more of the previously mentioned memory devices, 
and corresponds to a set of instructions for performing a 
function described above. The above identified modules or 
programs (i.e., sets of instructions) need not be implemented 
as separate Software programs, procedures or modules, and 
thus various subsets of these modules may be combined or 
otherwise re-arranged in various embodiments. In some 
embodiments, memory may store a Subset of the modules and 
data structures identified above. Furthermore, memory may 
store additional modules and data structures not described 
above. 
007.9 The foregoing description, for purpose of explana 
tion, has been described with reference to specific embodi 
ments. However, the illustrative discussions above are not 
intended to be exhaustive or to limit the invention to the 
precise forms disclosed. Many modifications and variations 
are possible in view of the above teachings. The embodiments 
were chosen and described in order to best explain the prin 
ciples of the invention and its practical applications, to 
thereby enable others skilled in the art to best utilize the 
invention and various embodiments with various modifica 
tions as are Suited to the particular use contemplated. 
What is claimed is: 
1. A computer-implemented method of verifying an online 

financial transaction using video data, the method compris 
ing: 

at a device including one or more processors and memory 
storing one or more programs for execution by the one or 
more processors: 

receiving the video data including a representation of a 
payment instrument; 

identifying one or more characteristics of the payment 
instrument from the received video data; 

comparing one or more of the identified characteristics to 
corresponding verified characteristics to produce an 
assessment Score; 

determining whether the assessment score satisfies a valid 
ity threshold; and 

providing an authorization indicator in response to the 
determination. 

2. The method of claim 1, wherein: 
the authorization indicator indicates that the online trans 

action or service cannot be authorized in response to 
determining that the validity threshold is not reached; 
and 

the authorization indicator indicates that the online trans 
action or service is authorized in response to determin 
ing the validity threshold is reached. 



US 2014/0052636 A1 

3. The method of claim 1, further comprising initiating a 
remedial process in response to determining that the validity 
threshold is not reached. 

4. The method of claim 1, further comprising: 
receiving a transaction request; and 
transmitting a request for the video data in response to 

receiving the transaction request. 
5. The method of claim 4, wherein the transaction request 

is received from a merchant application server. 
6. The method of claim 1, further comprising checking a 

timestamp of the received video data. 
7. The method of claim 6, further comprising requesting 

taking remedial action when the timestamp is not valid. 
8. The method of claim 1, further comprising checking 

location information associated with the received video data. 
9. The method of claim 8, further comprising assessing: 
assessing whether the location information is out of the 

ordinary for payment instrument; and 
providing a fraud report including the location information 

as an indication of where the Suspected fraud is taking 
place. 

10. The method of claim 1, further comprising: 
acquiring an image from the received video data; 
applying an optical character recognition technique to the 

image; and 
identifying payment instrument data from the image after 

applying the optical character recognition technique. 
11. The method of claim 1, wherein identifying one or 

more characteristics of the payment instrument from the 
Video data includes identifying a change of shadow gradients 
across the Surface of the card in the video stream data. 

12. The method of claim 1, wherein identifying one or 
more characteristics of the payment instrument from the 
Video data includes identifying a change of a holographic 
image and/or a hologram on the payment instrument. 

13. The method of claim 1, wherein identifying one or 
more characteristics of the payment instrument from the 
Video data includes identifying an edge thickness of the pay 
ment instrument. 

14. A computer-implemented method of Verifying an 
online financial transaction using video data, the method 
comprising: 

at a device including one or more processors and memory 
storing one or more programs for execution by the one or 
more processors: 

receiving the video data including a representation of a 
payment instrument; 

identifying one or more characteristics of the payment 
instrument from the received video data; 

comparing the one or more identified characteristics to 
corresponding verified characteristics in order to deter 
mine whether there is a match based at least on one or 
more matching rules; and 

providing an authorization indicator in response to the 
determination. 

15. The method of claim 14, wherein: 
the authorization indicator indicates that the online trans 

action or service cannot be authorized in response to 
determining that there is no match for at least one of the 
matching rules. 
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16. The method of claim 14, further comprising initiating a 
remedial process in response to determining that there is no 
match. 

17. A system, for verifying an online financial transaction 
using video data, comprising: 

one or more processors; and 
memory storing one or more programs to be executed by 

the one or more processors; 
the one or more programs comprising instructions for: 

receiving the video data including a representation of a 
payment instrument; 

identifying one or more characteristics of the payment 
instrument from the received video data; 

comparing one or more of the identified characteristics 
to corresponding verified characteristics to produce 
an assessment Score; 

determining whether the assessment score satisfies a 
validity threshold; and 

providing an authorization indicator in response to the 
determination. 

18. A non-transitory computer readable storage medium 
storing one or more programs configured for execution by a 
computer, the one or more programs comprising instructions 
for: 

receiving the video data including a representation of a 
payment instrument; 

identifying one or more characteristics of the payment 
instrument from the received video data; 

comparing one or more of the identified characteristics to 
corresponding verified characteristics to produce an 
assessment Score; 

determining whether the assessment score satisfies a valid 
ity threshold; and 

providing an authorization indicator in response to the 
determination. 

19. A computer-implemented method of facilitating veri 
fication of a payment instrument for an online financial trans 
action using video data, the method comprising: 

at a device including one or more processors and memory 
storing one or more programs for execution by the one or 
more processors: 

obtaining video data including a representation of a pay 
ment instrument; 

capturing an image of the payment instrument from the 
video stream; 

applying OCR to optical character recognition (OCR) 
technique to the captured image in order to identify and 
extract the payment device details; 

verifying that sufficient payment device details have been 
identified and extracted from the payment device: 

transmit video data and payment device details to a verifi 
cation system; and 

receiving an authentication message from the verification 
system indicating whether or not the transaction is con 
firmed. 

20. The computer-implemented method of claim 19, fur 
ther comprising of encrypting and compressing the video data 
and prior to transmission. 
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