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NETWORK TRAFFIC MANAGER

BACKGROUND OF THE INVENTION

The present invention relates generally to devices used for processing data through
communication networks. More particularly, the present invention relates to systems and

methods for high speed packet processing in a network environment,

A computer network typically includes a set of communication channels interconnecting
a set of computing devices or nodes that can communicate with each other. These nodes may
be computers, terminals, workstations, or communication units of various kinds distributed
over different locations. They communicate over communications channels that can be leased
from common carriers (e.g. telephone companies) or are provided by the owners of the
network. These channels may use a variety of transmission media, including optical fibers,
coaxial cable, twisted copper pairs, satellite links or digital microwave radio. The nodes may
be distributed over a wide area (distances of hundreds or thousands of miles) or over a local
area (distances of a hundred feet to several miles), in which case the networks are called wide
area (WAN) or local area (LAN) networks, respectively. Combinations of LANs and WANSs
are also possible by coupling widely separated LANs, for example in branch offices, via a

WAN.

Recently, computer networks have greatly increased in number and geographical area.
A modem network may consist of thousands of computing devices made by various
manufacturers connected by a variety of transmission media spanning international and
intercontinental boundaries. As the complexity of networks has increased, there have also been
continuing efforts to increase network performance in terms of the speeds that data traffic may
be transmitted over a given network. To accommodate the needs of increased network sizes,
complexities and speeds, a wide variety of networking products have been developed. One
class of products that have been developed are génerally referred to as switching devices, which
are used to route data packets within and between networks and network nodes. These
switching devices take a wide variety of forms and include routers, switching hubs, bridges,

and repeaters. and remote monitoring probes.
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Referring initially to Figure 1, a conventional muiti-ported switch system will be briefly
described. As seen therein, a switch fabric 102 is typically coupled to various links or network
branches by ports 100. Each port typically includes an interface module 103, memory 104, a
media access controlier (MAC) 110 and a physical layer controller 112. The physical layer
controller 112 is responsible for encoding and decoding data into signals that are transmitted
across a particular link medium (e.g. wire, fiber, air, etc.). The media access controller 112 is

responsible for scheduling, transmitting and receiving data over its associated link.

Thus, MAC 110 is primarily responsible for controlling the flow of data over the link,
ensuring that transmission errors are detected, and ensuring that transmissions are appropriately
synchronized. The interface module 103 is an intermediary between its associated MAC 110
and the switch fabric 102 and provides a variety of functions. One function of the interface
module is to queue packets received from the MAC 110 and schedule their transmission into
the switch fabric and out to various ports. Other functions may involve various levels of packet
processing, filtering and/or editing. Additionally, the interface module receives packets from
the switch fabric and passes them to the associated MAC to schedule for transmission over the
associated link. The fabric 102 itself can be implemented as a cross bar interconnection device,
as a shared bus, or as a shared memory. The fabric schedules and maintains all the source and

destination connections that can be simultaneously made at all times.

As data transmission speeds increase and the variety of protocols required to represent
and interpret the data increases, conventional methods of packet handling and processing
typically need to be reevaluated in order to facilitate performance. One aspect of packet
handling within the interface module 103 is the packet buffering or queuing that must be used
between the interface module and the switch fabric to accommodate the different data rates and
flows that the various devices may be able to handle. If should be appreciated that this queuing
problem can be generalized to various other pairs of adjacent components as well. One type of
packet queuing is commonly referred to as first-in-first-out (FIFO). FIFO methods are typically

used within the interface modules 103 to queue packets for transmission into the switch fabric.

Conventionally, there are several different FIFO schemes which have been used in
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conjunction with forwarding received data packets. One such approach is referred to a simple
FIFO. In a simple FIFO all received packets are sequentially forwarded in exactly the same
order as they were received by the port, regardless of the destination or priority of the received
packet. Another approach is referred to as FIFO by destination port. In the FIFO by
destination port scheme, there are typically several queues, with each queue being assigned to a
different destination port. Received packets are checked for destination and then assigned to
the appropriate queue. Each queue sequentially issues packets therein to the assigned
destination port. Yet another scheme is referred to as FIFO by destination port with a few levels
of priority. The levels of priority typically include only two or four levels of priority. In this
arrangement, received packets are checked for destination and a determination is made as to the
appropriate priority. The packets are then placed in the appropriate queue based upon these
determinations. Examples of prioritization schemes include weighted fair queuing (WFQ) or

strict priority.

Although conventional packet buffering schemes typically work well with networks
which work at relatively lower speed, as network speeds and complexities increase there are

ongoing demands to provide improved queuing and packet buffering architectures.
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MARY

Accordingly, the present invention fills these needs by providing apparatus and methods
for managing packets. In one embodiment, the invention pertains to an apparatus that includes
a memory controller arranged to maintain a plurality of queues. Each queue is capable of
storing a plurality of packets. The apparatus also includes a scheduler arranged to associate
packets with selected queues. The scheduler is hardwired and operable to be programmed with

various scheduling algorithms.

In an alternative embodiment, the scheduler includes a programmable engine that is
operable to calculate a virtual time potential (VTP) for each incoming packet and a sorted VTP
queue that organizes packets based on their calculated VIP. The calculated VTP for each
packet is a function of the each packet’s priority. In one preferred embodiment, the apparatus
also includes a sequence memory that receives a set of user configured instructions and an
instruction register coupled with the sequence memory. The instruction register is arranged to
hold a current one of the user configured instructions, and the current user configured
instruction is about to be executed. The scheduler also includes a plurality of control registers
arranged to store information relevant to calculating VTPs, an ALU arranged to perform
mathematical calculations relevant for calculating the VTPs, a comparator arranged to perform
comparisons, and a shifter arranged to perform shift operations. The scheduler further includes
an instruction decode coupled with the instruction register and the control registers, the ALU,
the comparator, and the shifter. The instruction decode is arranged to control the control

registers, ALU, comparators, and shifter based on the current instruction.

In another embodiment, the invention pertains to an apparatus that has a memory
controller arranged to maintain a plurality of packets within a memory device and a hole pointer
cache for storing a plurality of hole pointers that access available portions within the memory
device. The memory controller is further arranged to maintain the hole pointer cache. In one

embodiment, the memory device is a SDRAM memory device.

In another embodiment, the invention pertains to a method for managing a memory
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device using a local hole pointer cache for storing hole pointers to available memory segments
within the memory device and a next sequential free pointer generator for obtaining a next free
pointer to a next available memory segment within an available sequential block of the memory
device. When a memory segment within the external memory is deallocated and when the hole
pointer cache is not full, a hole pointer referencing the deallocated memory segment is stored
within the hole pointer cache. When a memory segment within the memory device is
deallocated and the hole pointer cache is full, the hole pointers within the hole pointer cache are
burst to the memory device and then the hole pointer referencing the deallocated memory

segment are stored within the hole pointer cache.

In another embodiment, when there is a request for a free pointer referencing an
available memory segment within the memory device and when there are hole pointers
available, a hole pointer is allocated from the hole pointer cache. When there is a request for a
free pointer referencing an available memory segment within the memory device and when
there are no hole pointers available, the next free pointer is allocated from the next sequential
free pointer generator. In yet another embodiment, prior to allocating the hole pointer from the
hole pointer cache, one or more hole pointers are burst from the memory device into the hole

buffer cache when the hole pointer cache is empty and there are hole pointers present.

In another embodiment, an apparatus for managing packets within a memory device is
disclosed. The apparatus includes a memory controller arranged to maintain a plurality of
packets within a memory device having a first bank and a second bank into which packet
segments may be written. The memory controller is further arranged to divide packets into

segments having a size that minimizes the memory device’s bandwidth.

In another embodiment, the invention pertains to a method for managing packets within
a memory device having a first bank and a second bank into which packet segments may be
written. Each of the first and second bank has a same bank size. When a selected packet’s size
is greater than the bank size, a selected packet is divided into a first segment and a second
segment. The first segment is written into the first bank, and the second segment is written into
the second bank. The first and the second segment each has an associated segment size that is
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selected to minimize the memory device’s bandwidth.

In a preferred embodiment, when the packet size is greater than or equai to a
predetermined maximum size, the first segment’s associated segment size is selected to equal
the bank size. For example, the bank size is 256 bytes and the predetermined maximum size is
320 bytes. In yet another embodiment, when the packet size is less than the predetermined
maximum size, the first segment’s associated segment size is selected to be substantially less
than the bank size. For example, when the packet size is less than the predetermined maximum
size, the first segment’s associated segment size is selected to be the bank size minus the packet

size plus about 75 percent of the bank size.

The embodiments of the present invention have several associated advantages. For
example, the programmable engine embodiments that are utilized for scheduling and sorting
represent a significant improvement over two conventional approaches for implementing
scheduling and sorting, the software approach and the hardwired ASIC approach. The software
approach lacks speed, while the hardwired ASIC approach lacks flexibility. The programmable
engine embodiments of the present invention provides efficient and flexible scheduling and

sorting.

Additionally, the flexible packet segmentation embodiments of the present invention
provide efficient memory (e.g., DRAM) bandwidth utilization. In other words, segmentation of
packets into relatively large segments allows efficient utilization of the DRAM’s bandwidth.
For example, the time required to precharge a first bank of DRAM memory is not wasted
because a relatively large segment is written into a second bank during the precharge. In
contrast, if a relatively small segment was written into the second bank, the writing finishes

well before the precharge finishes.

By way of a final example, the free memory management embodiments of the present
invention also optimize DRAM bandwidth utilization. Since hole pointers are stored within a
readily accessible hole pointer cache, memory fetches are minimized, as compared to

conventional approaches that store free pointers as a linked list within the DRAM itself. In one
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embodiment, hole pointers are only moved from DRAM into the hole pointer cache when the
cache becomes empty and hole pointers are only moved from the hole pointer cache into the
DRAM when the hole pointer cache overflows. Also, the cache size may be selected to

minimize free pointer fetches to and from DRAM.

These and other features and advantages of the present invention will be presented in
more detail in the following specification of the invention and the accompanying figures which

illustrate by way of example the principles of the invention.
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BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a diagrammatic representation of a conventional multi-ported switch system

that includes a switch fabric coupled to various links or network branches by ports.

Figure 2 is an architectural diagram of a packet processing system that includes a traffic

manager in accordance with one embodiment of the present invention.

Figure 3 is an architectural diagram of a router that employs a plurality of the packet

processing systems of Figure 2.

Figure 4 is a diagrammatic representation of a traffic classifier suitable for use in the

packet processing systems of Figure 2.

Figure 5 is a block diagram of a traffic manager of Figure 2 according to an

embodiment of the present invention.

Figure 6 is an illustration of an example of a logical queuing structure according to an

embodiment of the present invention.

Figure 7 is a block diagram of a network receive enqueue (NRE) according to an

embodiment of the present invention.

Figure 8 is a block diagram of a thread start of packet (SOP) manager according to an

embodiment of the present invention.

Figure 9 is a flow diagram illustrating a method executed by the thread SOP manager

according to an embodiment of the present invention.

Figure 10 is a flow diagram of an example of a method followed by a thread linker

according to an embodiment of the present invention.

Figure 11 is a block diagram representing examples of switch fabric receive enqueue

(SRE), switch fabric transmit dequeue (STD), and network transmit dequeue (NTD), according
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to an embodiment of the present invention.

Figure 12 is a flow diagram of an example of enqueue process in network receive

enqueue, according to an embodiment of the present invention.

Figure 13 is a flow diagram of a method according to an embodiment of the present

invention for dequeuing for resource controllers.

Figure 14 is a block diagram of a system according to an embodiment of the present

invention for a free list manager.

Figure 15 is a flow diagram of a method according to an embodiment of the present

invention for free list pointer allocation.

Figure 16 is a flow diagram of a method according to an embodiment of the present

invention for free list manager pointer B allocation.

Figure 17 is a block diagram illustrating an example of scheduler functions, according

to an embodiment of the present invention.

Figure 18 is an illustration of a sorted priority virtual time potential (VTP) queue,

according to an embodiment of the present invention.

Figure 19 is a block diagram of an input flow scheduler according to an embodiment of

the present invention.

Figure 20 is a block diagram of a connection scheduler according to an embodiment of

the present invention.

Figure 21 is a block diagram of an output flow scheduler according to an embodiment

of the present invention.

Figure 22 is a block diagram of a virtual time potential engine according to an

embodiment of the present invention.
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Figure 23 is a flow diagram of a method according to an embodiment of the present

invention for transmitting a packet to a destination port by an input flow scheduler.

Figure 24 is a flow diagram of a method according to an embodiment of the present
invention for receiving a packet from a sending port, the method being executed by a

connection scheduler.

Figure 25 is a flow diagram of a method according to an embodiment of the present
invention for transmitting packets to a network, the method being executed by the output flow

scheduler.

Figure 26 is a flow diagram of a method according to an embodiment of the present

invention for sorting the virtual time potential (VTP) queue.

Figure 27 is an illustration of interactions between SDRAM and a memory controller,

according to an embodiment of the present invention.

Figure 28 is an illustration of an example of functions of a conventional SDRAM

controller.

Figure 29 is an illustration of an example of functions of SDRAM controller according

to an embodiment of the present invention.

Figure 30 is a flow diagram of a method according to an embodiment of the present

invention for writing to a SDRAM.

Figure 31 is a block diagram of a general purpose computer system suitable for carrying

out the processing in accordance with one embodiment of the present invention.

10
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DETAILED DESCRIPTION OF SPECIFIC EMBODIMENTS

Reference will now be made in detail to specific embodiments of the invention. While
the invention will be described in conjunction with specific embodiments, it will be understood
that it is not intended to limit the invention to the described embodiments. On the contrary, it is
intended to cover alternatives, modifications, and equivalents as may be included within the
spirit and scope of the invention as defined by the appended claims. In the following
description, numerous specific details are set forth in order to provide a thorough understanding
of the present invention. The present invention may be practiced without some or all of these
specific details. In other instances, well known process operations have not been described in

detail in order not to unnecessarily obscure the present invention.

As described above, conventional muiti-ported switches couple various links or network
branches to a switch fabric 102 through dedicated ports 100. Each port typically includes an
interface device 103, memory 104, a media access controller (MAC) 110 and a physical layer
controller 112. One embodiment of the improved interface device, which is referred to herein

as a packet processing unit 200, 1s illustrated in Figure 2.

As seen therein, the packet processing unit 200 includes a programmable traffic
classifier 204, a programmable traffic manager 214, and a programmable monitor processor
216. The traffic classifier 204 is arranged to interface with a MAC device 202 through bus 224.
Thus incoming packets from the MAC are passed to the traffic classifier 204. In general terms,
the traffic classifier 204 is arranged to peek into a received packet and perform a set of
pfogrammed tasks that are intended to provide information about the received packet that is
thought to be useful in handling the packet downstream. The traffic classifier information is
then associated with the packet and made available to the traffic manager 214 in a form suitable
for use by the traffic manager 214. In some situations the information is read directly from the
packet, while in others cases the classifier performs look up operations to find the relevant

information.

The specific tasks performed by the traffic classifier 204 may be widely varied in
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accordance with the needs of a particular system. By way of example, typical tasks include
flow classification, policy based routing, complex protocol and signature based filtering and
packet editing. Some of the most frequent uses of the traffic classifier are to identify routing
destinations and determine routing priority for the incoming packets. Other tasks performed by
the traffic classifier 204 may involve manipulating the packet. For example, the traffic
classifier 204 may edit and/or filter the packet based on predetermined policies. In one specific
example, the traffic classifier classifies the received packet to determines how the packet will
be handled. Most commonly, the traffic classifier 204 determines at least a routing destination

and/or a routing priority for the packet.

The traffic manager 214 is arranged to route the received packets based, in part, on the
information that is made available to it by the traffic classifier 204. Thus, the traffic manager
facilitates policy based routing and scheduling. Structurally, the traffic manager includes a
large number of queues and is arranged to manage these queues. Thus, one function is to
determine which packets go into which queues. Other functions may include determining
where to insert a packet within a particular queue, from which queue to take the next packet,
and/or what priority to give the packet for forwarding and/or dropping the packet. The queue
determinations are typically made, based at least in part on the information supplied by the
traffic classifier. In one preferred implementation, the traffic manager 214 uses the supplied

traffic classifier information to quickly link the packet to a particular queue.

Referring next to Fig. 3 a router formed using the described packet processing systems
200 in accordance with one embodiment of the present invention will be described. As seen
therein, the router includes a plurality of packet processing systems 200 that are coupled
together through a switching device 302. Each packet processing system 200 is coupled with
an associated MAC device 310 through an associated bus 224, and each MAC device is
coupled with an associated physical device 312. Each packet processing system 200 is further

coupled to one or more memory devices 304.

A management processor system 314 is coupled to the packet processing systems 200,

as well as the MAC devices, through management bus 220. The management processor system
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314 is arranged to transmit control data through management bus 220 to the packet processing
systems 200 and MAC devices 312. For example, the management processor system 314 may
be used to select queuing priorities of certain data packets that are received into the packet
processing systems 200. By way of another example, the management processor system 314
may be used to manage traffic load. That is, individual packet processing systems 200 may be
programmed to filter out packets from a particular source or to a particular destination.
Alternatively, the packet processing systems 200 may be programmed to limit the percentage of
bandwidth that is used by a particular group of users, e.g., nonemployees vs. employees or by a

particular individual user or application software.

Referring next to Fig. 4, one embodiment of the traffic classifier 204 of Figs. 2 will be
briefly described. Turning initially to the transmit side, a transmit bit stream processor (BSP)
414 and transmit BSP editor 416 are arranged to receive data from the switching device (not
shown) through the traffic manager 214. The transmit BSP 414 and editor 416 are responsible
for certain packet processing tasks, such as prioritizing the different types of data being
transferred across a network (e.g., audio, video, graphics, etc.) into a number of linked buffers
contained within a transmit FIFO 420 (or any suitable queue structure). In this manner, traffic
classifier 204 is capable of having multiple simultaneous streams of data flowing through
transmit FIFO 420 at one time. Additionally the transmit BSP 414 may be arranged to check

whether the packet is virtual local area network (VLAN) aware and perform VLAN filtering.

Turning to the receive side, the traffic classifier 204 includes a MAC bus interface 402
for recetving data through bus 224a, a receive bit stream processor (BSP) 404 for parsing
received data 428, a receive FIFO 406 (or any suitable queue structure) for holding received
packets, a search engine 408 for determining how to handle the received packets, and a post
search receive BSP 412 for further parsing (e.g., extracting information from the packet and
modifying the packet with the extracted information or other information) or processing
received data based at least in part on information provided by the search engine 408. The

parsed or edited packet is then transmitted through bus 208a to the traffic manager 214.

The receive bit stream processors 404 and 412 are user programmable in-line packet

13
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processing engines that are capable of rapidly parsing through received packet data and/or
associated data bases to build user defined data structures (e.g., header information) that may be
associated with the received packet before the received packet is transferred to the traffic
manager 214 or search engine 408. The receive bit stream processor 404 is arranged to
generate a data structure (hereafter, referred to as a “key header”). To create the key header,
the receive bit stream processor 404 parses through the received data packet and obtains
information from the data packet itself. After the information is obtained from the data packet,
the extracted information may be added directly to the key header or the information may be
provided in a compressed or “hashed” form. Alternatively, the receive bit stream processors
404 may simply provide the key header with one or more pointers to the relevant information in
the packet. The bit stream processor 404 may also be responsible for writing the packet into the

receive FIFO 406 and sending the key header to the search engine 408.

Search engine 408 receives the key header through bus 434 and is arranged to use
information in the key header to quickly look up flow classification information relevant to the
routing, prioritization, scheduling, queuing and/or further processing of the packet. For
example, the look up information may indicate that the packet is to be assigned to a specific
queue in traffic manager 214. In some cases, the queue assignment will inherently associate
policy with the packet. For example, a data packet assigned to a first queue may have higher
priority than a data packet assigned to a second queue. The retrieved information may also
include a variety of other specific information. By way of example, it may indicate a priority
that is to be associated with the packet. It may also include port identification, multicast or
unicast information, policy information, queue priority, and/or security information that is
associated with the packet destination. The retrieved information may also include editing
information for the post edit BSP 412, such as information that indicates whether to generate a
new checksum and/or CRC or whether to replace the destination address with a next hop

address.

The search engine uses the look up information to create another data structure

(hereafter, referred to as a ““data manipulation layer (DML) header”). This DML header is then
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used by the traffic manager 214 and possibly the post edit BSP to perform their required
functions. The search engine 408 may take a variety of forms. By way of example, it may be a

content addressable memory (CAM) or it may have a more complicated architecture.

It is important to realize that in the described embodiment, the traffic classifier 204
associates the defined data structures with the packets so that the defined data structures can be
used by the traffic manager 214 to route the packet without the traffic manager having to scan
the entire packet byte-by-byte (or bit-by-bit) to identify packet data that suggests the
appropriate routing and prioritization for the packet. Thus, the traffic manager may rapidly

determine how to handle the packet data and pass the packet data to its intended destination.

Figure 5 is a block diagram of the traffic manager 214 of Figure 2 in accordance with
one embodiment of the present invention. The traffic manager 214 includes a number of
resources, including an input flow scheduler 608, a connection scheduler 610, an output flow
scheduler 612, a free list manager 602, an SDRAM controller 604, memory 606 (e.g., external
SDRAM or external packet buffer and queue resources) and a plurality of enqueue and dequeue
controllers. Specifically, the enqueues and dequeues include a network receive enqueue 620, a
switch fabric transmit dequeue 622, a switch fabric receive enqueue 624, and a network

transmit dequeue 626.

Figure 11 is a block diagram representing an example of switch fabric transmit dequeue
622, switch fabric receive enqueue 624, and network transmit dequeue 626 of Figure 5. Figure
11 shows a free list manager interface 1100 coupled to a queue resource controller 1102 and a
SDRAM controller interface 1106. The queue resource controller 1102 is also coupled to a
scheduler interface 1104, which in turn is coupled to the SDRAM controller interface 1106.
The free list manager interface 1100 interacts with the free list manger 602 of Figure 5, where
the switch fabric receive enqueue, switch fabric transmit dequeue, and network transmit
dequeue can determine where available portions are located in the memory, such as SDRAM
606. The queue resource controller 1102 serves a similar function as the queue resource
controlier 704 of Figure 7. Further details of the queue resource controller 1102 will later be

discussed in conjunction with Figures 12 and 13.
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The scheduler interface 1104 interfaces with the various schedulers 608 - 612 of Figure
5, depending on whether Figure 11 represents switch fabric transmit dequeue 622, switch fabric
receive enqueue 624, or network transmit dequeue 626. If it is the switch fabric transmit
dequeue 622, then the scheduler interface 1104 interfaces with the input flow scheduler 608 of
Figure 5. If it is the switch fabric receive enqueue 624, then the scheduler interface 1104
interfaces with the connection scheduler 610 of Figure 5. If it is network transmit dequeue 626,
then the scheduler interface 1104 interfaces with the output flow scheduler 612 of Figure 5.
Switch fabric transmit dequeue 622, switch fabric receive enqueue 624, and network iransmit
dequeue 626 also include an SDRAM controller interface 1106. The SDRAM controller
interface 1106 interacts with the SDRAM controller 604 of Figure 5.

Referring back to Figure 5, the network receive enqueue 620 receives data from a
network (e.g., the traffic classifier 204 of Figure 2) and enqueues the data packets in preparation
for transmitting it out into the switch fabric for dissemination to other ports. In other words, the
network receive encqueue 620 inserts or associates a packet with an appropriate queue. The
switch fabric transmit dequeue 622 dequeues or deallocates a data packet from its associated
queue so that the packet can be transmitted out into the switch fabric. The switch fabric receive
enqueue 264 enqueues a data packet received from the switch fabric, and the network transmit
dequeue 626 dequeues a data packet for transmission out into the network. Further details of
the network receive enqueue 620, the switch fabric transmit dequeue 622, switch fabric receive
enqueue 624 and network transmit dequeue 626 will later be discussed in conjunction with
Figures 7-13. It should be appreciated that in the discussion of the traffic manager, when we
speak of receiving information from or transmitting information to the network, such
communications will typically be made through appropriate interfaces, which by way of

example may be of the type described above with respect to Figures 1-4.

The switch fabric transmit dequeue 622 works in conjunction with the input flow
scheduler 608 to transmit packets out into the switch fabric. The switch fabric receive enqueue
624 works in conjunction with the connection scheduler 610 to enqueue packets received from

the switch fabric. The network transmit dequeue 626 works in conjunction with output flow
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scheduler 612 to dequeue packets for transmission out into the network. Further details of the
input flow scheduler 608, connection scheduler 610, and the output flow scheduler 612 will

later be discussed in conjunction with Figures 17-26.

The free list manager 602 maintains a list of all free portions in SDRAM 606. The free
list manager 602 informs the memory controller 604 of where in the SDRAM 606 new data
should be written. Further details of the free list manager 602 will later be discussed in

conjunction with Figures 14-16.

The memory controller 604 writes new data into the available portions in the memory
606 and ensures that the portions of the memory 606 are linked such that sequential data written
in various portions of the memory 606 can be located. Further details of the memory controller

604 will later be discussed in conjunction with Figures 27-30.

Memory 606 are used to store the data packet queues themselves. The memory 606
may take any suitable form, as for example synchronous dynamic random access memory
(SDRAM). The traffic manager can be arranged to support any number of queues. Although
the number of queues supported can be widely varied, typically it is desirable to provide
sufficient memory so that the queues do not become a limiting factor. By way of example, in
the described embodiment, resources for supporting in the range of 1k to 1 million queues, as
for example 64k queues, may be provided. The memory controller 604 accesses memory 606

to obtain packets which are about to be transmitted.

The structure of the queues will be generally described with reference to Figure 6. As
seen therein, each of the queues S00A, S00B, and 502A include a head 504A - 504C and a tail
506A - 506C. Each packet 510 is associated with a link 508 which points to the next packet
510, until the last link 508 points to the tail SO6A - 506C.

Each queue may be associated with a number of queue resources or information that
define the associated queue. For example, each queue may be associated with a flow,
aggregated flow based on some set of criteria, or a destination port. For example, queue S00A
may be associated with destination port A (not shown), and queue 500B may be associated with
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destination port B (not shown). A queue may also be associated with a priority. For example,
queue 500A may be associated with a particular priority, while queue 500B may be associated
with a priority higher than the priority of queue 500A. Accordingly, in this example, packets in

queue 500 B would regularly be transmitted before packets in queue S00A.

Preferably, at least one queue should be reserved to be within a set of delay guaranteed
queues 502. Delay guaranteed queues 502 have a higher priority than regular queues. In the
example shown in Figure 6, there is one delay guaranteed queue 502A. The remainder of the
queues are considered regular queues 500. In the example shown in Figure 6, the regular
queues include queues 500A and 500B. In either case, whether the regular queues 500 are
distinguished by priority or by destination ports, the set of delay guaranteed queues 502
preferably have the highest priority over the regular queues 500. Accordingly, a packet in
queue 502 A would always be transmitted with a higher priority than any of the regular queues

500.

Besides having a head pointer, a tail pointer, each queue has a number of associated
fields (not shown). The fields include a queue empty flag, a minimum queue size variable
(which is user programmable), a maximum queue size variable (which is also user
programmable), an actual queue size variable (indicating how many portions of memory space
each particular queue has occupied), a number of free (available) pointers variable (indicating
the number of free or available portions in memory), and a total minimum size variable (sum of

all queue minimum size).

Figure 7 is a block diagram of the network receive enqueue 620, such as network
receive enqueue 620 shown in Figure 5. As previously stated, the network receive enqueue
receives data packets from the network. The network receive enqueue 620 shown in Figure 7 is
shown to include a classifier interface 700, a queue resource controller 704, an SDRAM
controller interface 706, a free list manager interface 708, an abort pointer manager 710, and a

thread manger 712, all coupled with each other.
The classifier interface 700 interfaces with the traffic classifier 204 of Figure 2.
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Accordingly, the priorities and classification of the incoming data packet that were generated
by the search engine 408 of the traffic classifier 204 are received through the classifier interface
700. Additionally, the incoming packets may include modifications from the post search

receive BSP edit 412 of the traffic classifier 204.

The queue resource controller 704 interacts with the queue resources 606 of Figure 5.
The queue resource controller 704 maintains queue related resources. For example, if 1024
queues are supported, then the queue resource controller 704 maintains which priority or
destination port is associated with which queue. The queue resource controller 704 links data
packets to previous packets in the queue associated with the new packet. The queue resource
controller 704 maintains where the previous packet in a queue is located, such as which packet
is the head (first packet in the queue) and which packet is the tail (the last packet in the queue).
Accordingly, in the example of one-thousand-twenty-four queues, the queue resource controller
704 maintains one-thousand-twenty-four pointers indicating queue heads, and one-thousand-
twenty-four pointers indicating queue tails. Appropriate pointers are fetched and it is
determined as to which packet in the queue the new packet should link up to. Further details of

the queue resource controller 704 will later be discussed in conjunction with Figures 12 and 13.

The SDRAM controller interface 706 communicates with the memory 606 of Figure 5
so that packets may be placed in appropriate queues (or deallocated from inappropriate queues).
The free list manager interface 708 communicates with the free list manager 602 of Figure 5 so
as to determine free memory locations. Thus, the SDRAM controller interface 706 works in
conjunction with the free list manager interface 708 to determine how to associate or

disassociate data packets from a particular queue.

The abort pointer manager 710 determines if a data packet is corrupted so that it may be
aborted (deallocated). This function may be particularly important when the packet is very
Jarge. Whenever any portion of a packet is written into memory, such as SDRAM, a pointer is
kept by the abort pointer manager 710 until it is determined that the packet does not need to be
aborted. Accordingly, the abort pointer manager 710 keeps track of the portion of the memory
in which the current packet is being written. If the current packet needs to be aborted, then all
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pointers related to that packet are given to the free list manager 602 of Figure 5 for automatic
deallocation of the memory space. In one embodiment, the abort pointer manager 710. may

store up to 32 pointers.

The thread manager 712 is shown to be coupled to the various components in network
receive enqueue 620. A thread is a transaction or message in a multithreaded system. A multi
threaded system allows multitasking within a single program. It allows multiple streams of
execution to take place concurrently within the same program, each stream processing a
different transaction or message. In a symmetric multiprocessing (SMP) operating system,
multithreading allows multiple CPUs to be controlled at the same time. It may also be used to

create synchronized audio and video applications.

The thread manager 712 is primarily responsible for handling the queuing aspects of
multiple media access control (MAC) level input threads that are issued from the traffic
classifier 204. The thread manager 712 may manage a plurality of threads, such as 32 threads.
Threads are associated with starting pointers which may be received in an interleaved fashion.
The thread manager 712 stores starting pointers for the plurality of threads in order to enable
these threads to be linked to appropriate queues when the search engine 408 of the traffic
classifier 204 provides search results. The thread manager 712 ensures that large packets (such
as packets that are larger than 256 bytes) within a thread that span across multiple buffers in the
SDRAM 408a - 408b are linked together. Multiple packets belonging to the same thread
should not get linked solely because they belong to the same thread. Linking of packets should
be directed by results from the search engine 408 of the traffic classifier 204. The thread
manager 712 also handles a situation when there may be multiple packets, such as eight
packets, buffered up that are waiting for a pending search result from the search engine 408 of
the traffic classifier 204. These buffered packets may be associated with the same thread or

with different threads.

The thread manager 712 is shown to include a thread start of packet (SOP) manager
714, as well as a thread linker 716. The main function of the thread SOP manager 714 is to
store the pointers to thread SOPs. The primary function of the thread linker 716 is to ensure
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that large packets that span across multiple buffers in memory 606 are properly linked together.

Figure 8 is a block diagram of the thread start of packet (SOP) manager 714 of Figure 7.
The thread SOP manager 714 is shown to include a thread SOP controller 800 coupled to a
main thread SOP pointer buffer 806 and a secondary thread SOP pointer buffer 804. The thread
SOP manager 714 stores pointers to thread SOPs in the main thread SOP pointer buffer 806.
There may be multiple locations, such as 32 locations, in the main thread SOP pointer buffer
806 for each thread. The thread manager 712 also accommodates the situation where multiple
packets are buffered, such as 8 packets, buffered in memory 606 with a search result pending.
The main thread SOP pointer buffer 806 could be enlarged to accommodate pointers for these
pending packets. However, it is less expensive to use the secondary thread SOP pointer buffer
804 for this purpose. The secondary thread SOP pointer buffer 804 preferably contains the
number of locations approximating the number of the packets that the thread manager 712 has
buffered for pending search results. For example, if the thread manager 712 can facilitate eight
packets waiting for search results from the search engine 408 of the traffic classifier 204, then
the secondary thread SOP pointer buffer 804 preferably contains approximately eight locations.
Each time a search result is found, the main thread SOP pointer buffer 806 is accessed and the
address of the SOP buffer of the packet corresponding to the current search result is fetched.
The fetched address is used to link the current packet to the appropriate queue. The location in
the main thread SOP pointer buffer 804 (corresponding to the thread associated with the current
search result) which was read is updated if the top most location of the secondary thread SOP

pointer buffer 804 corresponds to the same thread.

Figure 9 is a flow diagram of a method performed by the thread SOP manager 714.
Initially, the thread SOP manager 714 is idle at point 900. It is then determined if a new data
block has just been written into memory or SDRAM 606, via operation 902. If no new data
block has been written into SDRAM, then the thread SOP manager 714 is idle at point 900. If,
however, a new data block has been written into SDRAM, then it is determined whether there is
a start of packet (SOP), via operation 904. If there is an SOP, then it is determined whether

more SOPs are pending for the current thread, via operation 906. If no more SOPs are pending
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for the current thread, then the main thread SOP pointer buffer 806 is updated, via operation
908. If, however, there are more SOPs pending for the current thread, then the secondary
thread SOP pointer buffer 804 is updated, via operation 910. Of course, operations 906 and
910 may not be required, e.g., if secondary threads are not utilized. The thread SOP manager

714 then becomes idle again in operation 900.

Figure 10 is a flow diagram of a method followed by the thread linker 716. As
previously stated, the primary function of the thread linker 716 is to ensure that large packets
that span across multiple buffers in SDRAM 606 are properly linked up. The thread linker 716
achieves this objective by maintaining a tail pointer for every thread. Each time a data portion
is received, the thread linker checks to determine whether this new data is an SOP. If it is not
an SOP (implying that this data is part of an earlier packet), then the thread linker 716 needs to
ensure that this new data becomes linked to an earlier portion of the same thread. The thread
linker then stores the address of the current data portion in the thread tail pointer. If the data
received is an SOP, then the thread linker 716 updates the thread tail pointer. There is no

linking to be performed in the case of an SOP.

Initially, the thread linker 716 is idle, via operation 1000. A new data block is then
written to main memory, such as memory 606 of Figure 5, via operation 1002. It is then
determined whether the new data block is an SOP, via operation 1004. If the new data block is
not an SOP, then an appropriate current thread tail is linked and an appropriate thread tail
pointer is updated, via operation 1006. If, however, it is determined in operation 104 that the

new data block is an SOP, an appropriate thread tail pointer is then updated in operation 1008.

Figure 12 is a flow diagram of an enqueue process in the network receive enqueue 620
and switch fabric receive enqueue 624 of Figure 5, according to an embodiment of the present
invention. This enqueue process occurs in the queue resource controller 704 of Figure 7 (of the
network receive enqueue 620 of Figure 5) and in the queue resource controller 1102 of Figure

11 (of the switch fabric receive enqueue 624 of Figure 5).
As previously mentioned, in the example of one-thousand-twenty-four queues, queue
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resources include one-thousand-twenty-four queue head pointers, one-thousand-twenty-four
queue tail pointers, one-thousand-twenty-four queue empty flags, one-thousand-twenty-four
queue minimum size (which is user programmable), one-thousand-twenty-four queue
maximum size (which is also user programmable), one-thousand-twenty-four queue size
(indicating how many portions of memory space each particular queue has occupied), a number
of free (available) pointers (indicating the number of free or available portions in memory), and

a total minimum size (some of all queue minimum size).

Initially, the resource controller is idle, via operation 1200. The search engine (408 of
Figure 4) supplies a result that implies a specific queue is to be associated with the new packet,
via operation 1202. It is then determined whether the specified queue is empty, via operation
1204. If the specified queue is determined to be empty in operation 1204, then a queue head
pointer and a tail pointer are both updated in operation 1206. Since the specified queue is
empty, the new packet is designated as the new queue head as well as the new queue tail.
Accordingly, a new queue head pointer and a new tail pointer is updated, via operation 1206.

Thereafter, the resource controller is again idle, via operation 1200.

If the specified queue is not empty, via operation 1204, then it is determined whether a
drop bit in the packet header is designated as true, via operation 1208. If the drop bit in the
packet header is designated as true, via operation 1208, then the data packet is dropped, via
operation 1214. For various reasons, a packet may need to be dropped (i.e. not queued at all).

For example, a packet may be dropped if packets continue to be received faster than they can be

queued for a length of time.

If the drop bit in the header is not true, via operation 1208, then it is determined whether
the specified queue size is greater than queue maximum size, via operation 1210. If the
specified queue size is greater than a predetermined queue maximum size, then it is determined
whether a random early discard program (RED) approves of dropping this packet in operation
1212. RED programs are generally well known in the art and can be used to determine whether
to drop a particular packet. If RED approves of dropping this packet, via operation 1212, then

the packet is dropped, via operation 1214. Thereafter, the resource controller is again idle, via
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operation 1200. If, however, RED does not approve of dropping this packet, via operation
1212, then it is determined whether the number of free pointers is greater than a predetermined
total minimum size, via operation 1216. Also, if the average queue size is not greater than a
predetermined queue maximum size, via operation 1210, then it is also determined whether the
number of free pointers is greater than a predetermined total minimum size, via operation 1216.

Free pointers herein include available pointers.

If the number of free (available) pointers are not greater than a predetermined total
minimum size, via operation 1216, then it is determined whether an average size of the
specified queue is greater than a predetermined queue minimum size, via operation 1218. If the
average size of the specified queue is greater than the predetermined minimum size, via
operation 1218, then the packet is dropped, via operation 1214. If, however, the average size of
the specified queue is not greater than a predetermined minimum size of the queue, via
operation 1218, then a queue tail pointer is updated to indicate that the new packet is the new
tail, and the average queue size also updated to incorporate the new packet, via operation 1220.
Also, if the number of free (available) pointers 1s greater than a predetermined total minimum
size, via operation 1216, then the queue tail pointer is also updated to indicate that the new
packet is now the new tail, and the queue is also updated to incorporate the new packet, via
operation 1220. The previous tail is then linked to the new tail, via operation 1222. Thereafter,

the resource controller is again idle, via operation 1200.

Figure 13 is a flow diagram of a method for a dequeue process in the switch fabric
transmit dequeue 622 and network transmit dequeue 626 of Figure 5. This dequeue process
occurs in the queue resource controller 1102 of Figure 11. Initially, the resource controller is
idle, via operation 1300. A dequeue request is then received, via operation 1302. It is then
determined whether a queue which was specified in the dequeue request is almost empty, via
operation 1304. If the specified queue is not almost empty, then data is fetched from the head
of the specified queue and the head of the specified queue is updated, via operation 1306. In
other words, a data packet is dequeued from the head of the specified queue for transmission of

the data packet to the network or to the fabric.
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Thereafter, another dequeue request is received, via operation 1302. If the specified
queue is almost empty, via operation 1304, then queue resources (606 of Figure 5) is updated,
via operation 1308. Queue resources is updated to indicate a new head, tail, a queue empty
register, and/or a new queue size, via operation 1308. Thereafter, a new dequeue is received,

via operation 1302.

Figure 14 is a block diagram of a free list manager, such as the free list manager 602
illustrated in Figure 5. The free list manager 602 is shown to include a free list controller 1402
which manages and controls the free list manager 602 functions. The free list controller 1402 is
shown to be coupled to a hole pointer cache 1404. The hole pointer cache 1404 provides quick
access to available memory within SDRAM. The hole pointer cache 1404 maintains the
locations of available portions of memory, such as the SDRAM 606 of Figure 5. For example,
when a memory segment is deallocated, the hole pointer cache 1404 may contain a hole pointer
to the deallocated memory segment. When the hole pointer cache 1404 is full, hole pointers
may also be stored within the SDRAM. A block of hole pointer may then be obtained from the

SDRAM (e.g., burst into the hole pointer cache) when the hole pointer cache 1404 is empty.

The free list controller 1402 is also shown to be coupled to the next sequential pointer
generator 1400. The next sequential pointer generator 1400 generates the next sequential
pointer such that a block of data may be stored as sequential pointers. These sequential
pointers may be useful at initialization to quickly generate all possible free buffer pointers. The
free list manager 602 also includes an network receive enqueue interface 1406, an network
transmit dequeue interface 1408, a switch fabric transmit dequeue interface 1410, a switch
fabric receive enqueue interface 1412, an SDRAM controller interface 1414, and an abort

pointer manager interface 1416.

Figure 15 is a flow diagram of a method for memory allocation. This method is
performed by the free list manager 602 of Figures 5 and 14. For example a free space within
SDRAM is allocated. A free pointer may be obtained from the next sequential pointer
generator (e.g., 1400 of Figure 14) or from the hole pointer cache (e.g., 1404 of Figure 14).

Initially, a state of the free list manager is reset, via operation 1500. A request for a free pointer
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is received, via operation 1502. It 1s then determined whether there are hole pointers present,
via operation 1506 (e.g., within the hole pointer cache, or stored within the SDRAM itself). As
previously mentioned, hole pointers identify a location of an available portion of memory. If
there are no hole pointers present via operation 1506, it is the determined whether there is a

next sequential free pointer, via operation 1508.

If there is a next sequential free pointer, via operation 1508, then the next sequential free
pointer is granted, via operation 1504. Then the next request for a free pointer is received, via
operation 1502. If there is not a next sequential free pointer, via operation 1508, then it is

deemed that the memory is full, via operation 1510.

If there are hole pointers present, via operation 1506, then it is determined whether the
hole pointer cache is empty, via operation 1512. If the hole pointer cache is not empty (e.g., it
contains hole pointers to available SDRAM locations), via operation 1512, then a hole pointer
is allocated from the hole pointer cache 1518. Thereafter, it is determined whether there are

any hole pointers present (e.g., in a local cache or in SDRAM), via operation 1506.

If the hole pointer cache i1s empty, via operation 1512, then it is determined whether
there is a hole pointer in SDRAM, via operation 1514 If there are no hole pointers in SDRAM,
via operation 1514, then memory is deemed full, via operation 1510. If, however, there is a
hole pointer in SDRAM, via operation 1514, then the hole pointers are fetched from SDRAM
into the hole pointer cache 1404, via operation 1516. In this manner, an entire set of hole
pointers can be stored in and retrieved from SDRAM. Thus, the size of the hole pointer buffer
can be limited, even though storage may be available in SDRAM. An added advantage of
retrieving an entire set of hole pointers from the SDRAM is to avoid frequent access to the

SDRAM, and thus avoid the performance penalty for accessing memory.

A free pointer is then allocated from the free pointer cache, now that the hole pointer
cache has been replenished from the hole pointers fetched from the SDRAM, via operation

1518. It is then again determined whether there are any hole pointers present, via operation

1506.
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In sum, available hole pointers are used before the sequential pointers are used. This
allows for quick access to available hole pointers via a hole pointer cache (or by fetching an
entire block of hole pointers from the SDRAM when the hole pointer cache is empty). When
there are no more hole pointers available, memory may still be allocated from the next

sequential free pointer generator.

Figure 16 is a flow diagram of a method according to an embodiment of the present
invention for memory deallocation. In other words, a hole pointer is available for storing
within the hole pointer cache. This method is performed by the free list manager 602. Initially,
the free list manager is idle, via operation 1600. It is then determined whether to deallocate a
memory segment, via operation 1602. This determination may be prompted by either the abort

manager 710 of Figure 7, or the free list manager 602 of Figure 5.

If a memory segment is deallocated, via operation 1602, a new pointer is stored in the
hole pointer cache, via operation 1604. It is then determined whether to deallocate a memory
segment, via operation 1606. When it is determined to deallocate a memory segment, via
operation 1606, then it is determined whether the hole pointer cache is full, via operation 1608.
If the hole pointer cache is not full, via operation 1608, then a new pointer is stored in the hole
pointer cache, via operation 1604. If, however, the hole pointer cache is full, via operation
1608, then hole pointer cache data is then burst into SDRAM, via operation 1610. When the
hole pointer cache data is burst into SDRAM, a group of hole pointer cache data stored in the
hole pointer cache is transferred into SDRAM, leaving space available in the hole pointer

cache. Thereafter, new pointers can be stored in the hole pointer cache, via operation 1604.

Figure 17 is a block diagram showing an example of scheduler functions. Figure 17
shows a multiport switch architecture. In this example, four ports 200A - 200D are shown. For
exemplary purposes, ports 200D and 200A are shown to have a network traffic flow coming
into the pdrts, while ports 200C and 200B are shown to have network traffic going out into a
network. In actuality, each port 200A - 200D will most likely have network traffic coming in
and coming out. Additionally, according to an embodiment of the present invention, each port

200A - 200D shouid include an input flow scheduler 608, a connection scheduler 610, and
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output flow scheduler 612. However, for purposes of simplicity and clarity, only an input flow
scheduler 608 is shown in port 200D, and only a connection scheduler 610 and an output flow
scheduler 612 are shown in port 200C. Ports 200A - 200D are shown to be coupled with a
switch fabric 1700, and a switch fabric controller 1702. Again, for exemplary purposes, the
connections to the switch fabric 1700 and switch fabric controller 1702 are shown to be single

directional. However, they would normally be bi-directional.

Assume in this example, that port 200D is attempting to send data to port 200C. In this
situation, packets which are intended to be sent out of port 200D are organized in the input flow
scheduler 608 in an input flow queue, herein referred to as a virtual time potential (VTP) queue
1704. The input flow VTP queue 1704 organizes packets to be sent to the switch fabric 1700 in
an order of priority. A request may be sent from the input flow scheduler 608 to the switch
fabric controller 1702 indicating a requested receiving port, such as port 200C. The switch

fabric controller 1702 then forwards the request to the connection scheduler 610 of port 200C.

The connection scheduler 610 includes a connection VTP queue 1706 which organizes
received requests in a predetermined priority order. The connection scheduler 610 of the
receiving port, port 200C, then responds to the various received requests organized in the
connection VTP queue 1706 in order of priority. In the meantime, the input flow scheduler 608
of the sending port 200D sends out the requests in sequential order of priority to the switch
fabric controller 1702 to be dispersed to various receiving ports. The connection scheduler 610

also receives multiple requests from the switch fabric control 1702 from various sending ports.

When an acceptance is sent from the connection scheduler 610 through the switch fabric
controller 1702 to the input flow scheduler 608, then the input flow scheduler 608 sends out the
packet whose request has been accepted. Once the packet is received by the receiving port
200C, and if the packet is intended to be sent out to the network, then the packet will be queued
in the output flow VTP queue 1708 of the output flow scheduler 612. The output flow VTP
queue 1708 organizes the packets to be sent out to the network in a predetermined order of
priority. The packets to be sent out to the network may need to be queued in the output flow

VTP queue 1708 due to differences in transmission rates between various systems in the
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network.

Figure 18 is an illustration of a sorted priority virtual time potential (VTP) queue 1800,
such as the input flow VTP queue 1704 , the connection VTP queue 1706, and the output flow
VTP queue 1708 of Figure 17. The sorted priority VTP queue 1800 includes a predetermined
set of priorities VTP 1802A - 1802C. These VTP priorities are ordered, such as the order of
highest priority to lowest priority. Each priority VTP 1802A - 1802C is associated with a
packet in a particular queue. For example, for an input flow scheduler, such as input flow
scheduler 608 of Figure 17, VTP 1802A can be associated with a packet in queue 40, VTP
1802B can be associated with queue 62, and VTP 1802C may be associated with queue 70. If
the sorted priority VTP queue 1800 was associated with a connection scheduler, such as
connection scheduler 610 of Figure 17, then each VTP 1802A - 1802C may be associated with
requests which have been received by the connection scheduler 610. Alternatively, if the sorted
priority VTP queue 1800 is associated with the output flow scheduler 612 of Figure 17, then
VTP 1802A - 1802C will be associated with prioritized packets which are ready to be sent out

to the network.

Each VTP 1802A - 1802C is associated with another VTP. For example, the highest
priority VTP, such as VTP 1802A, is linked via link 1804A to the next priority VTP, such as
VTP 1802B. Likewise, VTP 18092B is linked to the next priority VTP 1802C, via link 1804B.

Figure 19 is a block diagram of the input flow scheduler 608 according to an
embodiment of the present invention. The input flow scheduler 608 is shown to be coupled to
the traffic classifier 204, the queue resources 606, the network receive enqueue 620, a SDRAM
controller 604, and switch fabric transmit dequeue 622 which in turn is coupled to a packet
buffer 1902. The input flow scheduler 606 is shown to include a VTP engine 1904a, a sorted
VTP queue 1800, a request generator 1910, a SDRAM controller interface 1908, and an accept

generator/ acknowledge processor 1912.

Each time a packet enters the network receive enqueue 620, a virtual time potential

(VTP) is computed. The VTP is a function of priority assignment for each packet. The VTP
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priority is assigned by the search engine 408. For example, in video conferencing, the video
packets ideally should not be backlogged. Accordingly, video conferencing packets will most
likely obtain a high priority. According to an embodiment of the present invention, each queue
may have a different percentage of bandwidth assigned for its use, the percentage of bandwidth
varying by levels of priority assigned to the queues. The VTP is preferably a function of
weight (priority), length of packet, and arrival time (time packet enters the network receive
enqueue). According to an embodiment of the present invention, the VTP is user configurable.

The user may calculate the VTP in a manner which is suitable to the users needs.

Every packet has a starting potential (SP;, (i)) and a finishing potential (FP,, (i)). There
also exists a system potential (S(T)), such that if nothing is happening, then the system potential

equals 0. When a packet enters the network receive enqueue, a starting potential is calculated.
MAX {S(T), FPy(i-1)}

Wherein Q identifies a queue, 1 identifies the packet, and i-1 identifies a previous packet
of the queue, and MAX indicates the maximum of the system potential or finishing potential of

previous packet of the queue.
FPy(i) = SPy(1) + {Lo(1)} / Ry
Wherein L(1) 1s the length of a packet 1, and Ry, is the weight (priority) of the queue.

System potential is updated by S(T) = starting potential of packet currently in service

(packet currently being dequeued). This is one possible way to calculate system potential.

The traffic classifier 204 can compute the VTP for each packet and write the VTP along
with the packet header. Assuming there are one-thousand-twenty-four queues, only one-
thousand-twenty-four VTPs need to be analyzed (the highest priority for each queue) to

determine which is the highest priority amongst all of the queues.

All VTPs may be stored in SDRAM along with the data packets. There are preferably

as many locations in the mput flow scheduler as the number of existing queues. The highest
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priority VTPs for each queue is stored in the input flow scheduler. For example, assuming
there are one-thousand-twenty-four queues, there would be one-thousand-twenty-four locations
for the VTPs in the input flow scheduler. Although all of the VTPS are stored in SDRAM, the
highest priority VTP for each queue may be moved to the input flow scheduler in preparation

for sending an associated packet out to the switch fabric.

The user may select any number of ways of calculating the VTP. For example, the VTP
can be selected as a starting potential or the finishing potential. The VTP engine 1904 of
Figure 19 is a programmable engine which allows a user to configure a method for VTP

calculation.

The VTP engine 1904a calculates the VTP of a packet. The sorted VTP queue 1800
organizes the various VIPS calculated by the VTP engine 1904 into an order of priority. Each
of the VTPs in the sorted VTP queue 1800 is associated with a data packet located in SDRAM
via the SDRAM controller interface 1908 and the SDRAM controller 604. The request
generator 1910 is coupled with the sorted VTP queue 1800 in order to generate a request to a
receiving port for a packet associated with a VTP in the sorted in the VTP queue 1800. The
request generator 1910 sends out a request to send a packet to a destination port to a switch
fabric. The accept generator/acknowledge processor 1912 receives acceptances of requests sent
by the request generator 1910 from the requested destination ports. Once an acceptance has
been received from the accept generator/acknowledge processor 1912, the switch fabric
transmit dequeue 622 retrieves a packet associated with the accepted request from the SDRAM,

via the SDRAM controller 604 and sends it out to the switch fabric, via packet buffer 1902.

Figure 20 is a block diagram of the connection scheduler 610 according to an
embodiment of the present invention. The connection scheduler 610 is shown to be coupled
with queue resources 606 and switch fabric receive enqueue 624. The switch fabric receive
enqueue 624 shown to be coupled with a packet buffer 2004 and the SDRAM controller 604.
The connection scheduler 610 is shown to include a VTP engine 1904B coupled with a request
processor/acknowledge generator 2000, which is coupled with the sorted VTP queue 1800,

which is coupled with an accept processor 2002.
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When a request is received by the request processor/acknowledge generator 2000, the
VTP engine 1904B may associate a VTP with the received request. The VTP associated with
the received request is then sorted in order of priority by the sorted VTP queue 1800. The
request associated with the highest priority VTP in the sorted VTP queue 1800 is accepted by
the accept processor 2002, and an accept to that request is sent out to the switch fabric from the
accept processor 2002. A data packet associated with the accepted request is then received
from the switch fabric to the packet buffer 2004, sent via switch fabric receive enqueue 624 and

SDRAM controller 604 to the SDRAM.

Figure 21 is a block diagram of an output flow scheduler according to an embodiment
of the present invention. The output flow scheduler 612 is shown to be coupled with queue
resources 606, network transmit dequeue 626, and SDRAM controller 604. The output flow
scheduler 612 is shown to include a VTP engine 1904C coupled with a sorted VTP queue 1800.
The VTP engine 1904C utilizes information stored in queue resources 606, such as the
SDRAM location of the packet being evaluated. The VTP engine 1904C determines a VTP for
the packet being evaluated and the sorted VTP queue 1800 organizes the VTPs into a priority
order. A data packet associated §vith the highest priority VTP of the sorted VTP queue 1800 is
then retrieved from the SDRAM via the SDRAM controller 604 and sent out to the network,

via the network transmit dequeue 626.

Figure 22 is a block diagram of a VTP engine according to an embodiment of the
present invention. Examples of the VTP engine 1904 shown in Figure 22 include VTP engines
1904A - 1904C of Figures 19 - 21. The VTP engine 1904 calculates a VTP of a packet based
on user configured instructions stored in the sequence memory 2200. The sequence memory
contains a plurality of locations, such as 256 locations. This size of each location depends on

the width of the instructions. For example, a size of a location can be 16 - 40 bits per location.

The sequence memory 2200 is shown to be coupled to an instruction register 2202
which holds the current instruction which is about to be executed. The instruction register 2202
is expected to be much smaller than the sequence memory 2200, for example, it may include

one location of 16 - 40 bits.
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The instruction register 2202 is shown to be coupled to an instruction decode 2204. The
instruction decode 2204 serves the function of controlling various components such as the set
of registers 2212, ALU 2214, comparators 2216, and the shifter 2218. Standard logic may be

utilized for the instruction decode 2204.

The instruction decode 2204 is shown to be coupled to a next address logic 2206. The
next address logic serves the function of requesting the next instruction which is to be executed.
The instruction decode 2204 controls the various components via a control bus 2250. The next
address logic 2206 accesses the various components through data bus 2258, and accesses
condition code and status information through connection 2256. The next address can be

determined based on status indicated by various status registers.

The VTP engine is also shown to include a current time register 2208 which indicates
the current time. The VTP engine also includes a length register 2210 which indicates the
length of a packet. A set of registers 2212 provides temporary storage and parameters, such as
current system potentials and operations. The set of registers 2212 is coupled to the arithmetic
logic unit (ALU) 2214 via data bus 2254. The VTP engine 1904 is also shown to include
comparators 2216 which can perform comparison functions such as equal, greater than, or less
than. A shifter 2218 is also shown to be included. The shifter 2218 is shown to be coupled to

set of registers 2212 via a data bus 2252.

The various buses may have any suitable width, such as a width of approximately 32
bits - 64 bits. There may be any suitable number of comparators in comparators 2216, such as
approximately 1 - 4 comparators. The shifter 2218 may perform any suitable number of shifts,
such as approximately 32 bit shifts. The set of registers 2212 may include any number of

locations, such as 4 locations - 32 locations.

The set of registers 2212 may temporarily store information such as the value of VTP
for a particular packet. The sequence memory 2200 provides a sequence of instruction

following algorithm for calculating a VTP of a particular packet.

The instruction decode 2204 may issue various commands to various components via
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control bus 2250. Examples of such commands include move, add, subtract, shift right, shift

left, compare, Max and Min.

Figure 23 is a flow diagram of a method according to an embodiment of the present
invention executed by the input flow scheduler. such as the input flow scheduler 608 shown in
Figure 19. A data packet is initially received by the input flow scheduler, via operation 2300.
An input flow virtual time potential (VTP) is computed for the received data packet, via
operation 2302. The received packet is then sorted into an appropriate queue, via operation
2304. The appropriate queue 1s expected to be identified in the packet header by the search
engine of the traffic classifier 204, such as search engine 408 of Figure 4. The queue associated
with the received packet may be a sorted priority queue, indicating the priority of the packet.
The input flow VTP computed for the received packet is then sorted in relation to other VTPs

which have been computed for other received packets.

Each sorted input flow VTP in the VTP queue is then tagged to associate each VTP with
a corresponding packet in a corresponding queue, via operation 2306. A request to the fabric
controller is then sent, via operation 2308. This request is a request to send a packet of highest
priority in the VTP queue (for example, the lowest input flow VTP), and identifies a destination
for the packet. It is then determined whether an acknowledgment has been received in response
to the request, via operation 2310. If no acknowledgment has been received, then another
request is sent to the fabric controller for a packet with the next highest priority, via operation
2312. This second request would also identify a destination for the second highest priority
packet. It is then again determined if an acknowledgment to any of the requests has yet been

received, via operation 2310.

If an acknowledgment is received, via operation 2310, then it is determined if the
acknowledgment can be accepted, via operation 2314. If the acknowledgment cannot be
accepted, via operation 2314, then the acknov\}ledgment is ignored, via operation 2316, and
another request is sent to the fabric controller for the packet with the next highest priority via
operation 2312. If, however, the acknowledgment can be accepted, via operation 2314, then an

acceptance 1s sent out, via operation 2318.
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Figure 24 is a flow diagram of a method according to an embodiment of the present
invention executed by a connection scheduler, such as the connection scheduler shown in
Figure 20. Assume for this example port O is attempting to send a packet to port 3. Port 0
sends a request to the fabric controller to send a packet to port 3, via operation 2400. The fabric
controller receives and passes the request to port 3, via operation 2402. Port 3 then computes
its own VTP (connection VTP) every time it receives a request, via operation 2404.
Accordingly, a connection VTP is computed and associated with each request. Port 3 then
acknowledges the request associated with its highest priority connection VTP (for example, the
smallest VTP), via operation 2406. Port 3 then communicates to the fabric controller that it
acknowledges the request associated with the highest priority connection VTP, via operation

2408.

It is then determined whether port 3’s acknowledgment is for port 0’s request, via
operation 2410. If port 3’s acknowledgment is not for port 0’s request, then port 0’s request is
not acknowledged, via operation 2412, and port 0 does not send its packet to port 3. If,
however, port 3’s acknowledgment is for port 0’s request, via operation 2410, then the fabric

controller gives permission to port 0 for transmission of the packet to port 3, via operation

2414.

Figure 25 is a flow diagram of a method according to an embodiment of the present
invention which is executed by the output flow scheduler, such as the output flow scheduler
612 of Figure 21. A packet is received by the output flow scheduler, via operation 2500. An
output flow VTP is then computed for the received packet, via operation 2502. The received
packet is then sorted into an appropriate queue (sorted priority queue), via operation 2504.
Each sorted output flow VTP is then tagged to be associated with a packet in a corresponding
queue, via operation 2506. Packets from memory are then dequeued based on the sorted

priority queue, via operation 2508. Any suitable scheduling mechanisms may be implemented.

Figure 26 is a flow diagram of a method according to an embodiment of the present
invention for sorting the priority VIP queue, such as the sorted priority VTP queue 1800 of

Figure 18. A new VTP is received, via operation 2600. It is then determined whether the
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sorted priority VTP queue is empty, via operation 2602. If the sorted priority VTP queue is
empty, via operation 2602, then the new VTP is made to be the head VTP, via operation 2604.
If, however, the sorted priority VTP queue is not empty, via operation 2602, then a head VTP
(highest priority VTP with in the sorted priority VTP queue) is compared with the new VTP,
via operation 2606. One example of an indication of the highest priority VTP is the lowest

numbered VTP.

It is then determined whether the new VTP is of lower priority than the head VTP, via
operation 2608. One example of determining whether the new VTP is of lower priority than
the head VTP is by comparing the VTP numbers, for instance, the lower VTP number, the
higher the priority. If the new VTP is of higher priority than the head VTP, via operation 2608,
then the new VTP is added in the queue before the current head VTP, making the new VTP the

new head VTP, via operation 2612.

If the new VTP is not of higher priority than the current head VTP, via operation 2608,
then the next entry in the sorted priority VTP queue is compared with the new VTP, via
operation 2610. It is then determined whether this next entry is empty (beyond the last entry),
via operation 2614. If this next entry is empty, then the new VTP is added as the new tail of the
sorted priority VTP queue, via operation 2618. If, however, this next entry is not empty, via
operation 2614, then it is determined whether the new VTP is higher priority than the current
entry being evaluated in the sorted priority queue, via operation 2616. If the new VTP is not
higher priority than the current entry in the sorted priority VTP queue, then the next entry in
sorted priority VTP queue is compared with the new VTP, via operation 2610. If, however, the
new VTP is higher priority than the current entry in the sorted priority VTP queue, via
operation 2616, then the new VTP is added to the sorted priority VIP queue before the

currently evaluated entry, via operation 2620.

Figure 27 is an illustration of interactions between the SDRAM, such as SDRAM 606
of Figure 5, and memory controller, such as memory controller 604 of Figure 5. Figure 27
shows two SDRAMs 408A - 408D, each including two banks 2700A - 2770D. Alternatively, a

single SDRAM may be utilized with multiple banks, such as four banks. Data may be received
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from the network and written into SDRAM 408B via the network receive enqueue, such as
network receive enqueue 620 of Figure 5. Data in the SDRAM 408B may also be read a switch
fabric transmit dequeue such as switch fabric transmit dequeue 622 of Figure 5, wherein data is
read from the SDRAM 408B to be sent to the switch fabric. Data may aiso be written to
SDRAM 408A via switch fabric receive enqueue, such as switch fabric receive enqueue 624 of
Figure 5, wherein data is received from the switch fabric and written into SDRAM 408A. Data
may also be read from SDRAM 408A via the network transmit dequeue, such as network

transmit dequeue 626 of Figure S to transmit data out into a network.

Figure 28 is an illustration of a conventional interaction between a SDRAM controller
and a SDRAM. When a SDRAM has multiple banks, such as bank A and bank B, the SDRAM
controller typically alternates writing into a bank, such as bank A, and precharging the
remaining bank, such as bank B. In the illustration shown in Figure 28, assume that 257 bits
are to be written into the SDRAM. Assume that each bank is separated into 256 byte portions.
The SDRAM controller writes 256 bytes into bank A while precharging bank B in preparation
for being written into. After 256 bytes have been written into bank A and bank B has been
precharged, then the remaining bytes are written into bank B. In this example, one byte is
written into bank B. In the mean time, bank A will be precharged. Bank A may typically not
be written into until both bank B has completed its right function and bank A has been
precharged. Accordingly, although only one byte is written into bank B, the remaining
bandwidth 2800A-2800B is wasted since no more is to be written into bank B, however bank A

can not be written into until bank A has completed its precharge.

Figure 29 is an illustration of the interaction between the SDRAM controller and the
SDRAM according to an embodiment of the present invention. The present invention solves
the problem of wasted bandwidth by splitting the total number of bytes to be written into two
relatively large chunks. For example, if 257 bytes are to be written, and only 256 bytes can be
written in a given portion of the SDRAM, then the bytes may be split into two relatively large
chunks, such as 192 bytes and 65 bytes to be written into two different portions of the SDRAM.
In this example, 192 bytes are written into bank A while bank B is being precharged. Since the
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portion 2900A is not completely written with bytes, there is not a significant difference
between the time it takes to precharge bank B and the time it takes to write into bank A. As
soon as both bank B is precharged and bank A has been written into, then bank B may be
written into while bank A is precharged in SDRAM portion 2900B. In this instance, 65 bytes
are written into bank B in portion 2900B while bank A is being precharged. Since a larger
amount of bank B is written into, there is not a significant difference between the time it takes
to write into bank A and the time it takes to precharge bank A. Accordingly, the SDRAM
controller bandwidth is optimized (i.e. less time is wasted between accessing various portions

2900A - 2900C of the SDRAM).

Figure 30 is a flow diagram of a method for writing into a memory, such as SDRAM,
according to an embodiment of the present invention. The method of Figure 30 is to be
executed by the SDRAM controller, such as SDRAM controller 604 of Figure 5. Initially, the
SDRAM controller is idle, via operation 3000. Data is then received by the SDRAM controller,
via operation 3002. It is then determined whether an end of packet (EOP) and size of packet
are less than or equal to 256, via operation 3004. If the EOP and packet size is less than or

equal to 256, via operation 3004, then the data is written into memory, via operation 3006.

If EOP and size is not less than or equal to 256, via operation 3004, then it is
determined whether the packet size is greater than 256, via operation 3008. If the size of the
packet is not greater than 256, via operation 3008, then it is again determined whether the end
of packet and packet size are less than or equal to 256, via operation 3004. If the packet size is
greater than 256, via operation 3008, then it is determined whether EOP and packet size is less
than 320, via operation 3010. If EOP and packet size are not less than 320, then it is
determined if the packet size is greater or equal to 320, via operation 3012. If the packet size is
not greater or equal to 320, then it is again determined whether EOP and packet size is less than
320, via operation 3010. If packet size is greater or equal to 320, via operation 3012, then 256
bytes are written into a memory segment, via operation 3014. An example of a memory
segment is bank A of portion 2900A of Figure 29. It is then again determined if end of packet

and size is less than or equal to 256, via operation 3004.
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If end of packet and packet size is less than 320, via operation 3010, then a
predetermined number of bytes are written into a first memory segment of the SDRAM, via
operation 3016. An example of the predetermined number of bytes to be written into the
memory segment is 256 - (64-+(packet size - 256)) = 256 - (size - 192). Note that in this
example, it is assumed that each memory segment of the SDRAM includes 256 bytes. The
remaining data from the received data is then written into a second memory segment, such as

memory segment bank B of portion 2900B of Figure 29, via operation 3018.

Figure 31 is a block diagram of a general purpose computer system 3100 suitable for
carrying out the processing in accordance with one embodiment of the present invention. Other
computer system architectures and configurations can be used for carrying out the processing of
the present invention. Computer system 3100, made up of various subsystems described
below, includes at least one microprocessor subsystem (also referred to as a central processing
unit, or CPU) 3102. That 1s, CPU 3102 can be implemented by a single-chip processor or by
multiple processors. CPU 3102 is a general purpose digital processor which controls the
operation of the computer system 3100. Using instructions retrieved from memory 3110, the
CPU 3102 controls the reception and manipulation of input data, and the output and display of

data on output devices.

CPU 3102 is coupled bi-directionally with memory 3110 which can include a first
primary storage, typically a random access memory (RAM), and a second primary storage area,
typically a read-only memory (ROM). As is well known in the art, primary storage can be used
as a general storage area and as scratch-pad memory, and can also be used to store input data
and processed data. It can also store programming instructions and data, in the form of data
objects and text objects, in addition to other data and instructions for processes operating on
CPU 3102. Also as well known in the art, primary storage typically includes basic operating
instructions, program code, data and objects used by the CPU 3102 to perform its functions.
Primary storage devices 3110 may include any suitable computer-readable storage media,
described below, depending on whether, for example, data access needs to be bi-directional or

uni-directional. CPU 3102 can also directly and very rapidly retrieve and store frequently
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needed data in a cache memory (not shown).

A removable mass storage device 3112 provides additional data storage capacity for the
computer system 3100, and is coupled either bi-directionally or uni-directionally to CPU 3102.
For example, a specific removable mass storage device commonly known as a CD-ROM
typically passes data uni-directionally to the CPU 3102, whereas a floppy disk can pass data bi-
directionally to the CPU 3102. Storage 3112 may also include computer-readable media such
as magnetic tape, flash memory, signals embodied on a carrier wave, PC-CARDS, portable
mass storage devices, holographic storage devices, and other storage devices. A fixed mass
storage 3120 can also provide additional data storage capacity. The most common example of
mass storage 3120 is a hard disk drive. Mass storage 3112, 3120 generally store additional
programming instructions, data, and the like that typically are not in active use by the CPU
3102. It will be appreciated that the information retained within mass storage 3112, 3120 may
be incorporated, if needed, in standard fashion as part of primary storage 3110 (e.g. RAM) as

virtual memory.

In addition to providing CPU 3102 access to storage subsystems, bus 3114 can be used
to provide access other subsystems and devices as well. In the described embodiment, these
can include a display monitor 3118, a network interface 3116, a keyboard 3104, and a pointing
device 3106, as well as an auxiliary input/output device interface, a sound card, speakers, and
other subsystems as needed. The pointing device 3106 may be a mouse, stylus, track ball, or

tablet, and is useful for interacting with a graphical user interface.

The network interface 3116 allows CPU 3102 to be coupled to another computer,
computer network, or telecommunications network using a network connection as shown.
Through the network interface 3116, it is contemplated that the CPU 3102 might receive
information, e.g., data objects or program instructions, from another network, or might output
information to another network in the course of performing the above-described method
operations. Information, often represented as a sequence of instructions to be executed on a
CPU, may be received from and outputted to another network, for example, in the form of a

computer data signal embodied in a carrier wave. An interface module or similar device and
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appropriate software implemented by CPU 3102 can be used to connect the computer system
3100 to an external network and transfer data according to standard protocols. That is, method
embodiments of the present invention may execute solely upon CPU 3102, or may be
performed across a network such as the Internet, intranet networks, or local area networks, in
conjunction with a remote CPU that shares a portion of the processing. Additional mass
storage devices (not shown) may also be connected to CPU 3102 through network interface

3116.

An auxiliary I/O device interface (not shown) can be used in conjunction with computer
system 3100. The auxiliary I/O device interface can include general and customized interfaces
that allow the CPU 3102 to send and, more typically, receive data from other devices such as
microphones, touch-sensitive displays, transducer card readers, tape readers, voice or
handwriting recognizers, biometrics readers, cameras, portable mass storage devices, and other

computers.

In addition, embodiments of the present invention further relate to computer storage
products with a computer readable medium that contain program code for performing various
computer-implemented operations. The computer-readable medium is any data storage device
that can store data which can thereafter be read by a computer system. The media and program
code may be those specially designed and constructed for the purposes of the present invention,
or they may be of the kind well known to those of ordinary skill in the computer software arts.
Examples of computer-readable media include, but are not limited to, all the media mentioned
above: magnetic media such as hard disks, floppy disks, and magnetic tape; optical media such
as CD-ROM disks; magneto-optical media such as floptical disks; and specially configured
hardware devices such as application-specific integrated circuits (ASICs), programmable logic
devices (PLDs), and ROM and RAM devices. The computer-readable medium can also be
distributed as a data signal embodied in a carrier wave over a network of coupled computer
systems so that the computer-readable code is stored and executed in a distributed fashion.
Examples of program code include both machine code, as produced, for example, by a

compiler, or files containing higher level code that may be executed using an interpreter.
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It will be appreciated by those skilled in the art that the above described hardware and
software elements are of standard design and construction. Other computer systems suitable for
use with the invention may include additional or fewer subsystems. In addition, bus 3114 is
illustrative of any interconnection scheme serving to link the subsystems. The computer system
shown in Fig. 31 is but an example of a computer system suitable for use with the invention.
Other computer architectures having different configurations of subsystems may also be

utilized.

Although the present invention has been described in accordance with the embodiment
shown, one of ordinary skill in the art will readily recognize that there could be variations to the
embodiment and these variations would be within the spirit and scope of the present invention.
Accordingly, many modifications may be made by one of ordinary skill in the art without

departing from the spirit and scope of the appended claims.
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CLAIMS
What is claimed is:
1. An apparatus for managing packets, comprising:

a memory controller arranged to maintain a plurality of queues, each queue being

capable of storing a plurality of packets; and
a scheduler arranged to associate packets with selected queues.
2. An apparatus for managing packets, comprising:

a memory controller arranged to maintain a plurality of queues, each queue being

capable of storing a plurality of packets; and
a scheduler arranged to associate packets with selected queues,

wherein the scheduler is hardwired and operable to be programmed with various

scheduling algorithms.
3. An apparatus as recited in claim 2 wherein the scheduler comprises:

a programmable engine that is operable to calculate a virtual time potential (VTP) for
each incoming packet, wherein the calculated VTP for each packet is a function of the each

packet’s priority; and
a sorted VTP queue that organizes packets based on their calculated VTP.
4. An apparatus as recited in claim 3 wherein each packet’s priority is predetermined.

5. An apparatus as recited in claims 3 or 4 wherein the VTP is calculated as a starting

potential of the associated packet.

6. An apparatus as recited in claim 5 wherein the starting potential is a maximum of a

system potential or a finishing potential of the associated packet.
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7. An apparatus as recited in any of claims 3-6 wherein the VIP is a function of the

associated packet’s priority, length, and arrival time.
8. An apparatus as recited in any of claims 3-7 wherein each the VTP engine includes:
a sequence memory that receives a set of user configured instructions;

an instruction register coupled with the sequence memory, the instruction register being
arranged to hold a current one of the user configured instructions, the current user configured

instruction being about to be executed,;

a plurality of control registers arranged to store information relevant to calculating

VTPs;

an ALU arranged to perform mathematical calculations relevant for calculating the

VTPs;
a comparator arranged to perform comparisons;
a shifter arranged to perform shift operations; and

an instruction decode coupled with the instruction register and the control registers, the
ALU, the comparator, and the shifter, the instruction decode being arranged to control the

control registers, ALU, comparators, and shifter based on the current instruction.

9. An apparatus as recited in claim 8 wherein the VTP engine further includes a next
address logic coupled with the instruction decode arranged to request a next one of the user

configured instructions to be executed.
10.  An apparatus as recited in any of claims 3-9 wherein the scheduler further comprises:

a request generator coupled with a switch fabric, wherein the request generator makes a
request to send a selected packet that has a highest priority based on the selected packet’s

calculated VTP to a selected port of the switch fabric; and
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an accept generator coupled with the switch fabric, wherein the accept generator is
operable to receive an acceptance from the selected port in response to the request made by the
request generator, which acceptance triggers the selected packet to be dequeued and sent to the

switch fabric.
11.  An apparatus as recited in any of claims 3-9 wherein the scheduler further comprises:

a request processor coupled with a switch fabric, wherein the request processor receives
a request to send a selected packet from a selected port of the switch fabric and determines to
receive the selected packet when that packet has a highest priority based on the selected

packet’s calculated VTP; and

an accept generator coupled with the switch fabric, wherein the accept generator is
operable to send an acceptance from the selected port in response to the request received by the
request generator, which acceptance triggers the selected packet to be received by the selected

port.

12.  An apparatus as recited in any of claims 3-9 the scheduler further comprising a network
transmit dequeue arranged to transmit a selected packet having a highest priority based on the

calculated and associated VTP to a network.
13. An apparatus for managing packets, comprising:

a memory controller arranged to maintain a plurality of packets within a memory

device; and

a hole pointer cache for storing a plurality of hole pointers that access available portions
within the memory device, wherein the memory controller is further arranged to maintain the

hole pointer cache.

14.  An apparatus as recited in claim 13 wherein the memory device is a SDRAM memory
device.
15.  An apparatus as recited in claims 13 or 14 wherein the memory controller is further
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arranged to maintain hole pointers within the memory device when the hole pointer cache is

full.

16.  An apparatus as recited in any of claims 13-15 further comprising a next sequential free
pointer generator that determines a next available memory portion for a block of free space

within the memory device.

17.  An apparatus as recited in claim 16 wherein the memory controller is arranged to
allocate a selected memory portion within the memory device via the hole pointer cache instead
of the next sequential free pointer when there is an available hole pointer within the hole

pointer cache or within the memory device.

18.  An apparatus as recited in claim 17 wherein the memory controller is arranged to burst a
set of hole pointers from the memory device into the hole pointer cache when the hole pointer

cache is empty prior to allocating the selected memory portion via the hole pointer cache.

19.  An apparatus as recited in claims 16, 17, or 18 wherein the memory controller is
arranged to allocate the selected memory portion via the next sequential free pointer when there

is not an available hole pointer within the hole pointer cache or within the memory device.

20.  An apparatus as recited in claim 15 wherein the memory controller is arranged to store a
hole pointer to a deallocated memory portion of the memory device within the hole pointer

cache when the hole pointer cache is not full.

21.  An apparatus as recited in claim 20 wherein the memory controller is arranged to burst a
set of hole pointers from the hole pointer cache into the memory device when the hole pointer
cache is full and when a memory portion is being deallocated from the memory device and to
then store a hole pointer to the deallocated memory portion of the memory device within the

hole pointer cache.

22. A method for managing a memory device using a local hole pointer cache for storing
hole pointers to available memory segments within the memory device and a next sequential
free pointer generator for obtaining a next free pointer to a next available memory segment
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within an available sequential block of the memory device, the method comprising:

when a memory segment within the external memory is deallocated, storing a hole
pointer referencing the deallocated memory segment within the hole pointer cache when the

hole pointer cache is not full; and

when a memory segment within the memory device is deallocated and the hole pointer
cache is full, bursting the hole pointers within the hole pointer cache to the memory device and
then storing the hole pointer referencing the deallocated memory segment within the hole

pointer cache.
23. A method as recited in claim 22 further comprising:

when there is a request for a free pointer referencing an available memory segment
within the memory device, allocating a hole pointer from the hole pointer cache when there are

hole pointers available; and

when there is a request for a free pointer referencing an available memory segment
within the memory device, allocating the next free pointer from the next sequential free pointer

generator when there are no hole pointers available.

24. A method as recited in claim 23 further comprising prior to allocating the hole pointer
from the hole pointer cache, bursting one or more hole pointers from the memory device into

the hole buffer cache when the hole pointer cache is empty and there are hole pointers present.
25.  An apparatus for managing packets within a memory device, comprising:

a memory controller arranged to maintain a plurality of packets within a memory device

having a first bank and a second bank into which packet segments may be written,

wherein the memory controller is further arranged to divide packets into segments

having a size that minimizes the memory device’s bandwidth.
26.  An apparatus as recited in claim 25 wherein the memory controller divides a selected
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packet when the selected packet has a size that is larger than either the first or second bank of

the memory device.

27.  An apparatus as recited in claim 26 wherein the memory controller divides a selected
packet into a first predetermined number of bytes that are written into the first memory bank

and a second predetermined number of bytes that are written into the second memory bank.

28.  An apparatus as recited in claim 27 wherein the first predetermined number of bytes is
calculated to be a memory size of the first memory bank minus the packet size plus about 75
percent of the memory size when the packet size is less than or equal to a predetermined

maximum size.

29.  An apparatus as recited in claim 28 wherein the first predetermined number of bytes is
equal to the memory size of the first bank when the packet size is less than the predetermined

maximum size

30. A method for managing packets within a memory device having a first bank and a
second bank into which packet segments may be written, each of the first and second bank

having a same bank size, the method comprising:

when a selected packet’s size is greater than the bank size, dividing a selected packet

into a first segment and a second segment;
writing the first segment into the first bank;
writing the second segment into the second bank,

wherein the first and the second segment each has an associated segment size that is

selected to minimize the memory device’s bandwidth;

31. A method as recited in claim 30 wherein when the packet size is greater than or equal to

a predetermined maximum size, the first segment’s associated segment size is selected to equal

the bank size.
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32. A method as recited in claim 31 wherein the bank size is 256 bytes and the

predetermined maximum size is 320 bytes.

33. A method as recited in claim 31 wherein when the packet size is less than the
predetermined maximum size, the first segment’s associated segment size is selected to be

substantially less than the bank size.

34. A method as recited in claim 33 wherein when the packet size is less than the
predetermined maximum size, the first segment’s associated segment size is selected to be the

bank size minus the packet size plus about 75 percent of the bank size.
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