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DATA TRANSCRIPTION IN ADATA STORAGE 
DEVICE 

FIELD OF THE INVENTION 

0001. The present invention relates generally to data 
storage devices. More particularly, the present invention 
relates to data transcription in a data storage device. 

BACKGROUND OF THE INVENTION 

0002 Mass storage devices are one of many components 
of modern computers. One type of mass storage device is a 
fixed disc drive. Such drives are used to store vast amounts 
of information relating to operating systems, applications, 
user data and copyrighted information (licensed software, 
digital music, video, books, etc.). Some of this information 
is critical to the functioning of the host system in which the 
disc drive operates. In addition, the recent dramatic decrease 
in the cost of disc drives has resulted in them being used in 
many non-conventional applications. Such as, audio/video 
applications, internet set-top boxes, gaming stations, etc. All 
these applications require special Software to be pre-loaded 
onto a disc. If application software or other critical infor 
mation is intentionally or unintentionally overwritten, Sig 
nificant losses could occur. Thus, these applications require 
sophisticated write protection security features. Further, 
schemes for prevention of unauthorized access of confiden 
tial data are also required. 
0003 Currently, write protection schemes, and schemes 
for the prevention of unauthorized access of data (user data 
and copyrighted information) are primarily implemented in 
the host computer, with the disc drive having little or no 
control over the operation of these schemes. Such host 
dependent Schemes may, under certain conditions, expose 
confidential information to a user of the host computer who 
is not an owner of the confidential information. Therefore, 
there is a need for such information to be protected by a 
scheme that operates substantially independently of the host 
computer. 

0004 Embodiments of the present invention provide 
solutions to these and other problems, and offer other 
advantages over the prior art. 

SUMMARY OF THE INVENTION 

0005 The present invention relates to a system for tran 
Scription of confidential data that is implemented within a 
data storage device and operates Substantially independently 
of a host computer, thereby addressing the above-mentioned 
problem. 

0006. In accordance with an embodiment of the inven 
tion, a method of protecting information in a data storage 
device is provided. The method includes receiving, in the 
data storage device, encrypted data via a host computer in 
which the data storage device is employed. The encrypted 
data is then decrypted, and re-encrypted, in the data storage 
device. The decryption and re-encryption (transcription) is 
performed substantially independently of the host computer. 

0007 Another mode of operation is when the host com 
puter requests stored encrypted data, which is to be 
encrypted with a different cipher and/or with a different key 
than the stored data was encrypted with. The data storage 
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device retrieves the requested blocks of data, decrypts them, 
and re-encrypts these blocks of data before transferring them 
to the host. 

0008. The present invention can also be implemented as 
a data storage device which tangibly embodies a program of 
instructions executable by a controller of the data storage 
device to perform the above transcription method. 
0009. These and various other features as well as advan 
tages, which characterize the present invention, will be 
apparent upon reading the following detailed description and 
review of the associated drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0010 FIG. 1 is an isometric view of a disc drive in which 
embodiments of the present invention are useful. 
0011 FIG. 2 is a diagrammatic view of a surface of a disc 
employed in the disc drive of FIG. 1. 
0012 FIG. 3 is a block diagram showing a disc drive of 
the present invention coupled to a host computer. 
0013 FIG. 4 is a flowchart of a transcription-before 
storage method embodiment of the present invention. 
0014 FIG. 5 is a flowchart of a transcription-after 
storage method embodiment of the present invention. 

DETAILED DESCRIPTION OF ILLUSTRATIVE 
EMEBODIMENTS 

0015 Referring no to FIG. 1, an isometric view of a disc 
drive 100 in which embodiments of the present invention are 
useful is shown. The same reference numerals are used in the 
various figures to represent the same or similar elements. 
Disc drive 100 includes a housing with a base 102 and a top 
cover (not shown). Disc drive 100 further includes a disc 
pack 106, which is mounted on a spindle motor 132 (shown 
in FIG. 3) by a disc clamp 108. Disc pack 106 includes a 
plurality of individual discs, which are mounted for co 
rotation about central axis 109. In some embodiments, 
instead of utilizing a disc pack, a single disc 106 is 
employed. Each disc Surface has an associated disc head 
slider 110 which is mounted to disc drive 100 for commu 
nication with the disc surface. Surfaces of disc 106 are 
usually divided into Zones, with each Zone including mul 
tiple adjacent tracks. In the example shown in FIG. 1, sliders 
110 are supported by suspensions 112 which are in turn 
attached to track accessing arms 114 of an actuator 116. The 
actuator shown in FIG. 1 is of the type known as a rotary 
moving coil actuator and includes a voice coil motor 
(VCM), shown generally at 118. Voice coil motor 118 rotates 
actuator 116 with its attached heads 110 about a pivot shaft 
120 to position heads 110 over a desired data track along an 
arcuate path 122 between a disc inner diameter 124 and a 
disc outer diameter 126. Voice coil motor 118 is driven by 
servo electronics, which is included in control circuitry (or 
controller) 130, based on signals generated by heads 110 and 
a host computer 300 (shown in FIG. 3). 
0016 Referring now to FIG. 2, a disc surface 200 of a 
typical disc (such as a disc of disc pack 106 of FIG. 1) is 
shown. Each disc surface includes a plurality of radially 
concentric tracks to aid in location and readback of data. 
Each track (such as 202) is further broken down into a 
plurality of sectors (or physical memory locations), which 
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further aid in location of a particular unit of information. In 
FIG. 2, portion 204 represents a single sector. These sectors 
are addressed using a linear addressing scheme called logi 
cal block addressing (LBA). For example, in a 540 Meg 
drive, LBAO corresponds to sector 1 (the first sector) of head 
0 (the first head), cylinder or track 0 (the first cylinder or 
track), and Successively proceeds along to the last physical 
sector on the drive which would be LBA 1,065,456. As used 
herein, logical block addressing represents any linear 
addressing scheme. 
0017. As mentioned above, disc drive 100 is a component 
of a computer and is utilized to store vast amounts of 
information relating to operating systems, applications, and 
other data (user data, copyrighted information, etc.). As 
indicated earlier, current schemes for the prevention of 
unauthorized access of data are primarily implemented in 
the host computer, with the disc drive having little or no 
control over the operation of these schemes. 
0018. The present invention is described below in con 
nection with FIG. 3 which is a block diagram showing disc 
drive 100 of the present invention coupled to a host com 
puter 300. In general, the present invention addresses ear 
lier-mentioned problems with the prior art by providing a 
system for transcription of confidential information, which 
is implemented within disc drive 100 and is substantially 
transparent to host computer 300. For a better understanding 
of the data transcription system of the present invention, an 
environment in which disc drive 100 of the present invention 
is useful is first described below. Thereafter, details regard 
ing data transcription within disc drive 100 in accordance 
with the present invention are provided. 
0019. In FIG. 3, disc drive 100 is coupled to host 
computer 300, which is an exemplary general-purpose com 
puting device. Components of computer 300 may include a 
processing unit 310, a system memory 320, and a system bus 
311 that couples various system components including the 
system memory to the processing unit 310. System bus 311 
may be any of several types of bus structures including a 
memory bus or memory controller, a peripheral bus, and a 
local bus using any of a variety of bus architectures. 
0020. A user may enter commands and information into 
computer 300 through input devices such as a keyboard 342 
and a pointing device 341. Such as a mouse, trackball or 
touchpad. These and other input devices are often connected 
to the processing unit 310 through a user input interface 340 
that is coupled to the system bus. A monitor 371 or other 
type of display device is also connected to system bus 311 
via an interface, such as a video interface 370. Computer 300 
may operate in a networked environment using logical 
connections to one or more remote computers, such as a 
remote computer 360 on which remote application programs 
365 reside. The logical connections depicted in FIG. 3 
include a local area network (LAN) 351 and a wide area 
network (WAN) 353, but may also include other networks. 
When used in a LAN networking environment, computer 
300 is connected to LAN 351 through a network interface or 
adapter 350. When used in a WAN networking environment, 
computer 300 typically includes a modem 352 or other 
means for establishing communications over WAN 353, 
Such as the Internet. 

0021. As mentioned above, computer 300 includes sys 
tem memory 320 that is coupled to processing unit 310 via 
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system bus 311. System memory 320 includes computer 
storage media in the form of volatile and/or nonvolatile 
memory such as read only memory (ROM) 321 and random 
access memory (RAM) 322. A basic input/output system 
323 (BIOS), containing the basic routines that help to 
transfer information between elements within computer 300, 
such as during start-up, is typically stored in ROM 321. 
RAM 322 typically contains data and/or program modules 
that are immediately accessible to and/or presently being 
operated on by processing unit 310. By way of example, 
FIG. 3 illustrates operating system 324, application pro 
grams 325, other program modules 326, and program data 
327. 

0022. As can be seen in FIG. 3, disc drive 100 is coupled 
to computer 300 via host-disc interface 330. Computer 300 
transfers data to and reads data from disc drive 100 via 
host-disc interface 330. Host-disc interface 330 may be any 
type of data exchange interface for coupling a disc drive to 
a host computer, such as SCSI (Small Computer System 
Interface), UDMA (Ultra Direct Memory Access), ATA 
(Advance Technology Attachment), or other standards as are 
known in the industry or are developed in the future. 
0023. In disc drive 100, data is received from, or pro 
vided to, host computer 300 with the help of controller 130, 
which also implements the data transcription scheme of the 
present invention. In general, controller 130 carries out its 
functions by executing instructions contained in instruction 
memory 133. 
0024 Disc drive 100 provides storage of computer read 
able instructions, data structures, program modules and 
other data for computer 300. In FIG. 3, for example, disc 
drive 100 is illustrated as storing operating system 134, 
application programs 135, other program modules 136, and 
program data 137. Note that these components can either be 
the same as or different from operating system 324, appli 
cation programs 325, other program modules 326, and 
program data 327. Operating system 134, application pro 
grams 135, other program modules 136, and program data 
137 are given different numbers here to illustrate that, at a 
minimum, they are different copies. 
0025 Operating system 134, application programs 135, 
other program modules 136, and program data 137 are 
stored as files, with each file being stored over a cluster of 
sectors (or physical memory locations) referenced through 
LBAs. It should be noted that the organization and structure 
of files is controlled by the host computer with the help of 
the operating system. In general, a disc drive controller 
(such as 130) operates independently of the operating sys 
tem and is therefore unaware of any LBA-file relationships. 
In other words, if the host computer (such as 300) sends data 
corresponding to a file to the disc drive (such as 100), the 
information reaches the disc controller (such as 130) as data 
to be stored in an LBA range. In response to receiving the 
data storage information, the controller (such as 130), with 
the help of head 110, simply stores the data in physical 
memory locations that correspond to the specified LBA 
range. 

0026. In general, the transcription scheme of the present 
invention, which is implemented in controller 130 and 
described in detail further below, is useful protecting certain 
confidential information that a user of the host computer 
does not own. For example, consider the case of a video 
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stream that originated from a secure server (such as 360) and 
is currently stored or buffered in disc drive 100 for eventual 
playback on a secure video card (such as 370), which is 
capable of processing encrypted data. This video data has to 
be protected from malicious users, from accidental user 
errors and from compromised hosts (hosts with viruses, 
worms, spyware, etc.). Prior art host-level data protection 
schemes cannot adequately secure Such data if for example, 
the host processor (such as 310) is interrupted as a result of 
the computer booting up in an insecure mode, thereby 
exposing the memory content, disc buffers, etc. To overcome 
these problems, the present invention provides a means to 
manipulate (copy, move, backup, restore) data without 
exposing the data to the host computer (or the user) in the 
clear (in an unencrypted form). 

0027 Specifically, in accordance with the present inven 
tion, controller 130 is configured to receive encrypted data 
(such as the video stream mentioned above) via host com 
puter 300 in which data storage device 100 is employed. 
Controller 130 then decrypts, and re-encrypts, the received 
encrypted data. Controller 130 subsequently sends the re 
encrypted data, via host computer 300, to another secure 
entity (such as video card 370), which is capable of decrypt 
ing the re-encrypted data. This technique ensures that no 
unencrypted data is exposed to the host computer. It should 
be noted that encrypted data received in disc drive 100 form 
a secure server (such as 360) is first decrypted and then 
re-encrypted in order to provide the data in a form that the 
secure entity (such as video card 370) can process. Instruc 
tions for data decryption, re-encryption (transcription) and 
other corresponding functions, which controller 130 is 
capable of executing, are stored in instruction memory 133. 

0028. It should be noted that the above-described tran 
Scription process is carried out to protect data corresponding 
to specific files. As mentioned above, the organization and 
structure of files is controlled by the host computer with the 
help of the operating system. Further, as noted earlier, disc 
drive controller (such as 130) operates independently of the 
operating system and is therefore unaware of any LBA-file 
relationships. Consequently, although blocks of data that 
constitute files are decrypted and re-encrypted in disc drive 
100, host computer 300 has to make associations between 
the blocks that constitute any particular file. In accordance 
with the present invention, host computer 300 can utilize 
transcription handles (unique identifiers (or numbers) asso 
ciated with each key) to select keys for data re-encryption 
(transcription), without being allowed access to the encryp 
tion keys themselves, thereby ensuring that confidential data 
is not exposed to the host in the clear. Table 1, shown below, 
is a transcription table that stores the encryption keys and the 
associated transcription handles along with other useful 
information for carrying out the transcription process. 

TABLE 1. 

Authentica 
tion and 

Transcrip- Encryp- Decryp- Authoriza 
tion tion Encryption tion Decryption tion 

Handle Key Algorithm Key Algorithm Information 

1 1010 
2 1011 
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0029 Tables 1 may be stored in non-volatile memory (on 
a disc Surface, for example). In accordance with an embodi 
ment of the present invention, a number of entries in the 
transcription table (equal to two in the example Table 1) and 
the transcription handles (such as 1 and 2 in Table 1) are 
known to host computer 300. However, the encryption keys 
(such as 1010 and 1011 in the example Table 1) are hidden 
from the host computer. Thus, as mentioned above, host 
computer 300 can utilize transcription handles to select keys 
for data re-encryption. In embodiments of the present inven 
tion, modified read and write commands are utilized for 
communicating read and write requests from the host com 
puter to the disc drive. The modified commands are struc 
tured such that transcription handles can be accommodated 
within the read/write requests when applicable, thereby 
ensuring association between blocks of data that constitute 
any particular transcripted file. This is necessary because 
individual blocks of data that constitute a file are typically 
scattered (not stored in contiguous LBAS). 

0030. It should be noted that the transcription table is 
created at the time of disc manufacture. Records are added 
to the transcription table(s) and/or modified after the disc 
drive (such as 100) is installed in the host computer (such as 
300). Additions, deletions and updates of records in the 
transcription table(s) can be carried out by utilizing any 
Suitable commands that are compatible with host-disc inter 
face protocols, for example. 

0031 Encryption keys are transferred in an encrypted 
form, to the drive, for storage in the transcription table. They 
are encrypted by the owner of the data, using, for example, 
a public key of the disc drive. Only the disc drive has a 
corresponding private key, and therefore the decryption of 
the keys used for the transcription process can take place 
only in the disc drive. In general, any entity can encrypt 
confidential information intended to be sent to the drive. 

0032. In some embodiments of the present invention, a 
user authentication process is carried out to determine 
whether or not a current user of the host computer (such as 
300) is authorized to see files, setup for transcription, in the 
clear. User authentication in connection with the transcrip 
tion scheme is preferably carried out at the time the user logs 
in to the host computer (such as 300). Authorized user 
identification information may be stored in, or tied (joined) 
to, the transcription table. In some embodiments, the user 
authentication procedure is primarily implemented in the 
operating system. In other embodiments, the user authenti 
cation procedure is primarily implemented in BIOS or in a 
BIOS extension, except providing the transcription handles 
for disc data transfer commands. It should be noted that no 
operating system changes are required when the user authen 
tication is implemented in the BIOS or BIOS extension. In 
Some embodiments, the user authentication scheme employs 
security tokens, biometric scanners, etc., which enhance the 
security of authentication beyond more basic pass phrases. 

0033. As mentioned above, contents of the transcription 
table(s) can be modified (records can be added, deleted 
and/or updated) by utilizing commands that are compatible 
with host-disc interface protocols. In embodiments of the 
present invention, a user authorization process is carried out 
to determine a level of access (no access, query only, or 
query and update) that a current user of the host computer 
(such as 300) has to the transcription table(s). The user 
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authorization process may be carried out in conjunction with 
the user authentication process using techniques similar to 
those described above. User authorization information may 
be stored in a hidden area of the disc drive and may be 
loaded into the host computer (such as 300) during the 
authorization process. 
0034. As mentioned above, disc drive 100 of the present 
invention is capable of decrypting encrypted data and then 
re-encrypting the decrypted data. The decryption and re 
encryption (transcription) can occur either before or after the 
data is stored on the disc surface(s). FIG. 4 is a flowchart 
400 of a transcription-before-storage method embodiment of 
the present invention. At step 402, a data storage device 
(such as 100) receives encrypted data via a host computer 
(such as 300) in which the data storage device is employed. 
At step 404, the data storage device decrypts the encrypted 
data. The data storage device then re-encrypts the decrypted 
data at step 406. At step 408, the data storage device stores 
the re-encrypted (transcripted) data on a storage medium 
(such as 200). FIG. 5 is a flowchart 500 of a transcription 
after-storage method embodiment of the present invention. 
At step 502, a host computer (such as 300) requests tran 
Scripted data blocks form a data storage device (such as 
100). At step 504, the data storage device retrieves, form a 
storage medium, stored encrypted data (which was previ 
ously sent to the data storage device and stored, without 
transcription, on the storage medium). At step 506, the data 
storage device decrypts the encrypted data. The storage 
device then re-encrypts the decrypted data at step 508. At 
step 510, the storage device transmits the re-encrypted 
(transcripted) data blocks to the host computer. Different 
techniques, some of which are set forth above, can be 
employed to carry out the steps shown in the flowchart of 
FIGS. 4 and 5 while maintaining substantially the same 
functionality without departing from the scope and spirit of 
the present invention. 
0035) In addition to being operational with general pur 
pose computer 300 (FIG. 3), disc drive 100 of the present 
invention is operational with numerous other general pur 
pose or special purpose computing system environments or 
configurations. Examples of well known computing sys 
tems, environments, and/or configurations that may be suit 
able for use with the invention include, but are not limited 
to, personal computers, server computers, hand-held or 
laptop devices, multiprocessor Systems, microprocessor 
based systems, set top boxes, programmable consumer elec 
tronics, network PCs, minicomputers, mainframe comput 
ers, distributed computing environments that include any of 
the above systems or devices, and the like. 
0036. It is to be understood that even though numerous 
characteristics and advantages of various embodiments of 
the invention have been set forth in the foregoing descrip 
tion, together with details of the structure and function of 
various embodiments of the invention, this disclosure is 
illustrative only, and changes may be made in detail, espe 
cially in matters of structure and arrangement of parts within 
the principles of the present invention to the full extent 
indicated by the broad general meaning of the terms in 
which the appended claims are expressed. For example, the 
particular elements may vary depending on the particular 
application for the data storage system while maintaining 
Substantially the same functionality without departing from 
the scope and spirit of the present invention. In addition, 
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although the preferred embodiment described herein is 
directed to a data transcription system for a disc drive data 
storage system, it will be appreciated by those skilled in the 
art that the teachings of the present invention can be applied 
to any data storage system in which host-independent data 
transcription is desired, without departing from the scope 
and spirit of the present invention. Further, the transcription 
scheme of the present invention may be implemented in 
hardware and/or software within the data storage device. 

What is claimed is: 
1. A method of protecting information in a data storage 

device, the method comprising: 
(a) receiving, in the data storage device, encrypted data 

via a host computer in which the data storage device is 
employed; and 

(b) decrypting, and re-encrypting, the encrypted data, 

wherein the decryption and re-encryption is carried out 
substantially independently of the host computer. 

2. The method of claim 1 further comprising sending the 
re-encrypted data to the host computer. 

3. The method of claim 1 wherein information related to 
the re-encrypted data is stored in a transcription table. 

4. The method of claim 3 wherein the transcription table 
is stored on a storage medium in the computer-readable data 
storage device. 

5. The method of claim 1 further comprising carrying out 
a user authentication process prior to carrying out steps (a) 
and (b), the user authentication process being carried out to 
determine whether or not the re-encrypted data can be 
shown to a current user of the host computer in an unen 
crypted form. 

6. The method of claim 5 wherein user identification 
information for the user authentication process is stored in a 
transcription table. 

7. The method of claim 6 wherein the user authentication 
process is carried out by a basic input/output system, which 
utilizes the user identification information from the tran 
scription table. 

8. The method of claim 6 wherein the user authentication 
process is carried out by a basic input/output system exten 
sion, which utilizes the user identification information from 
the transcription table. 

9. The method of claim 6 wherein the user authentication 
process is carried out by an operating system, which utilizes 
the user identification information from the transcription 
table. 

10. The method of claim 3 further comprising carrying out 
a user authorization process, the user authorization process 
being carried out to determine whether or not the transcrip 
tion table can be modified by a current user of the host 
computer. 

11. A storage device for use with a host computer, the 
device comprising: 

a controller configured to receive encrypted data via a 
host computer in which the data storage device is 
employed, and to decrypt, and re-encrypt, the 
encrypted data, 

wherein the decryption and re-encryption is carried out 
substantially independently of the host computer. 
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12. The apparatus of claim 11 wherein the controller is 
further configured to send the re-encrypted data to the host 
compter. 

13. The apparatus of claim 11 wherein information related 
to the re-encrypted data is stored in a transcription table. 

14. The apparatus of claim 11 wherein the controller is 
further configured to carry out a user authentication process 
prior to carrying out the receiving of the encrypted data and 
the decryption, and re-encryption, of the encrypted data, the 
user authentication process being carried out to determine 
whether or not the re-encrypted data can be shown to a 
current user of the host computer in an unencrypted form. 

15. The apparatus of claim 14 wherein user identification 
information for the user authentication process is stored in a 
transcription table. 

16. The apparatus of claim 14 wherein the user authen 
tication process is carried out by a basic input/output system 
in conjunction with the controller, the basic input/out system 
utilizes the user identification information from the tran 
scription table. 

17. The apparatus of claim 14 wherein the user authen 
tication process is carried out by a basic input/output system 
extension in conjunction with the controller, the basic input/ 
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output system extension utilizes the user identification infor 
mation from the transcription table. 

18. The apparatus of claim 14 wherein the user authen 
tication process is carried out by an operating system in 
conjunction with the controller, the operating system utilizes 
the user identification information from the transcription 
table. 

19. The apparatus of claim 13 wherein the controller is 
further configured to carry out a user authorization process, 
the user authorization process being carried out to determine 
whether or not the transcription table can be modified by a 
current user of the host computer. 

20. A data storage device for use with a host computer, the 
device comprising: 
means for decrypting, and re-encrypting, encrypted data 

received in the data storage device via a host computer 
in which the data storage device is employed, 

wherein the decryption and re-encryption is carried out 
substantially independently of the host computer. 


