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This invention relates to an information network such as a
telepoint network, having discrete communications units, such as
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telephone communications handsets (14), where each unit has a
user-inaccessible memory. The invention also applies to networks
of other units, such as smart cards. The network has regional con-
trollers (11 and 12) for funnelling information from base stations
(10) into a central controller (13). At the central controller, analy-
sis of past communications is carried out and, based upon this, in-
structions are sent out to selected regional controllers for pro-
gramming the memories of selected discrete units when those dis-
crete units next communicate with base stations associated with
the selected regional controllers.
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Information Network

Background of the Invention

This invention relates to an information network
which communicates with discrete communications units, such
as telephone communications handsets, "smart" cards or
other discrete devices having internal memory which is
inaccessible by the user of that device, but is only

accessible by the network itself.

Summary of the Prior Art

In the field of telepoint communications, i.e.
cordless public telephone communications, handsets are
provided which have a user programmable memory, such as for
programming frequently used telephone numbers, and a user
non-programmable memory, i.e. an r.f. programmakble memory,
which can only be programmed over the r.f. interface from a
base station.

In a telepoint'system, a large number of base
stations are provided, distributed across a wide area, e.q.
across the whole of the United Kingdom. It is necessary
periodically to communicate with each base station to
down-load to a central controller information regarding
activity at that base station, such as billing
information. It has been proposed that terminal management
computers are provided at regional points to provide a
regional centre for down-loading of information from base
stations in a region, and for the terminal management
computers to in turn down-load their information to a.
central billing processor. Such an arrangement has the
advantage of reducing telephone charges from the public
switched telephone network, because it reduces the number

of long distance calls required to complete a down-loading

cycle.

summary of the Invention

According to the present invention, there is
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provided an information network comprising:

a central controller;

a plurality of regional controllers connected for
communication with the central controller:;

a plurality of remote communications terminals
divided into regions, each region comprising a plurality of
such terminals served by a regional controller by being
connected for communication therewith; and

a plurality of discrete information units, each
comprising a user-inaccessible memory programmable only by
means of a remote terminal characterised in that:

the central controller comprises means for
generating a list of user identification numbers (U.I.N.s),
each U.I.¥. uniquely identifying a discrete information
unit, means for correlating each U.I.N. with at least one
regional controller based upon past communications between
the discrete information unit and remote communications
terminals in the region served by the regional controller,
and means for transmitting the U.I.N.s on the list to only
those regional controllers with which they are individually
correlated,

each regional controller comprises means for
storing those U.I.N.s in a regional list and means for
transmitting its regional list to terminals in the region
it serves and

each remote terminal comprises means for
programming a user-inaccessible memory of a discrete
information unit on the regional list stored thereby when
that discrete information unit next communicates with that
remote terminal.

Brief Description of the Drawings

Figure 1 shows a block diagram of an information
system in accordance with the present invention.
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Detailed Description of the Preferred Embodiment

Referring to Figure 1, there is shown a telepoint
network comprising a plurality (e.g. 2000) of base stations
10 located in two regions A and B in approximately equal
numbers. Each region has a regional controller 11 and 12
and the whole network has a single administration and
control central processor 13. There are a large number
(e.g. 25000) of discrete communications handsets 14
distributed throughout the regions A and B. A user of a
handset may carry his handset from region A into region B
and may use his handset in both regions, according to
circumstances which are described below. Each handset 14
has a memory which is divided into a user accessible part
15A and a user inaccessible part 15B.

Each of the base stations 10 communicates with its
regional controller 11 or 12 via the public switched
telephone network (PSTN) using an automatic dialler in the
base station (or in the regional controller).
Communications between a base station and its regional
controller is periodic (e.g. once a day at off-peak
times). At all other times the base station is connected
to the PSTN for a user of a handset to communicate into the
PSTN. Of course, if a base station has more than one
telephone line connected to the PSTN, then that base
station can be open for communication with a handset 14
even at the time that it is communicating with its regional
controller. ‘

For an explanation of the invention, it is
convenient first to consider the activity of a subscriber
(i.e. a user) purchasing a handset 14.

A user purchases a handset from a registered dealer
and is signed onto the system by means of a telephone
conversation between the dealer and an operator of the
administration and control central processors. The dealer
quotes a seven digit unit identification number (U.I.N.)
which uniquely identifies the handset and from this number
the central processor 17 generates a four-digit
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registration number which the dealer enters into the
handset. The registration number is algorithmically
related to the U.I.N. and a random number. The random
number can be changed periodically so the registration
number has a limited lifetime. This registration number is
only used for the first successful attempt by the user to
access a base station 10.

When the user first accesses a base station 10 (by
coming within range of the base station and activating a
call), a prerecorded message is transmitted across the air
interface to the user 15 saying "please enter 4-digit
PIN". This message is generated by the base station
itself. The user enters a 4-digit number of his own
devising and the base station 10 records this PIN for
future use. The previously entered 4-digit registration
number provided by the dealer is now obsolete, and is
replaced by the 4-digit PIN. If this initial activation
sequence is not carried out within a predetermined minimum
time of purchase of the handset, the originally provided
number exceeds its lifetime and the user must apply for a
new number.

When the user has entered his 4-digit PIN, the base
station 10 programs this into the secure (user
inaccessible) memory 15B via the r.f. interface. By this
means, it is not possible for an unauthorised user to
change the PIN. In future communications, a user enters
his PIN and the base station checks that this corresponds
to the number programmed in the secure memory 15B.

Following the above sequence, the handset 14 is
active and can immediately be used to communicate with any
other base station.

In addition to the down-loading of information from
the base stations to the administration and control central
processor via the regional controllers, the present
invention provides for a flow of information in the
opposite direction and ultimately for the programming of
the secure memory 15B of a handset from control information

~UJBSTITUTE SHEE™
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generated at the central processor 13. This information
falls into three principal categories: |

1. Deactivation and reactivation of handsets
(commonly referred to as zapping and unzapping);

2. programming of the new service PIN; and

3. programming of the class of service permitted
for the handset in question.

Different classes of service may include, for example,
national or local calls only, maximum of two hours access
for a single call etc.

A list is stored in the central processor 13,
called the work order, which defines actions to be taken in
programming secure memories of handsets. Each entry in the
list contains at least a U.I.N. of a handset and an
instruction code identifying the action to be carried out.
Thus, if the administration and control central processor
identifies that a particular user is a bad debtor, an
action can be entered on the work order to deactivate (zap)
that handset when it next accesses the network.

It is a feature of the regionalisation of the
network that the central processor 13 can identify, from
its billing procedure, that a unit 14 predominantly |
operates in a particular region A. It is thus necessary to
transfer this particular work order instruction to regional
controller 11 only. Since the handset is unlikely to
operate in region B it is not necessary to transfer this
instruction to regional controller 12. This cuts down the
amount of overhead traffic in the system.

When the base station 10 next communicates with its
regional controller 11, the regional controller 11
down-loads its regional work order into the base station 10
(and every other base station in turn in region A).

Because the work order has been regionalised, the amount of
data to be transferred to the base stations in region A is
reduced, and the amount of information that needs to be
stored at the base stations in region A is also reduced.
Each of these features reduces the equipment cost and the

operating costs of the system.
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When the handset 14 next attempts to communicate
through a base station in region A, its unique 7-digit
registration number is matched with the same number stored
in the work order at the base station and the programmed
action is carried out, e.g. the handset 14 is deactivated
(zapped) over the r.f. interface. Deactivation is carried
out by programming into the secure memory 15B.

Of course, a bad debtor unit could satisfactorily
operate in region B, however as soon as billing information
is down-loaded from the base stations in region B to the
administration control central processor 13 via regional
controller 12, the central processor 13 can identify that
the zap instruction must be programmed to the base stations
in region B. Any liability accrued for telephone charges
in the interim time is a small price to pay for the overall
cost reduction in the system.

By way of further illustration of the invention,
reference is made to Tables 1 and 2.

Table 1 shows an example of a customer's bill, as
generated by the administration and control central
processor 13. The customer's U.I.N. is 1234567. Let it be
supposed that this customer fails to pay his bill in due
time. The processor 13 will analyse the bill according to
the base stations listed against previous calls. The base
stations listed are nos. 20, 21 and 22. Let it be supposed
that all these base stations are in region A. The
processor 13 will add the customers U.I.N. to its work
order. This is shown in Table 2. The code "1" is an
instruction to zapp (deactivate). The central work order
has a data field for identifying a region. The instruction
outlined in bold lines is transferred to the work order of
the regional controller 11 of region A. Other instructions
are sent to other regional controllers. Thus the amount of
data that a regional controller must pass to all the base
stations in its region is reduced. The corresponding data
to be stored at a base station is reduced, as is the amount
of processing required each time a handset trys to initiate
communication with a base station.
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Reactivation of a deactivated handset is carried
out in the same manner as deactivation. The instruction is
sent to the regional controller(s) where that handset was
last known to operate, or where it previously predominantly

operated.
A decision as to which regional controller(s) an

instruction is to be sent to is reached on the basis of
analysis of billing instructions received from various base
stations. When a base station down-loads a billing
instruction to the central processor via its regional
controller, a sihgle billing instruction identifies the
handset in question and the base station where a call was
made. When an action is to be added to the work order, the
distribution of previous calls on the account of that user
can be examined. 1If, for example, it is found that more
than 90% of previous calls made by that unit were in a
singlé region, it can be decided that the action
instruction need only be sent to the regional controller
for that region.

An instruction from the work order at the central
processor may be sent to more than one regional controller,
for example, in the case where a handset operates in an
area bordering on two adjacent regions and previous billing
instructions have been received from base stations in those
regions, or, for example, where the user of a handset is

. " highly mobile and travels throughout several regions.

Another type of instruction that may be generated
on the work order of the central processor is the class of
service to which a particﬁlar user is permitted. The .
following classes of service may be provided:

1. Full dialling facilities, maximum call length 2
hours;

2. Full dialling facilities, maximum international
or trunk call 2 minutes, local 2 hours;

3. Trunk and local calls only, maximum call length

2 hours; .
4, Trunk and local calls only, maximum call length

- trunk 2 minutes, local 2 hours;
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5. Local calls only, maximum call length 2 hours;

6. Local calls only, maximum call length 2
minutes; and '

7. Free and emergency calls only.

Handsets are provided with a default class
preprogrammed in their secure memory 15B. This default
class is class 1. If the class of service is to be
reduced, e.g. where a manager wishes to restrict the calls
which can be made by his employees using such handsets, the
instructions to reduce the class of service are added to
the central work -order and distributed to the appropriate ,
regional controller(s). A change of class of service takes
a day to implement, because the base stations communicate
with their regional controller once a day. 'Reduction of
call service can be made at the decision of the network
operator, e.g. as a result of bad payment of debt.

When a subscriber wishes to terminate his
subscription to the~system, he must be de-registered. This
is carried out in the same way as zapping. It is
unrealistic to hold a list of de-registrations at a base
station indefinitely. If an action on the work order is
not carried out within a predetermined period of time, it
is removed from the work order.

Each handset has a user programmable memory 15A.
This can be used for storing frequently used numbers for
automatic dialling, as is commonly used in hardwired
telephones.

The invention hagibeen described above in respect
of a cordless public telephone network, however it is
applicable to other information networks where discrete
units communicate with base stations across a wide area.
Such systems include automatic banking machines and cash
dispensers for banks. In this case, the discrete
communications unit may be a smart card i.e. a card having
a microprocessor and a nonvolatile semiconductor memory.
Base stations in a cash dispenser network need to
communicate with the network more'frequently than in the

SUSSTITUTE SHEET
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case of a telepoint network, because if a user withdraws a
large sum of money from one dispenser, it may not be
permissible to allow him to withdraw a large sum from
another dispenser in the same day. It is thus not a
problem to regionalise zapping of dispenser cards because
if an unauthorised card is used in a region where the
identification of that card is not stored on the work order
for zapping, a single use of that care can trigger the
transfer of the zapp instruction to the region in which is '
it used. The liability that such a system gives rise to is
limited to the maximum sum that can be dispensed at any
cash dispenser. Other actions which may be stored on the
work order of a cash dispenser network may include a class
of service instruction, which may determine the maximum
amount ‘of cash that may be dispensed or may determine what
other facilities are available to that card (e.g. credit
transfer, issuing of bank statements, issuing of cheque
books etc.). ,

Another system to which the invention is applicable
would be a cable television system.
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Claims -

1. An information network comprising:

a central controller;

a plurality of regional controllers connected for
communication with the central controller;

a plurality of remote communications terminals 7
divided into regions, each region comprising a plurality of
such terminals served by a regional controller by being
connected for communication therewith; and

a plurality of discrete information units, each
comprising a user-inaccessible memory programmable only by
means of a remote terminal characterised in that:

the central controller comprises means for
generating a list of unit identification numbers (U.I.N.s),
each U.I.N. uniquely identifying a discrete information
unit, means for correlating each U.I.N. with at least one
regional controller based upon past communications between
the discrete information unit and remote communications
terminals in the region served by the regional controller,
and means for transmitting the U.I.N.s on the list to only
those regional controllers with which they are individually
correlated, )

each regional controller comprises means for
storing those U.I.N.s in a regional list and means for
transmitting its regional list to terminals in the region
it serves and

each remote terminal comprises means for
programming a user-inaccessible memory of a discrete
information.unit on the regional list stored thereby when
that discrete information unit next communicates with that
remote terminal.

2. A network according to claim 1, wherein means are
provided at the discrete unit for activating or
deactivating the ability of that unit to carry out
predetermined further communications when a remote unit
writes to the second memory of that unit.
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3. A network according to claim 2, wherein the remote
unit is provided with means for connedting the discrete
unit to a communications network and the predetermined
further communications include all connecting of the
discrete unit to that network.

4. A network according to claim 2, wherein the remote
unit is provided with means for connecting the discrete
unit to a communications network and the predetermined
further communications include all connecting of the

discrete unit to that network for more than a predetermined. -

time.

5. A network according to claim 2, wherein the remote
unit is provided with means for connecting the discrete
unit to a communications network and the predetermined
further communications include all connecting of the
discrete unit to at least certain parts of that network.

6. A network according to any of claims 1 to 5,

further comprising means for communicating U.I.N.s from the
central processing unit to a regional processor for adding
or removing from the list stored at the regional processor.

7. A network according to claim 6, further comprising
means for communicating information in addition to U.I.N.s
from the remote units to the regional processors and from
the regional processors to the central processor and means
at the central processor for processing said information,
generating information in response, including U.I.N.s to be
added to or removed from the lists stored at the regional
processors, and communicating said information to selected

regional processors.

8. A method of controlling the use of discrete
information units in an information network comprising a
central controller, a plurality of regional controllers
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connected for communication with the central controller and
a plurality of remote communications terminals divided into
regions, each region comprising a plurality of such
terminals served by a regional controller by being
connected for communication therewith, the method
comprising the steps of:

generating a list of unit identification numbers
(U.I.N.s) at the central controller, each number uniquely
identifying a discrete information unit,

correlating, at the central controller, each U.I.N.
with aﬁ least one regional controller based upon past
communications between the discrete information unit ang
remote communications terminals in the region served by the
regional controller,

transmitting the U.I.N.s oa the list to oniy those
regional controllers with which they are individually
correlated,

storing those U.I.N.s at the regional controllers .
in regional lists,

transmitting the regional list stored by each
regional controller to terminals in the region served
thereby and storing that list at those terminals and

programming a user-inaccessible memory of a
discrete information unit on the regional list of a remote
terminal when that discrete information unit next
communicates with that remote terminal.
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