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L. — 3 75 28 25 28 8 1 I 5 1) X B B AL BR3P 7 vk, AR/ T BT IR R 47 5 VR
T X Hedie R4 A2 AN SR B, B i SRR HC L 15 A 40 045 25 DO B s 4 FH 5 DU BE 4 2
TG B 2R N2 LRI OEA | B8 2% fif % WA ODE L I B B AC R I 2 BEEST; ik X L8 RAH T4
SRR AL AT XS BB A = I 5548 240, Ll o B N, R4
TRRY B, FH P R B, s i B, #6258 44 IAERY B, B 1 FH 3 i 2B B FIIE 5B B

2 MR AT BRIk {0 — P 32 75 28 25 28 & M 255 1) X BB B AL SR 4 v, LR AE
TET : FTIR AR 3 I V238 sk 10 4 28 4% i 1 o B3, R P IX i &5 5 9 2 o 2 LAY e 25 2 fi
SN, ZE DN P ST RS 1 ) B, B AIRL FEE 1 P 7 Tl 4 1), 3l 3 =2 B gt A
B (1) R4 1], B b 7 B S [, 7 0k P P R EGUE () H IR, R B E I A
BEAIE , SEEL T B T N6 AIE 3 O XU B 3, 3 T B 2 et H A A e
FECL R I, B A 3 DO 7 ) 5 #4345 8 28 I 25 A LKA ODE 5 B8 42 N WL AA 22 T B[] J)
SRR 0 10) 285 A8 T SR H ) 5 Sk [ 25 Ba 40 28 DO , 58 41146 5 DO FH H ) 5 SRt £ 4
BTN, J- 4 B SCRIBBIX B KRG I = RS 28 R4 SRR E @ = R4S 4% R4
P 2R OB I 15 2R VT T 1 %5 3L 5 10 B0 3 FH 38 DU 25 SR 325 21 25 2R Al 2% HLAEIODE , 29 26 fift
25 WL ODE 3 T B4 48 F & DO J& M AN 28 SR 38 SO AT 30 40 25, 49 B e S, 8 e i
IR B 25 B A FH DO 5 B8 455 FH 2 DO FH 7 480 265 ) o) e 460 8 St AT g 5, B 7 2810 5040

3 MR AR BRIk {0 — o 32 77 2% 25 28 & M 255 1Y) X BB B AL SR 3 T v, LR AE
15T, ik KRG WILEEY B ARSI 77 o

(1) 7E KRGV B, #0€ KAV A G B M - BB A #1217 R L5k
SystemSetup (1%) — (PK,MSK) , Bl N — 224 2 MM, BG4 KA PPK, Frid

PK=(Gianagap:enga:gﬁne(gng)un{Q)_;'}a{hj}aHoaHlaHz ),MSK: ((I,a, ’y) H

Horb, G, G2 N R BB G A RE » g NG LI AL BT s e UL : G1 X G1—G2; B L %a,
a,BEZ ; RN BIEANEGIEEE A BENLEh €65 15 75 B HHO: (0,1} —G1,H1: {0, 1} —G2,
H2: {0,1} —G2;

(2) BEEH AGMAI G 1k« T B IS 4T R G L ILGMSe tup (PK) — (GMKey , GMPK,,
GMSK) , ¥t N~ BHPK , 2R G0 A6 B T8 3L SA GMIT % $HGMK ey , B 23 BHOMPK NI B 15 25
GMSK ;

GMKey=y ,, GMPK =(g,g,,u".,v,g{") »GMSK= (5,,8,) ,u” =v" =h;

S, RO BEE R GAVEG v R LABHLAL 619G LI T BEHLACS 6,67, s, v
EG,;

(3) BRI EEACHI AL : ACSetup (PK, id) — (SignMK,SignPK) , % N AEHPK, 2484 il
BE% 44 B AS 1 gnMKCRI 471 1525 44 R0 9IS 1 gnPK s PRI B RE e, 29 5 BT SRR B A4,
T RUT CERBE R 4R 57 AR I 3 I X P73 A 1 dRIAE 44 FL B

k k
SignMK:(ke,[ks]&,Z[kek]g) , SignPK:[ZkekT]F; JT=H, (id| |hid,N) +ks;
k=1 k=1

o, kR 7RIk B B o 1A RO AAK IR B ks s kek o 38 1A RO IR BE AL, HL
ks, ke, & [1,N-1], kek k5 B4 0o 23 BIFFAT . N BR 38K P2OR G2 A2 ot , PLNGL
) A JG 5 1 d DA BB BB P A N ST s P — AR IR, O E BT UK 0 — A AL AR hid 3R

2
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NGy

4 ARYEAUR]ZLR 1 IR 1 — Pl i 75 22 B9 28 & 14 0 25 1) X Sk B FA PR 732, HRRAE
1T, Brid B o B 0 BAR S 7 08

(1) FH P 3EECHE P RAH B BEUKey i : GMKeyGen (PK) —UKey i s B P [m) BT 8 53 GMAR H 3 A4
G App Ly, 5 F e B R GMIE] &5, 1S 3 0 8 P 20 ol A A 82 1) A P FAH B
UKeyi, 304 H P AAEH v BeUKey 1 R IR 25 F P 5 T AE X Hedivh , FH P RT 4093 9 208 46 35 DO AN
418 DU

UKey‘. = gllf(_v,m '

Ho BN €7 5

(2) FH Jit5 . GMKeyGen (PK, S, UKeyi) — (UKey, IDU,CPA SK) ; FH /il 5kt A O
(1) P FAEHUKey « F FAR IR IDU, F [r) B8 21 13852 F P B ESEAS= {al ,a2, . . . ,aj} , 3K18
JEMEIN 2 4HCPA SK, B 4616 11F B5 VK

UKey = ]'—[Ukeyf , IDU=g/™, CPA_SK=(g"h",z,TK), TK =(g"",{h!"H(v,)""}),

i=1

VK= (g" " ),

Horb,vi A P B EEAS T % B 1 B BEE AR s TKON JE P N3 1 2 UG ¥ 40 5 d 2, B
M, Hd, z,ue7 .

5. MR BRI ZLR BT IR ) — Fh 2 T 70 28 25 28 J& MR I 5 1 [X W B AL PR 37 7 7%, JLARFAE
12T, Frid n & By B JAR Sz 7 =000«

(1) B £ hn = ML OEAE 4T BS 45 %5 : OEA_Enc (PK) —IC, IEIA EDOIE S — M2 (Y
SAR LR BS L I B AU 5 B8 2 I 2 A UAG) 38 ot o 25 4B s T SR 75 31 P 1) 5% ST T, 4 HR 18] 25 S TC Kk
LA HAR A #D0;

IC=(e(g,8)".8",18" ¢}, 10;8" ). &, v, {0 H(V))})

Hep B E s €7 BENLE e, yE s

(2) BAE I FDOHEAT I :DO_Enc (PK, IC,VK,Message) —CT;

B4k 145 2 DO 1L 7 ] 45 I ACHT ] 25 3L TCXF B SCMessage HEAT fe & N , 15 21 J& 1
IR % SLCT

CT = (AC, Message® H,(R), R-e(g,2)", " {&" ¢;.0},,&" - 197 Hi(v)},(0; = €),(s = 1)}, C)

C =g""" g" g" H (e(g,2)", R-H,(Message) MM = H,(Message) ®H,(R)

Horr, @i NEMEa VT G5 HIAC= (M, 0 (x)) KIS, 0 Aja j7E B 55 2R o (x) F ) ik
A RN E LS HR € Gy s MO RERE M (1 4 — 4756 B — AN & 1

6 . HR PR BRI EL SR 1 FT i [ — ik T 70 28 25 2% Ja MR I 1) X BB B R OR3P J7 v , FLARHE
TET, BT BE RS AR B i) Bk Se I 5 08 -

(1) B AR ACTR T FAX B L CTHEATA5 44 : AC_Sign (CT,SignMK,SignPK) — (SignCT,DO
Verify) ;

I BRI T RS 5 SCCTHEAT 25 44, A Bk B A v 1 K1 s AT I 285 44 T 2 A S 1 gnMKFIIR
W RAZE A FLVAS 1 gnPKIEAT 28 e B, 459 2K R rh i o1 O 8 SCCTHI A 25 44 S1gnCT
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FIRPFIGAUF{EDO Verify;
SignCT = (H,(CT || g",N),[r, ([H, (id , || hid, N)]P, + [ks]P,), SS - SignPK ,, SS - SignAG)

k
SignAG =[H,(id , || hid,N) + ks[> kel*[H, (id s, || hid, N) + ks] ' mod N ;

k=1
SS =15, -H,(id,, | hid, N)) s
DO _Verify =H,(M [[u* ||v" || UKeyu™**™ [[u® ||u® || TT [|o " || v ™) 5

—by b
)—Cm:4 b5y |

TT = o(UKey-u"*" g )x [ [ e(hgi)  xelh.g,
i=1

Hodr, R v,y € [1,N-11 5 idARZR I mART T dAR IR s T, O BENLEL Hr x €7

EHBEHLE R 5D, ,b,, by, by b EZ 5

(2) B B AR ACER R B : AC Verify (SignCT) —1/0;

Bk B AL 3] 85 SCCTAIAH B () B 25 44 S gnCT , 38 o B33 6 E 2 A4 HEAT BRAIE

A UE B T %2 4 ER BB B AR P B R AN AR R L O ez M0, R E SR
CT;

TH5L: U =e (SS * SignAG) ,U,=e (SS * SignPK))

BEU, =U,, 5 A0, WIEEAT T~ — B30 5 ANAHSE , T 2 53 %5 3CCT

MR R SignCTHH5

U3 =H,(CT"|| e(SS - SignAG),[r,)([H,(id,, || hid,N)]P, +[ks]P,)- g"= """ N) ,

IUE, U3=H,(CT || g",N)» FH M, MPKCT R IE B L= p T = Rz, U E 57 %
SCCT 5 383 B AT IE A 25 ST CTid . 7 Bk B e A4 000E 5

(3) L BERY B : R FHUTXORI P2 B , YT A AR IR AE 2 1 4 5 Number F1_E IR AE 2 1
W A EHLas t , AR 55 I BEE 441 gnCT A 3% BB B B 5 5 ATV, 35745 55 VAR ORI 28 X i
New block , 35 X Herf ()45 B EAT AR , 25 30 UE @R, W H N FL =4k, v 2, EFF X

TEIR B BEACHS UE MY B , B R e v %71 A SR L e b 5 7 AR X HOCER E— ke 5

TR 5 X GBI B N RN b — IR A By 1) i R AR 15 A R L A e T I R A oK 2 BT
M F R G, B0 AU Z A AR X R A=, ]2, EFZET A X

7 AR YEUFEL SR AT IR () — Fh I T 76 28 55 28 g PR I 2 1) X BB B AL (R 97 5 ik, LR AE
TET, BT B4 1 3 i 2 o B () AR S B 5 50N «

(1) B £k 5 WL FJODATEAT #4355 : ODA_Dec (AC,CT, TK) —PC, ¥k f Ff & DU 25 SCCT
A5 A i S TR AT 4 T R A 5 WL MJODA 5 B 28 I WL M ODA 1 5646 25 S0 438 25 11 J 4
ASHE 753 A2 V7 1) S5 A ACHR L3R, 257356 K, MU 25 SCCTHEAT 350 43 A 25 44 38 09 il 35 35 SUPC R
A BRAE FFEDU; ez, M0

PC= (AC,MM,R * e (g,2) “*,g%,e(g,2) daU/Z,Cl) ;

(2) B3 48 3 DUMEAT iR %5 : DU Dec (PC,CPA SK) —R; ¥ 4d FH 2 DU it J&8 1k in 2% 5 4H
CPA_SKXJ 337 fift 2% % SCPCAR %5 , 15 ZIBEHL 25 L S HUR 5

R=R*e(g,g "/ (e gn’)/eg,e™);
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Message=H,(R)® MM -

8 AR HE AR EL R 1 AT Il () — b ik 78 28 3 2 J P 00 2 1) X B R AA TR 4P 07 1%, JLAFAE
FET, ik e e b B HARSE I 7 00

(1) 1B/ E A ED0:DO Accountability (DO Verify,GMSK) —idDO;

R L R SR I R AE ST AR A S, AT SR YA AIEEDO_Verify FIHEIE
72 IGMSK TSR I IR BB A i) i d s

SEu” =v2 =h, Nid,, =id,,h* " [u™ v

(2) B T2 % # A:A_Accountability (SignCT,SignPK) —idA; 7E L, i@ id R H
RS IR A 7R ANUTXORY R ARy 20, 25 ey 2 Oy SR 0 BRI SO B I e, 1Y
RUATIE I AR AZ Gy AT R BRI 75 2, 3B B R M B AT 16 5 5 8 1L B % 448 1gnCT A
B2 ANEAS i gnP , SRINH A% 443 AR T dARG A5 (B HID , 15 £I8 — ST 3715 S 1 X B 1
HID{ELRP A4k 225 A4 # H 1dA.
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—METAELBLREME MENX PRI RIPE A

BRARGE
[0001] 7R BB K i) e X R 3 AR Qs , LA 10 — Aot T 70 20 1 24 Ja P o g [X ke
BERS AR 71

BEEEA

[0002] X Bjedk o ik T-P2P W) 28 1% i 2 1R S — P rT A5 1 70 A0 SRBE A HOR , X
BB VRN — R 2e O o0 A 0K R 48, 2 T AN AT R 1 U A g B A, DL AT
SEOCEE R RS2 BT B BR , FE 472 B FHTE S5 Az o o (2 AR G X BB 7
SEPRACHE B WAL AT B BRI RIS, P BR R 22 4252 B T — 8 1B » dn ] 75 SEBLIX e
75 W AT IB ER R RO RN R A F B AL e O T — N T R

[0003] 4o X Hes B vl 38 35 F B RAIEIR in) AL, A T R L PR RA 2 4, SR, B
FOCHERL (“H I B A ) S T R I AL E I B N T 7, SRR, EAE TN, vHELR
F1,2021,41 (11) :3266—3273) FZ 2% CHR2 (“STRF B L8 /48 28 N8 I AT 36 4IE 4 M fif 25 1)
CP—WABEJT 27, 2=t , I AN , X I B , XIUME , A T oik, B 7541 , 2020, 48 (11) : 2146 —
2153) , AR WA 728 /B 2R 1) 77 2 B 358 o I B v SRR o R A S AN g B AL, BRAR
> T FHR A 2 AR A R B SRR (R A BRAR G A T X e . 235
BR3 (TR T RS 5 SR P (1) X S v WS B RL DR T7 227, 250, AL B0, 253, vH AL
TF#:1—9[2022—01—04] .DOT:10.19678/j.1ssn.1000—3428.0062464) #&H T — Fh XUk
SER I X BB RE AL OR Y T7 58, 1l BEAS A B F B N3 B, B R RS 1 H P ISR
B8 ANZTT B RE — AR, AREA Y7 (k538 uk 3 F1 P L8, A s R fRIES
S SR B, HANBRAR 7 1 od T S0 PR X & - 228 SCHiR4 (“J& T-SMOByLm]
WEB 2 e H) X BB AR T 27, v, R R, IR A AR, = AL, 314K, 2019, 30 (06) -
1692—1704.D0T:10.13328/j.cnki. jos.005745) $&H 7 — P 3= Z2 87 T 106 A 4 1) e AL
075 I IR R (RIBCRRED) R &, A RS 7 PR FAME B AT R EE
;I B v, AN RE AR AT (1) . F 1 O0UBE 4 A, BN BEAR 4 & - S B A BR 1
W

[0004]  S55Z2 SCHR1 BARFE AL, N T 3@ T VHE BT BR 1 & 2%, 75 SCE 4000 B2 1
FUREFACR Y B RIS, 3 T[] i 5 16 B0 8 AN 4438 1R AT I8 5, S B i) 22 Ak, AT
e T — MR T LB L EERIRT TR

RAAE

[0005] A5 W & i v i 50 A il i A0 19 S BOR R AFAE R 1) L, O 1 OR3P P B AL &
G, TS HS — FhRECRA OR 47 7325 , 303 A8 4 12 4 Ja R in 2 550925, A2 9l F P TE T4 14 1)
IS, SEEULEHPARE B2 R P 7 1A 422 ) Gl e OB R0 T SRS 44 B0 AIE » SR T - A8 IE 3 H) X 1)
B, AN TSR v B 1) 22 bk, B bt — Pk A 2 2 24 i 1 ) [X R BE RS AL fR 7
Jiie
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[0006]  JMfif i EIREA R @, AR BT R I ELR T7 S8 08 : — Mk TE S B 4k e 1t hn &%
1) DX B S Ba FA DR 37 5325, FTIR AR 3P 7 V2330 T X LB 32 40 Fl 22 AN SR B, BT i SE AR £
FEA YR F D0 B8 P DU B B BAGM. B 48 N 25 HLAOEA L B9 28 i 25 /1 K4 ODE | 1t B
FEACHI L HEEST ; FTid X Yok R 45 T 9 SR AR P it 40 A U nT B I Bl A7 1 = IR 55 2
R, LI 7 NAFECL NI, REVIGEWH B, F PR B, In# B B, BEAS 2 GERY
B, B AT FH 3 i 2 B BOAIE DT B

[0007]  g3E— 2D Hh, A BH BT IR 1 — i Bk T 70 28 55 48 8 PR I 1) X B R AL R 7 vk, B
BT IR LR 37 7 V23 sk 1 2 B 2 e 1 0 B, R FH X BBt & A B8 2R I B AL S B R A S AL
Ay, TR /N P I R B 1 [ B, SISEI AL 55 (1) FH 7 7 T 42 i), o 3o e =2 0 ARG SR % 1)
RUBEFZ 1), B b 7 By A e R, 37 0k P P RNEGAIE 2 2 A H I R, R R Ead EAS 42 BGAEE
SEIL TN E R TR RS IR R e A L 380 T A ) 2 A s H B AR SR 7 AU dE DA
AR E AR ARG DO Uy [ 25 7 ik 4 B B IS WA ODE , 55 2 0 2 LAY 5 - I (1) Jil S
I ) &5 AA) B R ) 25 S IR [ 25 504 $0 A 25 DO , B8 446 25 DO i H [ 8 SO0 Bt it A7
TN Hl % SRE B X e RGP I = R8s 2% 2490 i HE @S = IS 2% R %
e 145 B FE T 0 1D 5 S 5 T B A FH 2 DU 25 0 o 305 31) 5 46 A 5 WA ODE , B 2R iR 25 1L
FAODE L T 04 4 A2 DO i P 0 35 0 56 SCab AT 30 70 i 5, 45 31 A 40 36 S, W i 4 3
IR [0 25 H 4 4 DO s Z5 i 45 FH 2 DO FH % 6 5 G e 8 2 SCIIEAT e 2%, RIAS 2150808
[0008]  3k— 2D Hh , A BH BT IR 1 — i B T 70 28 55 48 @ PR I 1) X B R AL R 7 vk, B
W TR RS9I B B SE BT 0N -

[0009] (1) £ RFEWIUEALYY B, B € RAEWIGEACAE R BT BUR A #1217 KRG @ L HE
SystemSetup (1%) — (PK,MSK) , BRI 4y A — AN %2 4 RN, RS E B A HIPK, Frid
PK =(Gl,Gz,g,p,e,g“,gﬁ,e(g,g)“,{gaj},{hj.},HO,Hl,Hz) ) MSK= (a,a, v) ;

[0010]  JH,G1,G2 N R EpM IR EE, g NG A BTG s e UG PRI : G1 X G1—G2 5 B L
Ha,a,BEZ s JEORIEMEN K 1EH JRENLEh, €6 W5 A5 A0 {0, 1) —G61,H1: {0,1) —
G2,H2: {0,1} —G2;

[0011]  (2) FHE 2E DAGMAI a4k « BEE B 118 4T R G0 i S/ 1%EGMSe tup (PK) — (GMKey , GMPK,
GMSK) , % N A BHPK , R G0 A il AN BE T 3 D GMIK) 25 BHGMK ey , FE 28 BHGMPK R I8 155 25 4H
GMSK ;

[0012]  GMKey=y ,, GMPK =(g.g,.u".v.g") ,GMSK= (§,,8,) , u” =v" =h;

[0013]  Fip, iRRBEE L AN v RN IABENLEL: g L NGLI A BT s BEHLELS 6, €
Zp;u,vEGl;

[0014]  (3) BX B BEACHIEAAY. : ACSetup (PK, id) — (SignMK,SignPK) , % N A4HPK, R4t 4 i,
HE B A 25 42 2 B S 1 gnMK AN % A28 2 AL A4S gnPK s 7E R SR B P, 40 g 2 B ARk B
AU BT A ST X EEE I A TAEH R IMN B X B0 K 1 dFIZE A AL 5

& k
[0015]  SignMK = (ke,[ks1P,, Y _[ke,1P,) : SignPK =[) ke, TR, ,
k=1 k=1

[0016]  T=H, (id| |hid,N) +ks;
(00171 Firpr, kR Bk B vh 2 1AL B O AAK R s ks, kek 88 H1AE PO I BEALEL
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Hks, ke, € [1,N-1] , kek#k 21 2E b 043 SFFA N A BRI s P2 A G2 R £ Bt , PLAY
GLAZE B TT 5 1 d K B B o 245 A BT )l B ME — B i, D 3 289 U ) — R B AL A hid
eI

[0018] 20 th , AR W T IR ) — P 2 0 2 18 A SR A i o ) [X BB R AL DR 7 7, 3
Hh IR AR B LA S BT ON -

[00191 (1) Al PP 3REUA P AL A BtUKey 1 : GMKeyGen (PK) —UKeyi s FH P[] 45 B D1 GMERE
?Eﬂﬂ$i%App1Y7%ﬁ%@ﬁﬁGMﬁ%E , l/l\ﬁ%ﬁiiﬁﬂg‘j\jﬁﬁ)ﬂﬁ%uﬁiﬁijram%)EHF;FA%E):IL
BtUKeyi, 356 FI P AP BtUKey i 36 40 FL s 0 AE DX BRBE AR, FH P 0] 4110 9 Hdi 4145 # DO
A i & DU

[0020] UKe_}’i- — glm +x) .

[0021] Mo, BN KX EZ 5

[0022]  (2) A J"it45 : GMKeyGen (PK, S, UKeyi) — (UKey, IDU,CPA_ SK) ; F Frid i Bt 44
H B P A UKey  FH PFRIRIDU, FE M B RS2 H P B 4EAS= {al,a2, ... ,aj},
RIS B M N5 25 HCPA_ SK, BS ZR BIF 28 5AVK

[0023] UKey=[[UKey, , IDU=g™ ,CPA_SK= (g"h®,z,TK),

TK = ("7 {h!" Hv )" 1) ,vk= " ® )

[0024]  Fob, v PR PEEEASH & JE M A AR ;s TKOR JE PR I 10 5% SO 2% 8 5 d s 2,
AKENLEL Hd, 2, nE7

[0025]  dk— 2D Hh, A BH BT IR 1) — i Bk T 70 28 25 48 3 PR I 1) X B R AL R 7 vk, B
HH BT I A B i) B AR S B T A «

[0026] (1) B INZEHIAJOEATEAT BS 22 i35 : OEA__Enc (PK) —IC, I AE # DOk & — 4
il 25 (i s A 45 5 2R N B M LAA) 5 35 2 o 3 AL g 3 e s 25 (i s T 45 3] P ) 25 SC1C, 4 o () 25
SICK IR R IA DO,

[o027] 1C=(e(g.8)".8".18" ¢}, {9;8" }. 6.y, {p; H(V I

[0028]  H. y%ﬁ%fﬁsezp;ﬁiﬁ*ﬂiﬁe YEL

[0029]  (2) & 4A = DOHEAT N . DO__Enc (PK, IC,VK,Message) —CT . & #14 & DOiE
T i 285 R AC AN Hp () 5 SCTCSKT H SOMessage HEAT B 28 %5 , 13 31 J 1 Jin 2% %5 S CT s

[oozo] €7 =(AC,Message®H,(R),R-e(g,8)" & 8" ¢}, @ p&" 1) Hi(v))}, (0, —€),(s =)}, C)

?

[0031] C1=g“/(ﬁ+“) g g H, (e(g,8)",R * H (Message) , MM =H,(Message) ®H,(R) .

[0032]  HiH, oo N JEMEaJEVT MG HIAC= (M, p (x)) HHIBR YT, 0 ha j7E M5 5R %o (x)
IR R A B0 RN BE AL SCS 4, HR € G OB HERE  MAp (1 B — AT 0 B — A @ Pk
[0033]  dk— 20 Hh, A% BH P 3 1) — o 35k - 7 2k 125 4 B 1 in 25 1) X BB R FA DR 37 T v,
BT IR B2 A4 DGR B B SE B 0

[0034] (1) BXBABEACIR T SAXT 2 X CTREAT %5 44 : AC__Sign (CT,SignMK, SignPK) —
(SignCT,DO_ Verify) o Bk BR BRI T R AN 3 SLCTREAT 2 44, A IR IR B A (R ok 1 s A I 25 44
TS enMKANR T R AR 25 A AV BIS 1 gnPKHEAT 25 Zia 5, 15 B 6 A B A 2 15 sk 48 3¢

8
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CTHIREZE 4451 gnCTHIR YR LG UEMEDO_ Verify.
[0035] SignCT =(H,(CT|| g" ,N),[»1([H,(id , || hid, N)]P, +[ks]P,), SS - SignPK ,, SS - SignAG)

k
[0036]  SigndG =[H,(id, || hid,N) + ksT'[ Y keJ’[H, (id,, || hid,N)+ ks] ' mod N ;

k=1

[0037]  SS=7#"(s-H,(id, | hid,N)) ;
[0038] DO _Verify = H,(M ||u” ||v" || UKeyu ™ | || u® || TT [|o™" || v"™%) 3

—b —b,

[0039] TT =e(UKey-u""**", g, )x H e(h,gl") x e(h, g, ) T

[0040]  FiHb, BEMLELr , v, € [1,N-1]; idAFR/RUCT SSAR LdAR I s T, x B ALEL, Ht,xE
Zp;iz*ihﬁﬁmm BEWETD,,b,,b,,b,,bEZ

[0041]  (2) BEHABEACKIERY B : AC_ Verify (SignCT) —1/0. Bt B Ak 3125 SCCTAIAH M )
FEZ5 4451 gnCT, 3 1 B0 0 RS A2 AT IOAIE o 5 1F B 1 3225 44 16 B Ak o g AN 34 a7
[, WA 1, 35 ez, WA O, I 5 35 9% 3CCT s

[0042]  {+5:U,=e (SS * SignAG) ,U,=e (SS * SignPK)) ;

[0043] ULV, =U,, 45 AHSE, WIBEAT R — B IAIE s 35 ANHEAS , I 25 37 %% 3CCT s

[0044]  ARFFUL B SignCT 5 :

[0045] U3 =H,(CT"||e(SS - SignAG),[r,|([H,(id , || hid,N)]P, +[ks]P,)- g™ "™ N) :

[0046]  BOAIE, U3=H,(CT | g" ., N), #FH M, MPHCT Rk R L E o g7 3= ez, &
FEESCCT 5 38 56U AT HIE B 2 SCCTad it T Ik B e 2 44 B0 5

[0047]  (3) LR B - K FHUTXOM T X B BE , 1 A IR 2 5 181 4 5 Number F_E IR AS
Sy WG fy{EHLast , MUAIRAE 55 K HERE 44 S1gnCT A3 B¢ B AE 3247 /v, =75 VAR Bk A=
X HeNew__block, FExt X Herb ({45 BEAT I6IE , 25 S bim i, Wk A b2k, vz, EF X
B

[0048]  7EEXIAEEACIS UERY B , 5 HE B o 5 7 il R 2 vh 5 O AR X HOGHR B — Ik
A G A8 B FERTEE AR X A N R — R 58 5 B B 2 TR AH A, 5 2 B B K 2
B SR S, E AU A X NS, Rz, BT E X

[0049] 3t — 3D Hh, AR U BH BT I 1 — Fob ik T 7 208 20 28 Ja 1 o 2 1) DX B B RL R A U v,
H TR ES s A58 F 2 A 2 B B i B AR Sy KO

[0050] (1) B £k fif S5 WL I ODAHEAT B 40 fift % : ODA__Dec (AC,CT, TK) —PC, B4 { Fi & DU
BESLCT RN BE S A5 B B TKAR 25 5 2R A 5 HLAAIODA 5 55 28 i 25 LRI ODA 15 Sie A% 7 B30 156 FH 35 1)
Ja& P SEAS A2 7536 A2 17 ) S5 R ACTRI EE 3R , 2536 2, WUIKH 3 SCCTHEAT 350 0 il 8 40 38 0 i 2 2
NPCRILLEHRAT FHFDU; )2, Wi 05

[0051]  PC= (AC,MM,R * e (g,8) *,&°,e (g,8) “"",C) ;

[0052]  (2) %1 P& DUEATf#%% : DU_ Dec (PC,CPA__SK) —R; Hdafdi & DUE L J&@ v
B EBHCPA_ SK B4 i 25 25 SCPCH 2%, 13 BIBE WL 2 LS HIR s

[0053] R=R-*e(g,g) "/ (e(g’,g"h?) /e (g,) ™)

[0054] Message=H, (R)® MM »
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[0055] 3k — 2D Hh , A BH BT IR 1 — i Bk T 70 28 55 48 8 PR I 1) X BB R L R 7 vk, B
BT IR I8 BT B ARSI O

[0056] (1) & B EUIREHNA #D0:D0_ Accountability (DO Verify,GMSK) —idDO0. & B
PG B S sk B SROE T A A S, R SRR S UEAEDO_ Ver i £y FIFFIE EF % FHGMSK
THE IR F 1)id;

[0057] T Anu® =v? =h ,Nid,, =id, h*" [u* v

[0058] (2) B4 #FA: A Accountability (SignCT,SignPK) —idA;#F F&EidfEd, i@
ok SR FHAE 2SS 24 50 E R 7 iR AUTXOR 4% 77 3, 25 30 i 80 R S ol BRI S8R A &
J& » £ R A R S Gy AT 1A YR Y 5 2K FR B T kb AT I8 B s i AR 4
SignCTHNZE A FA4S1gnP , FRH HI 25 423 AR 1 dARS F5 (B HID , 335 SUE— % H & AN 7715 2L
idoof B (R HIDAE B AT 46 21125 44 5 1 1A

[0059] R AR BH IR I — FhJk T IE LR B 4 JE M hn 2 1) X S BE RS AL OR3P 7 1%, SILA
ARAHEE , oA 28 8CRAE T 0 7R 2R B 28 8 1 s S0k, T IX BB &5 A B8 2R N 35 LA B 15
LRl AL, R8N B P T SRR A TR B 5 S BR8240 FH P o 1m) 4 1) 5 38 B b B 0 U
A7 B AR B8 B, 3 A AN AR P SOUE % 1) 97 1 T B e () B 5 1 P RN EGIE
2 TB) B AL [R) I Jo e B2 A2 3G UE , SEBL 1 % B $0 A 5 AR IR 3 1R Sl B L 3 T
A E Gl RISt

B [E135¢ BR

[00601 "~ i 45 15 Bt X A i W VRt — 20 PEAR UL

(00611 [ 1 A J WY i U ) 5 g 42 ) R RNLSS SRR R S Nz 45 4y s R 5
[0062] [ 29 A J W] i ik SR AR BRI 25 A AR AR s R

[0063] &I 39 A & W iridk 37 7 ik I A R R HE A

= JENSL) S

[0064] Dyt — 0 Ui W AR A B AR ALY K8, I T 5 - B 1S RS2 it 451 3k A e B Y S it g ARt —
U VERAIAR o LA SI it {51 £ T 240 48 AR RTPRS Pl P 37 23 400 P b B A O B ) Ji 2 (R AN R
BIR ] A S Y AR Vi ] S B AR S B AN BR - P i £ S i 51«

[0065] 7 BH Fr it f) — Fofr i T 42 2k 1 25 e P o s 1) IXCHRBERRRL R 3705 2%, B S Bt
—AR R B AT B IRSS T B R BSRCT &  HT B AW &
BRI T 6 B AR IRBGA ST 2 B BA B REAE IR BUS T B [, A
M B O EITER, A KR RIEIZ 2T ok B T IERE N R A, Re A2 m R A&
By SN 36 5T 22T I B AR ANSRIE 3 o SR A SN 5 SRR ABEAR B IO N A - A B35
N T B LA B TR, DT 2 HH b A 2 R A S D R X BB R AL R 97 56 T R
&SRR IR B, FESCBL T AIRL R 1 P BEORL R 37 B TR IS R[] B 50 030 ) 47
A M H HATIE ST RN, T ERAR W EARTT 5 2 R B TT 1) 254 S W
SR AR SRR, I TR 5 17 45 40 B U P S 11 A/ AR S 25 P

[0066]  jinl 454  ABGSAFAE — ARSI B EERA, A= {AT,A2, .. ., An} s fEAE— RS
Y115 Il 5 i €S, S = {S1,S2, . . ., Sk} s ARSI A ASS, TIFREE A A Uy Il IS T B

10
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B R WIRRER S A V5 [0 FE IS T B ARARANEE &  FECP — ABEH , A5 AU &, AFAE— A
FEREAA, AFAE— D B8 (x) , [ FEFE A ) B — AT HT A 5 ST I B M — — WS, DU HE R AA
FRLSSSHERE , FLLSSSHE M AT 4055 T 15 v 28 AR by 745 sl AN 4, B @ 400 /4 ]
LTS 6 U 1) &35 A6 42 o RS FILSS SRR g of 182 ]

[0067]  XUEAEWLL  BG1, G2, G R BpB I AE s - 1E — D 5K FRe:G1 X G263, #e
LA S T 2 -

[0068] A KLkt AERE A, bE Zp, #H elGl G)=e(Gy G,)° .

[0069]  B.JEiBALA: : FF7E—NGL, G2, ffifHe (G1,G2) #1;

[0070]  C.AJTHER A  AFAE — A RN HE LT e (G1,62) .

(00711 EtXF F3R B FH 5%, 78 SEIWARRL B2 1) B P B RA DR 47 1R[] B, s W ] B ot 2 4 1 4
A RIS 245 AT D1, LI P NS AIE 5 3E AT XU m) 18 3, 32 v B ) 22 A 1tk T $2
— PP T AR 2R 2R B M I I X SR RS AL ORI TV R R TR VR T RN

[0072]  —FhJ& T 7L B 28 JEm N2 1 X SR BE RS AL OR3P 0775, BT IR PR3P 5100 Je X Bt &
G 2 A SER B, L EE M AR I I 2 s 5 BT I SIEAR B B0 45 A £ s 35 5 DO L i 136
H DU L I GM. B 26 I35 HLALJOEA | 25 2 i %5 L AL ODE L K B B ACAN L ZEBEEST ; ik [X B
R G HT A REIER AL A AT E B At = IR 5538 R 40, FLeil 7 LA s DL R itk
2, REVILEHY B, F MY B, 2B B, #2524 UGUERT B, £ 5 F 25 i 25 B B AniE
IO B BARI AR AR B3 B , ARG HE DL A8, Fdm 1A 2 DO V7 in] 45 M K IR 4R
LN A LAIODE 5 B 28 035 AL AG) 8 T BsJ 1] ] B AR R0 7 ) &85 44 v 5 [ %85 S0 3R (el 25 B 8
A & DO, Z 4 3G 5 DO FH Hh 7] 35 SO0 B0 2R AT N , 95944 % SOR I8 B X HLBE R 48 (1)
RSS2 R G0 B AT A I8 I = R 5548 R R O T 45 2 AL BC 1Y 25 5T 5 1 # s
FH 2 DUN %5 SR 32 31 88 B fift % WA ODE , (55 2k fif 25 AL G ODE 2 i 9 4 FH 3 DO g 4 115 4
X B SCHEAT B 70 R 5, 49 1) 3 450 85 S, FF-04 e 480 5 Sl [m] 2 4 45 25 DO s 58 45 FH 35 DO
P 5 BT e 8 2 SCOIEAT A %, RS 2508

[0073]  1.RGHVIIEILEN B -

[0074] (1) B R EMWME RF VGBI HKEMSE - IEWA HFBITRAE LEE
SystemSetup (1%) — (PK,MSK) , Bl N — /N4 4 R MM, R G 4 i S1PK, i ik
PK =(Gl,Gz,g,p,e,g“,gﬂ,e(g,g)“,{ga}.},{hj.},HO,Hl,Hz) ,MSK= (a,a, v) ;

[0075]  Hid,G1,G2 AR B oM G EE , e NG A R IT s e W RUERPEBLES : G1 X G1—G62; B AL
Ha,a,BEL s JERORIEMEANH; EH JRENLE, €6 05 A5 A0 {0, 1) —G61,H1: {0,1) —
G2,H2: {0,1} —G2;

[0076]  (2) k2 X B8 £ I GMA] 44k, - B4 28 0138 4T R4 v 5 1LGMSe tup (PK) —
(GMKey , GMPK , GMSK) , % N A $HPK , Z4¢0 AE e BB 2 R GMIY) 35 ZHGMK ey , #F A SHGMPK A
1B B2 EHGMSK 5

[0077]  GMKey=y ,, GMPK =(g,g,,u”,v,g]") ,GMSK= (8,,8,) , u" =v" =h;

[0078]  Horr, i RORFFE I AN v RARIDBENIEL g LRGN A Bt s BENLELS 6, €
Zp;u,vEGl;

[0079]  (3) &t J5 & MH K B A ACHT 4G 4K : ACSe tup (PK, id) — (SignMK, SignPK) , % A\ A 4HPK,

11
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F G RSBk B B 2R A4 B IS 1 gnMKAT 11 i 25 A4 A IS 1 gnPK s AEIR B BE 1, 70y EE
AMREET R, B G AT X R ZE 3 TARIF B I B X 73 A 1 dANZE A4 A0 5

I3 &
[0080]  SignMK = (ke,[ks]P,, Y [ke,1P,) , SignPK =[_ ke, TR, ,
k=1 k=1

[0081]  T=H, (id||hid,N) +ks;

[0082]  Hib, kR IE B % b S5 AR IR O AAKIRT N s ks S kek 38 B AR 1 AR 0 R BE LB
Hks, ke, € [1,N-1], kek @k ™2 FIE B 070 535 A Ny A BRI P2 G2 A2 ot , PLN
GLEAE BTG s 1 d NI B B & AN BT s (R e —FR iR, R 32 5 U B — H B AL AR hid
SN

[0083] 2. FH I yE MBI EX -

[o084] (1) HF3RELH P AL EH A BXUKey i : GMKeyGen (PK) —UKeyi s F P [a) 8 22 A GMAE H
A S App Ly , 25 B HE DR GMIR] 7= ), 1 NTRE A 38 GOk D FH 7 20 ol A R A 2 1 FE P AL
BtUKeyi, 7 F FAAEH I BXUKey i IR 25 F P s T AE X B, AP Rl 4055 R 3dE 4846 # D0
AEHE A & DU

[0085]  UKey, =g/ " ;

[oogs]  Hr,BEHLEIxEZ

[0087]  (2) F it % :GMKeyGen (PK, S, UKeyi) — (UKey, IDU,CPA__SK) ; I Frididt Bkt
H C B H PRV UKey  H P AR IR TDU, H: o) B 3 9258 FH P @ 1 4EAS = {al,a2, . . . ,aj},
SRR B M N5 22 HCPA_ SK, BS ZR BIF 25 5AVK

[oo8s] UKey=[|UKey, , IDU=g™ ,CPA_SK= (g"h®,z,TK),

i=1

TK =(g"" {h!" H(v )"} ,vk= (" ¥ )

(00891  Firfr,v iy P @ MESEASH % JE IR B EE AR« TKA J& P I 2 1 % SO % 8 o d 2,
ABENLE Hd,z,uEZ .

[0090] 3. Jn#EEx -

[0091] (1) B L InZ5 HLFJORAREAT BE £ N5 : OBA__Bnc (PK) —1C, ¥l A7 # D0 H— 4
IR (] s A 4 B8 2 N5 LA + 8 2 I s AL St s (s T A1 381 v i) 285 SC IC, FR0 A ) %
SCICK 1E 45 B A 414 # DO

[00921 1C=(e(g,8)".¢ . {g"p] {pj g™}, 6,y {0 H(V))}})

[0093]  H, FhF s e 23 R IRACINAS 2

[0094]  (2) & 4E = DOHEAT N . DO__Enc (PK, IC,VK,Message) —CT . & #14 & DOiE
I il 4 FAC AN F ) 25 SCTCT I SOMe s sage BEAT B 28 N5 , 75 31 J& i Jin 5 55 S CT s

CT =(AC, Message ® H,(R),R-e(g,8)", g {8 0], ¢} ,,&"™ @) Hi(v))}, (0, —€),(s — 1)}, C)

?

[0095]
[0096] Clzg“/ P e o' 4 (e(g,2)" R * H, (Message) ,MM=H, (Message) ®H, ) ;

[0097]  Hort, Pinny N JEMEa JTE VT 25 HIAC= (M, p (x) ) HH WSS, 0 e j7E B 5 bR %o (x)
HH R 3 0 s RN L% SC S 2, HR € Gy s MO HE R Mep () B — AT X B — AN @t
[0098] 4. WA INIERTEL -

12
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[0099] (1) BREBEEACIR 1T SAXT 2 SLCTREAT 25 44 : AC__Sign (CT,SignMK,SignPK) —
(SignCT,DO__Verify) o Bk R BE VR T SAXT B SCCTHITAE 42, A B BE B A (R IR 5 s B I 25 44
TS enMKANR AT F AR 25 A AV BS 1 gnPKHEAT 25 Zia 5, 159 B 6 A B A 2 1T ok 48 3
CTHIREZE 4451 gnCTHIRIR LG UEMEDO_ Verify.

o100]  Si87CT =(H,(CT || g" N).[ 1([H, (id,, || hid, N)JP, +[ks]P), SS - SignPK . SS - SignAG)

k
[0101]1  SignAG =[H,(id, | hid,N)+ ks]"'[ Y ke[’[H, (id,, || hid, N)+ks]" mod N ;
k=1

[0102]  SS=#"(r,-H,(id , || hid,N)) ;

[0103] DO Verify =H,(M ||u” ||v" || UKeyu™"" || u® ||u® || TT |02 || v"™%) 3

i _bl_b:
[0104] IT:e(UKey_um{;{ﬂ'}’gl)Xne(h’gl?'f) Xe(h’gl)—CT(b‘;—bs} 5

i=1

[0105]  JLrp BEMLELr ,r, € [1,N-1]; idARIR T AR idFR IR s T, x NBENLEL, Ht,xE
Z s IEBEREHLETE AL T b, b, by by, b EZ .

[0106]  (2) BEEHAEACKIEMY B : AC_ Verify (SignCT) —1/0. 5k B3 S5kt 5] 85 S CTAAE M. 1)
TR 44 SignCT, 38 I SUE X BERS A2 HEAT B0 AIE o 25 UF B 1 1% 285 44 1 B B e o ) AN 4 AP A
(0, T 1, 35 ez, T 0, 325 53 %5 5CCT s

[0107]  1+5:U,=e (SS * SignAG) ,U,=e (SS * SignPK)) ;

[0108]  GHIFU, =U,, 5 AHEE , WIREAT T — D IIE s 45 ASAHSE , W 25 5% 3CCT s

[0109] AR FEUL B SignCT 5«

[0110] U3 =H,(CT"| e(SS - SignAG),[r,1([H, (id , || hid, N)]P, +[ks]P,)- g "1™ N N) :

[0111] I, U3=H,(CT || g" . N), Z A%, WP CT AR B L =8 h it AT S 2 s e 2, U &
FEESCCT 5 I B AT UF B 25 S CTad it 1 Bk B e 2 A2 B0 5

[0112]  (3) &R B - K FHUTXOM X B85, (1T s A IR 2 5 1K 4 5 Number A _E IR AZ
Sy ms 75t HLast , FIAIRAE 5y I BEAS 4451 gnCT ik 326 BB B4k 32 35 s vepr, 75 A VAR il 4=
X HeNew__block, J5t X Herb ({45 BEAT I6AIE , 2 SEam i, Wk AL 28t , vz, EF X
B

[0113]  FEERIREEACIRUERY B , 5 BA B o 5 7 il SR 2 vh 5 O AR X HOG BRI B — IR
A G B FERTEL B AR X B A AN — RS 5 B B TR AH R, 5 2 B B K 2
B SR S, E AU A R PR AL, R, BT AE X

[0114] 5 Hi4f fd FH & M B

[0115] (1) B LR AR 2 WA ODAIEAT 5 73 %% : ODA__Dec (AC,CT, TK) —PC, 345 fi F & DU
5 SCCTANES ST L4 35 A TRAL 45 B8 LR AR S5 AL FJODA s B £8 IS WL ODA B 2 K6 25 B a4 35 1)
Ja& P BEAS A 7536 A2 17 ) S5 R ACTRI ZEE SR , 2536 2 , UIKH 4 SCCTHEAT 350 0 il 86 5 W0 8 0 il s
SCPCRIELHEAE DU )2, M 05

[0116]  PC= (AC,MM,R * e (g,g) “,g",e(g,g) daO/Z,Cl) ;

[0117]  (2) ¥udfsfdi FHE DUBHATA# 25 . DU_Dec (PC,CPA__SK) —R; ¥4fafs 3 DU i J& 4 in
T BCPA_ SKOX 3 43 A 2% % SC PR , 19 BIRE WL LS HR 5

13
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[0118] R=R-*e(g,9 *“/ (e (g, g"h?) /e (g, g ™) ;
[0119] Message =H,(R)® MM o

[0120]  6.iBFTBNEL:

(01211 (1) B HE#HA ED0:DO__Accountability (DO_ Verify,GMSK) —idDO0. & REE
53 P S B RAE TR A S, T I SRIE IS UE (B DO_ Ver i £y FIFEIE 5 % PHGMSK
TR IR IR A E 1 id;

[01221 B 4%nu” =v= =h N id,, =idp,h*"" [u™ v

[0123] (2) B4 HA: A Accountability (SignCT,SignPK) —idA;fF FaEid e, i@
ok SR RS A4 50 R 0 J7 VA FIUTXO R B85 77 20, 25 FF 8 B D145 2 il 22 K0E sr 8l A &
J& » T AT N AR ST G AT 1B R Y T 2 $R B A kb 3 AT I BT i B AR A
SignCTHNIZE A FLEHS 1 gnP, FEELH 25 4434 AR 1 dARS A B HID , 375 SR — X B A5 5501
idXf B AHIDAE R AT 4% 2125 44 1 dA.

[0124] R H A BH BT I 1) X HRE B AL DR 47 T3 V%, e 0l A 2 15 42 a8 85 JR0V , R IX
HEE O B 2 N B LA S B B B AU, 78 sk /N TP () TF 8T 85 1 R ), SIEBIL4BRL B2 () FH P
T 1) ¥ 1 0 B T T S B U PR 1) 152 2%, R am ok R = B RN R B 1 OUBE 2 ], B L T B AU
W& 1m0, 77 1k PP ARG E 3 2 1) B AR [R] B, JE O AR A S B0 IE , SEERL T A A A
SO AIE 7 () B e 1, G T B ) 2 At

[0125] DA B FTiR A A & I AL 3% S it 7 2, I AN FH RABR il A< & B of 1 AR SR e 5 R
N R, T LA & FhEE 2N AR AL, PR FH A & B BT AR AT AT A 5 S5 R) 5 4 e gk &%, 290
B S EAR KA ORIVER 2N

14
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2807 (1,0,0,0) C=1
. AND
@ C=2
(1,1,0.0)| C=2 C=2(1,2.0,0)
2/3 OR
C=3 (=2
(1:1.1.01 C=3
AND C @ @
4 e (L1300 (LZo0) 200
O ®
etk 10 (l:3:1:3)
il ™
1511 il ——h
1112 |p(2) —>B
' 1120 |p(3)
- 1130 |p(4) =]
1200 |pi5) —E
1200 |pi(6) — F
9 oy
K1
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1z I

2/3 7L

& 4 0 E B
OFA

oy Lh T Y
B T LA

ODE -

+

AC.CT,.TK

PC

Apply,
AS

Ukey;.
CPA_SK,
VK

Ly

—>

Apply.
AS

K2
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