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(57) Abstract: There is a method of generating a token required to transfer an access authority to a cooperating system to a coopera -
tion asking system. In this method, a refresh token is issued to update a token without confirmation to a user after a valid period of a
token has expired. When information which is required to update a token is leaked, an unintended system updates a token, and the
cooperating system is illicitly used. For this reason, a unit for invalidating the leaked refresh token is required. An access manage -
ment service stores a refresh token issued at the time of first authorization processing linked to tokens re-issued when a series of
token is issued using refresh tokens. Then, upon designation of the refresh token issued first, all refresh tokens linked to the refresh
token issued first are invalidated.
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DESCRIPTION
TITLE OF INVENTION
AUTHORIZATION SERVER AND CLIENT APPARATUS, SERVER

COOPERATIVE SYSTEM, AND TOKEN MANAGEMENT METHOD

TECHNICAL FIELD

[0001] The present invention relates to an
authorization server and client apparatus, a server
cooperative system, and a token management method,
which are required to control accesses between a
plurality of online service systems in, for example, an
online system implemented by mashing up a plurality of

online service systems.

BACKGROUND ART

[0002]In recent years, a system called a cloud service,
which provides software functions via the Internet, has
received a lot of attention. Recently, in increasing
cases, a plurality of cloud services are cooperated to
provide a new system.

[0003] A technique called "OAuth" is available as a
mechanism for securely and easily implementing access
control between systems which provide services upon
cooperating cloud services {(refer to "The OAuth 2.0
Authorizatioﬁ Protocol draft-ietf-ocauth-v2-25", E.
Hammer, October 9, 2012, <URL |

http://tools.ietf.org/html/draft-ietf-ocauth-v2-25>).
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[0004] OAuth is a technique for transferring an access
authority of a user of a cooperating system to a
cooperation asking system while limiting to the access
authority. With this technique, the cooperation asking
system can access the coopefating system using the
authority of that user, and can provide services using
those provided by the cooperating system to users.

When authentication mechanisms of cooperating systems
include the access authority transfer configuration of
systems based on OAuth, the cooperation between systems
can be securely implemented without storing
authentication information associated with the security
such as user IDs and passwords of the cooperating
system in the cooperation asking system. OAuth sets a
valid period for authorization information required to
permit accesses from the cooperation asking system, and
also sets a mechanism for re-issuing authorization
information after the valid period of the authorization
information has expired and a mechanism for
invalidating the authorization information and re-
issuance of the authorization information.

[0005] On the other hand, as another authorization
technique different from OAuth, a method of setting a
valid period for use permission is known. In this
method, a method of extending the valid period of use
permission in each system, and a method of permitting

use again while obviating the need for verification
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within a given period even after the valid period has
expired are conventionally known (refer to Japanese
Patent Laid Open No. 2011-519087).

[0006]However, the existing OAuth configuration for re-
issuing authorization information after the valid
period of the authorization information has expired
suffers a problem in terms of security. More
specifically, when authentication information of a
client and update authorization information have leaked,
a malicious user may illicitly re-issue authorization
information. When authentication information of a
client, which is managed in a server system, is to be
changed so as to cope with leakage of the
authentication information of a client and the update
authorization information, such change seriously

influences the operation of the server system.

SUMMARY OF INVENTION
[0007] The present invention provides an authorization
system which can solve the aforementioned problems.
More specifically, the present invention provides an
authorization server and client, a server cooperative
system, and a token management method, which enhance
security.
[0008] The present invention includes the following
arrangement.

[0009] That is, there 1s provided an authorization
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server, which authorizes an access request from a
client apparatus to a resource server based on valid
authorization information received from the client
apparatus in association with the request, the server
comprising: issuance means for issuing authorization
information used to access the resource server and
update authorization information used to re-issue new
authorization information without any authentication
information in accordance with an issuance request
received from the client apparatus together with
authentication information; re-issuance means for re-
issuing new update authorization information and new
authorization information in accordance with a refresh
processing request received together with update
authorization information, and storing the update
authorization information issued by the issuance means
so as to re-issue new update authorization information
and authorization information as initial update
authorization information in association with the re-
issued authorization information and update
authorization information; and invalidation means for
invalidating, in accordance with an invalidation
request received together with update authorization
information, update authorization information with
which the received update authorization information is
associated as initial update authorization information.

[0010] According to another aspect, the present
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invention includes the following arrangement. That is,
there is provided a client apparatus which transmits an
access request to a resource server together with
authorization information issued by an authorization
server to request a service by the resource server, the
apparatus comprising: means for storing the
authorization information issued by the authorization
server, update authorization information used to re-
issue new authorization information without any
authentication information, and initial update
authorization information issued first by the
authorization server so as to re-issue the
authorization information in association with each
other; and invalidation request means for transmitting
an invalidation request together with the stored
initial update authorization information to the
authorization server to request the authorization
server to invalidate update authorization information
associlated with the initial update authorization
information.

[0011] According to yet another aspect, the present
invention includes the following arrangement. That is,
there is provided a server cooperative system including
an authorization server, which authorizes an access
request from a client apparatus to a resource server
based on valid authorization information received from

the client apparatus in association with the request, a
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client apparatus, which transmits an access request to
a resource server together with authorization
information issued by the authorization server to
request a service by the resource server, and the
resource server, which provides a service to the client
apparatus, the authorization server comprising:
issuance means for issuing authorization information
used to access the resource server and update
authorization information used to re-issue new
authorization information without any authentication
information in accordance with an issuance request
received from the client apparatus together with
authentication information; re-issuance means for re-
issuing new update authorization information and new
authorization information in accordance with a refresh
processing request received together with update
authorization information, and storing the update
authorization information issued by the issuance means
so as to re-issue new update authorization information
and authorization information as initial update
authorization information in association with the re-
issued authorization information and update
authorization information; and invalidation means for
invalidating, in accordance with an invalidation
request received together with update authorization
information, update authorization information with

which the received update authorization information is
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associated as initial update authorization information,
and the client apparatus comprising: means for storing
the authorization information issuéd by the
authorization server, update authorization information
used to re-issue new authorization information without
any authentication information, and initial update
authorization information issued first by the
authorization server so as to re-issue the
authorization information in association with each
other; and invalidation request means for transmitting
an invalidation request together with the stored
initial update authorization information to the
authorization server to request the authorizatioﬁ
server to invalidate update authorization information
associated with the initial update authorization
information.

[0012] According to yet another aspect, the present
invention includes the foilowing arrangement. That is,
there is provided a token nanagement method in a server
cooperative system including an authorization server,
which authorizes an access request from a client
apparatus to a resource server based on valid
authorization information received from the client
apparatus in association with the request, a client
apparatus, which transmits an access request to a
resource server together with authorization information

issued by the authorization server to request a service
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by the resource server, and the resource server, which
provides a service to the client apparatus, the method
comprising: an issuance step of issuing, by the
authorization server, authorization information used to
access the resource server and update authorization
information used to re-issue new authorization
information without any authentication information in
accordance with an issuance request received from the
client apparatus together with authentication
information; a step of storing, by the client apparatus,
the authorization information issued by the
authorization server, update authorization information
used to re-issue new authorizgtion information without
any authentication information, and initial update
authorization information issued first by the
authorization server so as to re-issue the
authorization information in association with each
other; and a step of transmitting, when a response
indicating that the authorization information is
invalid is received in response to the access request,
a refresh processing request to the authorization
server together with update authorization information
associated with the authorization information
corresponding to the response indicating that the
authorization information is invalid, by the client
apparatus; a re-issuance step of re-issuing, by the

authorization server, new update authorization
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information and new authorization information in
accordance with a refresh processing request received
together with update authorization information, and
storing the update authorization information issued in
the issuance step so as to re-issue new update
authorization information and authorization information
as initial update authorization information in
association with the re—iésued authorization
information and update authorization information; an
invalidation request step of transmitting, by the
client apparatus, an invalidation request together with
the stored initial update authorization information to
the authorization server to request the authorization
server to invalidate update authorization information
associated with the initial update authorization
information; and an invalidation step of invalidating,
in accordance with an invalidation request received
together with update authorization information, update
authorization information with which the received
update authorization information is associated as
initial update authorization information by the
authorization server.

[0013] According to the present invention, even when
authentication information of a client and update
authorization information have leaked, authentication
information can be prevented from being illicitly re-

issued.
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[0014] Also, according to the present invention, since
authentication information of a client need not be
changed, leakage of update authorization information
can be coped with within a narrow influence range
without stopping a system of the client.

[0015] Further features of the present invention will
become apparent from the following description of
exemplary embodiments with reference to the attached

drawings.

BRIEF DESCRIPTION OF DRAWINGS
[0016] Fig. 1 is a block diagram of an overall system;
[0017] Fig. 2 is a block diagram showing the hardware
arrangement of a server;
[0018] Fig. 3 is a block diagram showing the software
configuration of an external server;
[0019] Fig. 4 is a block diagram showing the software
configuration of an access management server;
[0020] Fig. 5 is a block diagram showing the software
configuration of a form server;
[0021] Figs. 6A, 6B, and 6C are tables showing data
structures held by an external service system 103;
[0022] Figs. 7A and 7B are account tables held by an
access management service systeﬁ 104;
[0023] Fig. 8 is a table showing the data structure of
an authorization code held by tﬁe access management

service system 104;
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[0024] Fig. 9 is a table showing the data structure of
authorization information held by the access management
service system 104;

[0025] Figs. 10A and 10B are flowcharts of access token
issuance processing;

[0026] Fig. 11 shows an example of an authorization
screen;

[0027] Figs. 12A and 12B are flowcharts of
authorization processing controlled by the present
invention;

[0028] Fig. 13 is a flowchart of authorization
information invalidation processing according to the
first embodiment;

[0029] Fig. 14 is a flowchart of authorization
information invalidation processing according to the
second embodiment;

[0030] Fig. 15 is a block diagram showing an access
authority transfer sequence of OAuth;

[0031] Fig. 16 is a block diagram showing problem 1 of
OAuth; and

[0032] Fig. 17 is a block diagram showing problem 2 of

OAuth.

DESCRIPTION OF EMBODIMENTS
[0033] Some practical examples of problems of the
present invention will be introduced below. Upon

transferring an access authority by OAuth, a
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cooperating system performs authority confirmation of a
cooperation asking system and that of a user who uses
the cooperation asking system. The cooperation asking
system is a system which is directly accessed by the
user to request a service. The cooperating system is a
system which provides services and the like (including
resources) to the cooperation asking system in
cooperation with the cooperation asking system. In the
following description, according to the definitions of
OAuth, the cooperation asking system will be referred
to as a client, the cooperating system will be referred
to as a resource server, and a server which manages
authentication information and authorization
information of the resource server will be referred to
as an authorization server. Note that the
authentication information managed by the authorization
server includes security information required to
authenticate users and systems which use the resource
server. For example, the authentication information
includes user IDs and passwords. The authorization
information managed by the authorization server
includes information which is issued by the
authorization server according to the OAuth authority
transfer sequence, and is required to permit accesses
to the resource server. In OAuth, the authorization
information i1s called an access token. Upon accessing

the resource server, the client transmits an access
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token to the resource server. The resource server
requests the authorization server to confirm the
received access token, and determines whether or not to
permit an access. Thus, the client can use the
resource server without knowing authentication
information managed by the.authorization server.

[0034] The OAuth authority transfer sequence will be
described below with reference to Fig. 15.\ Note that a
user who uses the cooperation asking system will be
referred to as a resource owner (or simply referred to
as an owner) hereinafter, and a Web browser included in
an information proéessing terminal operated by the user
will be referred to as a user agent hereinafter.

[0035] In processing step 1501, an owner operates the
client via the user agent. In this state, the client
starts the OAuth sequence so as to use the resource
server. In processing step 1502, the client redirects
the user agent to the authorization server. 1In this
case, the client sends a client ID used to uniquely
identify the client itself and a redirect URL to the
authorization server.

[0036]In processing step 1503, the authorization server
authenticates the owner via the user agent. The owner
authentication is implemented by, for example, a method
of displaying an authentication screen on the user
agent, and prompting the owner to input a user ID and

password managed by the authorization server. If the
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owner authentication has succeeded, the authorization
server determines whether or not the authenticated
owner has an appropriate access authority to the
resource server.

[0037]In processing step 1504, the authorization server
performs authorization confirmation of an access to the
resource server by the client for the owner who is
determined to have the access authority via the user
agent. The authorization confirmation for the owner is
implemented by, for example, a method of displaying an
authorization confirmation screen, and prompting the
owner to press an authorization button. When the owner
authorizes, the authorization server generates an
authorization code. The authorization code is
information indicating that the owner permits the
client to access the resource server.

[0038]In processing step 1505, the authorization server
sends the generated authorization code to the redirect
URL passed from the client in processing step 1502.
[0039] In processing step 1506, the client requests the
authorization server to send authorization information
required to use the resource server. In this case, the
client sends the received authorization code and
authentication information of the client. The
authentication information of the client includes, for
example, a client ID and password. The authorization

server confirms the received authorization code and
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authenticates the client. If the client authentication
has succeeded, the authorization server confirms
whether or not the resource server permits the client
to cooperate. If it is confirmed that the
authorization code is valid, and the resource server
permits the client to cooperate, the authorization
server generates authorization information for the
resource server.

[0040]In processing step 1507, the authorization server
sends the generated authorization information to the
client.

[0041] In processing step 1508, the client sends the
authorization information to the resource server,
thereby issuing a use request of the resource server.
[0042] In processing step 1509, the resource server
sends the received authorization information to the
authorization server so as to determine access
permission. The authorization confirms the received
authorization information.

[0043]In processing step 1510, the authorization server
returns the confirmation result of the authorization
information to the resource server. The resource
server judges according to the confirmation result of
the authorization information whether or not to grant
access permission to the client.

[0044] In OAuth, whether or not to permit an access to

the resource server is judged by confirming only the
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access token in the authorization server like
processing steps 1509 and 1510. For this reason, when
an access token is leaked to a system other than the
authentic client, an unintended client spoofs the
authentic client which issued the access token, and can
use the resource server. Due to such a problem, OAuth
recommends setting a short wvalid period of the access
token for the sake of security. On the other hand,
when the valid period of the access token is short,
authorization confirmation for the owner in processing
step 1504 is generated every access even in the system
authorized once by the owner, resulting in
inconvenience. For this reason, OAuth provides a
method of issuing update authorization information
which authorizes updating of an access token together
with the access token at the access token issuance
timing in processing step 1506. This update
authorization information will be referred to as a
refresh token hereinafter. The refresh token is
information required to issue an access token without
any authorization confirmation for the owner. The
authorization server issues a new access token which
has an authority which is the same as or narrower than
that of the access token issued together with the
refresh token.

[0045] Upon issuing the new access token using the

refresh token, the client sends the refresh token and
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authentication information of the client to the
authorization server. The authentication information
of the client includes, for example, a client ID and
password. The authorization server confirms the
refresh token, and authenticates the client. If the
client authentication has succeeded, the authorization
server confirms whether or not the resource server
permits the client to cooperate. If it is confirmed
that the refresh token is valid and the resource server
permits the client to cooperate, the authorization
issues a new access token and refresh token. 1In this
case, the authorization server invalidates the used
refresh token. Processing for re-issuing an access
token using a refresh token will be referred to as
refresh processing hereinafter. Note that re-issuance
of a token will often be referred to as updating or
refreshing of a token, but they are synonymous in this
embodiment.

[0046] In this case, when the refresh token and
authentication information of the client have leaked,
an illicit client can spoof an authentic client to
execute refresh processing. The illicit client which
executed the refreéh processing can spoof the authentic
client to use the resource server using an issued
access token. The illicit client can also spoof the
authentic client to continuously use the resource

server using a new refresh token issued by the refresh



WO 2013/175901 PCT/JP2013/061344

processing. Furthermore, by only providing an access
token issued by the illicit client, various clients can
illicitly use the resource server.

[0047]There are two methods to cope with leakage of the
refresh token and authentication information of the
client within the range publicized by OAuth. In one
method, a refresh token is designated, and the
designated refresh token and an access token to be
paired with that refresh token are respectively
invalidated. With this method, since the refresh token
is invalidated, the refresh processing can be prevented.
[0048] However, this method suffers a problem. The
problem of this method will be described below with
reference to Fig. 16. In processing step 1601, an
illicit client requests the authorization server to
execute refresh processing. Assume that the illicit
client is a system which possesses authentication
information and a refresh token leaked from the client.
Since the illicit client uses the authentication
information of the authentic client, client
authentication at the authorization server succeeds.
Furthermore, since the refresh token is authentic,
refresh token confirmation at the authorization server
also succeeds. Thus, the authorization server executes
refresh processing, and issues a new access token and
refresh token. After that, the authorization server

invalidates the refresh token used in the refresh
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processing. In processing step 1602, the authorization
server passes the issued access token and refresh token
to the illicit client.

[0049] In this state, in processing step 1603, the
client requests to invalidate the refresh token and
access token. However, the refresh token possessed by
the client has already been invalidated by the refresh
processing in processing step 1601. Also, the client
cannot know the refresh token issued by the refresh
processing in processing step 1601. For this reason,
if the illicit client executes the refresh processing
even once, the client cannet invalidate the subsequent
refresh processing.

[0050] In the second method, authentication information
of an authentic client is updated. For example, when a
password of the client is changed at the authorization
server, refresh processing by an illicit client which
knows only authentication information before change can
be prevented. According to this method, even when the
illicit client executes the refresh processing, the
refresh processing can be prevented.

[0051]However, this method suffers a problem of a broad
influence range. The problem of this method will be
described below with reference to Fig. 17. Assume that
an owner A uses a client in processing step 1701, and
the client requests an access to the resource server

using a previously issued access token in processing
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step 1702. In processing step 1703, the resource
server sends the access token to the authorization
server so as to determine whether or not to permit the
access. Assume that the access token is invalid. For
this reason, the authorization server returns an
invalid access token message to the resource server in
processing step 1704. Since the access token is
invalid, the resource server denies the access. 1In
processing step 1705, the resource server returns an
invalid access token message to the client, and denies
the access.

[0052] In processing step 1706, since the access token
is invalid, the client attempts to re-issue an access
token using a refresh token. The client sends the
refresh token and authentication information of the
client to the authorization server, and requests it to
execute refresh processing. Assume that the refresh
token is invalid. When the refresh token is invalid,
it has already been invalidated since the refresh
processing was executed, or it is invalid since a valid
period of the refresh token has expired. The
authorization server returns a refresh token invalid
message to the client in processing step 1707.

[0053] Upon reception of the refresh token invalid
message, the client detects a possibility of illicit
execution of refresh processing. For this reason, in

processing step 1708, the client requests the
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authorization server to change its authentication
information. A change of the authentication
information is, for example, that of a password. Upon
reception of the authentication information change
request of the client, the authorization server updates
the client authentication information managed by itself.
After that, the authorization server sends a client
authentication information change end notification to
the client in processing step 1709.

[0054] Note that the client authentication at the
authorization server is executed at an access token
issuance timing and an execution timing of refresh
processing. For this reason, in order to change the
password, these processes have to be stopped. That is,
these processes at the client are stopped between
processing steps 1708 and 1709. In this case, OAuth is
a use model of one client by a plurality of owners.

For example, parallel to client use in processing step
1701, processing step 1710 of a client use request from
owner B and processing step 1711 of a client use
request from owner C are executed. For this reason,
even when the refresh token issued by authorization of
owner A is invalid, access token issuance processing
and refresh processing in response to requests from
owners B and C are also stopped between processing
steps 1708 and 1709. That is, if the client is stopped,

this influences all the owners who use the client.
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[0055] The present invention can solve such problemns,
and provides a mechanism which prevents an access token
from being re-issued within a narrow influence range
and prevents an illicit use of a system when
authentication information of a client and a refresh
token have leaked.

[0056] The best mode of carrying out the present
invention will be described hereinafter with reference
to the drawings.

[0057] [First Embodiment]

On the Internet, various service providers
provide various online services. Such online services
include a standalone online service managed by a single
service provider and also a method of implementing one
solution by combining a plurality of online services
managed by a plurality of service providers. The
latter solution is called "mashup", and seems like one
Web site or Web service on the surface. However, at an
actual backend, a plurality of online services are made
to cooperate and linked to combine required functions,
thereby implementing the solution. Note that an online
service in this case is a function group provided by a
Web site, Web application, Web service, and the like.
The Web site, Web application, Web service, and the
like are software programs executed by a server
computer. A system configured by "mashup" will also be

referred to as a server cooperative system or simply as
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a cooperative system in this embodiment.
[0058]<Arrangement Example of Online Service System>

Fig. 1 shows the network arrangement including
various online services. The Internet 100 is a public
network such as the Internet, which can be externally
connected. An intranet 101 is a private network such
as a LAN, which cannot be externally connected. An
information terminal 102 includes a personal computer,
mobile terminal, and the like, and is used when online
services are used via the Internet 100. This example
shows two terminals 102A and 102B. However, since
either of these terminals may be used, they will be
described as an information terminal 102 unless
otherwise discriminated. In OAuth, a user who operates
the information terminal 102 is called an owner, and a
Web browser included in the information terminal 102 is
called a user agent. An external service system 103 is
an online service system which mashes up a form service
system 105 (to be described later) online. This system
is called a client in OAuth. Note that in this
embodiment, this system is often called a client
apparatus to clarify that the client is an apparatus.
The external service system 103 includes one or a
plurality of external servers, and is configured to
distribute and process requests from the Internet 100
by a load distribution apparatus 108. Note that the

external service system 103 includes two external
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servers 103A and 103B in Fig. 1, but it includes one or
a plurality of external servers in practice.

[0059] An access management service system 104 is a
service system which manages authentication information
of a user and authorization information. In OAuth,
this system is called an authorization server. The
access management service system 104 includes one or a
plurality of access management servers, and is
configured to distribute and process requests from the
Internet 100 and intranet 101 by a load distribution
apparatus 108. Note that the access management service
system 104 includes two access management servers 104A
and 104B in Fig. 1, but it includes one or a plurality
of access management servers in practice.

[0060] The form service system 105 is an online service
system which generates a form in accordance with a
request from the information terminal 102 or external
service system 103 via the Internet 100. In OAuth,
this system is called a resource server. The form
service system 105 includes one or a plurality of form
servers, and is configured to distribute and process
requests from the Internet 100 by a load distribution
apparatus 108. Also, the form service system 105 can
distribute and process requests via the intranet 101 by
another load distribution apparatus 108. Note that the
form service system 105 includes two form servers 105A

and 105B in Fig. 1, but it includes one or a plurality
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of form servers in practice. In this example, the form
service system is exemplified as the resource server,
and any other servers are applicable as long as they
provide services via webs.
[0061]<Hardware Arrangement of Server Computer>

Fig. 2 shows the logical arrangement of an
information processing function of a server computer
which executes software programs such as a Web site,

Web application, and Web service that configure wvarious
servers shown in Fig. 1.

. [0062] A user interface 201 is hardware required to
input/output information by means of a display,
keyboard, mouse, and the like. A computer which does
not include these hardware components can be connected
and operated from another computer by remote desktop or
the like. A network interface 202 is hardware which
connects a network such as a LAN to communicate with
another computer and network device. A CPU 203
executes programs loaded from a ROM 204, RAM 205,
secondary storage device 206, and the like, and
implements various services. The ROM 204 is a storage
device which records embedded programs and data. The
RAM 205 is a temporary memory area. The secondary
storage device 206 is an external storage device
represented by an HDD. The respective units are
connected via an input/output interface 207.

[0063]<Functional Arrangement of External Server>
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Fig. 3 is a block diagram showing the internal
structure of the external server 103A. A request
processor 301 processes a function request which is
received by the external service system 103 via the
Internet 100. A function controller 302 receives the
request from the request processor 301, executes
required processing, and returns response data to the
call source. A function cooperation data manager 303
manages data required to generate a request to a system
with which the external service system 103 cooperates.
An authorization code manager 304 manages authorization
code data. A token manager 305 manages authorization
information data. The external server 103B can provide
functions different from those of the external server
103A. However, in this example, the external server
103B has the same arrangement as that of the external
server 103A, and provides the same functions to
distribute loads. Functions to be provided by the
external server 103A include, for example, a network
print service. For example, the external server 103A
receives, as a client, a print requesf of form data
together with designations of a location and name of
form data to be printed from a Web browser as a user
agent. In response to this request, the external
server 103A accesses the form service system 105 to
acquire form data requested by the user. Then, the

external server 103A converts the form data into print
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data after being merged with designated data according
to the request, and transmits the print data to a
printing apparatus or print server on a designated
network to control it to print the print data. Of
course, this is an example, and the service provided by
the external service system 103 is not limited to the
print service.
[0064]<Functional Arrangement of Access Management
Server>

Fig. 4 is a block diagram showing the internal
structure of the access management server 104A. The
same applies to the access management server 104B. An
access management request processor 401 is a processor
which processes authentication and authorization
requests received by the access management service
system 104 via the Internet 100 and intranet 101. Also,
the access management request processor 401 returns
response data returned from an access controller 402 to
a call source. The access controller 402 generates
response data to the authentication and authorization
requests based on data acquired from an authentication
data maﬁager 403 and authorization data manager 404,
and returns the response data to the access management
request processor 401. The authentication data manager
403 manages user account data. More specifically, each
user account includes, for example, a set of an ID and

password unique to each user. Note that a set of an ID
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and password is also called a credential. The
authorization data manager 404 manages authorization
information data. The authorization data manager 404
also manages update authorization information data in
addition to the authorization information. The
authorization data manager 404 stores not only the
latest authorization information and update
authorization information but also stores an
association between update authorization information
which was issued first for a certain user, and the
latest update authorization information for that user,
as will be described later.
[0065]<Functional Arrangement of Form Server 105>

Fig. 5 is a block diagram showing the internal
structure of the form server 105A. The same applies to
the form server 105B. A form request processor 501
receives a form data generation request and form data
acquisition request via the Internet 100. A form
controller 502 executes required processing according
to the requests received by the form request processor
501, and returns response data to a call source. The
form controller 502 transmits an authentication request
to the access management service system 104 via the
intranet 101, and receives an authentication result.
Also, the form controller 502 transmits an
authorization confirmation request to the access

management service system 104, and receives an
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authorization confirmation result. A form data
processor 503 receives the form data generation reqguest
from the form controller 502, and generates form data.
Also, the form data processor 503 returns the generated
form data to the form controller 502 as a response. A
form data manager 504 registers and manages form format
data and form data used in form data generation
processing by the form data processor 503. Also, the
form data manager 504 receives the form data
acquisition request from the form controller 502, and
returns form data as a response.
[0066] <Information Managed by External Service System>
Figs. ©A to 6C show the data structures of
authorization information and an authorization code
which are held by the external service system 103, and
authentication information of the external service
system in a table format. Authorization information
and those related to authorization are managed using an
authorization information management table 600 and
authorization code table 610, and authentication
information of the external service system is managed
using a client credential table 620.
[0067] The authorization information management table
600 includes a cooperating system name 601 indicating a
cooperation target system name, an access token ID 602
indicating authorization information, a refresh token

ID 603 indicating update authorization information, and
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an initial refresh token ID 604. The access token ID
603 saves an access token issued by the access
management server. The refresh token ID 603 saves a
refresh token issued by the access management server.
The initial refresh token ID 604 saves a first refresh
token issued by the access management server at the
time of first authorization processing. Upon execution
of the refresh processing, the contents of the access
token ID 602 and refresh token ID 603 are respectively
updated by authorization information and update
authorization information, which are re-issued.
However, the initial refresh token ID 604 successively
stores the update authorization information used in the
first refresh processing. Note that these field names
include "token ID", but these fields store tokens
themselves in place of token IDs.

[0068] The authorization code table 610 includes a
cooperating system name 611 indicating a cooperation
target system name, and an authorization code ID 612
used to uniquely identify an authorization code
generated by the access management service system 104.
[0069] The authentication information table 620 includes
a cooperating system name 621 indicating a cooperation
target system name, and a client ID 622 and password
€23 which are required to authenticate the external
service system 103 with respect to the cooperation

target system. Details of processing of data stored in
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the respective data structures shown in Figs. 6A to 6C
will be described later. Note that one record of the
authorization information management table 600 managed
by the external server system 103 will also be referred
to as client authorization related information in this
embodiment.
[0070]<Information Managed by Access Management Service
System>

Figs. 7A and 7B, Fig. 8, and Fig. 9 show various
kinds of information which are held by the access
management service system 104 and are associated with
authorization and authentication. Figs. 7A and 7B show
the data structures of user information and system
information held by the access management service
system 104 in a table format. The user information is
managed using a user table 700, and the system
information is managed using a client table 710.
[0071] Note that the user information to be managed is
that of each user of a system (resource server in
OAuth) managed by the access management service 104.
In this embodiment, as an example of the system to be
managed, users of the form service system 105 are
registered.
[0072] Also, the system information to be managed is
authentication information used in client
authentication, which is executed by an authorization

server (corresponding to the access management service
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system of this example) at the time of issuance and
refresh processes of an access token. In this
embodiment, the system information includes a client ID
and password required to identify the external service
system 103 as a client.

[0073] The user table 700 includes user information
including a user ID 701 and password 702. The client
table 710 includes system information including a
client ID 711 indicating an 1D of the client and a
password 712. Details of processing of data stored in
the respective data structures shown in Figs. 7A and 7B
will be described later.

[0074] Fig. 8 shows the data structure of an
authorization code held by the access management
service system 104 in a table format. The
authorization code is managed using an authorization
code table 800.

[0075] The authorization code table 800 includes an
authorization code ID 801 indicating a value used to
uniquely identify an authorization code, and a user ID
802 used to uniquely identify a user who executes
authorization. The authorization code indicates
permission of an access to the resource server by an
owner having an access authority of the resource server,
that is, permission of an access to the form service
system 105 by a user having an access authority to the

form service system 105 in this example. That is,
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based on the authorization code, the access authority
to the resource server 1s transferred from the owner to
the client. Details of processing of the data stored
in the data structure shown in Fig. 8 will be described
later.

[0076] (Authorization Information)

Fig. 9 shows the data structure of authorization
information held by the access management service
system 104 in a table format. The authorization
information is managed using an authorization
information management table 900. Note that the
authorization information corresponds to an access
token, and update authorization information corresponds
to a refresh token. Also, in Fig. 9, a set of
information in fields 901 to 908 will also be referred
to as authorization related information in this
embodiment.

[0077] The authorization information management table
900 has an access token ID 901 as authorization
information, access token issuance date and time 902,
and access token valid date and time (that is, a valid
period) 903 for each access authority. Also, the
authorization information management table 900 has a
refresh token ID 904 as update authorization
information, refresh token issuance date and time 905,
and refresh token valid date and time 906. Furthermore,

the authorization information management table 900 has
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a user ID 907 of a user who is permitted to access the
resource server (that is, the form service system) by
the access token, and an initial refresh token ID 908
for each access authority. The initial refresh token
ID 908 saves a refresh token ID issued together with a
first access token in association with that access
authority.

[0078] Note that when the access management service
system 104 executes refresh processing of an access
token, both an access token and refresh token are re-
issued. The re-issued access token is.also related to
one access authority which is the same as that of the
source access token. However, when authorization
related information of the re-issued access token and
the like is to be distinguished from that of the source

"new" and "previous" are to

access token and the like,
be attached to them. That is, when refresh processing
is executed using a refresh token, a new access token
and new refresh token are re-issued. An access token
and refresh token before re-issuance will be
respectively referred to as a previous access token and
previous refresh token. Also, a first access token and
refresh token related to one access authority will be
respectively referred to as an initial access token and
initial refresh token. An access token and refresh

token re-issued by refresh processing are saved in the

authorization information management table 900 together
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with their issuance dates and times and valid dates and
times. The valid date and time can be obtained by
adding a predetermined period to the issuance date and
time. The user ID 907 saves a user ID stored in
association with a refresh token used for the refresh
processing, and the initial refresh token ID 908 saves
a value of an initial refresh token stored in
association with the uséd refresh token. However, when
the value of the initial refresh token saved in
association with the used refresh token is "null", the
value of the refresh token used for the refresh
processing is the initial refresh token, and that value
is saved as the initial refresh token ID 908 of the
corresponding access authority. Of course, the initial
refresh token may be saved in place of null. When both
of the valid date and time of an access token and the
valid date and time of a refresh token before refresh
processing have expired, a set of information related
to that access authority is not required anymore, and
can be deleted from the authorization information
management table 900. When the valid date and time of
a previous access token before refresh processing does
not expire, since that previous access token is likely
to be used, authorization related information
corresponding to that previous access token is left
without being deleted. Upon accessing the

authorization information management table 900, whether
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or not the valid date and time of each token have
expired is determined, and when the valid date and time
has expired, the corresponding token may be deleted.

At the time of authentication of an access authority or
refresh processing of a token, since the access
authority or refresh authority is determined with
reference to the valid date and time, and deletion is
not indispensable. However, efficiency of a storage
area can be enhanced by deletion. Note that when a
refresh token is used once to execute refresh
processing, it is invalidated.

[0079] The relationship between the authorization
information management tables shown in Figs. 6A and 9
will be briefly described below. The authorization
information management table 600 managed by the
external service system 103, that is, the client stores
the latest access token and refresh token and its
initial refresh token as client authorization related
information in association with one access authority.
The authorization information management table 900
managed by the access management service system 104,
that is, the authorization server stores full
authorization related information including a valid
access token or valid refresh token in association with
one access authority. For this reason, as long as
tokens are updated by appropriate refresh processing,

the latest access token and refresh token are kept
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synchronized between the external service system 103
(client) and access management service system 104
(authorization server) by a sequence to be described
later. However, when illicit refresh processing (also
called re-issuance processing or update processing) is
executed due to leakage of a refresh token and client
credentials, that synchronization is lost.

[0080] The authorization information management tables
shown in Figs. 6A and 9 exemplify that state. In the
authorization information management table 900 shown in
Fig. 9, three sets of authorization information are
registered in association with an access authority
having "EFGH5678" as an initial access token. Of these
pieces of information, the latest access token is
"MNOP3456", the latest refresh token is "8901IJKL", and
the initial refresh token is "0123ABCD". By contrast,
in the authorization information management table 600
shown in Fig. 6A, an access token corresponding to the
initial refresh token "0123ABCD" is "IJKL9012", and a
corresponding refresh token is "4567EFGH". Although
these access token and refresh token are also stored in
the authorization information management table 900,
they are not the latest ones. That is, the
synchronization is lost. A cause of such lost
synchronization is, for example, illicit refresh
processing or the like, which is requested by a third

party who originally does not have any authority using
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the leaked refresh token and client credentials, as
described above.
[0081] The details of processing of data stored in the
data structure in Fig. 9 will be described later.
[0082]<Access Token Issuance Processing>

The processing sequences of the present invention
will be described hereinafter with reference to the
flowcharts.
[0083] Figs. 10A and 10B show an access token issuance
sequence for issuing an access token which is issued by
the access management service system 104 and is
required to permit the external service system 103 to
use the form service system 105. In Figs. 10A and 10B,
the external service system 103 and form service system
105 are online service systems managed by different
service providers. The access management service
system 104 controls accesses to the form service system
105 from users including another service. The external
service system 103 provides a service using form data
provided by the form service system 105, for example, a
print service to users.
[0084] In this case, in order to permit the external
service system 103 to use the form service system 105,
a user who issued a form generation instruction to the
external service system 103 has to be that of both of
the external service system 103 and form service system

105. Also, the external service system 103 actually
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transmits a form generation request to the form service
system 105. For this reason, the external service
system 103 has to be a user of the form service system
105. On that basis, within an authority range of the
user who issued the form generation instruction, the
external service system 103 has to be able to use the
form service system 105. More specifically, the user
who issues a service request to the external service
system 103 has to permit the external service system
103 to use the form service system, and to authorize
use of the form service system 105 by the external
service system 103. Note that in the following
description, a user who operates the information
terminal 102 will be referred to as "user".

[0085] In step S1001, the information terminal 102A
executes a user agent such as a Web browser, and
accepts an operation by a user A. When the user A
operates the information terminal 102A and issues a
form generation instruction to the external service
system 103, that form generation instruction is
transmitted to, for example, a Web service executed by
the external service system 103 via the network. Note
that the information terminal 102A and external service
system 103 are connected via HTTP in this example, and
core processing by the external service system 103 to
be described in this sequence is executed as its

backend. However, a description about an HTTP part
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will not be given in the following description.

[0086] In step S1002, the external service system 103
accepts the form generation instruction from the
information terminal 102A. After that, the external
service system 103 confirms whether or not it possesses
an access token to the form service system 105 in the
authorization information management table 600. If the
exterﬁal service system 103 possesses an access token
to the form service system 105, it ends the access
token issuance sequence. If the external service
system 103 does not possess any access token to the
form service system 105, it transmits an authorization
request to the access management service system 104 in
step S1003.

[0087] In step S$1004, upon reception of the
authorization request from the external service system
103, the access management service system 104 generates
an authentication screen (not shown) which prompts the
user A to undergo authentication processing, and
transmits that screen to a Web browser (not shown)
included in the information terminal 102A to display
the screen on the browser.

[0088] In step S1005, the user A inputs a user ID and
password to the authentication screen displayed on the
Web browser of the information terminal 102A as
authentication information. The information terminal

102A sends an input authentication request to the
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access management service system 104.

[0089] In step S1006, the access management service
system 104 receives the authentication request from the
information terminal 102, and verifies the user ID and
password. More specifically, the access management
service system 104 determines whether or not a
combination of the user ID and password included in the
authentication request is registered in the user table
700 stored in the authentication data manager 403.
[0090] If the combination of the received user ID and
password is registered in the user table 700, the
access management service system 104 judges the user A
who operates the information terminal 102 as a user of
the form service system 105, and the process advances
to step S1009 to continue processing.

[0091] In step S1009, the access management service
system 104 generates an authorization screen 1100 (to
be described later), and transmits that screen to the
Web browser (not shown) included in the information
terminal 102.

[0092] In step S1010, the Web browser included in the
information terminal 102 receives and displays the
authorization screen 1100. When the user presses an
authorization button 1102 on the authorization screen
1100, the information terminal 102A transmits an
authorization approval to the access management service

system 104.
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[0093] In step S1011, the access management service
system 104 generates an authorization code based on the
received authorization approval, and stores that code
in the authorization code table 800 managed by the
authorization data manager 404 in association with the
authorized user ID. Furthermore, the access management
service system 104 redirects the Web browser (not
shown) included in the information terminal 102A to the
external service system 103, and returns the generated
authorization code to the external service system 103
as a response to the request in step S1003.

[0094] In step S1012, the external service system 103
stores the received authorization code in the
authorization code table 610. After that, the external
service system 103 transmits an access token request as
an issuance request of an access token together with
the authorization code and a client ID and password
stored in the authentication information table 620 to
the access management service system 104.

[0095] In step S1013, the access management service
system 104 receives the access token request, and
authenticates the external service system 103. More
specifically, the access management service system 104
determines whéther or not a combination of the client
ID and password included in the access token request is
registered in the client table 710 stored in the

authentication data manager 403.
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[0096] If the combination of the client ID and password
is registered in the client table 710, the access |
management service system 104 judges the external
service system 103 which issued the access token
request as a user of the form service system 105.

After the access management service system 104
authenticates the external service system 103, the
process advances to step S1014 to continue processing.
[0097] In step S1014, the access management service
system 104 verifies the authorization code included in
the access token request. More specifically, the
access management service system 104 determines whether
or not the authorization code received together with
the access token request is registered in the
authorization code table 800 stored in the
authentication data manager 403.

[0098] If the authorization code is registered in the
authorization code table 800, the access management
service system 104 judges that the user permits use of
the form service system 105, and the process advances
to step S1016 to continue prbcessing.

[0099] In step S1016, the access management service
system 104 generates an access token and refresh token,
and stores the generated tokens in the authorization
information management table 900 managed by the
authorization data manager 404. In this case, the

access management service system 104 sets the



WO 2013/175901 PCT/JP2013/061344

generation times of the tokens in the access token
issuance date and time 902 and refresh token issuance
date and time 905. Also, the access management service
system 104 sets a valid period of the access token in
the access token valid date and time 903, and that of
the refresh token in the refresh token valid date and
time 906. The access management service system 104
sets, as user information, the user ID who issued the
successfully verified authorization code in the user ID
907. Then, the access management service system 104
sets refresh token information issued first in the
initial refresh token ID 908.

[0100] In this embodiment, when an access token and
refresh token are issued when the user uses the
cooperative system for the first time, "null" which
means that a corresponding refresh token is not
available is set in the initial refresh token ID 908.
Note that the same value as the refresh token ID 904
may be set in the initial refresh token ID 908 as
issued refresh token information.

[0101] After that, the access management service system
104 returns the generated access token and refresh
token to the external service system 103 as a response
of step S1013.

[0102] In step S1017, the external service system 103
stores the received access token and refresh token in

the authorization information management table 600
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managed by the token manager 305. More specifically,
the external service system 103 sets the received
access token in the access token ID 602, and sets the
received refresh token in the refresh token ID 603 and
initial refresh token ID 604.

[0103] By saving the issued access token and refresh
token in this way, the access token issuance sequence
ends.

[0104] On the other hand, if the combination of the
received user ID and password i1s not registered in the
user table 700 iﬁ step S1006, the access management
service system 104 judges that the user A who operates
the information terminal 102A is not a user of the form
service system 105. After that, the access management
service system 104 returns an authentication error to
the external service system 103 as a response of step
S1004. In step S1007, upon reception of the
authentication error, the external service system 103
generates an authentication error screen (not shown),
and sends that screen to the information terminal 102A.
After that, in step S$1008, the Web browser (not shown)
included in the information terminal 102 receives and
displays the error screen, thus ending the processing.
[0105] On the other hand, if the combination of the
client ID and password is not registered in the client
table 710 in step S1013, the access management service

system 104 judges that the external service system 103
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which issued the access token request is not a user of
the form service system 105. After that, the access
management service system 104 transmits an
authentication error to the external service system 103,
and the process advances to step S1015.

[0106] If the authorization code is not registered in
the authorization code table 800 in step S1014, the
access management service system 104 judges that the
user does not permit use of the form service. After
that, the access management service system 104
transmits an authorization error to the external
service system 103, and the process advances to step
S1015.

[0107] In step S1015, the external service system 103
receives the authentication error or authorization
error from the access management service system 104.
The external service system 103 generates an
authentication or authorization error screen (not
shown) corresponding to the received error, and sends
that screen to the information terminal 102.

[0108] In step S1008, the information terminal 102A
displays the received error screen, thus ending the
processing.

[0109] Since the access token issued by the
aforementioned sequence is saved and managed by the
client, that is, the external service system 103, and

is used to access the resource server, that is, the
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form service system 104, the external service system
103 can use the access authority of the user to the
form service system 105 without receiving any
disclosure of user credentials.
[0110]<Screen Example>

Fig. 11 shows the authorization screen generated
by the access management service system 104 in step
S1004. The authorization screen 1100 includes an
information display area 1101, authorization button
1102, and authorization cancel button 1103. The
information display area 1101 presents information of a
service to be authorized and a service to be executed
by the authorized service to the user. 1In this
embodiment, the service to be authorized indicates the
external service system 103, and the service to be
executed by the authorized service indicates the form
service system 105. The user presses the authorization
button 1102 when he or she approves authorization. The
user presses the authorization cancel button 1103 when
he or she rejects authorization.
[0111]<Access Sequence for Form Service System>

Figs. 12A and 12B show the sequence of
authorization processing executed when the user permits
the external service system 103 to use the form service
system 105. The sequence shown in Figs. 12A and 12B
includes the token issuance sequence shown in Figs. 10A

and 10B, and also a sequence executed when the external
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service system 103 accesses the form service system 105.
[0112] Steps S1001 and S1002 are the same as those in
the sequence described using Fig. 10A. Also, step
$1201 represents the access token issuance sequence
from step S1003 to step S1017 in Figs. 10A and 10B.
Although Figs. 12A and 12B show this step as the
processing of the external service system 103 for the
sake of descriptive convenience, tokens are issued in
cooperation with other systems in practice, as
described in Figs. 10A and 10B. If an access token for
a requested service is not available, a new access
token is issued in step S1201.

[0113] In step S1202, the external service system 103
sends a form generation request to the form service
system 105 using the access token which is stored in
the authorization information management table 600 and
is required to use the form service system. That is,
the client transmits an access request required to
request a service to the resource server. Note that
"use" is to transmit, together with a service request
message, an access token indicating that a request
source has been authorized in association with that
request to a request destination. Assume that the
external service system 103 passes an access token
"IJKL9012".

[0114] In step S1203, the form service system 105

requests the access management service system 104 to
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verify the access token sent together with the form
generation request.

[0115] In step 51204, the access management service
system 104 verifies the received access token. More
specifically, the access management service system 104
determines whether or not the received access token is
registered in the authorization information management
table 600. If the access token is registered, the
access management service system 104 determines whether
or not the access token falls within the valid period.
If the access token is registered and falls within the
valid period, the access management service system 104
returns an access token valid message as a response.
If the access token is not registered or if the access
token is registered but it falls outside the valid
period, the access management service system 104
returns an access token invalid message as a response.
Assume that the verification time is "15:00, April 1,
2011", and the access token "IJKL9012" is passed. In
this case, although the access token_"IJKL9012" is
registered in the authorization information management
table 900 but a time set in the access token valid date
and time 903 has elapsed, it is judged that the access
token is invalid.

[0116] In step S$1205, the form service system 105
receives the access token verification result returned

from the access management service system 104. If the
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access token is valid, the form service system 105
permits access of a form generation function, and the
process advances to step S1206. If the access token is
invalid, the form service system 105 returns an access
token invalid message to the external service system
103 as a response of step S1203, and the process
advances to step S1209.

[0117] In step S1206, the form service system 105
generates a form, and returns the generated form data
to the external service system 103 as a response of
step S51203.

[0118] In step S1207, the external service system 103
receives the form data from the form service system 105,
and transmits the form data to the information terminal
102A.

[0119] In step S1208, the information terminal 102A
displays the received form data on its Web browser (not
shown), thus normally ending the form generation
instruction.

[0120] (Token Re-issuance Processing)

In step S51209, upon reception of the access token
invalid message, the external service system 103
requests the access management service system 104 to
execute refresh processing. More specifically, the
external service system 103 sends a refresh processing
request to the access management service system 104

together with a refresh token of the form service
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system 105 saved in the authorization information
management table 600 and a client ID and password for
the form service system 105. Assume that the external
service system 103 passes a refresh token "4567EFGH".
[0121] In step S1210, the access management service
system 104 verifies the external service system 103.
More specifically, the access management service system
104 determines whether or not the combination of the
client ID and password included in the refresh
processing request is registered in the client table
710 stored in the authentication data manager 403.
[0122] If the combination of the client ID and password
is registered in the client table 710, the access
management service system 104 judges that the form
service system 105 permits cooperation with the
external service system 103, and the process advances
to step S1213 to continue processing.

[0123] If the combination of the client ID and password
is not registered in the client table 710, the access
management service system 104 returns an authentication
error to the external service system 103, and the
process advances to step S1211.

[0124] In step S1211, upon reception of the
authentication error, the external service system 103
generates an authentication error screen (not shown)
and sends that screen to the information terminal 102A.

After that, in step S1212, the error screen is
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displayed on the Web browser (not shown) included in
the information terminal 102, thus ending the
processing.r

[0125] In step S1213, the access management service
system 104 verifies the refresh token sent together
with the refresh processing request. More specifically,
the access management service system 104 determines
whether or not the réceived refresh token is registered
in the authorization information management table 600.
If the refresh token is registered, the access
management service system 104 further determines
whether or not the refresh token falls within the valid
period. If the received refresh token is registered
and falls within the valid period, the access
management service system 104 judges that the refresh
token is valid, and the process advances to step S1214
to continue processing.

[0126] If the received refresh token is not registered
or if that token is registered but it falls outside the
valid range, the access management service system 104
judges that the refresh token is invalid, and returns a
token invalid message to the external service system
103 as a response. Then, the process advances to step
S1217. Assume that the refresh token "4567EFGH" is
passed at "14:30, April 1, 2011". 1In this case,
although the refresh token "4567EFGH" is registered in

the authorization information management table 900, but
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a time set in the refresh token valid date and time 906
has elapsed, it is judged that the refresh token is
invalid.

[0127] In step S1214, the access management service .
system 104 generates a new access token and refresh
token, and stores these tokens in the authorization
information management table 900 managed by the
authorization data manager 404. 1In this case, the
access management service system 104 acquires a value
of the initial refresh token ID 908 set in association
with the refresh token verified in step S1210 from the
authorization information management table 900, and
registers that value as an initial refresh token of the
newly stored token. Note that when the value of the
initial refresh token ID 908 is "null", the access
management service system 104 registers the refresh
token used in verification as an initial refresh token.
[0128] In step S1215, the access management service
system 104 invalidates the refresh token used in
verification. More specifically, the access management
service system 104 updates a value of the refresh token
valid date and time 906 to a value of the refresh token
issuance date and time 905 in association with the
corresponding refresh token in the authorization
information management table 900. Note that this
embodiment invalidates the refresh token by updating

the refresh token valid date and time, but the refresh
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token may be invalidated by other methods. For example,
an item of a refresh token valid flag may be defined in
the authorization information management table 900, and
the refresh token may be invalidated by updating a
value of that item. After that, the access management
service system 104 returns the newly issued access
token and refresh token to the external service system
103 as a response of step $1210.

[0129] In step S1216, the external service system 103
updates the values of the access token and refresh
token of the form service system 105, which are
registered in the authorization information management
table 600, by the received access token and refresh
token. More specifically, the external service system
103 respectively sets the received access token and
refresh token in the access token ID 602 and the
refresh token ID 603 of the form service system
registered in the authorization information management
table 600. 1In this case, the external service system
103 does not update the initial refresh token ID 604.
[0130] After that, the process returns to step S1202,
and the external service system 103 issues a form
generation request again.

[0131] In step S1217, upon reception of the refresh
token invalid response, the external service system 103
requests to invalidate authorization information. More

specifically, the external service system 103 sends a
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value of the initial refresh token of the form service
system registered in the authorization information
management table 600 to the access management service
system 104. Assume that the external service system
103 passes "0123ABCD" as the value of the initial
refresh token.

[0132] In step S1218, the access management service
system 104 executes token invalidation processing (to
be described later).

[0133] In step S1219, the external service system 103
deletes authorization information of the form service
system 105. More specifically, the external service
system 103 deletes wvalues of the access token ID 602,
refresh token ID 603, and initial refresh token ID 604
of the form service system 105 registered in the
authorization information management table 600.

[0134] After that, the process returns to step $1201,
and the external service system 103 executes the access
token issuance processing again.

[0135] (Access Token Invalidation Processing)

In step S1217, the external service system 103
requests the access management service system 104 to
execute refresh token invalidation processing using the
initial refresh token as a characteristic feature of
this embodiment. In this case, the external service
system 103 transmits the initial refresh token for the

form service system 105, which token is registered in
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the authorization information management table 600,
together with the invalidation processing request. The
access management service system 104, which received
the invalidation processing request, executes the
refresh token invalidation processing of the received
refresh token registered as the initial refresh token
in step S1218. Details of this processing will be
described later with reference to Fig. 13. After the
refresh token invalidation processing is complete, the
access management service system 104 returns an
invalidation completion response to the external
service system 103. The external service system 103,
which received the response, deletes the client
authorization related information including the
invalidated refresh token from the authorization
information management table 600 in step S1219. Note
that at the time of step S1219, the access token has
already been invalidated. After that, the process
returns to step S1201, and the external service system
103 executes processing for issuing a new access token
and refresh token again. Note that the external
service system 103 may transmit the set of the client
ID and password for the form service system 105
together as in the refresh processing request, although
such transmission is not required in this example. 1In
this case, the access management service system 104

authenticates the authority as in step S1210
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immediately before step $1218. If the authentication
has succeeded, the access management service system 104
invalidates the refresh token in step S1218.

[0136] <Refresh Token Invalidation Processing Sequence>
Fig. 13 shows the detailed sequence of the
refresh token invalidation processing according to the

first embodiment, that is, step S1218 in Fig. 12B.
[0137] In step S1301, the access management service
system 104 accepts the refresh token together with the
refresh token invalidation request. Assume that a
refresh token "0123ABCD" is passed.

[0138] In step S1302, the access management service
system 104 invalidates all refresh tokens, the initial
refresh token of which is the received refresh token.
More specifically, the access management service system
104 invalidates refresh tokens corresponding to the
received refresh token registered in their refresh
token ID 908 of the authorization information
management table 900. For example, invalidation is
attained by updating the value of the refresh token
valid date and time 906 to that of the refresh token
issuance date and time 905. In the current example,
refresh tokens "4567EFGH" and "8901IJKL" corresponding
to the value "0123ABCD" of the initial refresh token ID
908 are selected as targets. However, since the
refresh token "4567EFGH" has already been invalidated,

only the refresh token "8901IJKL" is invalidated.
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[0139] In step S1303, the access management service
system 104 invalidates the received refresh token.

More specifically, the access management service system
104 updates the value of the refresh token valid date
and time 906 to that of the refresh token issuance date
and time 905 in association with corresponding refresh
tokens in the authorization information management
table 900. Note that when an access token and refresh
token are issued for the first time, and the issued
refresh token is registered as an initial refresh token,
since that refresh token is also invalidated in step
81302, this step may be omitted. Also, the sequence
for invalidating a refresh token corresponding to an
initial refresh token "null" is a conventional
invalidation method defined in OAuth. In the current
example, a refresh token "0123ABCD" is selected as a
target. However, since the refresh token "0123ABCD"
has‘already been invalidated, no refresh token is
invalidated in this step.

[0140] Note that when the received refresh token
corresponds to none of the initial refresh tokens in
the authorization information management table 900,
nothing is executed in step S1302. In this manner,
compatibility with a client which issues an
invalidation request in the conventional OAuth sequence
can be maintained.

[0141] With these processes, all refresh tokens issued
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by a series of refresh processes based on a refresh
token issued first are invalidated.
[0142] (Effect of This Embodiment)

A refresh token is invalid in two patterns, that
is, when the valid period has expired without any
refresh processing, and when that refresh token is
invalidated as a result of issuance of a new refresh
token by executing the refresh processing.

[0143] Since the external service system 103 stores the
latest refresh token, if the valid period has expired
without any refresh processing, all refresh tcokens for
the form service system should be invalid. For this
reason, even when all refresh tokens for the form
service system, no influence is imposed on the system.
[0144] On the other hand, when the refresh token 1is
invalid as a result of the refresh processing, unknown
refresh processing to the external service system 103
is executed. For example, an illicit external service
system (not shown) executes refresh processing in such
a case. In this case, the illicit external service
system is likely to use the form service system 105 on
behalf of the external service system 103. Even in
such case, by executing invalidation of refresh tokens
according to this embodiment, an illicitly issued
refresh token is also invalidated. For this reason,
refresh processing by the illicit external service

system after the invalidation processing can be
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. brevented. Thus, the form service can be prevented
from being continuously and illicitly used by the
illicit external service system.

[0145] [Second Embodiment]

The second embodiment required to practice the
present invention will be described below with
reference to the drawings. In the first embodiment,
all refresh tokens issued by a series of refresh
processes based on a refresh token issued first are
invalidated.

[0146] This embodiment will explain a method of
immediately preventing spoofing by an illicit external
service system in the first embodiment by invalidating
an access token together when a refresh token is
invalidated. Note that in this embodiment, a
description of the same parts as in the first
embodiment will not be repeated, and only a difference
will be explained. Note that the difference is that
the sequence of Fig. 13 is replaced by that of Fig. 14,
and a practical example of that sequence will be
explained below.

[0147]<Invalidation Processing Sequence>

Fig. 14 shows the sequence of authorization
information invalidation processing according to the
second embodiment. Steps S1301 to S1303 are the same
as those in Fig. 13.

[0148] In step S1401, an access management service
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system 104 invalidates access tokens corresponding to
refresh tokens which are invalidated in steps 51302 and
S1303. More specifically, the access management
service system 104 updates a value of access token
valid date and time 903 to that of access token
issuance date and time 902 in association with data in
which invalidated refresh tokens are registered in an
authorization information management table 900. Note
that invalidation is attained by updating the valid
date and time of an access token, but it may be
attained by other methods. For example, an item of an
access token valid flag may be defined in the
authorization information management table 200, and
invalidation may be attained by updating a value of
that item. Assume that a refresh token "0123ABCD" is
passed at "14:30, April 1, 2011" in step S1301. 1In
this case, refresh tokens "0123ABCD", "4567EFGH", and
"8901IJKL" are selected as invalidation targets. For
this reason, access tokens "EFGH5678", "IJKL9012", and
"MNOP3456" are invalidated. However, since the access
tokens "EFGH5678" and "IJKL9012" have already been
invalidated, only the access token "MNOP3456" is
invalidated.

[0149] With these processes, all refresh tokens and all
access tokens, which are issued by refresh processes
executed based on a refresh token issued first, are

invalidated.



WO 2013/175901 PCT/JP2013/061344

[0150] By invalidating refresh tokens by the method
described in the first embodiment, refresh processing
from an illicit external service system can be
prevented. Furthermore, access tokens can also be
invalidated by the method described in the second
embodiment. Thus, even when refresh processing is
executed by the illicit external service system, and a
form service is illicitly used, use of the form service
from the illicit external service system can be
immediately stopped.

[0151] Also, an authorization server which implements
the invention according to this embodiment not only
supports a client which implements the invention
according to this embodiment, but also can maintain
compatibility with a client which implements the
conventional OAuth protocol.

[0152] [Other Embodiments]

Aspects of the present invention can also be
realized by a computer of a system or apparatus (or
devices such as a CPU or MPU) that reads out and
executes a program recorded on a memory device to
perform the functions of the above-described
embodiment (s), and by a method, the steps of which are
performed by a computer of a system or apparatus by,
for example, reading out and executing a program
recorded on a memory device to perform the functions of

the above-described embodiment(s). For this purpose,
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the program is provided to the computer for example via
a network or from a recording medium of various types
serving as the memory device (for example, computer-
readable medium) .

[0153] While the present invention has been described
with reference to exemplary embodiments, it is to be
understood that the invention is not limited to the
disclosed exemplary embodiments. The scope of the
following claims is to be accorded the broadest
interpretation so as to encompass all such
modifications and equivalent structures and functions.
[0154] This application claims the benefit of Japanese
Patent Application No. 2012-120140, filed May 25, 2012,
which is hereby incorporated by reference herein in its

entirety.
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CLAIMS

1. An authorization server, which authorizes an
access request from a client apparatus to a resource
server based on valid authorization information
received from the client apparatus in association with
the request, the server comprising:

issuance means for issuing authorization
information used to access the resource server and
update authorization information used to re-issue new
authorization information without any authentication
information in accordance with an issuance request
received from the client apparatus together with
authentication information;

re-issuance means for re-issuing new update
authorization information and new authorization
information in accordance with a refresh processing
request received together with update authorization
information, and storing the update authorization
information issued by the issuance means so as to re-
issue new update authorization information and
authorization information as initial update
authorization information in association with the re-
issued authorization information and update
authorization information; and

invalidation means for invalidating, in
acéordance with an invalidation request received

together with update authorization information, update
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authorization information with which the received
update authorization information is associated as
initial update authorization information.
2. The server according to claim 1, wherein the
invalidation means further invalidates the received
update aufhorization information.
3. The server according to claim 1, wherein the
invalidation means invalidates authorization
information with which the received update
authorization information is associated as initial
update authorization information in addition to update
authorization information with which the received
update authorization information is associated as
initial update authorization information.
4, The server according to claim 1, wherein when the
re-issuance means re-issues new authorization
information, the re-issuance means invalidates update
authorization information received together with a
refresh processing request.
5. A client apparatus which transmits an access
request to a resource server together with
authorization information issued by an authorization
server to request a service by the resource server, the
apparatus comprising:

means for storing the authorization information
issued by the authorization server, update

authorization information used to re-issue new



WO 2013/175901 PCT/JP2013/061344

authorization information without any authentication
information, and initial update authorization
information issued first by the authorization sexver so
as to re-issue the authorization information in
association with each other; and

invalidation request means for transmitting an
invalidation request together with the stored initial
update authorization information to the authorization
server to request the authorization server to
invalidate update authorization information associated
with the initial update authorization information.
6. The apparatus according to claim 5, further
comprising means for, when a response indicating that
the authorization information is invalid is received in
response to the access request, transmitting a refresh
processing request to the authorization server together
with update authorization information associated with
the authorization information corresponding to the
response indicating that the authorization information
is invalid,

wherein when a response indicating that the
update authorization information is invalid is received
in response to the refresh processing request, the
invalidation request means requests to invalidate
update authorization information.
7. A server cooperative system including an

authorization server, which authorizes an access
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request from a client apparatus to a resource server
based on valid authorization information received from
the client apparatus in association with the request, a
client apparatus, which transmits an access request to
a resource server together with authorization
information issued by the authorization server to
request a service by the resource server, and the
resource server, which provides a service to the client
apparatus,

the authorization server comprising:

issuance means for issuing authorization
information used to access the resource server and
update authorization information used to re-issue new
authorization information without any authentication
information in accordance with an issuance request
received from the client apparatus together with
authentication information;

re-issuance means for re-issuing new update
authorization information and new authorization
information in accordance with a refresh processing
request received together with update authorization
information, and storing the update authorization
information issued by the issuance means so as to re-
issue new update authorization information and
authorization information as initial update
authorization information in association with the re-

issued authorization information and update
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authorization information; and

invalidation means for invalidating, in
accordance with an invalidation request received
together with update authorization information, update
authorization information with which the received
update authorization information is associated as
initial update authorization information, and

the client apparatus comprising:

means for storing the authorization information
issued by the authorization server, update
authorization information used to re-issue new
authorization information without any authentication
information, and initial update authorization
information issued first by the authorization server so
as to re-issue the authorization information in
association with each other; and

invalidation request means for transmitting an
invalidation request together with the stored initial
update authorization information to the authorization
server to request the authorization server to
invalidate update authorization information associated
With the initial update authorization information.
8. A program for controlling a computer to function
as an authorization server, which authorizes an access
request from a client apparatus to a resource server
based on valid authorization information received from

the client apparatus in association with the request,
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the program controlling the computer to function as:

issuance means for issuing authorization
information used to access the resource server and
update authorization information used to re-issue new
authorization information without any authentication
information in accordance with an issuance request
received from the client apparatus together with
authentication information;

re-issuance means for re-issuing new update
authorization information and new authorization
information in accordance with a refresh processing
request received together with update authorization
information, and storing the update authorization
information issued by the issuance means so as to re-
issue new update authorization information and
authorization information as initial update
authorization information in association with the re-
issued authorization information and update
authorization information; and

invalidation means for invalidating, in
accordance with an invalidation request received
together with update authorization information, update
authorization information with which the received
update authorization information is associated as
initial update authorization information.
9. A program for controlling a computer to function

as a client apparatus, which transmits an access
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request to a resource server together with
authorization information issued by an authorization
server to request a service by the resource server, the
program controlling the computer to function as:

means for storing the authorization information
issued by the authorization server, update
authorization information used to re-issue new
authorization information without any authentication
information, and initial update authorization
information issued first by the authorization server so
as to re-issue the authorization information in
association with each other; and

invalidation request means for transmitting an
invalidation request together with the stored initial
update authorization information to the authorization
server to request the authorization server to
invalidate update authorization information associated
with the initial update authorization information.
10. A token management method in a server cooperative
system including an authorization server, which
authorizes an access request from a client apparatus to
a resource server based on valid authorization
information received from the client apparatus in
association with the request, a client apparatus, which
transmits an access request to a resource server
together with authorization information issued by the

authorization server to request a service by the
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resource server, and the resource server, which
provides a service to the client apparatus, the method
comprising:

an issuance step of issuing, by the authorization
server, authorization information used to access the
resource server and update authorization information
used to re-issue new authorization information without
any authentication information in accordance with an
issuance request received from the client apparatus
together with authentication information;

a step of storing, by the client apparatus, the
authorization information issued by the authorization
server, update authorization information used to re-
issue new authorization information without any
authentication information, and initial update
authorization information issued first by the
authorization server so as to re-issue the
authorization information in association with each
other; and

a step of transmitting, when a response
indicating that the authorization information is
invalid is received in response to the access request,
a refresh processing request to the authorization
server together with update authorization information
associated with the authorization information
corresponding to the response indicating that the

authorization information is invalid, by the client
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apparatus;

a re-issuance step of re-issuing, by the
authorization server, new update authorization
information and new authorization information in
accordance with a refresh processing request received
together with update authorization information, and
storing the update authorization information issued in
the issuance step so as to re-issue new update
authorization information and authorization information
as initial update authorization information in
association with the re-issued authorization
information and update authorization information;

an invalidation request step of transmitting, by
the client apparatus, an invalidation request together
with the stored initial update authorization
information to the authorization server to request the
authorization server to invalidate update authorization
information associated with the initial update
authorization information; and

an invalidation step of invalidating, in
accordance with an invalidation request received
together with update authorization information, update
authorization information with which the received
update authorization information is associated as
initial update authorization information by the

authorization server.



ool

PCT/JP2013/061344

1/16

WO 2013/175901

SNLY4VddY NOLLNGINLSIA QYO |-1804| | SNLv¥VddY NOILNEIYLSIO QYO |-1-801L
Nﬁ 2 ! g TYNINY3L
Lol L0 NOILYWYOANI
RENNES vV ¥3IAN3S o,
LNIWIOYNYI INIWIOYNYI 8 43AN3S V d3IAN3S geol
SS300V $S300V 404 Y04
? 7 ? 7 V TYNIANN3L
arol V0l asol VS0l NOLLYIWYOANI
SNLYYVddY NOILLNGNLSIA AYOT SNLYYYddY NOLLNEINLSIA QYO <NN8
! : 1
INEREAS IR O} parshs 301auas weod
(o ?
4]’ S0l
. 801 T SNLV¥VddY NOLLNGIYLSIA AvO1
!
7
1oL
RENNERS vV ¥3IAN3S
WNY3LXT YNY3LX3
? 7
gacol veol
I  ©I14d €0L ™  W3LSAS I0IAY3S TYNYILXT




WO 2013/175901

2/16

PCT/JP2013/061344

201 204
USER
INTERFACE <;\> @ ROM
202 205
) )
EXTERNAL
—z | NETWORK
APPARATUS INTERFACE <:> <:> RAM
203 206
SECONDARY
CPU <:> <tj> STORAGE
DEVICE
103A
EXTERNAL SERVER
190 REQUEST
. PROCESSOR [ ~—301
100
FUNCTION [ —302 3 )
CONTROLLER *
!
FUNCTION AUTHORIZATION TOKEN
COOPERATION CODE MACAGER
DATA MANAGER MANAGER
7 ? —7
303 304 305




WO 2013/175901 PCT/JP2013/061344

3/16
‘ 104A
)
100 ACCESS MANAGEMENT SERVER
2
* ACCESS MANAGEMENT (~—401
— REQUEST PROCESSOR
101 | 403
P
ACCESS AUTHENTICATION DATA
CONTROLLER | MANAGER
?
402 |
AUTHORIZATION DATA
404~ MANAGER
105A
Pl
501 503 FORMSERVER
100 : ’
) FORM REQUEST FORM DATA
- PROCESSOR PROCESSOR
02 504
190 52 ;
* FORM FORM DATA
- CONTROLLER MANAGER
101




WO 2013/175901

4/16

PCT/JP2013/061344

FI1G. 6A o
.
601 AUTHORIZATION INFORMATION MANAGEMENT TABLE
2 ~602 ~603
COOPERATING ACCESS REFRESH INITIAL REFRESH
SYSTEM NAME TOKEN ID TOKENID TOKENID
FORM SERVICE
SYSTEM 1JKL9012 4567EFGH 0123ABCD
FIG. 6B
14
AUTHORIZATION CODE TABLE
611 612
COOPERATING AUTHORIZATION
SYSTEM NAME CODEID
FORM SERVICE
SYSTEM ABCD1234
FIG. 6C ”
.
AUTHENTICATION INFORMATION TABLE
621 623
0 —622 2
COOPERATING
COOFERANNC | CLIENTID PASSWORD
FORM SERVICE
SYSTEM System01 ik,




WO 2013/175901

5/16

FIG. 7A

700
2

731 USER TABLE 702
0

USERID PASSWORD

User01 -

User(02 ko

FIG. 7B

710
ra

7'} 1 CLIENT TABLE 712
/

CLIENTID PASSWORD

SySte m01 Shkkkkkkdk

System02 Hkk

PCT/JP2013/061344



WO 2013/175901 PCT/JP2013/061344

6/16

FIG. 8

800
2

801 AUTHORIZATION CODE TABLE g02
4 4

AUTHORIZATION
CODE ID USERID
ABCD1234 User01

WXYZ9876 User02




PCT/JP2013/061344

WO 2013/175901

7/16

MXAZS.86 | <049Sn | 0000€| 1050210 | 0000ELLOYOZLOZ | SLOAZEYS | 0000%LLOVOZLOZ | 0000SLLOYOZLOZ | YEZLXMAN
finu OSSN | 0000¢21L10S0CL0C | 0000ZH1L0V0TLOZ | MXAZO.86 | 0000ELLOPOZLOZ | 0000ZH1L0V0ZL0Z | 068.LSHD
QodveZi0 | 1043Sn | 00007LL0S0ZLOZ | 0000VLLOPOZLOZ | THMLOB8 | 0000SLLO¥OZLOZ | 00007 LOV0ZL0Z | 9SVEJONI
goaveeio| Loesn | 0000€110S02L0C | 0000€LLOYOZLOZ | HO43/9GF | 0000%)L0¥0ZLOZ | 0000SLLOY0ZLOZ | ZLOBTNMI
lInu L048sn 1 00002)1050210C | 0000ZLL0¥OZLOZ | @J9vezZLO | 0000ELL0¥OZLOZ | 0000Z)10¥0ZL0Z | 8/9GHO4T
QIN3MOL JNIL ANV JNIL ANV al NIXOL JNLL ANV JNILL ANV al NDIOL
HS3Y43d | Qi ¥3sSn 31vd divA 341vd JONVNSSI HSTH43Y 31va divA 3.1vd JONVYNSSI $S300V
VILINI NIMOL HSFHS43Y | NINOL HSTH43Y N3XO0L SS300V | NIMOL SS300V
¢ ¢ ¢ S06— ¥06~ ¢ { !
806 L06 906 €06 ¢06 L06
318V1L INFWIOVYNVYIN NOILYIWHOANI NOILYZIMOHLNY
{
006

6 Old




PCT/JP2013/061344

WO 2013/175901

8/16

»

|

IG m, mu
e !
T —— : ONISS300Nd
NIFHOS NOILYZIYOHLNY ILYHINID m ! NOILYZISOHLAY
T " Lo {
600LS M i oloLs
¢153N03Y m m
NOLLYQILNTHLAY NI _" __
QHOMSSYd ONY 0I 0 NOILYNISNOD > - NITYOS HOWNT ILYHINID :
I¥01S 37gvL ¥3sN S304 "_ ; m
m L00LS !
9001S m M
T\ ] 1
L Y | ONISSI0Yd
NI3YOS NOILYIILNIHLNY FLVHINTD |~ | 1 NOILYOILNIHLNY
? “ “ ?
vooLs m 183ND3Y zo_%_y_o_EzN | goous
“" €00LS m
"“ TNALSAS FOINY3S m
I
" ; NOILONYLSNI
“ INTFWIOYNVIN NOLLYWHOANI Rl
m NOILYZI¥OHLNY S30Q ! NOLLYH3NT9 W04
w ‘zooLs w LYV1S
W3LSAS FOIAY3S m | TYNINSIL NOLLYWONI
INIWIOVYNYW SS300V m WILSAS J0IAYIS TYNYALYX3 L~
o, ! ~ 2ol

Vol

€0l

VoL ©Ol4d



PCT/JP2013/061344

WO 2013/175901

9/16

NIAOL HSIY43Y ANV
NaNOL SS3IV INSSI

S3A

(
91L0LS

¢ 318v1 3000
NOLLYZIJOHLNVY NI
@3Y31S1934 1S3IN0IH NIXOL
SS32Jv NI @3ANTONI 3a0I
NOLLYZIIOHLNY S

14313

¢183N03Y
N3X0L SS30JV
NI @30NTINI GHOMSSYd ONY
Q140 NOLLYNIGINOD 34018
318v¥L INNOJJV S30d

o
=

€LoLs

el

|

I

\||||||L ]

NINOL IAVS

7
21018

- N3F4IS

NIFHIS 0¥ LVYANTO

¢
SLoLS

Vs
N

1

3 —AW IS
3000 NOILYZIYOHLAY FLVYIANTO

J

I

|

1S3n0D3¥ NIXOL SS3IV

¢
c¢ioLs

HOYY3 AVTdSId
{
800LS

/R L T T N k] sheiarrtalrbab et a it e B R R R -1—-.._,__-_.

a0l '©14



WO 2013/175901 PCT/JP2013/061344

10/16

FIG. 11

_____________________________________________________________________________

_____________________________________________________________________________

AUTHORIZATION AUTHORIZATION CANCEL




PCT/JP2013/061344

WO 2013/175901

11/16

1
1S3N03 ONISSIO0Yd

: | — HS3443Y
NIHOL 85300 >>— : __eozis | |
QivA ON' ! "
o m m 1S3ND3Y NOLLVHINIO W04 [« | !
w i : - —Tozis | |
m m ONISS3D0¥d IONVNSST L | !
m NINOL SSIFIIV AJIH3A ; NINOL wmm8<: | "_
m ? m 7 “
1S3N03Y m $0ZLS || L0zZLS |
NOILYII4IHIA : m : m
NINOL SS3I0V m " ¢NILSAS "
¢ i m oL ONIONOeT8400 |
cozis w | NZOL SS300 |
" ! sqn \3HOLS J19VL ININFOYNY m
" “ NOILLYWHONI __
! m NOILYZISOHLNY m
! i Z00LS $300 " L00LS
m m m L
m m “ NOILONYLSNI
m m | NOILYY3N3O WO
| | w L¥VIS
WALSAS " W3LSAS 301AY3S " "
DANIIS Y04 | INFWIOYNYW SSI0Y | W3LSAS FOIAYIS TYNYILYT | YNINYIL NOILYWHOANI
G0~ L yoL— I 1| A L vZoL—~

Vel Ol14d




PCT/JP2013/061344

WO 2013/175901

12/16

.

A ] w904 3N30 M U
;! 812LS _ = !
: L 20ZLS ]
R _ ; Ll W04 Avidsia
NOLLYY¥3NI9 “ ONISSID0Yd - 318VL ININIOVNYI ! :
WH04 310933 m NOILYQITYANI N3XOL {1 L] NOLLYINSOANI NOLLYZINOHLNY m 80ZLS
T . GLZLS “ WOYJ NOILYINYOANI :
90Z1S _" ] ; ! NOILYZI4OHLNY 313730 m
i [ NDIOLHSHAaIEEIA |[1| 6LzLs~ nzis ||
m JLVAITVANI “ -~ "
m ) " NIXOL HSTH4TY WILINI “
; NIXOL HSIN43Y ONY i —=1 ONILYNDIS3Q A8 1S3NDIY _"
“ NINOL $S399v NSS! m NOLLYWSO4NI NOILYZI4OHLNY m
. SIA " _ "
' PLTLS " _"
m ¢NINOL HSIHATY L NIOL VS m
| QITvA ON . ezl m
m €LeLsS SIA M M
m 2 m m
m @_,h_mmm@w%m m N LEERRRROrTE
D AN - L
" _ NIFHOS HOYYT FLYHINTO m
NG A
: 1IN0V . Hels |
P 0LZLS '\ 8304 m m
w m
Qu m 9 m 7):

}

qazl

YE




WO 2013/175901

13/16

PCT/JP2013/061344

FIG. 13 14

/_/
ACCESS MANAGEMENT SERVICE SYSTEM

C START )
'

ACCEPT REFRESH TOKEN 51301
¥
INVALIDATE ALL REFRESH TOKENS L S1302
CORRESPONDING TO ACCEPTED REFRESH TOKEN
AS INITIAL REFRESH TOKEN
Y
INVALIDATE ACCEPTED REFRESHTOKEN [~ >1303
Y
C= D
FIG. 14 14
ACCESS MANAGEMENT SERVICE SYSTEM”
C START )
: Y
ACCEPT REFRESH TOKEN 51301
¥
INVALIDATE ALL REFRESH TOKENS _S$1302
CORRESPONDING TO ACCEPTED REFRESH TOKEN
AS INITIAL REFRESH TOKEN
¥
INVALIDATE ACCEPTED REFRESHTOKEN [ 51303
Y
INVALIDATE ACCESS TOKENS CORRESPONDING [~S1401
TO INVALIDATED REFRESH TOKENS

oo )




PCT/JP2013/061344

WO 2013/175901

14/16

80S1
2

(NJLSAS ~ ( INILSAS ONISY
ONILYY3d009) ONLLYY3009)
HIAYIS IDYNOSIY ; IN3MD
A wcm—‘ \ 'Y
L0SL
_—~60G1 ! mowmv
- uwanas | {
oLst .
B
051
_~10G|
Yy ¥
HINMO

Gl

Old




WO 2013/175901

PCT/JP2013/061344

15/16

1603 AUTHORIZATION
CLIENT | AUTHORIZAT
A
1602
1601 N
ILLICIT 2
CLIENT |«




PCT/JP2013/061344

WO 2013/175901

16/16

S0.L
1

(N3LSAS ~— ( INILSAS ONDISY
ONILYHId00)) Z0.1 ONILYY3d009)
HIAYAS 3DMNOSIY . IN3ND
'Y W)
2071 0L}
YN\ VAR
A
REINER - —
NOILYZIMOHLNY
.
poLL 80.LL
crhv _—~10LL
2
6021~
D ¥INMO g ¥ANMO v ¥3INMO

Ll ©Old




INTERNATIONAL SEARCH REPORT

International application No.

PCT/JP2013/061344

A. CLASSIFICATION OF SUBJECT MATTER
Int.Cl. GO6F21/41(2013.01)1i, GO6F21/33(2013.01)i, HO04LS/32(2006.01)1

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

Int.Cl. GO6F21/41, GO6F21/33, HO04LS9S/32

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
Published examined utility model applications of Japan 1922-1996
Published unexamined utility model applications of Japan 1971-2013
Registered utility model specifications of Japan 1996-2013
Published registered utility model applications of Japan 1994-2013

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

A Maciej P. Machulak et.al., User-Managed Access 1-10
to Web Resources, Proceeding DIM '10 Proceedings
of the 6th ACM workshop on Digital identity
management, 2010, p.35-p.44

A JP 2005-99980 A (NIPPON TELEGRAPH & TELEPHONE 1-10
CORP <NTT>) 2005.04.14, claims 1-3 (Family:None)

A UsS 2009/0282239 Al (Doleh) 2009.11.12, claim 1| 1-10
& WO 2009/135754 Al & EP 2232401 A & KR
10-2011-0009129 A & JP 2011-522307 A

{™  Further documents are listed in the continuation of Box C. {7 See patent family annex.

* Special categorie.s of cited documents: o “T” later document published after the international filing date or

“A” document defining the general state of the art which is not priority date and not in conflict with the application but cited to
considered to be of particular relevance understand the principle or theory underlying the invention

«g» earlier application or patent but published on or after the inter-
national filing date

“L” document which may throw doubts on priority claim(s) or which
is cited to establish the publication date of another citation or other

«X” document of particular relevance; the claimed invention cannot
be considered novel or cannot be considered to involve an
inventive step when the document is taken alone

special reason (as specified) “Y” document of particular relevance; the claimed invention cannot
«“Q” document referring to an oral disclosure, use, exhibition or other be considered to involve an inventive step when the document is
means combined with one or more other such documents, such
«p» document published prior to the international filing date but later combination being obvious to a person skilled in the art
than the priority date claimed “&” document member of the same patent family
Date of the actual completion of the international search Date of mailing of the international search report
28.06.2013 09.07.2013
Name and mailing address of the ISA/JP Authorized officer

559555

Japan Patent Office MIYAIJI Takayoshi

3-4-3, Kasumigaseki, Chiyoda-ku, Tokyo 100-8915, Japan | Telephone No. +81-3-3581-1101 Ext. 3546

Form PCT/ISA/210 (second sheet) (July 2009)



	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - description
	Page 35 - description
	Page 36 - description
	Page 37 - description
	Page 38 - description
	Page 39 - description
	Page 40 - description
	Page 41 - description
	Page 42 - description
	Page 43 - description
	Page 44 - description
	Page 45 - description
	Page 46 - description
	Page 47 - description
	Page 48 - description
	Page 49 - description
	Page 50 - description
	Page 51 - description
	Page 52 - description
	Page 53 - description
	Page 54 - description
	Page 55 - description
	Page 56 - description
	Page 57 - description
	Page 58 - description
	Page 59 - description
	Page 60 - description
	Page 61 - description
	Page 62 - description
	Page 63 - description
	Page 64 - description
	Page 65 - claims
	Page 66 - claims
	Page 67 - claims
	Page 68 - claims
	Page 69 - claims
	Page 70 - claims
	Page 71 - claims
	Page 72 - claims
	Page 73 - claims
	Page 74 - drawings
	Page 75 - drawings
	Page 76 - drawings
	Page 77 - drawings
	Page 78 - drawings
	Page 79 - drawings
	Page 80 - drawings
	Page 81 - drawings
	Page 82 - drawings
	Page 83 - drawings
	Page 84 - drawings
	Page 85 - drawings
	Page 86 - drawings
	Page 87 - drawings
	Page 88 - drawings
	Page 89 - drawings
	Page 90 - wo-search-report

