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The embodiments described herein describe technologies for Module management, including Module
creation and Module deployment to a target device in an operation phase of a manufacturing lifecycle of the

target device in a cryptographic manager (CM) environment. One implementation includes a Root Authority
(RA) device that receives a command to create a Module and executes a Module Template to generate the
Module in response to the command. The Module is deployed to an Appliance device. A set of instructions
of the Module, when executed by the Appliance device, results in a secure construction of a sequence of
operations to securely provision a data asset to the target device. The Appliance device is configured to
distribute the data asset to a cryptographic manager (CM) core of the target device.
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?
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auditLogsI: 0l o] F 3% B 40 F -
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TicketAudit :: = SEQUENCE {
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hsmTicketCounter IA5String,
currentTickets CmTickets

}
CMTickets := SEQUENCE {
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currentTicket IA5String

}
FE L © CMTicketsE 2% 5 — SEQUENCEM JF —SETLA R T E X

Fre- 5B RSEHSMEBEHEFETHRFIERFREZZEE -
WL RN EEZEE -
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TicketGrant :: = SEQUENCE {
hsmID IAS5String,
hsmTicketCounter IA5String,
grantedTickets CmTicketRange

}

CmTicketRange ::= SEQUENCE ({
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}

ATRREZBBRAR

TicketRemoval :: = SEQUENCE {
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grantedTickets CmTicketRange
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MODULES TO SECURELY PROVISION AN ASSETTO A

" TARGET DEVICE
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The embodiments described herein describe technologies for Module management,

" including Module creation and Module deployment to a target device in an operation phase of a
manufacturing lifecycle of the larget device in a cryptographic manager (CM) environment. One
implementation includes a Root Authority (RA) device that receives a command to create a
Module and executés a Module Template to generate the Module in response to the command.
The Module is deployed 1o an Appliance device. A set of instructions of the Module, when
executed by the Appliance device, results in a secure construction of a sequence of operations (0
sccurely provision a data assct (o the target device. The Appliance device is configured to

distribute the data asset to a cryptographic manager (CM) core of the target device.
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