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A TOKEN GENERATING COMPONENT

CROSS-REFERENCES TO RELATED APPLICATIONS

[001] This application claims priority from South African Provisional Patent

Application No. 201 2/09284 filed on 7 December 201 2 entitled "A token generating

device".

BACKGROUND

[002] This invention relates to a device, system and method for generating tokens

for security purposes.

[003] Many applications utilize token generation to enhance security through the

provision of session specific tokens. Token generators often require a user to carry

hardware with them, such as key fobs, cards, or USB devices, which are required for

the generation of the session specific token. Carrying such devices may be

inconvenient to a user.

[004] The abovementioned hardware-type token generators often use time-based

encryption, wherein the current time upon generation of a session-specific token is

used as an input value to the algorithm used. The use of a time as an input value is

an example of dynamic key use, where a continuously changing (dynamic) key is

used as an input value to the algorithm used for determining the session specific

token. A dynamic key ensures that the algorithm will provide a different result each

time that the result of the algorithm is determined. If the same input value is used

more than once in a token generating device which utilizes a single algorithm, the

same result will be obtained. By including a dynamic input value, a different result

should be obtained after each calculation.

[005] A major problem which is often encountered with hardware-type token

generators which use time as an input value is that the clock which provides the time

to the hardware has to be synchronized with the clock of a service provider who has

to check the validity of a generated token. Should the clocks not be synchronized, a

validly generated token may not be recognized as valid when it is checked by a

service provider with a clock that is out-of-sync to the clock of the hardware.



[006] Mobile banking involves the use of a mobile device to pay for goods or

services at a point-of-sale (POS) of a merchant, or even remotely. Mobile payments,

in turn, refer to payment services performed with the use of a mobile device.

Examples of mobile payments include situations in which details of a person's

financial transaction card, such as a debit or credit card, is stored on the person's

mobile device, typically in the format of Track 1 or Track 2 card data. Track 1 and

Track 2 are standardized formats in which properties of a financial transaction card

are stored on the cards themselves.

[007] The mobile device transfers the details of a person's financial transaction card

to a POS terminal of a merchant where a user wishes to transact, for example by

means of near-field communications technology. The POS terminal, in turn,

transmits the details to an issuing authority that is to approve or deny payment from

an account of the user held by the issuing authority. Security concerns do however

still exist with regards to mobile payments, for example regarding the possibility of

the interception of the details during its transfer, or the access protection offered by

the mobile device with regards to the payments cards stored thereon.

BRIEF SUMMARY

[008] In accordance with an embodiment of the invention there is provided a method

for providing financial details from a mobile device of a user for use in a transaction,

the method being performed on a mobile device of the user and including the steps

of:

generating, on a token generating component associated with the mobile

device, a session-specific token by applying an algorithm stored on the token

generating component with a dynamic key;

providing financial details in a pre-determined format for use in a transaction;

incorporating the session-specific token and the financial details into a

modified form of the financial details; and

transferring the modified form of the financial details in the pre-determined

format from the mobile device to initiate the transaction.

[009] Further features of the invention provide for the step of incorporating the

session-specific token and the financial details into a modified form of the financial



details to include inserting the session-specific token into redundant characters in the

pre-determined format; and to include encrypting a portion of the characters of the

financial details with the session-specific token.

[0010] Still further features of the invention provide for the algorithm stored on the

token generating component to include an individual seed value for a customer; and

for the modified form of the financial details to include a readable customer identifier.

[001 1] Yet further features of the invention provide for the algorithm stored on the

token generating component to include a seed value for an issuing authority; and for

the modified form of the financial details to include a readable issuing authority

identifier and an initiation vector.

[0012] In one embodiment of the invention, the dynamic key acts as the seed value.

In a further embodiment, the user has a unique seed value, and the issuing authority

has a database storing details relating to customer's respective unique seed values.

[0013] Further features of the invention provide for the step of generating, on a

token generating component associated with the mobile device, a session-specific

token by applying an algorithm stored on the token generating component with a

dynamic key, generates the session-specific token offline from an issuing authority

and the dynamic key is coordinated between the mobile device and the issuing

authority.

[0014] A still further feature of the invention provides for the session-specific token

to be generated without a communication channel to a issuing authority that is to

verify the validity of the token, the issuing authority able to determine the session-

specific token used, and its validity.

[0015] A yet further feature of the invention provides for the dynamic key and one of

a customer identifier or an initialization vector for a customer to enable the session-

specific token to be reversed by an issuing authority to authenticate a customer.

[0016] A further feature of the invention provides for the financial details to include

static customer account details or one-time generated customer account details.

[0017] Still further features of the invention provide for the dynamic key to be

randomly selected from a pre-calculated set of keys; and for a key serial number

related to the dynamic key to be transferred along with the modified form of the



financial details, wherein the key serial number is able to determine the dynamic key

that was used.

[0018] Yet further features of the invention provide for the dynamic key to be a

counter value which increments or changes every time the algorithm is applied; or to

be a based on a time signal derived by the mobile device and at which the

generation of the session-specific token is carried out.

[0019] Still further features of the invention provide for the session-specific token to

be inserted in redundant characters in the pre-determined format; for the format to

be compatible with a POS terminal; for the format to be the Track 1 or Track 2 data

format of a financial transaction card; and for the session-specific token to be

inserted at least partially in any one or more of a field normally reserved for an

expiration date, a card security code, a service code, discretionary data, or a name.

In one embodiment of the invention, the token is inserted into the card security code

only, and the card security code can be described as a dynamic card security code.

[0020] In one embodiment of the invention, the financial details are transferred to a

point-of-sale (POS) terminal of a merchant, from where it is further transferred to the

issuing authority.

[0021] Further features of the invention provide for the token generating component

to be a cryptographic expansion device that can be attached to a communication

component of the mobile device; and for the cryptographic expansion device to be

configured to be used with the mobile device without requiring any changes to the

internal software or hardware of the mobile device and without requiring any

modification to the communication protocols used by the mobile device.

[0022] The invention further extends to the cryptographic expansion device being a

cryptographic label that includes a hardware security module (HSM) disposed

therein including a secure processing unit and a public processing unit.

[0023] In one embodiment of the invention, the cryptographic label also includes a

first set of electrical contacts disposed on the top side of the cryptographic label for

interfacing to a mobile device, and a second set of electrical contacts disposed on

the bottom side of the cryptographic label for interfacing to a communication

component. A coupling element may also be provided to attach the cryptographic

label to the communication component. In an exemplary embodiment, the mobile



device can be a mobile phone, the communication component can be a subscriber

identity module (SIM) card, and the coupling element used for attaching the

cryptographic label to the communication component can be an adhesive material

disposed on the cryptographic label.

[0024] The invention extends to a method for determining the validity of financial

details, the method being performed at a server and including the steps of:

receiving a pre-determined format of financial details for a transaction;

extracting a session-specific token from the pre-determined format;

generating, on a token generating component associated with the server, at

least one expected session-specific token by applying an algorithm with a dynamic

key;

comparing the at least one expected session-specific token and the extracted

session-specific token; and

in response to the extracted session-specific token matching at least one

expected session-specific token, approving the received financial details for use; or,

in response to the extracted session-specific token matching none of the at

least one expected session-specific tokens, rejecting the financial details for use.

[0025] A further feature of the invention provides for the step of extracting the

session-specific token from the pre-determined format to include extracting the

session-specific token from redundant characters in the pre-determined format.

[0026] Still further features of the invention provide for the algorithm stored on the

token generating component to include an individual seed value for a customer; and

for the received pre-determined format of financial details to include a readable

customer identifier.

[0027] Yet further features of the invention provide for the algorithm stored on the

token generating component to include a seed value for an issuing authority; and for

the received pre-determined format of financial details to include a readable issuing

authority identifier and an initialization vector.

[0028] Further features of the invention provide for the financial details to include

static customer account details or one-time generated customer account details. In

one embodiment, the pre-determined format may be a Track 1 or Track 2 data

format of a financial transaction card.



[0029] Still further features of the invention provides for the financial details to

include a serial number related to the dynamic key, the serial number providing an

indication of the dynamic key used; the server having a database associated

therewith which stores a list of keys and related serial numbers.

[0030] Yet further features of the invention provides for the server to be a server of

an issuing authority at which a user has an account; and for financial details to be

received from the mobile device of a user or a POS terminal of a merchant.

[0031] Further features of the invention provide for an expected session-specific

token to be any token which may have been validly generated within a pre-

determined amount of time; or to be any token which may have been validly

generated a pre-determined amount of times since a previous transaction approval

message has been transmitted.

[0032] A still further feature of the invention provides for the method to include the

step of transmitting a transaction approval or a transaction rejection message to an

electronic device of either the user or the merchant in response to the approval or

rejection of the financial details for use.

[0033] The invention extends to a system for providing financial details from a

mobile device of a user for use in a transaction, the system being provided on a

mobile device of the user and including:

a token generating component associated with the mobile device for

generating a session-specific token by applying an algorithm stored on the token

generating component with a dynamic key;

a financial details component for providing financial details in a pre

determined format for use in a transaction

a format modifying component for incorporating the session-specific token

and the financial details into a modified form of the financial details; and

a communication component for transferring the modified form of the

financial details in the pre-determined format from the mobile device to initiate the

transaction.

[0034] Further features of the invention provide for the format modifying component

to incorporate the session-specific token and the financial details into a modified

form of the financial details by inserting the session-specific token into redundant



characters in the pre-determined format; or by encrypting a portion of the characters

of the financial details with the session-specific token.

[0035] In one embodiment of the invention, the algorithm stored on the token

generating component may include an individual seed value for a customer; and

wherein the modified form of the financial details may include a readable customer

identifier. In another embodiment, the algorithm stored on the token generating

component may include a seed value for an issuing authority; and wherein the

modified form of the financial details may include a readable issuing authority

identifier and an initialization vector.

[0036] In one embodiment of the invention, the modified form of the financial details

is transferred to a point-of-sale (POS) terminal of a merchant, from where it is further

transferred to the issuing authority.

[0037] The invention extends to a mobile device having a hardware security module

having a memory component for storing at least an algorithm, a seed value and a

pre-determined format; and the token generating component applying the algorithm

with input values including at least the seed value and a dynamic key.

[0038] Further features of the invention provide for the token generating component

to be a cryptographic expansion device that can be attached to a communication

component of the mobile device; and for the cryptographic expansion device to be

configured to be used with the mobile device without requiring any changes to the

internal software or hardware of the mobile device and without requiring any

modification to the communication protocols used by the mobile device.

[0039] A still further feature of the invention provide for the cryptographic expansion

device to be a cryptographic label that includes a hardware security module (HSM)

disposed therein including a secure processing unit and a public processing unit.

[0040] In one embodiment of the invention, the cryptographic label also includes a

first set of electrical contacts disposed on the top side of the cryptographic label for

interfacing to a mobile device, and a second set of electrical contacts disposed on

the bottom side of the cryptographic label for interfacing to a communication

component. A coupling element may also be provided to attach the cryptographic

label to the communication component. In an exemplary embodiment, the mobile

device can be a mobile phone, the communication component can be a subscriber



identity module (SIM) card, and the coupling element used for attaching the

cryptographic label to the communication component can be an adhesive material

disposed on the cryptographic label.

[0041] The invention extends to a system for determining the validity of financial

details, the system being provided at a server and including:

a receiving component for receiving a pre-determined format of financial

details for a transaction;

an extracting component for extracting a session-specific token from the pre

determined format;

a token generating component associated with the server for generating at

least one expected session-specific token by applying an algorithm with a dynamic

key;

a comparing component for comparing the at least one expected session-

specific token and the extracted session-specific token; and

in response to the extracted session-specific token matching at least one

expected session-specific token, approving the received financial details for use; or,

in response to the extracted session-specific token matching none of the at

least one expected session-specific tokens, rejecting the financial details for use.

[0042] Further features of the invention provides for the server to be a server of an

issuing authority at which a user has an account; and for financial details to be

received from a POS terminal of a merchant.

[0043] A yet further feature of the invention provides for the system to include a

transmission component for transmitting a transaction approval or a transaction

rejection message to an electronic device of either the user or the merchant in

response to the approval or rejection of the financial details for use.

[0044] The invention extends to a computer program product for providing financial

details from a mobile device of a user for use in a transaction, the computer program

product comprising a computer-readable medium having stored computer-readable

program code for performing the steps of:

generating, on a token generating component associated with the mobile

device, a session-specific token by applying an algorithm stored on the token

generating component with a dynamic key;



providing financial details in a pre-determined format for use in a transaction;

incorporating the session-specific token and the financial details into a

modified form of the financial details; and

transferring the modified form of the financial details in the pre-determined

format from the mobile device to initiate the transaction.

[0045] The invention further extends to a computer program product for determining

the validity of financial details, the computer program product comprising a

computer-readable medium having stored computer-readable program code for

performing the steps of:

receiving a pre-determined format of financial details for a transaction;

extracting a session-specific token from the pre-determined format;

generating, on a token generating component associated with the server, at

least one expected session-specific token by applying an algorithm with a dynamic

key;

comparing the at least one expected session-specific token and the

extracted session-specific token; and

in response to the extracted session-specific token matching at least one

expected session-specific token, approving the received financial details for use; or,

in response to the extracted session-specific token matching none of the at

least one expected session-specific tokens, rejecting the financial details for use.

BRIEF DESCRIPTION OF THE DRAWINGS

[0046] FIG. 1 is a system for providing financial details from a mobile device in

accordance with an embodiment of the present invention;

[0047] FIG. 2 is an embodiment of a mobile device of the system of FIG. 1 in

accordance with the present invention;

[0048] FIG 3 a flow diagram of an embodiment of a method of operation of the

system of FIG. 1;

[0049] FIG. 4 is an example of a financial detail structure used in the method of FIG.

3;



[0050] FIG. 5 is a flow diagram of an embodiment of a method performed on the

mobile device of FIG. 2 in accordance with the present invention;

[0051] FIG. 6 is an embodiment of a server of the system of FIG. 1 in accordance

with the present invention;

[0052] FIG. 7 is a flow diagram of an embodiment of a method in accordance with

the present invention performed on the server of FIG 6;

[0053] FIG. 8 is an embodiment of a system for providing financial details from a

mobile device in accordance with a further embodiment of the invention;

[0054] FIG. 9 is a flow diagram of an embodiment of a method in accordance with

the present invention performed at the server of the system of FIG. 8;

[0055] FIG. 10 is a second example of a financial detail structure used in a method

of operation of the mobile device of FIG. 2;

[0056] FIG. 11 is a flow diagram of an embodiment of a method in accordance with

the present invention performed on the mobile device of FIG. 2 and using the

financial detail structure of FIG. 10;

[0057] FIG. 12 is an embodiment of a server of the system of FIG. 1 in accordance

with the present invention;

[0058] FIG. 13 is a flow diagram of an embodiment of a method in accordance with

the present invention performed at the server of FIG. 12;

[0059] FIG. 14 is an embodiment of a computing device in accordance with the

present invention; and

[0060] FIG. 15 is an embodiment of a block diagram of a communication device in

accordance with the present invention.

DETAILED DESCRIPTION

[0061] FIG 1 shows a system ( 1 ) for providing financial details from a mobile device.

The system includes a mobile device ( 1 00) of a user ( 1 10), a point of sale terminal

( 1 20) of a merchant, and an issuing authority ( 1 30) at which the user ( 1 10) has an

account. The issuing authority has associated therewith a server ( 140) and a



database ( 150). In the present embodiment, the mobile device ( 1 00) is a

smartphone, however the mobile device ( 1 00) may alternatively be a feature phone.

[0062] The mobile device ( 100) of FIG. 1 is shown in more detail in FIG 2 . The

mobile device includes an encryption component, in the present embodiment a

hardware security module (HSM) (200). The HSM includes a token generating

component (21 0), a financial details component, in the present embodiment a non

volatile memory module (220), and a format modifying component, in the present

embodiment a processor (230). The mobile device also has a communication

component (240) by means of which it can receive and send data.

[0063] In at least one embodiment of the invention, the mobile device differs from

devices that may solely use software to encrypt communications between an

electronic device and a target device or system. An electronic device that solely

uses software to encrypt communications may comply with only a security level 1 of

the Federal Information Processing Standard 140-2 (FIPS 140-2), which provides

only a minimum level of security to protect sensitive information. In contrast, the

HSM within an electronic device or controller according to some embodiments of the

invention is compliant with at least a security level 2 of the FIPS 140-2 standard.

More preferably, the HSM within the electronic device or controller in embodiments

of the invention is compliant with security level 3 or level 4 of FIPS 140-2.

[0064] The HSM in embodiments of the invention uses hardware to encrypt data

instead of solely performing the encryption in software. The HSM provides enhanced

protection over software encryption technologies. For example, the HSM provides

secure key management to generate cryptographic keys, sets the capabilities and

security limits of keys, implements key backup and recovery, prepares keys for

storage and performs key revocation and destruction. In some embodiments, the

HSM is implemented as a dual processor device that includes a secure processor

with storage and a public processor with storage. The HSM may also include a

physical or logical separation between interfaces that are used to communicate

critical security parameters and other interfaces that are used to communicate other

data. The HSM can also provide a tamper-proof mechanism that provides a high

risk of destroying the HSM and the cryptographic keys stored therein, if any attempt

is made to remove or externally access the HSM.



[0065] FIG. 3 shows a flow diagram of an example operation of the system of FIG.

1. When a user ( 1 10) wishes to transact with a merchant, the user indicates on an

input component of the mobile device ( 100), typically a keyboard, that he or she

wishes to generate financial details required to complete the transaction in a first

step (301 ) . The financial details are generated on the mobile device ( 100) of the

user ( 1 10) in a next step (302), and are transmitted to the POS terminal ( 120) in a

further step (303). From the POS terminal ( 120), the details are transmitted to the

issuing authority ( 130) at which the user has an account in a next step (304). At the

issuing authority ( 130), the validity of the financial details is verified in a next step

(305). Finally, the merchant is informed of the result of the verification of the details

in a final step (306).

[0066] The financial details are presented in a format compliant with POS devices.

In the present embodiment of the invention, that format is Track 2 financial

transaction card format. By using a data format that a point of sale device is used to

handling, the least number of modifications need to be made to currently in-use POS

terminals and transmission protocols to allow them to facilitate the operation of the

invention.

[0067] Track 2 financial transaction card data include a number of digits in a pre

determined format. An example of data included in Track 2 data is shown in FIG. 4 .

The data includes a personal account number (PAN) field (400), which is made up of

a bank identification number (BIN) field (401 ) of 6 characters and an account number

field (402) of the user, of 10 characters. A BIN is an identifier of an institution who

issued the financial data, such as an issuing authority, or of an issuing authority at

which a user has an account. The account number includes a check digit (403) of a

single character. Also included in the Track 2 data is an expiry date field (404) of 4

characters and a card verification value (CVV) field (405) of 3 characters. It should

be noted that FIG. 4 only shows an extract of the data fields in Track 2 data, and that

the actual format includes various other fields, such as field separators, and

initialization fields, a termination field, as well as other data fields.

[0068] A method performed on the mobile device for providing financial details is

illustrated in the flow diagram (5) shown in FIG. 5 . The method is performed on a



mobile device as illustrated in FIG. 2 and the reference numerals for the components

of FIG. 2 are used.

[0069] In a first step (500), a session specific token is generated on the token

generating component (21 0) of the mobile device. It is envisaged that the mobile

device will only generate a session-specific token upon a request from the user to do

so.

[0070] To generate the token, the token generating device uses an algorithm which

is stored on the token generating component (21 0) in the HSM (200). The algorithm

requires a seed value as input, the seed being unique to the user ( 1 10). The seed

value is stored in the memory module (220). The algorithm further requires a

dynamic key as an input value. In the present embodiment, the dynamic key used is

a counter value which is also stored on the memory module. After each

determination of a session-specific token using the algorithm and dynamic key, the

counter is increased. The initial counter value and the seed value of a user are

known by the issuing authority ( 1 30).

[0071] In a next step (51 0), the processor (230) provides financial details relating to

a payment card of the user, in the present embodiment payment card details in the

form of Track 2 data may be stored in the memory module (21 0).

[0072] In a next step (520), the session specific token is incorporated into data fields

of the Track 2 data which is available for a part of the account number and the CVV

and, optionally, the expiry date. In the present embodiment, these fields are not

essential for the transfer of payment credentials, and may be considered redundant.

In the present embodiment, three characters of the session-specific token are

incorporated in a last part (407), before the check digit (403), of the account number

field (402), and three characters are incorporated in the CVV field (405).

[0073] A first part (406) of the account number field (402) is used to transmit the

customer ID number, which is stored in and retrieved from the memory module

(220). In combination, the last part (407) of the account number field and the CVV

field (405) provide space for a 6-digit token to be inserted. The result of the

incorporated of the session-specific token and the customer ID number into the

Track 2 data is a modified form of the financial details.



[0074] In a final step (530), the modified form of the financial details is transferred to

a POS terminal that is still in a format compatible with the POS terminal. In effect,

certain numeric characters in the Track 2 data have been altered.

[0075] The point of sale device transmits the modified form of the financial details

received to the issuing authority ( 1 30) in a similar manner as is currently known for

transactions involving a physical payment card. The modified form of the financial

details is sent along with details of the transaction, including, for example, the price

payable and a merchant identifier, as is common practice in payment systems using

POS terminals. The BIN number (401 ) indicates to the POS terminal to which

issuing authority the details are to be sent.

[0076] An embodiment of the server ( 140) of FIG. 1 is shown in more detail in FIG.

6 . The server ( 140) includes a token generating component (61 0), an extraction

component, and a comparison component. In the present embodiment, the

extraction component and the comparison component are provided by a processor

(620). The server also has a communication component (630) by means of which

data can be sent and received. The communications component functions as both a

receiving component and a transmission component, for receiving and transmitting

data.

[0077] A flow diagram (7) illustrating the method followed by the server ( 140) of a

issuing authority in determining the validity of received financial details in accordance

with an embodiment of the invention is illustrated in FIG. 7 . In a first step (700), the

issuing authority receives financial details in an expected format. In the present

embodiment, the expected format is a modified form of the Track 2 data as

described above.

[0078] Since a customer ID number is contained in the first part (407) of the account

number field (402) in an unaltered form, the server can extract the customer ID

number directly from the details received in a next step (71 0). Since the fields in

which a session-specific token should be included are also known to the issuing

authority, a token is also extracted by the server in this step (71 0) from the last part

(406) of the account number field (402) and the CVV field (405).

[0079] The database ( 150) has stored thereon a list containing the details of user

accounts, including the customer ID number of each user account and the counter



value and seed value associated with each user account. The counter value and

seed are retrieved by the server in a next step (720), by looking up the key and seed

associated with the customer ID number extracted from the financial details received

in the previous step (71 0).

[0080] In a next step (730), the server applies an algorithm related to the algorithm

that is stored on the memory module (220) of the HSM (200) on the user's mobile

device ( 1 00), using the seed value and counter value retrieved from the database

( 1 50), to obtain an expected session-specific token. The server utilizes its token-

generating component (71 0) for calculating expected session-specific tokens.

[0081] The server then compares the expected session-specific token to the

received token in a next step (740). If the tokens match, the transaction is approved,

and an approval message is transmitted to the merchant in a final step (750) via the

communication component (730). If the tokens do not match, the transaction is

rejected, and a rejection or failure message is transmitted to the merchant in a final

step (760) via the communication component (730). If the transaction is approved,

the server is expected to deal with the transfer of money in a standard manner. After

a successful comparison, the counter value stored in the database relating to the

user account concerned is increased in the same manner as it would have occurred

on the user's mobile device when then session-specific key was originally generated.

The approval or rejection message may also be sent to the user's mobile device.

[0082] It is envisaged that the seed value may constitute the dynamic key itself. In

such a situation, only the dynamic key will be used as input value for generating a

session-specific token, and the server will only need to look up the dynamic key to

generate the same token instead of looking up the dynamic key and the seed value.

[0083] It should be noted that in the embodiment described above, the session-

specific token is generated without a direct communication channel to the issuing

authority. Therefore, the token generation can be considered as offline token

generation, wherein the validity of the token can be assessed by the issuing authority

at a later stage.

[0084] In another embodiment of the invention, both the HSM and the database

have a set of pre-calculated keys which can be used to generate a session-specific

token. In such an embodiment, a section of the Track 2 data field can be used to



indicate which of these keys have been used by the token generating component to

generate the specific token, in effect by using a key serial number. For example, if

there are ten different tokens, a single digit, with numerals 0 to 9, can be used to

indicate which of the keys have been used in the encryption process. It should be

noted that this digit must not be encrypted in the modified form of the financial details

if it is transmitted as part of the modified form of the payment credentials. The server

can then look up the key used in the database, using the serial number of the key

received. Alternatively, the key used can be based on a counter value, and the

token generating component will use the different keys in a standard format or

according to another algorithm, both being determinable by the issuing authority's

token generating component by looking the values up in its associated database. A

key that changes in this manner can also be described as a dynamic key.

[0085] In the embodiment described above, tokens will need to be validated by an

issuing authority in the order in which they are generated by the token generating

component on the mobile device. If a generated token does not reach the issuing

authority, the counter on the mobile device and the counter in the database will be

out of sync, and a token generated at the server will not be the same as a token

received from the POS terminal. It is envisaged that in at least some embodiments,

the server will test the validity by applying a counter increased by, for example, three

times' use. In such an embodiment, the server will compensate for a delay in tokens

received. The server may be configured to inform the user if the counter values at

the mobile device and server are suspected to be out of sync in this manner.

[0086] Also in the embodiment described above, the session-specific token has

been included in redundant characters of the Track 2 data; however, it is also

envisaged that some of the characters may be encrypted, either by means of a one

way hash function, an RSA token, or indeed any cryptographic function that renders

a different result upon every operation performed with differing input values. A

person skilled in the art would appreciate that there are indeed a large variety of

cryptographic functions that can perform such a function.

[0087] It is further envisaged that the expiry date field (404) may be used as another

field in which characters of the session-specific key may be stored. However, it

should be noted that a POS terminal may automatically reject financial details if the



details are in an invalid format, or in a format that will constitute a date that has

passed, or a date that is too far in the future. Typically, any date more than 4 years

in the future will be rejected. Similarly, any month field that is not from 0 1 to 12 will

be invalid, and any day field that is not from 1 to 3 1 will be invalid. Some POS

devices may also reject a day field if the relevant month does not have that many

days, for example the second month, February, or 02, cannot have 30 days.

Including the expiry date field as a field in which characters of a session-specific

token may be stored will increase the possible length of the token, although the

specific characters that may be used or which may be used together are limited.

Any system which makes use of the expiry date field should be configured to only

include acceptable characters in this field.

[0088] FIG. 8 shows an embodiment of a system (8) in which the dynamic key is

time-based, instead of based on counter value as described above. This may be

referred to as "time-based encryption". The system includes a mobile device (800)

of a user (81 0), a point of sale terminal (820) of a merchant, and an issuing authority

(830). The financial system has associated therewith a server (840) and a database

(850). In the present embodiment, as in the embodiment described with reference to

FIG. 1, the mobile device is a smartphone. The mobile device (800) is in

communication with a mobile base station which has a clock (870). The database

(850) also has a clock (880) which is synchronized with the clock (870) of the base

station.

[0089] Modern smartphones, and indeed the mobile device (800) of the present

embodiment, are able to retrieve the current time from a clock at a mobile base

station. Accordingly, upon the device being requested to generate a session-specific

token, the mobile device (800) obtains the time from the clock (870) of the base

station (860). At least a part of this time is used as a dynamic key for an input value

in the algorithm, negating the need for a counter value as dynamic key. In the

present embodiment, the hours and minutes of the current time is used as an input

value. The session-specific token obtained from application of the algorithm is then

handled in exactly the same way as described above, in that the token replaces

some of the characters in financial details in a standard format that is stored on the

HSM, and the modified financial detail is transferred to a POS terminal. Similarly, a

customer ID number is included in the modified format as well. The modified



financial details format is identical to the format described with reference to FIG. 4 .

The POS terminal transfers the modified financial details to the issuing authority as

described above.

[0090] A method of determining the validity of the credentials received by the server

(940) in accordance with the present embodiment of a time-based dynamic key is

illustrated by the flow diagram (9) shown in FIG. 9 . In a first step (900), the issuing

authority receives financial details in an expected format. In the present

embodiment, the expected format is a modified form of the Track 2 data as

described above. The inclusion of the BIN in the modified form of the Track 2 data in

an unaltered, standard format allowed the POS terminal (820) to transmit the data to

an appropriate issuing authority (830).

[0091] Since a customer ID number is contained in the first part (407) of the account

number field (402) in an unaltered form, the server can extract the customer ID

number directly from the details received in a next step (91 0). Since the fields in

which a session-specific token should be included are also known to the issuing

authority, a token is also extracted by the server in this step (91 0) from the last part

(406) of the account number field (402) and the CVV field (405).

[0092] The database (750) has stored thereon a list containing the details of user

accounts held at the issuing authority, including the customer ID number of each

user account and the counter value associated with each user account. The seed

value is retrieved by the server in a next step (920), by looking up the seed

associated with the customer ID number extracted from the financial details received

in the previous step (900).

[0093] In a next step (930), the server applies an algorithm related to the algorithm

that is stored on the memory module (220) of the HSM (200) on the user's mobile

device ( 1 00), using the seed value retrieved. The server has a token-generating

component associated therewith which is similar to the token-generating component

(21 0) of the HSM (200) for calculating expected session-specific tokens. The server

also uses the time of its clock (780), which is synchronized with the clock (770) of the

mobile base station (760), as input value, in order to obtain an expected session-

specific token. As with the generation of the original session-specific token, the

hours and minutes of the current time is used. In the present embodiment, the



lifetime of a session-specific key is ten minutes, and the server also generates

expected tokens for the previous ten minutes. As only the current hour and minutes

are used as input values, and not the seconds, ten expected tokens need to be

determined for a session-specific token lifetime of ten minutes.

[0094] The server then compares the ten expected session-specific tokens to the

received token in a next step (940). If the received token matches any of the

expected tokens, the transaction is approved, and an approval message is

transmitted to the merchant in a final step (950). If none of the expected tokens

match the received token, the transaction is rejected, and a rejection or failure

message is transmitted to the merchant in a final step (960). If the transaction is

approved, the server is expected to deal with the transfer of money in a standard

manner. It should be noted that since there is no counter value present, no

alterations need to be made to the database after successful completion of a

transaction.

[0095] Although it has only be described that the hour and minutes are used as

input values for the time-based encryption described above, other elements of time

may also be used. For example, the day, month or year of the current time may all

be used, or even the seconds, milliseconds, or the like, as input values. It should be

noted that the inclusion of these elements may increase the amount of expected

session-specific tokens to which a received token need to be compared, depending

on the lifetime of a session-specific token. For example, a session-specific token

which is valid for 2 minutes and which uses seconds of time as input value to the

algorithm, as there are 120 seconds in two minutes.

[0096] In FIG. 10, the example of data forming part of Track 2 data as shown in FIG.

4 is repeated. The data includes a personal account number (PAN) field ( 1 000),

which is made up of a bank identification number (BIN) field ( 1 0 10) of 6 characters

and an account number field ( 1 020) of the user, of 10 characters. The account

number includes a check digit ( 1 030) of a single character. Also included in the

Track 2 data is an expiry date field ( 1040) of 4 characters and a card verification

value (CVV) field ( 1 050) of 3 characters. It should be noted that FIG. 10 only shows

an extract of the data fields in Track 2 data, and that the actual format includes

various other fields, such as field separators, initialization fields, a termination field,



as well as other data fields. In the present embodiment, all HSM modules issued by

a specific issuing authority have the same algorithm stored thereon. This data is,

however, modified differently to the data that was described with reference to FIG. 4 .

A flow diagram illustrating an alternative method performed on the mobile device of

FIG. 2 is shown in FIG. 11. The mobile device forms part of the same system ( 1 )

that was described above with reference to FIG. 1.

[0097] In a first step ( 1 100), the processor (230) provides financial details relating to

a payment card of the user, in the present embodiment again payment card details in

the form of Track 2 data may be stored in the memory module (220) of the HSM

(200).

[0098] In a next step, the token generating component ( 1 110) generates a session-

specific token of up to 9 characters long, using an encryption algorithm to encrypt a

customer identification number with input values including a seed value and a

dynamic key. The algorithm also uses an initialization vector (IV) as input value. In

the present embodiment, the IV may be a random one-time CVV value, which is

determined by the token generating component (21 0) prior to generating the

session-specific token. The algorithm and seed value is stored on the memory

module (220), and are linked to the specific issuing authority which is to approve or

reject the transaction. The customer identification number may also be stored on the

memory module (220).

[0099] In the present embodiment of the invention, every user which has a financial

account at a specific issuing authority and who makes use of the system and method

of the invention is in possession of the same key and a corresponding decryption

algorithm.

[00100] The up to 9 characters of the session-specific token is inserted into the

account number field ( 1020) not including the check digit ( 1 030) field, and the

random CVV value, which is also the IV, is inserted into the CVV field ( 1 050) in a

next step ( 1 120), to arrive at a modified form of the financial details. In a final step

( 1 130), the modified financial details are transmitted to the POS device ( 120).

[00101] The point of sale device transmits the modified form of the financial details

received to the issuing authority ( 1 30) in a similar manner as is currently known for

transactions involving a physical payment card. The modified form of the financial



details is sent along with details of the transaction, including the price payable and a

merchant identifier, as is currently known. The BIN number indicates to the POS

terminal to which issuing authority the details are to be sent.

[00102] A further embodiment of the server ( 140) of FIG. 1 is shown in more detail

in FIG. 12 . The server includes an extraction component, a comparing component,

and a token decryption component ( 1 200). In the present embodiment, the

extraction component and the comparing component are provided by a processor

( 1 2 10). The server also has a communication component ( 1 220) by means of which

data can be sent and received. The communications component functions as both a

receiving component and a transmission component, for receiving or transmitting

data.

[00103] A flow diagram ( 1 3) illustrating the method followed by the server ( 140) of

an issuing authority in determining the validity of received financial details in

accordance with the present embodiment of the invention is illustrated in FIG. 13 . In

a first step ( 1300), the issuing authority receives financial details in an expected

format via the communication component ( 1 220). In the present embodiment, the

expected format is a modified form of the Track 2 data as described above.

[00104] Since every modified form of financial details received by an issuing

authority is expected to have been encrypted with the same algorithm and seed

value, a related same decryption algorithm and seed value can be used by the

server to decrypt any received modified financial details.

[00105] In a next step ( 1 3 10), the server extracts the IV from the CVV field and the

token from the account number field with the processor ( 1 2 10). In combination with

the standard seed and algorithm, the IV is used to decrypt the token in the account

number field, using the decryption component ( 1200) to extract the customer

identification number in a next step ( 1 320).

[00106] The transaction is then processed in the normal manner in a next step

( 1330), using the result of the decryption algorithm. If the credentials obtained using

the decryption algorithm is valid, the transaction is approved, and an approval

message is transmitted to the relevant merchant in a final step ( 1 340), using the

communication component ( 1220). If the credentials are not valid, the transaction is



rejected, and a rejection or denial message is transmitted to the merchant in a final

step ( 1 350) using the communication component ( 1220).

[00107] It is envisaged that different algorithms may be stored on a memory module

of the HSM, with each algorithm being coupled to a specific issuing authority. By

selecting a specific set of financial details to use in a transaction, the HSM will use

the appropriate set of details in order to produce a session-specific token with an

algorithm that the specific issuing authority can decrypt or interpret.

[00108] It should also be noted that the providing of the financial details by the

mobile device may be facilitated by a computer program product, such as an

application or a program, operating on the mobile device. The computer program

product will typically need to be stored in a computer-readable medium in the form of

a computer-readable program code, and will be configured to enable the

performance of the method on the mobile device as described earlier with reference

to FIG. 5 and FIG. 11. Similarly, the determining of the validity of financial details on

the server may be facilitated by a computer program product, such as an application

or a program, operating on the server. The computer program product will typically

need to be stored in a computer-readable medium in the form of a computer-

readable program code, and will be configured to enable the performance of the

method on the server as described earlier with reference to FIG. 6 and FIG. 12 .

[00109] In at least one embodiment of the invention, the financial details are not

stored on a memory element (220) of the mobile device, and are rather obtained

from the issuing authority. These financial details may be one-time use financial

details, often referred to as one-time personal account numbers. These one-time

use financial details may then be encrypted or modified as explained above. In such

an instance, the server may be configured to remember which user has requested

the one-time use financial details, and check when receiving financial details that the

user from which the details appear to originate has in actual fact request credentials.

This may provide additional security to a user wishing to use the systems and

methods described.

[001 10] FIG. 14 illustrates an example of a computing device ( 1400) in which

various aspects of the disclosure may be implemented. The computing device

( 1400) may be suitable for storing and executing computer program code. The



various participants and elements in the previously described system diagrams may

use any suitable number of subsystems or components of the computing device

( 1400) to facilitate the functions described herein.

[001 11] The computing device ( 1400) may include subsystems or components

interconnected via a communication infrastructure (1405) (for example, a

communications bus, a cross-over bar device, or a network). The computing device

( 1400) may include at least one central processor (141 0) and at least one memory

component in the form of computer-readable media.

[001 12] The memory components may include system memory ( 1 4 15), which may

include read only memory (ROM) and random access memory (RAM). A basic

input/output system (BIOS) may be stored in ROM. System software may be stored

in the system memory ( 1 4 15) including operating system software.

[001 13] The memory components may also include secondary memory ( 1420). The

secondary memory ( 1420) may include a fixed disk ( 1 421 ) , such as a hard disk

drive, and, optionally, one or more removable-storage interfaces ( 1422) for

removable-storage components ( 1423).

[001 14] The removable-storage interfaces ( 1422) may be in the form of removable-

storage drives (for example, magnetic tape drives, optical disk drives, floppy disk

drives, etc.) for corresponding removable storage-components (for example, a

magnetic tape, an optical disk, a floppy disk, etc.), which may be written to and read

by the removable-storage drive.

[001 15] The removable-storage interfaces ( 1422) may also be in the form of ports or

sockets for interfacing with other forms of removable-storage components ( 1423)

such as a flash memory drive, external hard drive, or removable memory chip, etc.

[001 16] The computing device ( 1400) may include an external communications

interface ( 1430) for operation of the computing device ( 1400) in a networked

environment enabling transfer of data between multiple computing devices ( 1400).

Data transferred via the external communications interface ( 1430) may be in the

form of signals, which may be electronic, electromagnetic, optical, radio, or other

types of signal.



[001 17] The external communications interface ( 1430) may enable communication

of data between the computing device ( 1400) and other computing devices including

servers and external storage facilities. Web services may be accessible by the

computing device ( 1400) via the communications interface ( 1430).

[001 18] The external communications interface ( 1430) may also enable other forms

of communication to and from the computing device ( 1400) including, voice

communication, near field communication, Bluetooth, etc.

[001 19] The computer-readable media in the form of the various memory

components may provide storage of computer-executable instructions, data

structures, program modules, and other data. A computer program product may be

provided by a computer-readable medium having stored computer-readable program

code executable by the central processor ( 1 4 10).

[00120] A computer program product may be provided by a non-transient computer-

readable medium, or may be provided via a signal or other transient means via the

communications interface ( 1430).

[00121] Interconnection via the communication infrastructure ( 1405) allows a central

processor ( 14 10) to communicate with each subsystem or component and to control

the execution of instructions from the memory components, as well as the exchange

of information between subsystems or components.

[00122] Peripherals (such as printers, scanners, cameras, or the like) and

input/output (I/O) devices (such as a mouse, touchpad, keyboard, microphone,

joystick, or the like) may couple to the computing device ( 1400) either directly or via

an I/O controller ( 1435). These components may be connected to the computing

device ( 1400) by any number of means known in the art, such as a serial port.

[00123] One or more monitors ( 1445) may be coupled via a display or video adapter

( 1440) to the computing device ( 1400).

[00124] FIG. 15 shows a block diagram of a communication device ( 1500) that may

be used in embodiments of the disclosure. The communication device ( 1 500) may

be a cell phone, a feature phone, a smart phone, a satellite phone, or a computing

device having a phone capability.



[00125] The communication device ( 1 500) may include a processor ( 1 505) (e.g., a

microprocessor) for processing the functions of the communication device ( 1 500)

and a display ( 1520) to allow a user to see the phone numbers and other information

and messages. The communication device ( 1500) may further include an input

element ( 1 525) to allow a user to input information into the device (e.g., input

buttons, touch screen, etc.), a speaker ( 1 530) to allow the user to hear voice

communication, music, etc., and a microphone ( 1 535) to allow the user to transmit

his or her voice through the communication device ( 1 500).

[00126] The processor ( 1 5 10) of the communication device ( 1 500) may connect to a

memory ( 1 5 15). The memory ( 1 5 15) may be in the form of a computer-readable

medium that stores data and, optionally, computer-executable instructions.

[00127] The communication device ( 1 500) may also include a communication

element ( 1 540) for connection to communication channels (e.g., a cellular telephone

network, data transmission network, Wi-Fi network, satellite-phone network, Internet

network, Satellite Internet Network, etc.). The communication element ( 1 540) may

include an associated wireless transfer element, such as an antenna.

[00128] The communication element ( 1 540) may include a subscriber identity

module (SIM) in the form of an integrated circuit that stores an international mobile

subscriber identity and the related key used to identify and authenticate a subscriber

using the communication device ( 1500). One or more subscriber identity modules

may be removable from the communication device ( 1500) or embedded in the

communication device ( 1500).

[00129] The communication device ( 1500) may further include a contactless

element ( 1 550), which is typically implemented in the form of a semiconductor chip

(or other data storage element) with an associated wireless transfer element, such

as an antenna. The contactless element ( 1550) may be associated with (e.g.,

embedded within) the communication device ( 1 500) and data or control instructions

transmitted via a cellular network may be applied to the contactless element ( 1550)

by means of a contactless element interface (not shown). The contactless element

interface may function to permit the exchange of data and/or control instructions

between mobile device circuitry (and hence the cellular network) and the contactless

element ( 1 550).



[00130] The contactless element ( 1550) may be capable of transferring and

receiving data using a near field communications (NFC) capability (or near field

communications medium) typically in accordance with a standardized protocol or

data transfer mechanism (e.g., ISO 14443/NFC). Near field communications

capability is a short-range communications capability, such as radio-frequency

identification (RFID), Bluetooth, infra-red, or other data transfer capability that can be

used to exchange data between the communication device ( 1 500) and an

interrogation device. Thus, the communication device ( 1 500) may be capable of

communicating and transferring data and/or control instructions via both a cellular

network and near field communications capability.

[00131] The data stored in the memory ( 1 5 15) may include: operation data relating

to the operation of the communication device ( 1 500), personal data (e.g., name, date

of birth, identification number, etc.), financial data (e.g., bank account information, a

bank identification number (BIN), credit or debit card number information, account

balance information, expiration date, loyalty provider account numbers, etc.), transit

information (e.g., as in a subway or train pass), access information (e.g., as in

access badges), etc. A user may transmit this data from the communication device

( 1 500) to selected receivers.

[00132] The communication device ( 1500) may be, amongst other things, a

notification device that can receive alert messages and access reports, a portable

merchant device that can be used to transmit control data identifying a discount to be

applied, as well as a portable consumer device that can be used to make payments.

[00133] The foregoing description of the embodiments of the invention has been

presented for the purpose of illustration; it is not intended to be exhaustive or to limit

the invention to the precise forms disclosed. Persons skilled in the relevant art can

appreciate that many modifications and variations are possible in light of the above

disclosure.

[00134] Some portions of this description describe the embodiments of the invention

in terms of algorithms and symbolic representations of operations on information.

These algorithmic descriptions and representations are commonly used by those

skilled in the data processing arts to convey the substance of their work effectively to

others skilled in the art. These operations, while described functionally,



computationally, or logically, are understood to be implemented by computer

programs or equivalent electrical circuits, microcode, or the like. The described

operations may be embodied in software, firmware, hardware, or any combinations

thereof.

[00135] The software components or functions described in this application may be

implemented as software code to be executed by one or more processors using any

suitable computer language such as, for example, Java, C++, or Perl using, for

example, conventional or object-oriented techniques. The software code may be

stored as a series of instructions, or commands on a non-transitory computer-

readable medium, such as a random access memory (RAM), a read-only memory

(ROM), a magnetic medium such as a hard-drive or a floppy disk, or an optical

medium such as a CD-ROM. Any such computer-readable medium may also reside

on or within a single computational apparatus, and may be present on or within

different computational apparatuses within a system or network.

[00136] Any of the steps, operations, or processes described herein may be

performed or implemented with one or more hardware or software modules, alone or

in combination with other devices. In one embodiment, a software module is

implemented with a computer program product comprising a non-transient computer-

readable medium containing computer program code, which can be executed by a

computer processor for performing any or all of the steps, operations, or processes

described.

[00137] Finally, the language used in the specification has been principally selected

for readability and instructional purposes, and it may not have been selected to

delineate or circumscribe the inventive subject matter. It is therefore intended that

the scope of the invention be limited not by this detailed description, but rather by

any claims that issue on an application based hereon. Accordingly, the disclosure of

the embodiments of the invention is intended to be illustrative, but not limiting, of the

scope of the invention, which is set forth in the following claims.



WHAT IS CLAIMED IS

1. A method for providing financial details from a mobile device of

a user for use in a transaction, the method being performed on a mobile device of

the user and including the steps of:

generating, on a token generating component associated with

the mobile device, a session-specific token by applying an algorithm stored on the

token generating component with a dynamic key;

providing financial details in a pre-determined format for use in a

transaction;

incorporating the session-specific token and the financial details

into a modified form of the financial details; and

transferring the modified form of the financial details in the pre

determined format from the mobile device to initiate the transaction.

2 . The method as claimed in claim 1, wherein incorporating the

session-specific token and the financial details into a modified form of the financial

details includes:

inserting the session-specific token into redundant characters in

the pre-determined format.

3 . The method as claimed in claim 1, wherein incorporating the

session-specific token and the financial details into a modified form of the financial

details includes:

encrypting a portion of the characters of the financial details with

the session-specific token.

4 . The method as claimed in any one of claims 1 to 3, wherein the

algorithm stored on the token generating component includes an individual seed

value for a customer; and wherein the modified form of the financial details includes

a readable customer identifier.

5 . The method as claimed in any one of claims 1 to 3, wherein the

algorithm stored on the token generating component includes a seed value for an



issuing authority; and wherein the modified form of the financial details includes a

readable issuing authority identifier and an initialization vector.

6 . The method as claimed in any one of the preceding claims,

wherein generating, on a token generating component associated with the mobile

device, a session-specific token by applying an algorithm stored on the token

generating component with a dynamic key, generates the session-specific token

offline from an issuing authority and the dynamic key is coordinated between the

mobile device and the issuing authority.

7 . The method as claimed in claim 6, wherein the dynamic key and

one of a customer identifier or an initialization vector for a customer enables the

session-specific token to be reversed by an issuing authority to authenticate a

customer.

8 . The method as claimed in any one of the preceding claims,

wherein the financial details include static customer account details or one-time

generated customer account details.

9 . The method as claimed in any one of the preceding claims,

wherein the dynamic key is randomly selected from a pre-calculated set of keys; and

a key serial number related to the dynamic key is transferred along with the modified

form of the financial details, wherein the key serial number is able to determine the

dynamic key that was used.

10 . The method as claimed in any one of claims 1 to 9, wherein the

dynamic key is a counter value which increments or changes every time the

algorithm is applied.

11. The method as claimed in any one of claims 1 to 9, wherein the

dynamic key is based on a time signal derived by the mobile device and at which the

generation of the session-specific token is carried out.



12 . The method as claimed in any one of the preceding claims,

wherein the token generating component is a cryptographic expansion device that

can be attached to a communication component of the mobile device; and the

cryptographic expansion device is configured to be used with the mobile device

without requiring any changes to the internal software or hardware of the mobile

device and without requiring any modification to the communication protocols used

by the mobile device.

13 . A method for determining the validity of financial details, the

method being performed at a server and including the steps of:

receiving a pre-determined format of financial details for a

transaction;

extracting a session-specific token from the pre-determined

format;

generating, on a token generating component associated with

the server, at least one expected session-specific token by applying an algorithm

with a dynamic key;

comparing the at least one expected session-specific token and

the extracted session-specific token; and

in response to the extracted session-specific token matching at

least one expected session-specific token, approving the received financial details

for use; or,

in response to the extracted session-specific token matching

none of the at least one expected session-specific tokens, rejecting the financial

details for use.

14 . The method as claimed in claim 13, wherein extracting the

session-specific token from the pre-determined format includes:

extracting the session-specific token from redundant characters

in the pre-determined format.

15 . The method as claimed in claim 13 or claim 14, wherein the

algorithm stored on the token generating component includes an individual seed



value for a customer; and wherein the received pre-determined format of financial

details includes a readable customer identifier.

16 . The method as claimed in any one of claims 13 to 15, wherein

the algorithm stored on the token generating component includes a seed value for an

issuing authority; and wherein the received pre-determined format of financial details

includes a readable issuing authority identifier and an initialization vector.

17 . A system for providing financial details from a mobile device of a

user for use in a transaction, the system being provided on a mobile device of the

user and including:

a token generating component associated with the mobile device

for generating a session-specific token by applying an algorithm stored on the token

generating component with a dynamic key;

a financial details component for providing financial details in a

pre-determined format for use in a transaction;

a format modifying component for incorporating the session-

specific token and the financial details into a modified form of the financial details;

and

a communication component for transferring the modified form of

the financial details in the pre-determined format from the mobile device to initiate

the transaction.

18 . The system as claimed in claim 17, wherein the token

generating component is a cryptographic expansion device that can be attached to a

communication component of the mobile device; and the cryptographic expansion

device is configured to be used with the mobile device without requiring any changes

to the internal software or hardware of the mobile device and without requiring any

modification to the communication protocols used by the mobile device.

19 . The system as claimed in claim 18, wherein the cryptographic

expansion device is a cryptographic label that includes a hardware security module

(HSM) disposed therein including a secure processing unit and a public processing

unit.



20. A system for determining the validity of financial details, the

system being provided at a server and including:

a receiving component for receiving a pre-determined format of

financial details for a transaction;

an extracting component for extracting a session-specific token

from the pre-determined format;

a token generating component associated with the server for

generating at least one expected session-specific token by applying an algorithm

with a dynamic key;

a comparing component for comparing the at least one expected

session-specific token and the extracted session-specific token; and

in response to the extracted session-specific token matching at

least one expected session-specific token, approving the received financial details

for use; or,

in response to the extracted session-specific token matching

none of the at least one expected session-specific tokens, rejecting the financial

details for use.

2 1 . A computer program product for providing financial details from

a mobile device of a user for use in a transaction, the computer program product

comprising a computer-readable medium having stored computer-readable program

code for performing the steps of:

generating, on a token generating component associated with

the mobile device, a session-specific token by applying an algorithm stored on the

token generating component with a dynamic key;

providing financial details in a pre-determined format for use in a

transaction;

incorporating the session-specific token and the financial details

into a modified form of the financial details; and

transferring the modified form of the financial details in the pre

determined format from the mobile device to initiate the transaction.



22. A computer program product for determining the validity of

financial details at a server, the computer program product comprising a computer-

readable medium having stored computer-readable program code for performing the

steps of:

receiving a pre-determined format of financial details for a

transaction;

extracting a session-specific token from the pre-determined

format;

generating, on a token generating component associated with

the server, at least one expected session-specific token by applying an algorithm

with a dynamic key;

comparing the at least one expected session-specific token and

the extracted session-specific token; and

in response to the extracted session-specific token matching at

least one expected session-specific token, approving the received financial details

for use; or,

in response to the extracted session-specific token matching

none of the at least one expected session-specific tokens, rejecting the financial

details for use.
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