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METHOD AND SYSTEM FOR SIGNING AND
AUTHENTICATING ELECTRONIC DOCUMENTS

FIELD OF THE INVENTION
This invention relates to a system and method for signing, storing, and authenticating

electronic documents.

BACKGROUND OF THE INVENTION

Commerce on the internet is hindered by the inconvenience of creating, viewing, and
signing agreements and contracts over the world wide web (“the web”). Many agreements
and contracts are too large or too complex to be executed on the web using more commonly
used methods such as, for example, exchanging credit card information between parties to a
contract. These contracts can include multiple clauses, or may require that parties
extensively modify standard contract forms by entering information into the forms and
defining the scope of the executed contract. Certain clauses may need to be initialed
signifying that each party has read and agrees to the initialed clause. Also, there can be
several parties to a contract, requiring all parties to sign the contract document.

Technology for signing and authenticating electronic documents is available. One
technology is public key cryptography. Using this technology, a prospective signer obtains a
public key and an associated private key. A document encrypted with a signer’s public key is
relatively difficult to decrypt without knowledge of the associated private key. Decrypting an
encrypted document or a digital signature with a signer’s public key verifies, with a degree of
certainty, that the document or signature was encrypted by a person having access to the
associated private key. A digital signature can be created encrypting a one way hash of a
document with a private key. The hash is a condensed and unique form of the document, and

any changes to the document after signing results in an altered hash. Thus, the digital
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signature is unique to the document and to the signet’s private key. A recipient of the
digitally signed document can verify that the document was signed by a particular person,
and that the document was unaltered after signing, by decrypting the digital signature using
the signer’s public key, and confirming that the resulting decrypted hash is identical to a
newly produced hash of the received document. Typically, public keys are used to encrypt
message or to verify signed documents, and private key are kept secret, and are used to
decrypt messages or to sign document.

The recipient of the signed document can authenticate the digital signature by having
a trusted third party independently confirm the identity of the person owning the
private/public key pair. Certificates are instrumental in authentication. The signer’
certificate is a document
that is encrypted using a trusted third party’s private key, that identifies the owner of the
public key, and that contains the signer’s public key. The certificate confirms that the trusted
third party knows the owner of the attached public key to be the person listed in the
certificate. The trusted third party can be a certification authority. To authenticate the

signature, the recipient decrypts the certificate using the certification authority’s widely

available and trusted public key, and uses the enclosed signer’s public key to verify the

signature appended to the originally received document.

However, methods currently available for deploying this technology are cumbersome
to usé. For example, an individual browsing the web using a commonly available browser
such as Netscape Navigator or Internet Explorer might want to enter into a coniract with a
supplier on the web. The individual goes to the supplier’s web site and views a sample
contract. To sign the contract, the individual downloads the document and opens encryption
enabled program capable of reading, amending and signing the downloaded document. The

encryption enabled program must be installed on the individual’s computer in addition to the
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browser. After adding relevant information to the document, the individual digitally signs the
document using a private key that must be securely kept by the individual. The individual
then emails the document to the supplier. On receiving the digitally signed document, the
supplier must verify the digital signature using the individual’s public key, and authenticate
the individual’s certificate using a trusted certification authority’s public key.

This method of transacting business over the web has not been widely adopted. Many
web users are unfamiliar with the intricacies of digitally signing documents, and are therefore
reluctant to familiarize themselves with the technology and to purchase the necessary
hardware and software required to use these methods. Transacting parties frequently resort to
completing transactions by executing contracts on paper.

In addition to the inconvenience of current digital signing methods, widespread use of
public key cryptography can be problematic for security reasons. With current technology,
each signer must maintain the confidentiality of his or her private key. The security of current
digital signing methods depends on how securely signers keep their private keys. Frequently,
signers arc unfamiliar with computer technology and potential threats to the confidentiality of
their private keys. Private keys may be stored unsecured or weakly secured in a signer’s
computer and may be vulnerable to hacking. Businesses having customers with a broad
range of computing sophistication may be reluctant to transact business with customers using
these digital signing and authenticating methods in light of the described drawbacks.

Therefore, a need exists for a more secure and convenient method of digitally signing
and authenticating electronic documents on the, web.

SUMMARY OF THE INVENTION

The present invention provides a system and method for signing and authenticating

electronic documents using, for example, public key cryptography. The method includes

centrally maintaining a database containing at least portions of private encryption keys which
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are associated with users of the document signing and authenticating system. The private
encryption key portions can be used by the system, together with non-public information
received from users, for temporarily constructing or reconstructing complete private
encryption keys that can be used for signing, encrypting, and decrypting. The complete keys
can be destroyed immediately after use so that the system stores insufficient information to
sign, encrypt or decrypt documents. Alternatively, if complete private keys are stored in the
database, complete private encryption key constructing and reconstructing can be avoided.
The database can be secured by encrypting its contents and by restricting access to the
database contents to system users who have shown appropriate authorization. For example,
the system may require a database decryption key to decrypt contents of the database. The
database decryption key can be temporarily constructed with user provided information, used
for decrypting, and then subsequently destroyed. The database can be located on a local
computer cluster.

The local computer cluster includes one or more computers that can be
interconnected, for example, via a secure local area network. Computers within the local
cluster arc known to operators of the local area network and are more trusted than remote
computers. Access to computers in the local cluster is tightly controlled. The local cluster can
be connected to remote computers via a network such as, for example the internet or the web,

to which unknown and presumably unfriendly computers can have access.
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The method also includes receiving at the local computer cluster a sigging request
transmitted from a first remote computer by a first user, identifying the signing request as
having being transmitted by the first user, and identifying a signature ready document to be
signed. The signing request can be initiated by, for example, the first user clicking on an icon
at a signing line within the displayed signature ready document that contains an embedded

uniform resource locator (“URL”). The signing request can be transmitted, for
example, by the first user accessing the web using a commercially available web browser
running on the first remote computer, locating the local computer cluster web site,
transmitting user identification information, passwords, or other non-public information to
the local computer cluster using the browser, and identifying the document to be signed. The
transmitted non-public information can be referred to as signing identification credentials The
browser can communicate with the local computer cluster using, for example, hypertext
transport protocol (“HTTP”).

The method additionally includes retrieving at the local computer cluster a private key
portion associated with the first user from the private key database, retrieving the signatﬁre
ready document to be signed, and signing the signature ready document on the local
computer cluster using a complete private key generated from the first users private key
portion in response to the signing request. The signature ready document can be retrieved at
the local computer cluster from the user computer, from other remote computers connected to
the local computer cluster, or from the local computer cluster itself. Additionally, retrieval
can be automatic, so that the signature ready document can be retrieved merely by the user
clicking a signing request icon within a browser running on the user computer. If the private
key portion is a complete signing key, a generating step can be avoided.

The document signing and authentication system of the present invention includes a

local computer cluster, also referred to as a document service cluster. The local computer
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cluster can be connected to at least one first remote computer which can be a user computer.
The local computer cluster can also be connected to a second remote computer which can be
a document server operated by the document owner and also to a second remote computer
which can be a document safe. Individuals can register as users of the signing and
authentication system of the present invention by registering at a registration center. A
registration center includes a registration computer which can be connected to the document

service cluster via a computer network including the internet, or via a dial-up link.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a diagram of an embodiment of the signing and authentication system of
the present invention.

Figure 2 is a diagram of an embodiment of a document service cluster of the present
invention connected to a network.

Figure 3 is a diagram showing the connection between a user computer and a
document service cluster in an outsourced configuration of the present invention.

Figure 4 is a diagram showing connections between a user computer, a document
owner server, a document safe, and a document service cluster in an insourced configuration
of the present invention.

Figure 5 is a diagram of a web tier identification subprotocol of the present invention.

Figure 6 Is a diagram of a web tier document viewing top level protocol of the present
invention.

Figure 7 is a diagram of a web tier document signing top level protocol of the present
invention.

Figure 8 is a diagram of a business tier authorization core processing protocol of the

present invention.

6

SUBSTITUTE SHEET (RULE 26)



10

15

20

25

WO 01/82036 PCT/US01/13418
Figure 9 is a diagram of a business tier viewing entry point protocol of the present
invention.
Figure 10 is a diagram of a business tier signing core process protocol of the present

invention.

DETAILED DESCRIPTION OF THE INVENTION

The present invention provides a system and method of signing electronic documents
and for authenticating signed documents. The system is shown in Fig. 1. The system
comprises several components including a registration center 101, a document owner server
103, at least one network appliance such as, for example a user computer 104, and a
document service cluster 102. These components are connected to each other and can
communicate via a network 100, such as the internet or the web. In addition, a document safe
105 can be connected to or contained within the document owner server 103. Additionally,
the document safe 105 can be connected to the document service cluster 102 via a dedicated
connection such as, for example, a direct dial connection 107. Also, the registration center
101 can be connected to the document service cluster 102 via a dedicated connection such as,
for example, a direct dial connection 106.  The document service cluster 102, document
safe 105 and registration center 101 can be maintained by a document service provider.
Individuals can access the system via a network
appliance including, for example, a user computer 104 connected to the network 100,
Document owners can maintain document owner servers 103.

This invention allows users to view, modify, and sign documents made available to
them over the internet by a document owner. In one embodiment of the invention, a user
accesses and signs the documents via a user computer 104 running a commercially available

web browser such as, for example, Netscape Navigator 4.6 or Microsoft Internet Explorer
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version 5.0. The user computer 104 does not need to run dedicated software such as an
add-in program, to enable a user to access and sign documents.

Typically, a document owner prepares electronic documents for subsequent signing
by users, and can store those signature ready documents in locations including the document
safe 105, the document owner server 103, or on the document service cluster 102. Users can
prepare their own signature ready documents and, for example, store the documents similarly
to document owners. Signature ready documents can be prepared in a standard generalized
markup language (“SGML”) such as, for example, extensible markup language (“XML”).
These languages enable codes to be executed from within the signature ready document.
Using SGML type languages to prepare signature ready documents enhances the
functionality of the documents. Digitized signatures of signers can be appended at locations
within a document specified using the language. Specified signing permissions can be
associated with particular signing lines within the document. Additionally, the signature
ready document can be signed automatically by clicking on a singing line, without signers
having to search for or locate the document service provider web site or to manually transfer
files between computers for signing. Users can access and view images of the signature
ready documents by accessing the document owner’s web site using a web browser running
on the user computer 104. The document owner’s web site can be located on the document
owner server 103. Users can prepare signature ready documents for modification by entering
data into selected fields in the image of signature ready documents displayed on user
computers 104. The entered data can be referred to as form data. Later, the signature ready
document can be modified by retrieving the stored copy of the signature ready document and
modifying the retrieved signature ready document using the form data. Alternatively, users
can download signature ready documents from the stored location by, for example, accessing

the document owners web site. The user can then view and modify the downloaded signature
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ready document instead of viewing a displayed image of the document and entering form data
into the document image.

In a first method a user signs a document by, for example, selecting or clicking on an
icon displayed on the browser which causes a signing request to be transmitted from the user
computer 104 to the document service provider via the web. The signing request is received
at the document service cluster 102 shown in figure 2. In response to the signing request, the
document service provider identifies the user and confirms the user is authorized to sign the
document in an identification process including engaging the user in a request-response
interrogation. The document service provider then retrieves a copy of the signature ready
document from a stored location, and makes changes to the document ﬁsing form data
retrieved from the user computer 104. Where a user has downloaded a signature ready
document onto user computer 104 from a web site, the document service provider can
retrieve a copy of the signature ready document, tbgether with any modifications, directly
from the user computer 104. A copy of the signature ready document can automatically be
downloaded via the browser onto the user computer when the user requests to view the
document. The downloaded copy of the signature ready document can be retrieved at the
local computer cluster 102 automatically, by the user clicking on a signing line in the
signature ready document. The document service provider then obtains the user’s private key
from a database maintained by the document service provider, and appends the user’s digital
signature to the document. Thus, the signature ready document is converted into a signed
document. The user’s digitized handwritten signature can also be appended to the signed
document once the document has been digitally signed to anyone viewing the signed
document that the document has been digitally signed.

In an alternative method of signing a document, the document service provider

receives at the document service cluster 102 a signing request and signing identification
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credentials from the user. The document service provider then constructs a user private key
by applying an algorithm to a private key portion retrieved from a database maintained by the
document service provider and to the signing identification credentials received from the
user. The signing identification credentials can include, for example, passwords, personal
identification numbers, recognition graphics, and biometric information. The document is
then signed using the constructed private key as described above in the first signing method,
and the private key is destroyed after signing is complete. In this alternative method,
complete user private keys are never stored and they are only temporarily created during the
signing process. The absence of stored complete user private keys provides an additional
security feature, by storing insufficient information to sign, decrypt or encrypt documents
within the document service cluster 102.

A user certificate can also be appended to the signed document to aid signature
authentication. A user certificate can be a document signed using a trusted third party’s
private key that contains the user’s public key and information identifying the owner of the
public key.

In the present invention, the trusted third party can be a representative of the document
service provider such as, for example, a registration official or an independent certification
authority. The user certificate can be signed by multiple trusted third parties to increase the
probability a person viewing the signed document recognizes at least one of the certificate
signers as a trusted third party.

The document service provider stores a copy of the signed document as an alias in a
user filing cabinet 215. The filing cabinet 215 is a database maintained by the document
service provider for each user account containing information pertaining to a particular user.
Also, the document service provider stores a copy of the signed document as an alias in a

document owner filing cabinet 215. The stored aliases point to a true copy of the signed

10

SUBSTITUTE SHEET (RULE 26)



10

15

20

25

WO 01/82036 PCT/US01/13418
document which the document service provider stores in document database 214. Storing
signature ready and signed documents on the document service cluster 102, for example in
the document database 214, is an outsourced storage configuration. Alternatively, a
document owner can choose to maintain signed and signature ready documents either as a
true copy or an alias in a document safe 105. Storing signature ready and signed documents
in the document safe 105 is an insourced configuration.

Users and document owners can control access to the signed and signature ready
documents located in their filing cabinets 215 or document safes 105. Users and document
owners can grant access to non-users, such as individuals who are not registered with the
document service provider, to view and authenticate documents. A non-user can authenticate
a signed document by accessing the signed document, and decrypting the attached certificate
using the public key of a third party trusted by the non-user. The non-user can then decrypt
the digital signature using the user public key obtained from the certificate, and confirm that
the obtained document hash matches a hash of the accessed signed document.

The document service provider notifies the document owner and users when
documents in the filing cabinets or document safes are accessed for signing or viewing. In
this embodiment, the document service provider maintains a notification box for each user
and document owner. The document service provider notifies the relevant users and
document owners of any access to signed documents or to their filing cabinets by forwarding
a notification message to the user’s or document owner’s drop box. Users and document
owners can also control access by members of the public to documents stored in their filing
cabinets, and can allow particular members of the public to view and authenticate signed
documents.

Signing documents with a user private key on the document service cluster permits a

user to sign a document from any user computer 104 that is connected to the web. No
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specialized software is required on the user computer 104 to manage and sign documents.
The user’s private key and certificate remain securely on the document service cluster 102 at
all times and are not stored on the user computer 104. Further, the user’s private key can be
constructed on the document service cluster 102 prior to signing and can be destroyed soon
after signing, so that the user’s complete private key only exists on the document service
cluster 102 temporarily.

An example of one application of the present invention is providing a method and
system for 401K providers to enable investors to roll over their assets into new accounts, by
filling out and signing the relevant rollover authorization documents on the web. The
investors are users, as described above. The 401K provider makes an electronic version of
the rollover document. This document is a template containing several blank fields for
information such as the amount of assets to rollover and the distribution of these assets into
now accounts. The document also contains a blank line for the investor s signature. The
document is a signature ready document.

The 401K provider places this signature ready document in a document safe provided
by the document service or, alternatively, stores the signature ready document in the 401K
provider’s web server where the document can be available to investors. The document safe
provides secure storage for both signature ready and signed documents. The document safe
connects to the 401 K provider’s web server, so the 401 K provider’s investors can browse
the signature ready rollover document at the company’s web site.

‘When an investor wants to perform a rollover, the investor browses the rollover
document at the 401K provider’s web site using a browser running on the investor’s
computer, fills in the appropriate fields, and clicks on the signing line. The signing line can
contain, for example, an embedded URL. This action causes a signing request to be sent to

the document service provider server along a secure internet connection. This request results
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in a response that identifies the investor as an authorized user by prompting the user to enter
signing identification credentials. When the document service provider has identified the
user and has determined that the user is authorized to sign the document, the document
service provider retrieves the signature ready document along with whatever data they
entered into the signature ready document.

The document service provider can retrieve the completed signature ready document
automatically from the browser running on the investor’s computer in response to the singing
request, if the investor has downloaded the signature ready document onto his or her
computer.

The retrieving can be effected merely by the user clicking on a signing line within the
document. Alternatively, the document service provider can retrieve a copy of the
uncompleted signature ready document from the 401K provider’s document safe or web
server, can retrieve form data from the investor, and can combine the form data with the
uncompleted signature ready document. The document service provider can then sign the
completed signature ready document either by retrieving a complete user private key from a
document service provider database, or by reconstructing a complete user key using a user
private key portion retrieved from a document service provider database and information
gathered from the investor.

Once the digital signature is created and attached to the document, copies are placed
in both the signer’s and the company’s files. Most documents are stored in filing cabinets
within the document service.

A filing cabinet is organized like a Windows or Unix disk directory: it contains a
hierarchy of file folders, each of which may hold other items such as signed and signature

ready documents. Users view and maintain their filing cabinet using a web browser. Other
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web users can also potentially view the contents of a filing cabinet, but the owner of the
cabinet has full control over who can browse the documents and directories.

If a document owner prefers to store its own documents, it can do so using a
document safe 105 or some other persistent storage system such as, for example, a hard disc
drive, or an optical disc storage system connected to the document owner server 103. A
document safe 105 is essentially a remote filing cabinet, which communicates with the
document service via a secure internet connection. The document safe 105 can have a
directory structure similar to a server filing cabinet, and the safe’s contents can be encrypted
for secure storage. The safe 105 can interact with a document owner server 103, which can
be a web server, to allow browsing of its contents. The safe can also interact with external
event processing programs called third party or client agents. The action of these agents will
be described below. All programs interacting with a document safe must present a
satisfactory set of credentials before they are allowed access.

When a new signed document is created, all parties involved are notified that the
signing occurred. Registered users are given a notification box for receiving notifications of
significant events such as document signing. Parties using a document service filing cabinet
to receive their copy of a signed document will also receive a signing notification in the
notification box. This message confirms that the document was actually signed and contains
a link to the document in the user’s filing cabinet.

Access to a user’s notification box is controlled by a separate set of credentials from
those used for signing. If a user’s signing credentials are compromised, they can detect
fraudulent use when they receive a signing notification for a document that they have not
actually signed. For some purposes, a signature should not be considered finalized until the
user has received and approved the signing notification. As with other aspects of the service,

users receive their notifications using a web browser over a secure Internet connection.
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Notification boxes may also be used for other purposes. The boxes can be used to
inform users of the progress of follow-up processing on a signed document. The boxes may
be used to prompt cosignors to add their signatures, or to remind the next person in a work
flow chain to perform some activity on a document.

Producers of signature ready documents can use notification boxes to advertise
documents that selected users may want to sign. In our example, the 401 K provider can
have a contract with the investor’s employer to offer retirement accounts throughout the
company. If an investing employee leaves his or her job, the employer notifies the 401 K
provider who then sends a message to the investor’s notification box reminding the investor
that he or she can roll over funds into another account with the same provider. This message
can also contain a hyperlink to the signable rollover form.

To ensure that users receive timely notifications, users can configure their notification
boxes to forward notification messages to the users’ regular email accounts. These messages
can inform users of notifications in their document service notification boxes. Additionally
the messages can contain hyperlinks to the notification, but will not include the content of the
notifications themselves. This strategy protects private notifications from being sent through
insecure standard email channels. Other means of notification may be used such as automated
phone calls for urgent messages.

The notification system may also support users sending messages to one another
concerning the documents they need to sign, for example to negotiate a document’s contents.
In
this case, the notification service can provide a full, secure email system that guarantees both
the privacy and authenticity of all messages.

In addition, the secure email system can be used to send registered mail: the sender

can be notified when a user reads a message and the notifications help ensure delivery. These
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features make it possible to market the email system separately as a premium email service,
and use it to draw customers to the document service web site.

If one of the parties in the signing process is using a document safe to store signed
documents, no notification needs to be placed in this party’s notification box. Instead, the
document safe can include an interface that allows third party programs to register and
receive a direct notification when a new signed document arrives. A document safe can also
be queried by agents for new signed documents.

If the above steps in the signing process are successful, the document service can
make the signed document available for viewing. The displayed signed document can
contain the signature ready document with all entered changes and form data, and the
digitized signature of the signing user on the appropriate signing line. The digitized signature
is appended to the digitally signed document to alert viewers that the document has been
digitally signed.

If any of the steps taken by the document service during the signing process fails,
none of the effects of signing will occur, except that a record of the signing request and its
failure will be recorded in the service transaction log. When a signing fails because the user
identification process failed, the user can receive notice of the, failed attempt to access their
signature by, for example, email or phone.

An alternative notification method is to have third party programs send progress
notifications to the document signer. In this example, the third party agent could send a
notification that the company has received the rollover request and is processing it. Another
notification would be sent when processing is complete. If the user does not receive such
notifications, they can inquire directly with the 401K company. The company should also

have internal procedures to detect the failure of its agents and recover.
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In order to help resolve disputes and diagnose various types of problems, a permanent
audit trail of all significant events is kept in a service transaction log. The service transaction
log can also be referred to as an event log. In this example, the log would include entries for
receiving a signing request, creating a new signed document, saving the document in the
signer’s filing cabinet, sending a signing notification to the signer, sending a copy of the
signed document to the 401K provider’s document safe, and what type of response was sent
back to the user.

The document safe also keeps a transaction log. In this case it would record serving
the signature ready document to the user, serving it again to the document service, receiving
the signed copy, notifying each registered client agent, and a record for each subsequent
request made by an agent make back to the document safe.

As an alternative to an on-site document safe, companies can house their documents,
both signature ready and signed, in an electronic filing cabinet hosted by the document
service. Such documents can still be browsed seamlessly from the owning company’s web
site. Such companies can receive a notification in their drop box every time a copy of one of
their documents is signed. Any document processing agents they have, human or otherwise,
can then query their drop box for now signing notifications.

The Registration Center

Figure 1 shows the registration center 101. The registration center 101 is a computer
system capable of registeriﬁg entities such as people and corporations as users or document
owners with the document service provider. The registration center 101 includes a computer
or network appliance connected to the document service cluster either directly, via a dial-up
phone connection 106 to the document service cluster 102, or via a network 100. In one

embodiment, the registration center connects to the document setvice cluster via a dial-up

17

SUBSTITUTE SHEET (RULE 26)



10

IN]

20

WO 01/82036 PCT/US01/13418

connection 106 using secure sockets layer (“SSL”) encryption. The SSL encryption increases
the tamper resistan;:e of the connection 106 and reduces the threat of tapping;

Figure 11 shows an embodiment of the registration center 101 connected to the
document service cluster 102. The registration center 101 can also include biometric
hardware 902 for taking and recording biometric measurements of persons wishing to register
such as, for example, finger imprints, retina scans, and pictures. The biometric hardware 902
is directly connected to a registration center computer 901. Biometric measurements can be
encrypted in
the biometric hardware prior to transmission to the registration computer for increased
security. Alternatively, the measurements can be encrypted in the registration computer prior
to transmitting to the document service cluster.

The registration center can be located in a wide range of environments such as in
banks, corporate offices, and shopping malls. To prevent tampering, the registration
computer 901 and the biometric hardware 902 should be closed in tamper-resistant cases.

The invention allows people to register as users with the document service by
presenting themselves at a registration center together with identification documents such as a
driver’s license or a birth certificate. At the registration center, a registration official, such as
a notary public, can verify and record each person’s documented identification information
contained in the identification documents, and can witness the registration process. The
registration process can include recording and digitizing each person’s signature, and
recording biometric data such as, for example, finger prints, retina scans, and photographs.
Once the registration official has recorded the identifying information, the official can sign an
electronic document to acknowledge proper entry of the identifying information. The person

registering receives service credentials and signs a service agreement to become a document
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service user and to establish a user’s service account. The service credentials can include
access codes such as, for example,
passwords, codes, graphics, and other evidence of authorization that pen-nit the user to access
the user’s service account from a user computer 104. Portions of the service credentials can
be used for accessing special system features. Service credentials can include signing
identification credentials which can be, for example, passwords, codes, and graphics used for
signing documents. Preferably, each person only registers with the document service under
one identity. The identifying information recorded during the registration process can be
stored in a database and can be checked against the database records for other users having
similar biometric data or similar identification documents. Database checking can be used,
for example, to detect people attempting register as users under multiple identities by
preventing multiple registration of the same or similar biometric data and identification
documents. Each user’s documented identification information, biometric data, service
credentials, digitized initials, and digitized signature can be stored in the database and
associated with the user’s cryptographic keys and a certificate to establish a service identity.
A user’s service identity provides authenticated evidence identifying the user as a signatory
of an electronic document.

The registration center 101 forwards the user’s registration information, including the
user’s service identity, to the document service cluster 102 via a secure connection 106, or
via an encrypted connection along network 100.

Document Service Cluster

The document service cluster 102 comprises at least on computer. However, the
document service cluster 102 configuration and architecture can vary depending on the
demands of a particular application. Figure 2 shows one embodiment of the document

service cluster 102 comprising a cluster of several computers connected to a network 100.
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The document service cluster 102 includes a firewall computer 202, a web cluster 203, a core
cluster 207 which can include a cryptographic subsystem, a logging and notification
subsystem, a document subsystem, an administration subsystem, a billing subsystem, and a
database cluster 212. The web server cluster 203 comprises a web server computer 204, and
the core cluster 207 comprises an application server 208 and associated data storage and
support devices.

The document service cluster 102 is a server system that an communication with
remote client computers, including network appliances such as, for example, user computers
104, that are connected to network 100 via the firewall computer 202. Optionally, the
document service cluster 102 can communicate with remote client computers such as the
registration center computer 901 and the document safe 105 over direct dial-up connections
106 and 107. Communication with remote computers via dial-up connections 106, 107 can
bypass the firewall computer 202. Direct dial-up connections and network connections
routed through the firewall are routed to the web cluster 203 and to the core cluster. To
enhance signing and authentication security, the document service cluster 102 architecture
minimizes the amount of processing on remote client computers such as user computers 104
while maximizing processing in the document service cluster 102.

A collection of databases is located on the database cluster 212, and includes an
identity database 213, a document database 214, and a filing cabinet within the identity
database 213.

The web cluster 203 interfaces between remote client computers via the firewall
computer 202 and the core cluster 207. The core cluster 207 interfaces between the web
cluster 203 and the database computer 212. The web server computer 204 runs a suite of
programs referred to as a web tier 206. The web tier 206 receives requests and responses

from browsers running on the user computers 104 and passes these requests on to programs
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that provide core system functions. The web tier 206 also receives output from the core
system programs and transmits this output to user computers 104 in a form that can be
displayed by user computer browsers. The web tier 206 can consist of a set of Java Server
Pages (“JSPs”) and Java Beans.

The web tier 206 operates according to a request-response pattern. A browser running
on a user computer 104 sends a primary user request such as, for example, an HTTP request
to the web server computer 204. The web tier 206 receives the primary request and responds
with some data for display in the browser. In some cases, the web tier 206 can generate a
response on its own, but in most cases the web tier 206 forwards a secondary request to core
system programs. In general, the web tier 206 response to the primary request depends on the
primary request content, the web tier state, and the Response from core system programs.

The core system programs are a suite of programs that form the business tier 210.
The business tier 210 runs on the application server 208 within the core cluster 207. The
business tier 210 performs functions including data storage, database management, database
access control, document signing, and document authentication.

A series of requests and responses form a conversation. Conversations involving the
web tier 206 and business tier 210 follow fixed patterns called protocols.

Web tier protocols define the interaction between the system and remote computers.
Top level protocols define the main features of the system such as, for example, viewing,
signing, authenticating. Subprotocols describe common functions that can be used for
implementing more than one main feature.

Business tier protocols are divided into two types. Entry point protocols include
business tier functions that are invoked from the web tier 206. Core processing protocols

include business tier functions that are invoked from other business tier services.
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Web tier protocols can be invoked by a client, such as a browser running on a remote
computer and operate in the context of a session. A session is a temporary program that is
created and remains active while relevant protocols have been invoked and are active. The
client invokes a protocol by sending a request to the web tier 206 related to the protocol. If
no session exists for the client, one will be created when the first request is received. If
sufficient time elapses between receiving requests the web tier 206 can end the session, and a
session timeout error can be raised in the current state of the protocol. Variables can be
associated with a session. For example the variable “session.user” can be set to a user
identity. The “session.user variable can be set to null until the user attempting to access the
document service cluster 102 has been identified.

A web tier state corresponds to a web page that is sent to a client on a remote user
computer 104. The web tier 206 is in a neutral state with respect to a client when no session
has been created for that client. A neutral web state can be, for example, a login page or a
main menu page that the client displays when a person initially accesses the document service
system. If the web tier 206 is in a neutral state when a client request is received, the web tier
206 creates a session and invokes relevant protocols. A request can be encoded in a URL. If
a top level
protocol completes successfully, the web tier 206 returns to a neutral state. If the protocol
fails or is cancelled, an abort message is sent back to the client and the web tier 206
subsequently returns to a neutral state.

At least two configurations are envisaged for the signing and authentication system of
the present invention. In an outsourced configuration, shown in Figure 3, the document
service provider maintains all signature ready and signed documents on databases in the
document service cluster 102. An individual can access signature ready documents and

signed documents via user computer 104 by initially accessing the document owner’s web
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site located on the document owner server 103. When the individual requests access to a
signature ready or signed document, the owner server 103 routes the individual to the
document service cluster. Subsequent document services are provided by direct interaction
between the user computer 104 and the document service cluster 102.

In an insourced configuration, shown in Figure 4, the document service provider
provides the document owner with a document safe 105. The document safe 105 can include
hardware and software necessary for the document owner to maintain a secure database for
storing signature ready and signed documents. The document safe 105 can be part of the
document owner server 103, or can be set up as a separate server connected to the document
owner server 103, as shown in figure 4. The document safe 105 can also be connected to the
document service cluster 102 via a secure internet connection or via a direct dial-up
connection with SSL encryption. Alternatively, the document owner can store the signature
ready documents with the other documents served to the web on its web site. An individual
accessing signature ready or signed documents first accesses the document owner’s web site.
The document owner server 103 can permit the user to view and authenticate documents
stored in the document safe 105 provided the individual establishes necessary authorizations.
The individual wishes to sign a document and the individual is identified as an authorized
user, the individual can amend the viewed version of the document by editing data in data
fields displayed on the individual’s browser. When the individual initiates a signing request,
the request is forwarded to the document service cluster 102. The document service cluster
102 retrieves a copy of the signature ready document stored in the document safe 105, as well
as data the individual entered into the data fields. Alternatively, the document service cluster
can retrieve a copy of the signature ready document directly from the individual’s computer
by, for example, pulling the document from the browser that initiated the signing request. The

retrieval can be automatic without the individual directing the document service provider to
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the location of the signature ready document prior to retrieval, The document service cluster
102 amends the signature ready document using the data in the data fields and signs the
signature ready document,  The signed document is then stored in the document safe 105,
and notifications are sent to the document owner and the individual or user.

Figure 5 shows steps in an identification subprotocol in the web tier 206. The
subprotocol is invoked by a top level web tier protocol and identifies individuals attempting
to access restricted documents stored on the document service cluster 102 or the
document safe 105. This subprotocol performs series of query-response interrogations
requiring the individual to enter identifying information such as, for example, a valid user
nature, personal identification number (“PIN”), and a pass phrase, and also to select a graphic
by pointing and selecting a displayed graphic using a mouse. The protocol starts in step 501
when the protocol is called from a top level web tier protocol. In step 502, the protocol sets
up an encrypted communication with the client running on the individual’s user computer
104. Once a secure connection is established with the client, the protocol causes a login web
page to be transmitted to the client 503. The individual enters relevant identifying
information such as a user name and a PIN on the login page. The protocol receives the
identifying information 504, and invokes a validation business tier protocol to check whether
the entered information is correct 505. For example, the invoked protocol can search the
identity database 213 for a matching registered user name and PIN pair. If the user name and
PIN are not valid, the protocol returns an error to the invoking top level web tier protocol and
ends 512. If the user name and PIN are valid, a set of recognition graphics is displayed 506
and the individual selects only recognized graphics included the individual’s signiﬂg
credentials using a non-keyboard selecting device, such as, for example, a mouse or a
touch-sensitive screen. The user selects a graphic assigned to them at registration from the

presentation set along with another code, such as a pass phrase, that they have previously
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chosen. Requiring the individual to select a recognized graphic in this way provides a
security featuré that helps to secure the document service cluster and protect authorized users
from hackers. For example, the security feature provides protection against software that
hackers can plant on user computers 104 to record a user’s keystrokes and thus permit the
hackers to discover a user’s typed pass codes. After receiving the selected graphics the
protocol calls another validation business tier protocol to check whether the graphics were
correctly selected 507. If the, graphic was correctly chosen, the protocol displays a user pass
phrase web page requesting the individual to select a pass phrase 508. Again, the protocol can
invoke a validation business tier protocol to check whether tile entered pass phrase is correct
509. Recognition graphic display and selection steps 506, 507, and pass phrase display and
selection steps 508, 509 can optionally be combined into a single graphic and pass phrase
display step and a single graphic and pass phrase selection step, Also, the validation protocol
can be incorporated into the identification protocol. If the

recognition graphic and pass phrase are correct, the individual has successfully been
identified as a registered user. A web page can be displayed to indicate a successful user
login and to provide, for example, a menu of further options available to the user 510.
Alternatively the protocol can return a successful login flag to the invoking top level
protocol.

Figure 6 shows steps in a document viewing top level web tier protocol. The protocol
starts in step 601 by an individual sending a request to view a document. The request is
transmitted by the client running on the individual’s user computer 104 and is received by
the web tier 206 running on the web server 204. The request is received in protocol step
603. In step 604, the document viewing top level protocol invokes a document viewing
entry point protocol, which is a business tier protocol, by sending a “get document for

viewing” command. An example document viewing entry point protocol is shown in figure
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9. The document viewing top level protocol next determines whether the requested
document is publicly available 605 by checking flags returned by authorizations protocol
shown in figure 8. The authorizations protocol can be called by the document viewing entry
point protocol. If the requested document is public, the document is retrieved and displayed
607. If the requested document is not public, the document viewing top level protocol
determines whether the individual requesting the
document is a registered user with sufficient authority to view the requested document in
step 606. Again, this can be achieved by checking which flags have been returned by the
authorizations protocol shown in figure 8. If the individual is not authorized to view the
requested document, the protocol displays an error message and ends 610. If the individual is
authorized to view the document, the protocol sets up an encrypted connection with the
client in step 607, and displays the requested document in step 608.

Figure 9 shows steps in a document viewing entry point protocol. The protocol is part
of the business tier 210. The protocol starts instep 901. In step 902 a “get document for
viewing” command is received from the invoking document viewing top level protocol
discussed above, invoking this entry point protocol. In step 903, the protocol determines
whether the individual requesting to view the document is authorized by invoking the
authorizations protocol shown in figure 8. In invoking the authorizations protocol, the
viewing entry point protocol forwards information including a document identifier, the user
name, and that the action requested is viewing. If the requesting individual is not authorized
to view the document, an error flag is returned to the invoking protocol, and the document
viewing entry point protocol ends. If the requesting individual is authorized to view the
document, a core processing protocol can be invoked in stop 904 to locate and retrieve the
document from the document database 214, Also, the document viewing entry point protocol

returns the retrieved document to the document viewing top level protocol in step 904. Then
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notifications are sent to the document signers and to the document owner to indicate when
and by whom the document was viewed 905. A event log is also recorded 906, and the
protocol ends in step 907.

The system of the present invention is made secure by encrypting data stored on
databases, and by restricting access to selected features of the system to those who have
authority. Event logs, user notifications, and document owner notification provide important
additional security features in the present invention. The notifications are automatic and
immediate, allowing users and owners to detect unexpected or spurious activity that may be
security-threatening. Event logs can help in resolving disputed signing event, further limiting
repudiation of signed documents by document signers.

Figure 8 shows steps in an authorization protocol, The authorization protocol is a core
processing protocol in the business tier 210, The authorization protocol starts at stem 801
when the authorization protocol is invoked by a web tier protocol or by an entry point
protocol in the business tier 210, In step 802, the authorization protocol determines the type
of action for which authorization is requested, and the document identification (“ID”) of the
document on which the action is to be carried out. Then in step 803, the protocol checks what
authorization level is required to carry out the specified action on the document. This
information can be stored, for example, with the document in the document database 2 14, the
document safe 105, or in the filing cabinets 215 of document owner and the document
signers. Based on this information, the, protocol determines if the document is available to
the public for performing the requested action 804. The action can be, for example viewing
or signing. If the document is public, the protocol returns an action authorized flag and ends
805. If the document is not available to the public, the protocol continues to step 806 where
the protocol determines whether the individual requesting the action is identified as a user

with appropriate authorization to carry out the action on the requested document. If the
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requester has sufficient authorization, the, protocol returns an “authorize action” flag to the
invoking protocol and ends 807. If the requester does not have sufficient authorization a “not
authorized” flag can be returned to the invoking protocol and ends 808.

Figure 7 shows steps in a document signing top level web tier protocol. The protocol
starts at step 701. An individual who has been identified as a registered user and who is
viewing a signature ready document transmits an initial signing request to the web tier 206
via a client running on user computer 104. Alternatively, the individual may have retrieved
the signature ready document from a location not secured by the document service provider
or the document owner and transmits an initial signing request without having first been
identified as a registered user. The initial signing request, which includes the signature ready
document identification, form data for amending the signature ready document, and the
location in the document where the digitized signature is to be appended is received in step
703. Also in this step, the protocol sets up a secure connection with the client, for example,
by using SSL encryption. In step 704, the protocol determines whether the individual is a user
and is authorized to sign the signature ready document at the location indicated in the signing
request by, for example, invoking the authorization protocol discussed above and shown in
figure 8. If the user is not authorized to sign at the indicated location in the document, an
error message can be displayed and the protocol ends 709. If the user is authorized to sign the
document, the protocol displays a signing protocol confirmation page 705. The user can
choose either to abort the signing process, or to continue and sign the document. If the user
chooses to continue, the signing protocol receives a signing confirmation and invokes an
entry point or a core processing signing protocol to sign the document in step 706. Once the
document has been signed, the signing protocol locates and displays the signed document on

the client 707, and the protocol ends 708.
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Figure 10 shows steps in a signing core process protocol. The protocol starts at step
1001 and receives a “sign document” command from the invoking top level web tier protocol
in step 1002. The command can include the signature ready document identification, the
location in the document where a digitized signature is to be appended, and any form data
that is to be used to amend the signature ready document. Next, the protocol confirms
whether the user has authority to sign the. document at the desired location in step 1003. If
the user is not authorized, the protocol returns an error flag and ends 1013. If the user is
authorized to sign the document at the specified location, the protocol locates and retrieves
the signature ready document 1004. If necessary, the protocol then amends the signature
ready document using the received form data 1005. The user’s digitized handwritten
signature can then be appended to the document at the specified location 1006. The finally
amended document can be hashed 1007. The protocol then locates and retrieves the user’s
private key 1008, and encrypts the hash with the private key 1009. The encrypted hash is the
digital signature which can then be attached to the finally amended document 1010. Finally,
the, signed document is stored in the document database 214, or in the document safe,
notifications are sent to the user and to the document owner, and a log of the signing event is
recorded. The protocol ends at step 1012.

While particular embodiments of the present invention have been illustrated and
described herein, the present invention is not limited to such illustrations and descriptions. It
is apparent that changes and modifications maybe incorporated and embodied as part of the

present invention within the scope of the following claims.
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What is claimed is:

1. A method of signing and authenticating electronic documents comprising:

securely storing a plurality of private key portions associated with a plurality of users
in a private key database on a local computer cluster;

receiving at the local computer cluster a signing request transmitted from a first
remote computer by a first user;

identifying the signing request as one transmitted by the first user, and identifying a
signature ready document to be signed,

retrieving at the local computer cluster a private key portion associated with the first
user from the private key database;

generating a complete private key using the retrieved private key portion if the
retrieved private key portion is not a complete private key;

retrieving at the local computer cluster the signature ready document to be signed; and

signing the signature ready document on the local computer cluster using the

generated complete private key to produce a signed document.
2. The method of claim I wherein the private key portion is a complete private key.

3. The method of claim 1 wberein generating a complete private key usiﬁg file
retrieved private key portion includes:
receiving signing identification credentials from the first user; and
constructing a complete private key using the private key portion and the received
sighing identification credentials.
4. The method of claim 1 wherein the received signing request was transmitted from

the first remote computer to the local computer cluster over the internet.
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5. The method of claim 1 wherein the received signing request was transmitted from
the first remote computer to the local computer cluster over the world wide web using a
hypertext transport protocol, and wherein the signing request was transmitted using a browser

running on the remote computer.

6. The method of claim 5 wherein the retrieving at the local computer cluster the

signature ready document is automatic.

7.The method of claim 5 wherein the retrieved signature ready document is a standard

generalized markup language document.

8. The method of claim 1 further comprising storing the signature ready document in

a first document database.

9. The method of claim 8 further comprising prior to signing:
receiving form data from the first remote computer; and

modifying the retrieved signature ready document based on the received form data.

10. The method of claim 8 wherein the first document database is located on the

local cluster.

11. The method of claim 8 wherein the first document database is located on a secure

second remote computer.
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12. The method of claim 8 further comprising storing the signed document in a

second document database.

. 13. The method of claim 12 wherein the second database is located on a secure

second computer remote computer.

14. The method of claim 12 wherein the second database is located on the local

computer cluster.

15. The method of claim 12 further comprising associating at least one of the

signature ready document and the signed document with a document owner.

16. The method of claim 15 further comprising notifying at least one of document
owner and the first user that a signature ready document or a signed document has been

signed.

17. The method of claim 1 further comprising registering individuals as users,
wherein registering includes:

verifying and recording the identity of individuals registering;

digitizing and recording handwritten signatures of individuals registering;

associating passwords with the recorded digitized handwritten signatures and the
recorded identities; and

storing the recorded digitized handwritten signatures, and the recorded identities in

an identity database, the identity database being accessible to the local computer cluster.
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18. The method of claim 17 further comprising:

recording biometric measurements of individuals registering;

associating the biometric measurements of individuals registering with the recorded
identities of the individuals registering; and

5 storing the biometric measurements in the identity database.

19. The method of claim 18 further comprising detecting using the biometric

measurements whether individuals have previously registered.

10 20. The method of claim 17 wherein the first user is a registered user.

21. The method of claim 20 wherein the signing comprises:
a) appending the first user’s digitized signature to the signature ready document;
b) making a hash of the signature ready document; and

15 c) encrypting the hash of the signature ready document with the first user’s private

key.

22. The method of claim 17 further comprising;
associating and storing a secret set of recognition graphics with the passwords in the
20  identity database;
displaying a plurality of recognition graphics, including recognition graphics from the
secret set, on the first remote computer;
requesting the first user to select graphics included in the secret set using a non--

keyboard selecting device attached to the first remote computer;
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receiving a message from the first remote computer identifying the selected graphics;
authorizing access to the local computer cluster if the selected graphics are included

in the secret set.

23. The method of claim 17 further comprising:

generating the private key portions for individuals registering, wherein the private key
portions can be used with signing identification credentials to construct complete private
keys; associating the generated private key portions with the recorded identities of
individuals registering

storing private key portions in a private key database.

24. A method of signing and authenticating electronic documents comprising:

running a browser on a first remote computer;

connecting to a local computer cluster via a computer network using the browser;

transmitting user identification information. and document identification information
to the local computer cluster;

transmitting a signing request to the local computer cluster, the signing request
requesting the local computer cluster to retrieve the identified document from a second
remote computer, to obtain a private encryption key associated with the identified user from a
third remote computer, and to sign the retrieved document using the obtained private key on a
fourth computer, wherein the first, second, third, and fourth remote computers can be the

same computer or different computers.

25. A system for signing and authenticating documents comprising local computer

cluster, the local computer cluster including:
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a first memory device having a first program stored thereon; and

a first processor coupled to the first memory, wherein the first processor can read the
first program stored in the first memory and can perform the steps of:

securely stoning a plurality of private key portions associated with a plurality of users
in a private key database on a local computer cluster;

receiving at the local computer cluster a signing request transmitted from a first
remote computer by a first user;

identifying the signing request as one transmitted by the first user, and identifying a
signature ready document to be signed;

retrieving at the local computer cluster a private key portion associated with the first
user from the private key database;

generating a complete private key using the retrieved private key portion if the
retrieved private key portion is not a complete private key;

retrieving at the local computer cluster the signature ready document to be signed; and

signing the signature ready document on the local computer cluster using the

generated complete private key to produce a signed document.

26. The system of claim 25 further comprising a second remote memory device
having stored thereon a signature ready document database, wherein the second remote

memory device is remotely connected to the local computer cluster.

27. The system of claim 25 wherein the local computer cluster further comprises a
second memory device having stored thereon a signature ready document database, wherein

the second memory device is coupled to the processor.
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28. The system of claim 25 further comprising a second memory device having
stored thereon a signed document database, wherein the second memory device is remotely

connected to the local computer cluster.

5 29. The system of claim 25 wherein the local computer cluster further comprises a

second memory device having stored thereon a signed document database, wherein the third

memory device is coupled to the processor.

30. The system of claim 25 wherein the local computer cluster further comprises a
10  second memory device having stored thereon an identity database, the identity database
including user digitized handwritten signatures, recorded user identities associated with the

signatures, and passwords associated with the user identities.

31. The system of claim 25 wherein the processor can perform the additional steps of:
15 receiving form data from the first remote computer; and

modifying the retrieved signature ready document based on the received form data,

32. The system of claim 25 wherein the received signature ready document is a
standard generalized markup language document.

20

33. The system of claim 25 wherein the retrieving at the local computer cluster the

signature ready document is automatic.

34, The system of claim 25 further comprising a registration computer connected to

25 the local computer cluster.
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35. The system of claim 34 wherein the registration computer comprises a second
memory device having a second program stored thereon; and

a second processor coupled to the second memory, wherein the second processor can
read the second program stored in the second memory and can perform the steps of:

recording the identity of individuals registering;

and recording digitized handwritten signatures of individuals registering;

associating passwords with the recorded digitized handwritten signatures and the
recorded identities; and

storing the recorded digitized handwritten signatures, and the recorded identities in an

identity database, the identity database being accessible to the local computer cluster.

36. A system for signing and authenticating documents comprising:

a means for securely storing a plurality of private key portions associated with a
plurality of users in a private key database on a local computer cluster;

a means for receiving at the local computer cluster a signing request transmitted from
a first remote computer by a first user;

a means for identifying the signing request as one transmitted by the first user, and
identifying a signature ready document to be signed;

a means for retrieving at the local computer cluster a private key portion associated
with the first user from the private key database;

a means for generating a complete private key using the retrieved private key portion
if the retrieved private key portion is not a complete private key;

a means for retrieving at the local computer cluster the signature ready document to

be signed; and
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a means for signing the signature ready document on the local computer cluster using

the generated complete private key to produce a signed document.

37. The system of claim 36 further comprising a mew-is for storing the signature

5 ready document in a first document database.

38. The system of claim 37 further comprising a means for storing the signed

document in a second document database.

10 39. The system of claim 38 further comprising a means for associating at least one of

the signature ready document and the signed document with a document owner.

40. The system of claim 39 further comprising a means for notifying at least one of
document owner and the first user that a signature ready document or a signed document has

15  been signed.

41. The system of claim 36 further comprising a means for registering individuals as
users, wherein the means for registering includes:

a means for verifying and recording the identity of individuals registering;

20 a means for digitizing and recording handwritten signatures of individuals registering;

a means for associating passwords with the recorded digitized handwritten signatures
and the recorded identities; and

a means for storing the recorded digitized handwritten signatures, and the recorded
identities in an identity database, the identity database being accessible to the local computer

25  cluster.
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42. The system of claim 41 further comprising:

a means for recording biometric measurements of individuals registering;

a means for associating the biometric measurements of individuals registering with
5  the recorded identities of the individuals registering; and

a means for storing the biometric measurements in the identity database.

43. The system of claim 42 further comprising a means of detecting using the
biometric measurements whether individuals have previously registered.
10

44. The system of claim 36 wherein the first user is a registered user.

45. The system of claim 44 wherein the means of signing comprises:
a) a means of appending the first user’s digitized signature to the signature ready
15 document;
b) a means of making a hash of the signature ready document; and
¢) a means of encrypting the hash of the signature ready document with the first user’s

complete private key. ‘

39
SUBSTITUTE SHEET (RULE 26)



WO 01/82036

106

1/10

PCT/US01/13418

DOCUMENT
SAFE
105
REGISTRATION DOCUMENT
CENTER OWNER
101 SERVER
— 103
NETWORK o7
100 \
DOCUMENT USER
SERVICE COMPUTER
CLUSTER 104
102
]

SUBSTITUTE SHEET (RULE 26)




WO 01/82036 PCT/US01/13418

2/10

DOCUMENT SERVICE CLUSTER 102

WEB CLUSTER 203
WEB SERVER COMPUTER 204

FIREWALL
NETWORK COMPUTER
100 202 WEBTIER 206

CORE CLUSTER 207

APPLICATION SERVER 208

BUSINESS TIER 210

DATABASE CLUSTER 212

IDENTITY DATABASE 213 DOCUMENT
FILING CABINET 215 DATQB:\SE

SUBSTITUTE SHEET (RULE 26)



WO 01/82036

3/10

PCT/US01/13418

USE DOCUMENT
i £ NETWORK_* SERIICE
CO%UTER CLUSTER
o 102
USER DOCUMENT
COMPUTER [—Ff——————-- | OWNER SERVER
10 103
NETWORK |
\\ 100 - DOCUMENT
NS SAFE
\\\\\ !_0§
‘\
DOCUMENT
SERVICE
CLUSTER
FIG. 4 @

SUBSTITUTE SHEET (RULE 26)



WO 01/82036

4/10

( smarsnt )
v

PCT/US01/13418

l

SET UP ENCRYPTED
CONNECTION BETWEEN
CLUSTER AND CLIENT
502

DISPLAY USER PASS

PHRASE WEB PAGE
508

v

DISPLAY LOGIN

WEB PAGE
503

y

RECEIVE USER NAME AND

PIN
504

ARE USER
NAME AND PIN

CORRECT?
505

RETURN ERROR
ADEND 512 ) g

IS RECEIVED
PASS PHRASE

CORRECT?
509

RETURN ERROR
YES AND END 514

DISPLAY USER MENU
510

DISPLAY RECOGNITION

GRAPHIC PAGE
506

IS SELECTED
RECOGNITION

GRAPHIC CORRECT?
507

RETURN ERROR
AND END 513

HETURN AND
END 511

FIG. 5

SUBSTITUTE SHEET (RULE 26)



WO 01/82036 PCT/US01/13418

5/10

( smrenn )
v

RECEIVE DOCUMENT

VIEW REQUEST
603

v

SEND "GET DOCUMENT FOR

VIEWING' COMMAND
604

IS
REQUESTED

DOCUMENT PUBLIC?
605

IS
REQUESTER
AUTHORIZED TO

VIEW?

606

RETURN ERROR
AND END 610

( moes )
T

—»  RETRIEVE AND DISPLAY
ENCRYPT gg;NNECTION DOCéél\élENT

SUBSTITUTE SHEET (RULE 26)



WO 01/82036 PCT/US01/13418

6/10

( swrmt )
v

RECEIVE INITIAL SIGNING

REQUEST
703

S
REQUESTER KNOWN
AND AUTHORIZED TO
SIGN?
704

DISPLAY ERROR
AND END 709

DISPLAY SIGNING
CONFIRMATION PAGE
705

v

RECEIVE SIGNING
CONFIRMATION AND SIGN
DOCUMENT
708

v

RETRIEVE AND DISPLAY
SIGNED DOCUMENT »( B0 )
07 .

FIG. 7

SUBSTITUTE SHEET (RULE 26)



WO 01/82036

( smarsnt )
v

READ REQUESTED ACTION

TYPE AND DOCUMENT D
802

v

CHECK DOCUMENT ACCESS

CLEARANCE
803

1S

DOCUMENT PUBLIC
FOR REQUESTED

ACTION?

804

DO REQUESTOR
AUTHORIZATIONS
EXCEED DOCUMENT
ACCESS CLEARANCE?

806

PCT/US01/13418

RETURN "AUTHORIZE
ACTION" FLAG TO CALLING
PROTOCOL
805

RETURN "AUTHORIZE
ACTION" FLAG TO CALLING
PROTOCOL
808

RETURN "NOT
AUTHORIZED" FLAG TO
CALLING PROTOCOL
807

SUBSTITUTE SHEET (RULE 26)




WO 01/82036 PCT/US01/13418

8/10

( smrron )
v

RECEIVE "GET DOCUMENT
FOR VIEWING" COMMAND
902

IS
USER VIEWING
AUTHORIZED?

903

RETURN ERROR FLAG
AND END 908

LOCATE DOCUMENT AND
SEND DOCUMENT TO
CALLING PROTOCOL

904

l

SEND NOTIFICATION THAT
DOCUMENT HAS BEEN
VIEWED
905

l

RECORD LOG OF VIEWING

EVENT ——( B0 W )

906

FIG. 9

SUBSTITUTE SHEET (RULE 26)



WO 01/82036

9/10

( smmrim )
v

RECEIVE "SIGN DOCUMENT"
COMMAND
1002

IS USER
AUTHORIZED TO SIGN
REQUESTED DOCUMENT

@s

TURN ERROR FL
AND END 1013

LINES?
5

1003
LOCATE AND RETRIEVE
SIGNATURE READY

DOCUMENT
1004

l

RETRIEVE USER
AMENDMENTS AND AMEND
SIGNATURE READY
DOCUMENT
1005

l

APPEND DIGITIZED
HANDWRITTEN SIGNATURE
TO AMENDED DOCUMENT
AT SIGNATURE LINE
1006

PCT/US01/13418

(e @)
I

STORE SIGNED DOCUMENT.
SEND NOTIFICATIONS, LOG
SIGNING EVENT
1011

j

APPEND SIGNATURE TO
DOGUMENT

1010

L

ENCRYPT HASH
1009

T

RETRIEVE USER'S PRIVATE
KEY

1008

2

FIG. 10

P

HASH AMENDED
DOCUMENT

1007

SUBSTITUTE SHEET (RULE 26)




WO 01/82036 PCT/US01/13418

10/10

REGISTRATION GENTER 101

REGISTRATION DOCUMENT SERVICE

CENTER
COMPUTER CL??; ER

901

BIOMETRIC
HARDWARE
902

FIG. 11

SUBSTITUTE SHEET (RULE 26)



	Abstract
	Bibliographic
	Description
	Claims
	Drawings

