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AREA DENIAL COMMUNICATION LATERCY COMPENSATION
TECHNICAL FIELD

The present disclosure relates to area denial systems, and more specifically, to communication

latency compensation for networked munitions in an area denial system.
BACKGROUND

Area denial systemns generally include a plurality of lethal or non-lethal munitions that can be
deployed as a defensive system to deny access to terrain, to focus or direct enemy movement, reduce
enemy morale, or to accomplish other various tactical objectives. In addition, certain area denial systems
can be deeply deployed into enemy territory, quickly placed in front of moving formations of enemy
units, or quickly deploved for other purposes via artillery scatterable and aircraft scatterable munitions.

As referred to herein, the term munitions includes various devices, apparatuses, and the like that
include explosive ordinance or a weapon system that is designed for targeting enemy personnel,
vehicles, tanks, aircraft, ships, or the like. As such, munitions can include various land based or water
based weapon systems desigued to detonate or otherwise engage a target when a target is in range. In
addition, the termy munition includes various air based devices, such as drones, air based vehicles, or the
like. For example, munitions could inchude the various devices described in U.8. patents 9,108,713,
9.187,184; and 9,211,947, in US. Design Patent D461,159; and mn U.S. Patent Publications

2015/0203201;

, 2016/0185445; 2016/0347476; and 2017/0021945. These patents and publications are
incorporated herein by reference for all purposes.

Known munition systems, such as the M-7 Spider and the XM1100 Scorpion, include a plurality
of networked munitions, sensors, and communication devices. Once these systems are deploved, a

human operator at a remotely located control station can choose to fire one or ruore of the munitions, for

example in response to feedback from the sensors that indicates the presence of an enemy target.
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Networking elements for remote control of sensors and other devices, such as munitions, is well known
in the art. See for example, U.S. Patents 8,832,244 8.836,503; 8,812,654; 7,305,467, and 5,489,909,
each incorporated herein by reference for all purposes.

Modern area denial systems which utilize anti-personnel munitions are generally configured for
“human in the loop” operation of the anti-personnel munitions, requiring human authorization of fire
commands for the munitions in the system. In addition, known area denial systems which utilize anti-
vehicle munitions generally include human o the loop operated anti-personnel rounitions to make
removal of the anti-vehicle munitions more difficult.

However, proper execution of an area denial system utilizing human in the loop configured
munitions can be difficult, requiring proper set up and consideration of various technical 1ssues that are
necessitated by long range remote control of the networked sensors and munitions. As such, an area
denial system that improves or resolves those technical issues, and/or improves the efficiency of area
denial systems utilizing human in the loop operated munitions would be well received.

SUMMARY

Embodiments of the disclosure are directed to methods, systems, and computer program product
for communication latency compensation in an area denial system. In one or more embodiments, the
area denial system includes a plurality of munitions, one or more sensor devices, a command and control
unit or station, and one or more gateway devices. The plurality of munitions may be deployed within a
geographic region to define an cbstacle field or obstacle region that can disrupt enemy personnel and/or
vehicle movements in the geographic region. In addition, the one or more sensor devices and the one or
more gateway devices may be deployed within the geographic region and/or the obstacle field for target
detection and tracking, establishing wvetworking capabilities, or for other area demal objectives.

However, the command and control unit may be generally stationed outside of the region or otherwise
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stationed remotely to the obstacle field to allow for deep operating ranges of the munitions and to keep
human operators of the system away from potential harm.

In various embodiments, the elements of the area denial systern are networked together via the
one or more gateway devices in an area denial network that provides for data communication between
the elements in the system. However, in various embodiments, because the command and control unit s
iocated remotely to the munitions, sensor devices, and gateways, data communication between the
command and control unit and the other elements can suffer communication latency as compared to
communication between the sensor devices, munitions, and/or gateways.

As such, embodiments of the disclosure provide benefits to area denial systems from enhanced
effectiveness against both vehicle and personnel targets in the presence of command and control
communication latencies. Further, various embodiments are especially relevant for deeply deploved area
denial systems with tens to bundreds of kilometers between the command and control unit and the
cbstacle field, which can result in significant communication latencies between command and control
unit and the other elements of the system.

Known systems, such as those uttlizing the M-7 Spider or the XM1100 Scorpion, do not account
for such latencies. As a result, known systems may suffer from reduced effectiveness as operator
instructions, such as authorizations to fire or arm a munition, are delayed in getting to selected
rounitions. For example, a human operator could receive information indicating that a target is in the
range of a munition. In response the human operator can transmit authorization to the munition from a
command and control unit that is positioned several kilometers away. As a result of the distance between
the human operator and the selected munition, several moments pass before the munition receives the
transmitted authorization communication. In some instances, for example when a target is moving, by

the time the selected munttion receives authorization the target is now further away from the authorized
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munition, reducing the probability of a successful target engagement. In some instances the reduction in
effectiveness can even be to the point where the target is completely outside the range of the authorized
munition. In addition, while the human operator could select several munitions to fire with the hope that
at least some of the authorized munitions will engage the target, it possible that this will unnecessarily
waste nmunitions that, by the time the munition receives authorization, are too far from the target for a
successful engagement, thus reducing the number of munitions and the effectiveness of the obstacle
field. Various embodiments also provide an additional safety factor for noncombatants by ensuring that
munitions are not detonated on noncombatants moving through the obstacle field prior to the enemy's
arrival.

Further, one or more embodiments provide benefits from latency compensation that 1s comphiant
with United States landmine policies, requiring that fire authorization messages to munitions targeting
enemy personnel are sent solely from a human operator or “human in the loop”. This results in
additional benefits in that various embodiments eliminate the need to mix anti-personnel munitions with
anti-vehicle munitions as latency compensation allows for human in the loop commanded detonation of
anti-vehicle munitions to effectively engage moving vehicles while additionally allowing for human in
the loop commanded detonation of traditionally anti-vehicle munitions to protect the obstacle field from
enemy personnel trying to disrupt the field As a result, a single munition fype can be used to create the
obstacle field, reducing the total lifecycle costs of the system.

In addition, one or more embodiments provide benefits to deeply deployed or quickly deployed
area denial systems, such as those deployed via artillery scatterable or aircraft scatterable munitions,
which are generally deploved long distances from human operators or which utilize higher latency types

of communication between the munitions and the human operators.
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Accordingly, one or more embodiments of the disclosure are directed to a method for
communication latency compensation in an area denial system deployed in a region. In one or more
embodiments, the area denial systern includes a plurality of munitions defining an obstacle field, one or
more sensor devices, and a command and control unit, networked together, via one or more gateway
devices, in an area denial network having a command and control latency for communication between
the command and control unit and the remainder of the area denial system. In one or more embodiments,
the method includes detecting, using the one or more sensor devices, a target for the area denial system.
In certain embodiments the detecting includes determining a first target position relative to the obstacle
field.

In varicus embodiments the method includes determining a first predicted position area for the
target. In certain embodiments the first predicted position area indicates a range of possible locations for
the target using the command and control latency and us determined using the detected first target
position.

In one or more embodiments, the method includes determining one or more recommended
munitions of the plurality of munitions, where the one or more recommended munitions are determined
using the first predicted position area for the target. In certain embodiments the method includes
notifying one or more human operators, via the command control unit, of the one or more recommended
TountHons.

In one or more embodiments, the method includes receiving, from at least one of the one or more
human operators, via the command and control unit, authorization to arm one or more munitions. In
various embodiments, the method includes determining a second target position area for the target. And

in one or more embodiments, the method includes determining that the second target position i3 outside
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a threshold distance from a first authorized munition of the one or more authorized munitions, and in
response, de-authorizing the first authorized munition.

In certain embodiments, the method includes determining that the second target position is
within a threshold distance from a first authorized munition of the one or more authorized munitions,
and in response, maintaining authorization of the first authorized munition.

One or more embodiments are directed to an area denial system for deployment in a region. In
certain embodiments the system includes a plurality of munitions, one or more sensor devices, a
command and control unit, and one or more gateway devices. In various embodiments the plurality of
munitions the one or more sensor devices and the command and control unit are networked together via
the one or more gateway devices in an area denial network having a command and control latency for
communication between the command and control unit and the remainder of the area denial system.

In one or more embodiments, the command and control unit and the one or more gateways
devices each include a processor and a computer readable storage medium communicatively connected
to the processor, the computer readable storage mediums having program instructions embodied
therewith.

In certain embodiments, the program instructions are executable by the respective processors to
cause the respective processors to detect, using the one or more sensor devices, a target for the area
denial system, the detecting including determining a first target position relative to the obstacle field.

In certain embodiments, the program instructions are executable by the respective processors to
cause the processors to determine a first predicted position area for the target, the first predicted position
area indicating a range of possible locations for the target using the command and control latency and

using the first target position,
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In certain embodiments, the program instructions are executable by the respective processors to
cause the processors determine one or more recommended munitions of the plurality of munitions, the
one or more recormmended munitions determined using the first predicted position area for the target,
and to notify one or more human operators, via the command control unit, of the one or more
recommended munitions.

In certain embodiments, the program instructions are executable by the respective processors to
cause the processors to receive, from at least one of the one or more human operators via the command
and countrol unit, authorization to arm one or more munitions of the plurality of munitions. In certain
embodiments, the program instructions are executable by the respective processors to cause the
processor or the group of processors to determine a second predicted position area for the target, the
second predicted position area using a second detected target position. In one or more embodiments, the
program instructions are executable by the respective processors to cause the processor or the group of
processors to determine that the second predicted location area is outside a threshold distance from a
first authorized munition of the one or more authorized munitions, and in response, de-authorizing the
first authorized munition,

One or more embodiments are directed to a computer program product for communication
latency compensation in an area denial system deployed in a region, the area denial system including a
plurality of munitions defining an obstacle field, one or more sensor devices, and a command and
control unit, networked together, via one or more gateway devices, in an area denial network having a
command and control latency for communication between the command and control unit and the
remainder of the area denial system. In one or more embodiments the computer program product

includes a computer readable storage medium having program instructions embodied therewith, where
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the computer readable storage medium is not a transitory signal per se. In various embodiments the
program instructions are executable by a processor.

In one or more embodiments the program instructions include authorization filter means to
receive authorization messages to fire one or more munitions of the plurality of munitions. In certain
embodiments the program instructions include authorization filter means to receive target sensor data
from the one or more sensor devices. In various embodiments the program instructions include
authorization filter mweans to determine a predicted position area for the target, the predicted position
area using the target sensor data. In one or more embodiments the program instructions include
authorization filter means to determine that the predicted position area is outside a threshold distance
from a first authorized munition of the one or more authorized munitions, and in response, de-authorize
the first authorized munition.

In embodiments, the area denial system includes a multiplicity of munttions dispersed in the
cbstacle field. In embodiments, the area denial system includes more than 20 dispersed munitions. In
embodiments the area derval system includes more than 40 munitions. In emnbodiments of the system the
area denial system includes from 15 to SO munitions. In embodiments of the system, the sensors are
separate from the munitions, and there are a plurality of such sensors. In embodiments of the system,
each of the munitions are structurally separated from the other munitions. In embodiments of the system,
the average separation between each munition and the next closest munition is at least S meters. In other
embodiments the average separation between each munition and the next closest munition is at least 10
meters. In embodiments the average separation between each munition and the next closest munition is
between 5 and 30 meters. In embodiments the system has at least two sensors structurally not connected
and dispersed from each other. In embodiments a sensor 13 a camera. In embodiments, the munitions are

not physically connected to each other nor are they physically connected to the sensors.
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The above summary is not intended to describe each illustrated embodiment or every
implementation of the present disclosure.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS

The drawings included in the present application are incorporated into, and form part of, the
specification. They illustrate embodiments of the present disclosure and, along with the description,
serve to explain the principles of the disclosure. The drawings are only illustrative of certain
embodiments and do not himit the disclosure.

FIG. 1A depicts a top down view of an area denial system deployed in a geographic region,
according to one or more embodiments of the disclosure. In embodiments, a user interface may have
such a view.

FIG. 1B depicts an operational view of an area denial system, according to oune or more
embodiments of the disclosure.

FIG. 2 depicts a portion of an area denial network including munitions and sensor devices of the
area denial system, according to one or more erobodirnents of the disclosure.

FIG. 3 a diagram of an area denial network, according to one or more embodiments of the
disclosure.

FIGS. 4-7 depict a top down view of an area denial system deployed in a geographic region,
according to one or more embodiments of the disclosure.

FIGS. 8A and 8B depict flowchart diagrams of authorization filters for latency compensation in
an area denial system, according to one or more embodiments of the disclosure.

FIG. 9 depicts a top down view of an area denial system deployed in a geographic region,

according to one or more embodiments of the disclosure.
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FIG. 10 depicts a flowchart diagram of a method of latency compensation in an area denial
system, according to one or more embodiments of the disclosure.

FIG 11 depicts a flowchart diagram of a method of assembling an area denial system, according
to one or more embodiments of the disclosure.

FiG. 12 depicts a tlowchart diagram of a method of operating an area denial system, according to
one or more embodiments of the disclosure.

FIG. 13 depicts a flowchart diagram of a method of operating an area denial system, according to
one or more embodiments of the disclosure.

FIG. 14 depicts a flow diagram of a design process used in an operational simulation of an area
demial system, according to one or more embodiments.

FIGS. 15A-15B depicts charts showing the results design structure output of a simulation of an
area denial system according to one or more embodiments.

FiG. 16 depicts munition lethality probabilities for a munition, according to one or more
embodiments.

FIG. 17 depicts a block diagram of a logic device for use in a command and control unit and/or
gateway devices, according to one or more embodiments.

While the embodiments of the disclosure are amenable to various modifications and alternative
forms, specifics thereof have been shown by way of example in the drawings and will be described in
detatl. It should be understood, however, that the intention is not to limit the disclosure to the particular
embodiments described. On the contrary, the intention is to cover all modifications, equivalents, and

alternatives falling within the spirit and scope of the disclosure.

10
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DETAILED DESCRIPTION

FIG. 1A depicts a top down plan view of a geographic region 100 with an area denial system
104, according to one or more embodiments of the disclosure. Geographic region 100 represents a
hypothetical region including various geographical and/or man-made features. For example, FIG. 1A
depicts a geographic region 100 including a river 108 with a bridge 112 and road 116. To deny enemy
maneuvers across the bridge 112, an obstacle in the form of the area denial system 104 1s deploved over
a portion of the road 116 and adjacent to the bridge 112 thereby blocking and/or disrupting enemy
movements across the river 108,

In various embodiments, the area denial system 104 includes a plurality of munitions 120 which
are deployed in the geographic region 100 and define an obstacle field 124 or obstacle region. For
purposes of llustration, obstacle field 124 is denoted by a dashed rectangular region that includes each
of the plurality of munitions 120. In one or more embodiments, the munitions 120 include anti-vehicle
munitions that are configured to engage with various types of armored or un-armored vehicles. In certain
embodiments, munitions 120 include anti-personnel munitions that are configured to engage with eneroy
personnel. In some embodiments, the munitions 120 include both anti-vehicle and anti-tank munitions,
or include munitions that are configured with capability to engage with both vehicles and with
personnel. In one or more embodiments, munitions 120 are scatterable munitions that are remotely
deployable such as, for example, by artillery shell or aircraft. In certain embodiments, munitions 120 are
hand deployable munitions.

Obstacle field 124 is depicted in FIG. 1A as a 100 meter {m) by 100m rectangular square having
a munition density of about 0.004 mines per square meter portion of the obstacle field 124, However, in
various embodiments, obstacle field 124 can be any suitable size with any suitable munition density. For

example, in various embodiments, munitions 120 can be added, upgraded, or removed from the area

11
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denial system 104 to alter the size of the obstacle field 124, alter the munition density, or alter the
capabilities of the area denial system 104 to suit various system/tactical objectives.

In one or more embodiments, area denial systemn 104 includes sensor devices 128 Sensor
devices 128, in various embodiments, includes one or more of cameras, thermographic imaging devices,
magnetic sensors, motion sensors, tripwires, microphones, and any other suitable sensor for detecting
and/or tracking a target In certain embodiments, sensor devices 128 can be configured to detect the
presence of and/or track the position of one or more of animal, personnel, vehicle, mechanical, or other
targets, relative 1o the position of the sensor device 128, In certain embodiments, sensor devices 128 are
able to autonomously differentiate between personnel and vehicle targets.

In varicus embodiments, the sensor devices 128 have a sensor range, depicted in FIG. 1A as a
dashed circle 132 that denotes the area of the geographic region 100 where sensor devices 128 are cable
of detecting and/or tracking targets. In one or more embodiments, the sensor range will extend outside of
the obstacle field 124 to detect targets as they approach the obstacle field 124 and prior to entry into
obstacle field 124, In certain embodiments, once a target is detected, the sensor devices 128 are
configured to then track the position of the target and continually update the system on the position and
status of the target. In various embodiments, once a target is detected, the sensor devices 128 are
configured to track the target until the target is either eliminated, leaves the detection range of the sensor
devices 128, or otherwise becomes undetected by the sensor devices 128.

The sensor range s depicted tn FIG. 1A as a circle 132 having a radius of about 150 meters.
However, in various embodiments, the sensor range can have a range and/or shape that varies depending
upon the position, number, and type of sensor devices 128 For example, certain sensor devices 128 may
have different detection ranges compared to other sensors. Similarly, certain sensor devices 128 may

have different positions in the geographic region 100, In addition, sensor devices 128 may be more

12
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numerous in some areas than in others. As such, the sensor range can have various shapes, such as
rectangular, triangular, or other uniform or non-uniform shape that is based on the position, number, and
type of sensor devices 128 in the system 104,

In one or more embodiments, area denial system 104 includes one or more gateway devices 136.
Gateway devices 136 are networking nodes that are each configured as a router, switch, or gateway for
allowing data communication between elements of the area denial system 104, As such, in one or more
embodiments, the one or more gateway devices 136 provide for networking between the plurality of
munitions 120, sensor devices 128, and other elements in area denial system 104,

In one or more embodiments, each of the gateway devices 136 are configured to maintain a
network between some portion of the munitions 120 and the sensor devices 128 within the system 104,
As such, 1n certain embodiments, the system 104 includes a plurality of the gateway devices 136 which
are distributed in the geographic region 100 and which each handle the networking of different elements
among the total number of elements in the system 104.

For example, depicted in FIG. 1A, four gateway devices 136 are positioned in the geographic
region 100. Each of the gateway devices 136 are networked with some portion of the plurality of
munitions 120 and/or with some portion of the plurality of sensor devices 120, Referring to FIGS. 1A
and 2, a close up view of area 140 is depicted. Gateway device 136 is networked with six of the
munitions 120 in the obstacle field 124 and is networked with one sensor device 128, As a resuli, the
remaining three gateway devices 136 will be networked with the remaining munitions 120 and sensor
devices 128. In addition, in one or more embodiments, the gateway device 136 is networked with each
of the three remaining gateway devices 136 via connections 144, 148, 152 to establish a complete

network between the total number of the sensor devices 128 and munitions 120 in the system 104.

13
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Depicted in FIG. 2, the gateway device 136 is networked with the munitions 120 and sensor 128
utilizing a mesh network topology, where each of the munitions 120, sensor devices 128, and gateway
device are configured to connect directly, dynarmcally and non-hierarchically to as many other nodes as
possible and cooperate with one another 1o efficiently route data within the system. However, in various
embodiments the slements of the system can be networked utilizing any suitable type of network
topology, such as for example, star notwork, tree network, ring network, or the like.

In various embodiments, munitions 120, sensor devices 128, and other elements can be assigned
to network with particular gateway devices 136 within the system 104 based on various factors such as
proximity, latency, redundancy, technical requirements/limitations of the gateway devices 136, and
other factors. In some embodiments the gateway devices 136 can be included as a part of one or more of
the muunitions 120 and/or the sensor devices 128.

In various embodiments, gateway devices 136 are configured for wireless communication
between elements of the system 104, Wireless communication, as referred to herein, is any form of
communication where data 1s transmitted as a signal through the air. As such, 1n certain embodiments,
gateway devices 136 can utilize various forms of wireless communication tncluding Wi-Fi, Li-Fi,
Bluetooth®, radio waves, or other wireless signals. In certain embodiments, the gateway devices 136 are
configured for wired communication. Wired communication, as used herein, 15 any form of
communication where data 15 transmitted as a signal across a wire, optical fiber, or other physical
medium. ln certain embodiments, the gateway devices 136 are configured for a combination of wired
and wireless communication. For example, in some embodiments, the gateway devices 136 could
establish a wireless signal between various munitions while utilizing wired connections between other

gateway devices 136. In some embodiments, the gateway devices 136 could use both wireless and wired

14
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connections to between elements of the system as a redundancy in case of wireless or wired
communication error,

Referring back to FIG. 1A, in one or more embodiments, the area denial system 104 includes a
command and control unit 156, In various embodiments, command and controf unit 156 15 a control
system or computer configured for control of the plurality of munitions 120, sensor devices 128, and/or
other devices in the area denial system 104, As such, in various embodiments, the command and control
unit 156 is networked with the plurality of munitions 120 and sensor devices 128 for communication via
the one or more of the gateway devices 136, In one or more embodiments, the command and control unit
156 is located away from the obstacle field 124 and is additionally configured for remote control of the
area denial system 104,

In some embodiments the command and control unit 156 can be a relatively short distance from
the obstacle field 124. For example, depicted in FIG. 1A, command and control unit 156 is depicted less
than 200m from the cbstacle field 124. However, the command and control unit 156 can be located any
suitable distance from the obstacle field 124 For example, in certain embodiments, the command and
control unit 156 1s located between ten to one hundred kilometers from the obstacle field 124, In some
embodiments, the command and control unit 156 is located between ten to two hundred kilometers from
the obstacle field 124, In various embodiments, the command and control unit is at least 20 kilometers
from the obstacle field. In one or more embodiments, the command and control unit is at least 100
kilometers from the obstacle field.

However, 1n certain embodiments the command and control unit 156 can be positioned a shorter
distance or longer distance from the obstacle field 156, In various embodiments, the command and
control unit 156 can utilize various long haul network relay options for long range communication with

the obstacle field 124, For example, the command and control unit 156 can utilize ground relays,
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airborne relays, or space based relays, such as low earth orbit communication satellites to relay
cormmunications back and forth between the command and control unit 156 and the obstacle field 124

For example, FIG. 1B depicts an operational view of an area denial system 104 including a
command and control unit 156 or operating station that is located remote to an obstacle field 124 or
barrier field and networked via one or more relays. Depicted in FIG. 1B, relays can include ground
relays 157, such as ground based antennae, airborne relays 158, such as airborne drones or other aircraft,
or various space based relays 159, such as low earth orbit communication satellites, to relay
communications back and forth between the command and control unit 156 and the obstacle field 124

FiG. 1B depicts the command and control unit 156 as located approximately seventeen
kilometers (km} from the obstacle field 124 and networked with a network gateway 136. As described,
the obstacle field includes one or more sensor devices and a plurality of scatterable munitions which, n
FIG. 1B, have been deployed via an aircraft into the geographic region.

Referring again to FIG. 1A and 1B, the command and control unit 156 is configured for human
operation of the area denial system 104, For example, the command and control unit 156 is operable by
one ot more human operators to arm/activate munitions 120 to engage targets that have entered the
ohstacle field 124. Put more specifically, the command and control unit 156 is configured for “human in
the loop” operation of the munitions 120 where the human operators of the command and control unit
156 are the only person(s) able to authorize the mumitions 120 to engage with enemy targets. For
example, in some embodiments, the command and control unit 156 is operated by human operators
including a primary operator. A user interface may include active screens displaying real-time sensor
data, system status, and other information to the human operators. More simplistic displays may be

utilized. The command and control unit 156 can be configured to receive commands for the munitions
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120 solely from the primary operator, who possesses the authentication credentials required to arm and
fire the munitions 120,

In one or more embodiments, the command and control unit 156 1s configured to process and/or
relay data from the one or more sensor devices 128, gateway devices 136, and the plurality of munitions
120 to the one or more human operators. For example, in some embaodiments, the command and control
unit 156 will receive data from the sensor devices 128 and the plurality of munitions 120, such as target
information, munition status, and other information and relays that information to the one or more
human operators. In some embodiments, the command and control unit 136 is operated by human
operators including a situation awareness (SA) operator. The command and control unit 156 can be
configured to display the various information to the SA operator to assist the human operators in
selecting munitions to authorize, for example the information itustrated in FIGS 14, and 4-9.

FIG. 3 depicts a network diagram 160 of the area denial system 104, as depicted in FIGS. 1A,
1B, 2, 4-7, and 9, according to one or more embodiments of the disclosure. As described above, the
network diagram 160 depicts the plurality of munitions 120 and sensors 128 networked together via
gateway devices 130, Each of the gateway devices 136 are networked together to form a complete
network including each of the sensors 128 and each of the munitions 120,

Similarly, as described above, in various embodiments the one or more of the gateway devices
136 are connected to the command and control unit 156, The command and control unit 156 is
configured to receive and relay data from the munitions 120 and/or the sensors 128 to a human operator
or human in the loop 164 via a user interface 168, As described further herein, with reference to FIGS.
4-10, the human in the loop 164 can issue authorization commands to one or more of the plurality of

munitions 120, That data is transferred from the command and control unit 156 to the munitions 120

which, after receiving the authorization commands, activate to engage enemy targets.
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FIG. 4 depicts the area denial system 104 upon detection of a target 172, At some point after the
system is deployved 104 a potential target 172 approaches the obstacle field 124 Upon entry into the
range of sensor devices 128, the sensor devices 128 detect the potential target 172, As depicted in FIG.
1A, the target is sensed 75 meters from the edge of the obstacle field 124 at the edge of range of sensor
devices 128. In various embodiments, sensor devices 128 determine the position of the target 128. In
some embodiments, the sensor devices 128 determine a velocity of the target 128 In various
embodiments, target velocity includes the movement speed of the target 172 along with a heading or
direction. As such, the sensor devices 128 determine the target’s position, but additionally determine
where the target is moving and at what rate. As depicted in FIG. 4, target has a heading of due west
indicated by arrow 176 and a velocity of 3 meters per second.

As described, in one or more embodiments, the sensor devices 128 transmits this data to the
command and control unit 156 via the gateway devices 136, As such, in various embodiments this data
is presented to the one or more human operators of the command and control unit 156 to alert them to
the presence of the target 172, In certain embodiments, the sensor data may be supplemented with other
information from any available data source such as the munitions 120 or other sources.

In FIG. 5, several moments have passed since initial detection of the target depicted in FIG. 4.
As a result, the target 172 has moved 45 meters westward and is positioned 30 meters from the edge of
the obstacle field 124, Tn various embodiments, while the target 172 1s in range of sensor devices 128 the
sensor devices 128 continually maintain a track on the posttion and, in some embodiments, the velocity
of the target 172, to provide an up-to-date target status to the command and control unit 156 and the one
or more human operators.

In FIG. 6, several additional moments have passed since the target was positioned 30 meters

from the obstacle field 124 as depicted in FIG. 5. The target 172 has continued to move westward and
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has now entered the obstacle field 124. As described above, in various embodiments, the sensor devices
128 have continued to track the target 172 by determining the target position, velocity, and other sensor
data, and have transmitted this sensor data to the command and control unit 156 for display to the one or
more human operators.

In one or more embodiments, the target position is determined as the position of the target 172
relative to the geographic area 100. In certain embodiments the target position is determined as the
position of the target 172 relative to the obstacle field 124. In some embodiments, determining the
position of the target 172 relative to the obstacle field includes the position of the target 172 relative to
one or more individual munitions of the plurality of munitions 120. For example, in certain
embodiments, the sensor devices 128 could determine the position of the target 172 as the distance of
the target 172 from one or more of the munitions 120.

In addition, FIG. 6 depicts a predicted position area 176 for the target 172, In one or more
embodiments, the predicted position area 176, is depicted as circles 180, 184, which indicate the
uncertainty in the position of the target 172, Put another way, in various embodiments the predicted
position area 176 represents ranges of possible locations for the target 172 in the geographic region 100

Accordingly, in one or more embodiments, the size of circles 180 and 184 is based on the
uncertainty of the position of the target 172, In one or more embodiments, the uncertainty of the target
position is based on various factors including, but not limited to the target position, target velocity, a
sensor confidence level, the type of target (e.g. enemy personnel or enemy vehicles) and a command and
control latency for communications between the command and control unit 156 and the remainder of the
area denial system 104,

As used herein, the term confidence level refers to a statistical determination of a confidence

interval for the sensor data that is computed from observed data. As such, the confidence level is the
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frequency of the proportion of possible confidence intervals that contain the true value of thewr
corresponding parameter. In various embodiments, the sensor confidence level is defined by the sensor's
ability to maintain a continuous track on the target 172, For example, in certain embodiments losing
track of the target 172 momentarily would reduce the target confidence level as the amount of observed
data on the target 172 would be decreased. In some embodiments, tracking the target 172 among
multiple targets appearing in close proximity would reduce the target confidence level. As a result of
reduced sensor confidence level, 1n various embodiments the size of the predicted position area 176
would increase to reflect the increased uncertainty in the position of the target 172,

The command and control latency is the time it takes for data, data packets, or other forms of
communication to be received by the command and control unit 156 from the munitions 120, sensor
devices 128, or gateway devices 136, In one or more embodiments, the command and control unit 156
continually determines the command and control latency of communications in the system 104 for
determining the predicted position area 176. For example, in some embodiments, the command and
control unit 156 1s configured to constantly monitor message latencies between the command and
control unit 156 and the munitions 120 and sensor devices 128 As a result, in certain embodiments the
command and control unit 156 will know with a high degree of confidence how much time it takes
messages to travel to and from the obstacle field 124 to the command and control unit 156. In various
embodiments, the latency will vary depending on the type of connection between the command and
conirol unit and the one or more gateway devices and/or the distance between the command and control
unit and the one or more gateway devices. For examiple, in one or more embodiments, the command and
control latency is substantially in the range of 2 seconds to 5 seconds.

In various embodiments, the smaller circle 184 illustrates the uncertainty in the location of the

target 172 indicated by sensor data when the sensor data is received by the command and control unit
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156. This position has some level of uncertainty due to the sensor confidence level, as described above,
along with the velocity of the target 172, and the command and control latency. For example, with a
command and control latency of two seconds, after the sensor devices 128 determine the target position
and velocity, this data is received at the command and conitrol unit 156 two seconds delayed (one way
data latency} from when the actual measurements were made. In one or more embodiments this latency
will determine the size of the circle 184, as more time passes from when the measurement results in a
corresponding larger area of possible locations of the target 172, Tn certain ernbodiments, the velocity of
the target additionally determines the size of the circle 184, for example, the greater the velocity of the
target result in a larger area of possible locations of the target 172 as the target can cover a larger amount
of ground in a shorter amount of time.

Similarly, the larger curcle 180 illustrates the uncertainty in the target position for when
commands from the command and control unit 156 arrive at the obstacle field 124 subsequent to
receiving the target position (two way latency). This circle 180 has a larger area as compared to circle
184, because even more time has passed from the initial collection of sensor data indicating the target
position shown in FIG. 6. As a result, circle 180 is larger to reflect the increased uncertainty in the
target’s position.

In various embodiments, the command and control unit 156 1s configured to display the
predicted location area 176 to the one or rore human operators. The human operators, in various
embodiments, can select munitions 120 in the obstacle field based on the predicted location of the target
172. For example, depicted in FIG. 6, munitions 188, 190, and 192 are each within the predicted
location area 176. As a result the human operator could transmit authorization messages to each of these
munitions to engage the target 172, Because the circle 180 indicates the possible positions of the target

when accounting for two way latency encompasses these munitions 188, 190, 192, the human operator
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could be reasonably certain that by the time authorization messages are received that the target 172 will
be successfully engaged by at least one of the munitions 188, 190, 192,

In certain embodiments, the command and control unit 156 15 configured to generate
recommendations to the one or more human operators for which munitions 120 should receive
authorization to fire for effective engagement with the target 172. For example, as depicted in FIG. 6,
because munitions 188, 190, and 192 are positioned within the predicted location area 176, the
command and control unit 156 could highlight munitions 188, 190, and 192 as recommended munitions.

In various embodiments, the command and control unit 156 could additionally be configured to
recommend munitions based on the effective engagement range of the munitions 120. As used herein, an
engagement range for the munitions is a threshold range where the threshold indicates an outer range or
distance from the munition 120 that can be affected by the ordnance of the munition. For example, in
various embodiments each of the munitions 120 have an engagement range for combating the target 172,
described further below with reference to FIG. 7. As such, in various embodiments the command and
control unit 156 could recommend munitions based on the engagement range/position of the munition

20 where their engagement range overlaps with the predicted position area.

In certain embodiments various munitions 120 will possess different engagement ranges than
other munitions, for example based on the type ordnance or design of munition 120, As such, in various
the command and control unit 156 can take the various munition ranges, types, or other information into
account when recommending munttions to the human operators.

In one or embodiments, various munitions 120 will possess different designs or otherwise be
configured to engage specific types of targets. For example, certain munitions 120 may be configured as
anti-vehicle munitions, certain munitions 120 ray be configured as anti-tank munitions, and certain

munitions may be configured as anti-personnel munitions. In one or more embodiments the command
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and control unit 156 can take various munition designs or configurations into account based when
recommending munitions to the human operators.

While the commmand and control unit 156 is configured to provide recoramendations to the
human operators, it should be noted that the buman operators retain sole control of whether the
munitions actually receive an authorization message. Put more specifically, nothing in the area denial
systemn 104 has the capability to autonomously generate authorization messages to the munitions 120. It
should additionally be noted that the munition recommendations are not generating an autonomous
response to the target 172, Instead, the command and control unit 156 is simply making a
recommendation to the human operator in order to reduce the burden of munition selection. The human
operator is required to authorize the recommendation in order for authorization messages to be sent. In
addition, the human operator of the cormmand and control unit 156 can alter or completely reject the
recommendation if found unacceptable. As a result of this, the area denial system 104 maintains its
configuration as “a human in the foop” system.

FIG. 7 depicts the area demial system 104, according to one or more embodiments. In FIG. 7, one
or more human operators have received a command and control unit 156 recommendation to authorize
firing of munitions 188, 190, and 192, as described above. In response, the one or more human operators
have approved the recommendation, and in the response, the command and control unit 156 begins to
transmit an authorization message to munitions 188, 190, and 192 to engage the target 172

In one or more embodiments, the command and control unit 156 1s configured to generate an
authorization filter for transmission along with the munition authorization messages. In various
embodiments, the authorization filter is a message filter used by the area denial system 104 to determine
which authorization message or messages are transmitted through the area denial network from the

command and control unit 156 to the munitions 120, Put another way, the authorization filter is an
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algorithm or a set of rules/conditions that are transmitted with the authorization message or messages
that determine whether the authorization message is either fransmitted to its intended munition or
whether the authorization message or discarded prior to being received by the intended munition for
failing to satisty one or more of the rules/conditions. As such, in various embodiments the authorization
filter is used to preserve munitions 120 in the obstacle field 124 to minimize munition loss and preserve
the effectiveness of the area denial system 104,

As described above, with reference to FIG. 3, when an authorization message 1s transmitted from
the command and control unit 156 it is initially received by one or more of the gateway devices 136
which then directs the message to its intended destination in the system 104, However, in various
embodiments, the authorization filter includes a set of executable instructions that when received by the
gateway device 136, utilizes processing power in the one or more gateway devices 136 to processes the
rules/conditions of the authorization filter to determine whether the authorization messages are
forwarded to their intended destination or whether they are discarded by the one or more gateway
devices 136,

In certain embodiments, the authorization filter is not generated by the command and control unit
156 but instead is stored locally in the one or more gateway devices 136. In various embodiments, when
the gateway devices 136 receive authorization messages from the command and control unit 156 the
gateway device is configured to access the authorization filter to deternmune whether the authorization
message is forwarded to its intended destination or whether the messages are non-effected and withheld
from transmission.

FIG. 8 depicts an authorization message filtering process in a gateway device 136, according to
one or more embodiments. Depicted in FIG. §, and additionally referring back to FIG. 7, a command

and control unit 156 has transmitied a command and control message 204 o a gateway device 136
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including three authorization messages 196, 198, 200 corresponding to munitions 188, 190, and 192, In
addition, command and control message 204 includes an authorization filter 208.

As described above, the authorization filter 208 ncludes a set of instructions or an algorithm
which, when received at the gateway device 136, utilizes local processing power in the gateway device
136 to go through a set of rules/conditions in the authorization filter 208 that determine which of the
three authorization messages 212, 216, 220 should be transmitied to munitions 188, 190, 192

For example, in some embodiments, the authorization filter 208 includes a set of munition rules
224, 228, 232 that receive and review target sensor data 236 from one or more sensor devices 128 to
determine the position of target 172. Because the authorization filter 208 utilizes processing power in the
gateway device 132 to review sensor data 236, the authorization filter 208 will have access to relatively
real-time, latency free data due to the close proximity of the gateway device 132 and the one or more
sensor devices 128 as compared to the distance of the command and control unit 156, As such, the
position of the target 172 that is determined by the gateway device 132 will generally be more accurate
as compared to the predicted target location or, in some instances, an exact determination of the target’s
position. In one or more embodiments, latency between the sensor devices 128 and the gateway devices
is in the range of 5 to 100 mulliseconds. In some embodiments, the gateway device 132 can also
determine a second predicted position area for the target at least based on the reduced communication
latency.

Aun example set of rules/conditions for the authorization filter are depicted in FIGS. 8A and 8B,
depicting authorization filters Z08A and 208B, respectively.

Referring to FIG. 8A, the example authorization filter 208A includes the three munition rules
224, 228, 232 In various embodiments, the authorization filter 208 A progresses sequentially through

each munition rule 224, 228, 232 to determine whether one or more of the munition rules 224, 228, 232

3
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have been satistied. As depicted in FIG. 8A, if one of the munition rules is satisfied, the authorization
filter 208 then progresses to one of operation blocks 236A, 240A, 244A to transnut one of the
authorization messages 212, 216, 220 to one of the munitions 188, 190, 192,

In one or more embodiments, the authorization filter 208A then terminates once one of the
authorization message 212, 216, 220 has been transmitted. In certain embodiments, if none of the
munition rules are satisfied, then the authorization filter 208A terminates without transmitting any of the
authorization messages 212, 216, 220

In either case, in one or more embodiments, the authorization filter 208A and the gateway device
136 are configured to transmit a response message 248 to the command and control unit 156 that
indicates the status of the munitions 188, 190, 192 and whether the authorization messages 212, 216,
220 were transnutted.

In this example, the authorization filter 208A proceeds to test various rules in sequence with
regard to munitions 188, 190, and 192, Also, in this example, the filter 208A simply stops and transmits
a single authorization message once one of the filter rules 224, 228, 232 1s satistied.

Referring to FIG. 8B, the example authorization filter 208B includes the three munition rules
224, 228, 232 In various embodiments, the authorization filter 2088 progresses sequentially through
each munition rule 224, 228, 232 to determine whether one or more of the munition rules 224, 228, 232
have been satisfied. If one of the munition rules are not satisfied, then the authorization filter 2088
progresses to one of operation blocks 2368, 2408, 244B where the filter 2088 blocks or filters one or
more of the received authorization messages 212, 216, 220 from being transmitted to munitions 188,
190, 192,

In one or more embodiments, the authorization filter 208B then continues to proceed to the next

munition rule 224, 228, 232 and the process repeats until each munition rule has been evaluated or
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tested. In various embodiments, once each munition rule has been tested, the authorization filter
proceeds to transmit each of the authorization message 212, 216, 220 that have not been filtered by one
or more of operation blocks 2368, 240B, 244B. In certain embodiments, if each of the munition rules
are satisfied, then the authorization filter simply transmits each of the authorization messages 212, 216,
220.

In either case, in one or more embodiments, the authorization filter 208B and the gateway device
136 are configured to transnut a response message 248 to the command and countrol unit 156 that
indicates the status of the munitions 188, 190, 192 and whether the authorization messages 212, 216,
220 were transmitted.

It should be noted that, in one or more embodiments, the system 104 can utilize various kinds of
authorization filters that may have widely varying types or methods of processing rules/conditions to

govern the transmission of authorization messages. For example, tn one or more embodiments, the

authorization filter 208 could determine rules/conditions simultanecusly, transmit multiple of the
authorization messages 212, 216, 220, or have various other designs for the authorization filter 208
depending on the preference of the user.

In various embodiments, authorization rules 224, 228, 232 can include various criteria for
determining whether to transmit the authorization messages 212, 216, 220. For example, in one or more
embodiments, the authorization rules 224, 228, 232 could include determining whether the target
position is within some threshold distance from a munition, whether the target position is presently
outside an authorized engagement area, determining whether that target identify is changed, whether the
sensor data confidence level has dropped below a preset threshold, or whether a probability of successtul
engagement with the target has dropped outside of a threshold. In addition, there could be even other

factors that result in the authorization filter 208 dropping all authorized messages.
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For example, in one or more embodiments, the munition rules 224, 228, 232 each determine
whether the target sensor data 236 indicates that the target is positioned within a threshold distance of an
engagement range for each of the munitions 188, 190, 192, As such, in various embodiments, the
authorization filter 208 would nitially determine whether sensor data 236 indicates that the target 172
was within an engagement range of munition 188 If the sensor data 236 satisfies the first munition rule
224 then the authorization filter 208 would then transmit the first munition authorization message 212 to
munition 188, H not, the authonzation filter 228 would progress to determine whether target 172 was
within a threshold distance to munition 190, if so and pass the authorization message 210 to munition
190. i not, the authorization filter 208 would then progress to determine whether 172 was within a
threshold distance to munition 192, If none of the munition rules 224, 228 232 are satistied, the
authorization filter 208 would then not deliver any of the authorization messages 212, 216, 220 and
instead report back to the command and control unit 156 that the filter had no solution.

Referring again to FIG. 7, an example enemy combatant location at the time of the gateway
message processing is depicted. In one or more embodiments, diameter rings 252, 256 represent
potential criteria for the authorization filter. For instance, in various embodiments the smaller ring 256
represents a zone or threshold engagement distance from the munitions 188, 190, 192 indicating a 90%
probability of successful engagement with the target 172, In various embodiments, the authorization
filters 208A, 208B include the rules/conditions for authorization messages that the target 172 must be
positioned within the smaller ring 256 with the high probability of a kill. In that instance, no message
would be delivered to the munitions 188, 190, 192, as the target 172 is cutside of that ring for all three
munitions 188, 190, 192 However, in various embodiments ring 252 represents a zone or threshold
distance from the munitions 188, 190, 192 indicating a 75% probability of successtul engagement with

the target 172, In various embodiments, the authorization filters 2084, 208B include the criteria for

28



10

20

WO 2018/107166 PCT/US2017/065619

authorization messages that the target 172 be positioned within the ring 252, In that instance, an
authorization message tor munition 190 would be delivered while authorization messages for munitions
188 and 192 would be ignored or de-authorized. In embodiments the filter may declare that the munition
be within a certain range with respect 1o the target, the range being sufficient to not kill the target thus
presenting a warning firing.

In certain embodiments, as described above, various munitions 120 will possess different
engagement ranges than other munitions, for example based on the type ordnance or design of munition
120. As such, in various the filters 208A, 2088 can take the various munition ranges, types into account
as part of the rules/conditions for transnutting authorization messages. Similarly, in one or
embodiments, various munitions 120 will possess different designs or otherwise be configured to engage
specific types of targets, such as personnel, tanks, vehicles, ships, drones, airerafi, or the hike In one or
more embodiments the authorization filter 208A, 208B can take wvarious munition designs or
configurations into account as part of the rules/conditions for transmitting authorization messages.

In certain ernbodiments, the gateway device 136 could accessible to receive a set of interrupt
instructions that configure the gateway device 136 or the munitions 120 to discard or non-effect any
authorization message from the command and control unit 156. In one or more embodiments, the
interrupt instructions can be received from a third party or device/processor outside of the area denial
system. [n certain embodiments, this interrupt signal can be used as an emergency shut down or override
of the area denial system used, for example, in the event of computer or system error, failure of the
system to detect a friendly or civilian target, or in other necessary situations. The third party gateway
accessibility function may be part of an authorization filter.

FIG. 9 depicts the area denmal system 104 subsequent to transmission of the authorization

message to munition 180 (FIG. 7). In various embodiments, the target 172 has been successtully

29



10

20

WO 2018/107166 PCT/US2017/065619

eliminated by the authorized munition 180 and the munition is no longer displayed. In addition,
munitions 188 and 190 have been preserved for future use against additional targets.

FIG. 10 depicts a flowchart diagram of a method 300 for communication latency compensation
in an area denial system, according to one or more embodiments. In one or more embodiments, the
method 300 includes, in operation 304, establishing an area denial network for an area denial system
including a plurality of munitions, one or more sensor devices, and a command and control unit using
one or more gateway devices.

In one or more embodiments, the method 300 includes, in operation 308, detecting a target, using
the one or more sensor devices, the detecting including determining a first target position relative to the
obstacle field.

In one or more embodiments, the method 300 includes, 10 operation 312, determining a first
target position relative to the obstacle field.

In one or more embodiments, the method 300 includes, in operation 316, receiving authorization
to armn one or more munitions of the plurality of munitions frors a human operator via the command and
control unit.

In one or more embodiments, the method 300 includes, in operation 320, determining a second
predicted position area for the target using a second detected target position.

In one or more embodiments, the method 300 includes, in decision block 324, determining
whether the second predicted location area is within a threshold distance of a first authorized munition
of the one or more authorized munitions. In various embodiments, the threshold distance is the

engagement range of the first authorized munition for engagement with a target.
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In one or more embodiments, if the second predicted location area is within the threshold
distance of the first authorized munition then the method 300 includes, in operation 328, transmitting
authorization to the first authorized munition.

In one or more embodiments, if the second predicted location area ts outside of the threshold
distance of the first authorized munition then the method 300 includes, in operation 332, de-authorizing
the first authorized munition. In various embodiments, de-authorizing the munition means ignoring the
authorization message at the gateway device, as described above with reference to FIGS. 7-8.

FIG. 11 represents embodiments of a method for setting up an area denial region by first
deploying the munitions and sensors 400, providing one or more gateways networked to the munitions
and sensors 410, the locations of the munitions are identified such as by GPS capabilities in the
individual munitions, by communication triangulation by the gateways, or other location identifying
means. The gateway devices provide communications with the command and control unit 416, ascertain,
register, and/or store locations of the munitions and sensors 414, The registering and storing of locations
may be accomplished within the processing and memory capabilities of the gateway or the command
and control station or elsewhere. The ascertaining the ocations may be accomplished with individual
(3PS capabilities of the munitions, by triangulation means, by monitoring the locations during placement
of the munitions, or by other means. Additionally, the system needs to identify and the communication
latencies associated with the system, particularly latencies associated with the remote command and
control station and the delavs in processing, transmitting data, displaying information, and human
decision making. Such may be done at the gateway devices and/or the command and control unit.

Referring to FIG. 12, in embodiments, a method of operating an area denial geographic region
that has been nstalled with a remote command and control unit is portrayed. Initially system sensors

detect a potential target in or approaching the obstacle area and transmit data to the gateway 440, and
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then the gateway transmits to the command and control unit 444, At some point the communication
latency has been determined 448 and one or more recommended or proposed fire instructions, each fire
instruction associated with a particular subset of the set of munitions in the region and each fire
instruction generated taking the communication latency into consideration 452, Such fire instructions
also taking attributes of the potential target into consideration, such attributes may include a velocity
vector or known path of the potential target, whether the target is a person or vehicle and then the type
of vehicle, the certainty of whether the target is friend or foe. The fire instructions also may be
formulated based on the number of targets and their individual and group attributes. The fire instructions
may be presented to the human operator either discretely or in combinations 458. Where there are
multiple fire instructions, the instructions may be presented serially or simultaneously to the human
operator. Where the human operator 1ssues a fire command for one or more fire instructions, said
command is communicated to the gateway 462. Additionally, the command and control, by operator
control or by automation, may provide one or more filter commands, as described above, to accompany
the fire command to the gateway 462,

Referring to FIG. 13, other embodiments provide a method of operating an area denial region
comprising detecting the potential target in or approaching the obstacle field, the obstacle field having a
dispersed set of munitions 482; transmitting target data from the obstacle field to the command and
control unit distanced from the obstacle field 486; preparing and presenting munition firing options of a
subset of the set of munitions to a human operator at the command and control unit 488, 490; accepting
fire command of specific munitions from human operator at the command and control unit and
transmitting said fire command associated with the subset of munitions to the obstacle field 492;
receiving updated data or information regarding the potential target at the obstacle field, the updated

data or information after the earlier transmitting of data 494; and at the obstacle field, modifying the fire
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command of the subset of the set of munitions thereby interrupting or deleting the fire command to one
or more munitions at the subset of the set of munitions and firing the remaining munitions of the subset
of the set of mumtions at the obstacle field.

The modifying of the fire command at the obstacle field may be by a gateway device that
provides processing and communications between the gateway device and munitions and
communications between the gateway device and a remote command and control unit.

One or more embodiments may be a computer program product. The computer program product
may include a computer readable storage medium {(or media} including computer readable program
instructions for causing a processor to enhance target intercept according to one or more embodiments
described herein. For example, as described above with reference to FIGS. 8A and 8B, in one or more
embodiments the authorization filters 208A, 208B are an element of a computer program product,
included as program instructions that are embodied in a computer readable storage medium. As such, in
various embodiments, the authorization filters 208A and 208B are authornization filter means for
accomplishing various embodiments of the disclosure, such as described above with reference to FIGS.
5,6,7, BA, and 8A.

The computer readable storage medium is a tangible device that can retain and store instructions
for use by an instruction execution device. The computer readable storage medium may be, for example,
an electronic storage device, a magnetic storage device, an optical storage device, or other suitable
storage media.

A computer readable storage medium, as used herein, is not to be construed as being transitory
signals per se, such as radio waves or other freely propagating electromagnetic waves, electromagnetic
waves propagating through a waveguide or other transmission media (e.g., light pulses passing through a

tfiber-optic cable), or electrical signals transmitted through a wire.

33



10

20

WO 2018/107166 PCT/US2017/065619

Program instructions, as described herein, can be downloaded (o respective
computing/processing devices from a computer readable storage medium or to an external computer or
external storage device via a network, for example, the Internet, a local area network, a wide area
network and/or a wireless network. A network adapter card or network interface in each
computing/processing device may receive computer readable program instructions from the network and
forward the computer readable program instructions for storage in a computer readable storage medium
within the respective computing/processing device.

Computer readable program instructions for carrying out one or more embodiments, as described
herein, may be assembler instructions, instruction-set-architecture (ISA} instructions, machine
instructions, machine dependent instructions, microcode, firmware instructions, state-setting data, or
either source code or object code written in any combination of one or more programming languages,
including an object oriented programming language such as Smalitaltk, C-++ or the like, and conventional
procedural programming languages, such as the "C" programming language or similar programming
languages.

The computer readable program instructions may execute entirely on a single computer, or partly
on the single computer and partly on a remote computer. In some embodiments, the computer readable
program instructions may execute entirely on the remote computer. In the latter scenario, the remote
computer may be connected to the single computer through any type of network, including a local area
network (LAN) or a wide area network (WAN}), or public network.

One or more embodiments are described herein with reference to a flowchart illustrations and/or
block diagrams of methods, systems, and computer program products for enhancing target intercept

according to one or more of the embodiments described herein. It will be understood that each block of
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the flowchart illustrations and/or block diagrams, and combinations of blocks in the flowchart
itlustrations and/or block diagrams, may be implemented by computer readable program instructions.

These computer readable program instructions may be provided to a processor of a general
purpose computer, special purpose computer, or other programmable data processing apparatus to
produce a machine, such that the instructions, which execute via the processor of the computer or other
programmable data processing apparatus, create means for implementing the functions/acts specified in
the flowchart and/or block diagram block or blocks. These computer readable program instructions may
also be stored in a computer readable storage medium that can direct a computer, a programmable data
processing apparatus, and/or other devices to function in a particular manner, such that the computer
readable storage medium having instructions stored therein comprises an article of manufacture
including wstructions which implement aspects of the function/act specified in the flowchart and/or
block diagram block or blocks.

The computer readable program instructions may also be loaded onto a computer, other
programmable data processing apparatus, or other device to cause a series of operational steps to be
performed on the computer, other programmable apparatus or other device to produce a computer
implemented process, such that the instructions which execute on the computer, other programmable
apparatus, or other device implement the functions/acts specified in the flowchart and/or block diagram
block or blocks.

The flowchart and block diagrams in the Figures illustrate the architecture, functionality, and
operation of possible implementations of systems, methods, and computer program products according
to various embodiments of the present invention. In this regard, each block in the flowchart or block
diagrams may represent a module, segment, or portion of instructions, which comprises one or more

executable instructions for implementing the specified logical function{s). In some embodiments, the
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functions noted in the block may occur out of the order noted in the figures. For example, two blocks
shown in succession may, in fact, be executed substantially concurrently, or the blocks may sometimes
be executed 1n the reverse order, depending upon the functionality involved.

In one or more embodiments, the program instructions of the computer program product are
configured as an “App” or application executable on a laptop or handheld computer utilizing a general-
purpose operating system. As such, in various embodiments command and control unit 156 can be a
handheld device such as a tablet, smart phone, or other device.

FIG. 14 shows a block diagram of a design flow 500 for generating a design structure 504
encoded on a computer readable storage medium 508 used for, in some embodiments, area denial
simulation and testing. Design flow 500 includes processes, machines and/or mechanisms for generating
design structures comprising logically or otherwise functionally equivalent encoded representations of
the systems and/or devices described herein. For example, design structures may include data and/or
instructions that when executed or otherwise processed on a data processing system generate a
structurally, mechanically, systematically, or otherwise equivalent representation of the plurality of
munitions, the sensor devices, gateway devices, and command and control unit, as described herein with
reference to FIGS. 1A-13. The design structures processed and/or generated by design flow 500 may be
encoded or stored on any suitable computer readable storage media 504,

Processes, machines and/or mechanisms for generating design structures roay include, but are not
limited to, any machine used in a projectile design process, such as designing, manufacturing, or
simulating a projectile performance characteristics. For example, machines may include, computers or
equipment used in projectile testing, or any machines for programming functionally equivalent

representations of the design structures into any medium.,
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FIG. 14 illustrates a design structure 504 that may be outputted by a design process 512. Design
structure 504 may be a simulation to produce a functionally, structurally, systemic, and/or logically
equivalent representation of an area demial system. In one or more embodiments, whether representing
functional, structural, and/or system design features, design structure 504 may be generated using
electronic computer-aided design tools.

For example, in certain embodiments the design structure is a functionally equivalent
representation of an area demal system including a plurality of munitions defining an obstacle field, one
or more sensor devices, and a command and control unit, networked together, via one or more gateway
devices, in an area denial network having a command and control latency for communication between
the command and control unit and the remainder of the area denial system. In various embodiments, the
design structure is encoded on a non-transitory machine-readable data storage mediurn. In various
embodiments, the design structure includes elements that when processed 1n a computer-aided
simulation, operates as a logically and functionally equivalent representation of an area denial system as
described above with reference to FIGS. 1-12.

As such, design structure 504 may comprise files or other data structures including human and/or
machine-readable source code, compiled structures, and computer executable code structures that when
processed by a design or simulation data processing system, functionally simulate or otherwise represent
circuits or other levels of hardware logic design.

Design process 512 may include processing a vartety of input data 516 for generating design
structure 504. Such data may include a set of commeonly used components, and devices, including
models, layouts, and performance characteristics. The input data may further include design
specifications, design tules, and test data files which may include test results, and other testing

information regarding components, devices, and circuits that are utilized in one or more of the
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embodiments of the disclosure. Once generated, design structure 504 may be encoded on a computer
readable storage medium or memory, as described herein.

For example, referring to FIGS. 15A-15B, charts 600, 604 are depicted showing the results of a
design structure output of a simulation of an area denial system, such as design structure 504 as
described above with reference to FIG. 14, Specifically, charts 600, 604 are a computer program output
of a MATLAB® simulation of an area denmial system generated by code/algorithms included in
Appendix A and Appendix B, respectively, and incorporated herein by reference. In various
embodiments the code/algorithms inchuded in Appendix A and Appendix B are elements of a computer
program product, as described above, as program instructions embodied in a computer readable storage
medium. As such, Appendix A and Appendix B can be referred to a program instruction means for
implementing various simulations of embodiments described herein and as described below with
reference to FIGS. 15A-15B.

In one or more embodiments charts 600, 604 show a simulated area denial system including a
plurality of munitions 608 that are pseudo-randomly placed within a 100mX100m area to define an
obstacle field 612, A target 616 ts simulated moving through the cbstacle field 612 along a pseudo-
randomly generated path 620. As depicted in FIGS. 15A-15B, the target 610 is generated starting at
point 624 in the middle right of the obstacle field 612.

The target 616 1s simulated for a period of time, during which the target 616 travels along the
pseudo-randomly generated path 620. Depicted in FIGS. 15A and 15B, the target 616 is stimulated for
thirty seconds, during which the target 616 travels from point 624 to end point 628. However, in various
embodiments, target 616 could be simulated to travel along the path 620 for a greater or shorter amount

of time.
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Referring to FIG. 15A, an uncertainly circle 632, or predicted position area, is generated for the
target 616 at various points along the path 620. As described above, the circle 632 depicts an area of
uncertainty with regard to the actual location of the target 616 as detected by one or more sensor
devices. As described above, the size of the uncertainty cucle can vary, and in one or more
embodiments, depends on the target’s velocity and/or the communication latency of the system. For
example, depicted in FIG. 15SA, the uncertainty circles 632 are depicted assuming intruder’s velocity is
3m/s with a communication latency of 2.5 seconds.

The dashed diamonds 636 indicate the munitions 608 which are closest to the target path 636,
For example, a lethality circle 640 is depicted showing a lethal area that intersects with the one or more
of the uncertainty circles 632 along the target path 620, if munition 644 were to be fired at that location.
In various embodiments, these dashed diamonds 636 could be selected as recommended munttions for
transmission to a human operator for authorization to fire. As described above, upon receiving
authorization command from the human operator, a gateway device, or other device in the area denial
systemn, could filter through the authorization messages to determine which authorization mwessage
should be transmitted based on, relatively latency free sensor data on the target 616,

Referring to FIG. 15B, instead of an uncertainty circle 632, as depicted in FIG. 15A, FIG. 15B
includes an uncertainly zone 648 that is generated for the target 616 along the entirety of the target path
620. Similarly to the uncertainty circle, the uncertainty zone depicts an area of uncertainty with regard to
the actual location of the target 616 in the obstacle field. As described above, the size of the uncertainty
zone may depend on the communication latency and/or target velocity. For example, in certain
embodiments, the greater the communication latency, the greater the size of the uncertainty zone.

Referring to FIG. 16, a diagram 700 depicting munition lethality probability is depicted,

according to one or more embodiments. The diagram 700 includes a munition 704 having a plurality of
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circular lethality zones 708 which are centered on the munition 708 These lethality zones 708 depict
various distances from the munition 704 that achieve a particular probability of lethality when the
munition 704 engages a target within a certain distance. For example, in certain embodiments, munition
704 includes zones 708, 712, and 710 that depict distances of approximately 2m, 4m, and 7m from the
munition 708. In certain embodiments, zones 708, 712, and 716 comprise zones which have a lethality
probability of over 90%, a relatively high probability of lethality. In addition, munition includes zones
720 and 724 which depict ranges from the mumtion 704 of approximately 10m and 15m respectively. In
various embodiments, these zones 720, 724 are increasingly distant from the munition 704, and thus
comprise zones with a lower probability of lethality, for example of at feast 70%.

Referring to the FIGS above, in various embodiments, a gateway device can include data of the
type of munitions in an area denial system and the lethality zones for each of the munitions. As such, in
various embodiments, a gateway device could utilize data on the target’s proximity to a munition and
data on the lethality zones of the munition to determining the various conditions/rules of an
authorization filter. For example, 10 various embodiments, if a target is positioned in a lethality zone
having a lethality probability of at least 90% then the authorization filter could approve transmission of
authorization commands through the gateway device to one or more munitions networked downstream.

FIGS. 1A-10 depict a sequence of events for an enemy combatant. If prior to the enemy's arrival
the SA operator determined a noncombatant was approaching the obstacle the operators could keep the
field in a safe passage state. The noncombatant could move through the obstacle field 124 and cross the
bridge 124 without incident. Same would be true for friendly forces passing through the obstacle field
124 The command and control operator could also issue a less than lethal effect to wamn the

noncombatant they were approaching the obstacle field 124
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Referring to FIG. 17 a logic device 800 including a processor and a computer readable storage
unit are depicted, according to one or more embodiments of the disclosure. In various embodiments
logic device 800 1s for use in a command and countrol unit 156 and/or a gateway device 136 for
executing vartous embodiments of the disclosure as described above. For example, and as described
herein, logic device 800 can be configured to execute and/or store various program instructions as a part
of a computer program product. Logic device 800 may be operational with general purpose or special
purpose computing system environments or configurations for area denial, according to one or more of
the embodiments herein.

Examples of computing systems, environments, and/or configurations that may be suitable for
use with logic device 800 include, but are not limited to, personal computer systems, server computer
systerms, handheld or faptop devices, multiprocessor systems, mainframe computer systems, distributed
computing environments, and the like.

Logic device 800 may be described in the general context of a computer system, including
executable 1nstructions, such as program modules 804, stored in system memory 808 being executed by
a processor 812, Program modules 804 may include routines, programs, objects, tnstructions, logic, data
structures, and so on, that perform particular tasks or implement particular abstract data types. Program
modules 804 may be practiced in distributed computing environments where tasks are performed by
remote processing devices that are linked through a network. In a distributed computing environment,
program modules 804 may be located in both local and remote computer system storage media including
memory storage devices. As such, in various embodiments logic device 800 can be configured to
execute various program modules 804 or instructions for executing various embodiments of the
disclosure. For example, in various embodiments logic device 800 can be configured to operate

munitions for area-denial.
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In FIG. 18, logic device 800 is shown in the form of a general-purpose computing device. The
components of the logic device 800 may include, but are not limited to, one or more processors 8§12,
memory 808, and a bus 816 that couples various system components, such as, for example, the memory
808 to the processor 812, Bus 816 represents one or more of any of several types of bus structures,
including, but not imited to, a memory bus and/or memory controlier, a peripheral bus, and a local bus
using a suitable of bus architecture.

In one or more embodiments, logic device 800 includes a variety of computer readable media.
Such media may be any available media that ts accessible by the munition controller 829, In one or more
embodiments, computer readable media includes both volatile and non-volatile media, removable media,
and non-removable media.

Memory 808 may include computer readable media in the form of volatite memory, such as
random access memory {RAM) 820 and/or cache memory 824. Logic device 800 may further include
other volatile/non-volatile computer storage media such as hard disk drive, flash memory, optical drives,
or other suitable volatile/non-volatile computer storage media. By way of example, storage system 828,
can be provided for reading from and writing to a non-removable, non-volatile media. Described further
herein, memory 808 may include at least one program product having a set {e.g., at least one} of
program modules 804 or instructions that are configured to carry out the functions of embodiments of
the disclosure.

Logic device 80O may also communicate with one or more external devices such as sensor
devices 128, munitions 120, or other devices, via an /O interface(s) 840 for transmitting and receiving
sensor data, instructions, or other information to and from the logic device 800. In one or more

embodiments /0 interface 840 includes a transceiver for wireless comununication. As such, in one or
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more embodiments, /0 interface 840 can communicate with munitions, and/or other devices in an area
denial system via wireless communication.

The descriptions of the various embodiments of the present disclosure have been presented for
purposes of illustration, but are not intended to be exhaustive or limited to the embodiments disclosed.
Many modifications and variations will be apparent to those of ordinary skill in the art without departing
from the scope and spirit of the described embodiments. For example, the steps illustrated in the
flowcharts do necessarily require the steps to be performed in accord with the order of the specific
blocks unless the claims so limit the steps. The terminology used herein was chosen to explain the
principles of the embodiments, the practical application or technical improvement over technologies
found in the marketplace, or to enable others of ordinary skill in the art to understand the embodiments

disclosed herein.
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YsAreaDenial m (Uncertainty Circle Only)
close all
clear all
disp('Processing...");
numMunitions = 94;
radius = 50; Yem
walkRate = 3; %m/s
maxRate = 3; %ony/s {uncertainty)
YswalkRate = 3; %om/s
walkDirection = 150; %deg (180 left O right)
timelncrement = 2.5; %osec
total Time = 30; %sec
range = 100;
deflection = 100;
walkVector = [deflection/2 0 0 9999 9999 0];
radiusSquare = radius * radius;
% deltaY = randi{{-radius,radius].[ 1,numMunitions]}; %Range (in m) 46x76m
delta¥ = randi([-radius,radius], | numMunitions), %Range (in m) 46x76m
deltaX =[];
rmsValue = radiusSquare+1;
for i=1:length{delta¥)

while rmsValue>radiusSquare
% random X=randi({-radius radius], 1},

random X=randi{[-radius,radius},1,1};
rmsValue = randomX*randomX+delta¥ (i )*delta¥(i};

end

deltaX = {deltaX randomXj;

rmsValue = radiusSquare+1;

end
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deltaX = round{deltaX};
% signX = randi{[0, 1], 1, numMunitions}]};
signX = randi{[0,1],1 numMunitions};
for i=T1:length(signX)
if signX{iy==0
signX{i)=-1;
end
end

deltaX = signX *deltaX;

% deltaX= randi{{-deflection/2 deflection/2],numMunitions,1);

% deltaY= randi({-range/2 range/2],numMunitions, 1 };

scatter(deltaX deltay,'d''filled''b")

hold all

ang=0:0.01:2%pi;

xp=radius*cos{ang);

yp=radius*sin{ang),

plot(xp,yp,'b');

axis equal

axis square

axis{[-deflection/2 deflection/2 -range/2 range/2})
rectangle('Position’,[-deflection/2 ~range/2 deflection rangel);
grid on;

t=timelncrement;

i=2;

color=0;

while t<=totalTime

%  walkVector(i,1) = walkVector(i-1,1) +
walkRate*timelncrement*cos{walkDirection™pi/180);

%  walkVector(1,2) = walkVector(i-1,2) +
walkRate*timelncrement®sin{walkDirection™pi/180);
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walkVector(3,1) = walkVector(i-1,1) + walkRate*timelncrement*cos(randi{[1 10
2501,1,1)*pi/180);

walkVector(1,2) = walkVector(i-1,2) + walkRate*timelncrement™*sin{randi{({110
25011, 1y pi/180);

for =1 numMunitions

separation(]} = sqrt(power(deltaX(j)-walkVector(i,1),2yrpower(delta¥ (j -
walkVector(i,2),2));

end
setMunition = find(separation==min(separation}});

setMunition = setMunition{ 1);

walkVector(1,3) = setMunition;
walkVector(1,4) = deltaX(setMunition);
waltkVector(1,5) = delta¥Y (setMunition);
% % it walkVector(1,3 y=walkVector(i-1,3)
if fength{munitionExist}==0
color = color + 1
walkVector(i,0) = color;
else
walkVector(1,6) = walkVector(munitionExist( 1),6};
end

%  text{deltaX(setMunition), delta¥ (setMunition), [ {! num2Zstr{deltaX{setMunition}} ',
num2Zstr{deltaY (setMurnition}} ']},

i=1+1;

t =1+ timelncrement;
end
vectorSize = size(walkVector);
% ang=0:0.01:2%pi;
ang=0:0.1:2%pi;
xp=maxRate*timelncrement*cos(ang),;
yp=maxRate*timelncrement*sin{ang};

Xp=xp,
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yp=yp,
OutFilename2='"Munitions_RealTime prn’;
runFile2 = fopen(OutFilename2 'wt'};
forintf(runFile2,’ RunNum MunitionNum Colot\n'y;
OutFilename3='"Munitions_FLatency.prn';
runFile3 = fopen(OutFilename3,'wt'};

fprintfrunFile3,’ RunNum MunitionNurm Xioc(m) Yloc{mpn');

Yofor i=2:vectorSize(l)

for i=1:vectorSize(1)
OutFilename=[{'ADRun ' num2str(i) pm'l;
YoOutFilename={'ADRun 'mum2sti(i-1) ' pra'l;
runFile = fopen(QutFilename,'wt');

fprintf{runFile, Intruder X{m) Intruder Y{m) MunitionNum Munition_X{(m)
Munition Y{(m) Color\nt'y;

%  tprintf{runFie, Totruder X(m) Totruder Y{(m) MunitionNum Munition X{(m)
Munition Y{m) Color\n');

%  fprntirunFile2, RunNum  MunitiooNum Color\n'),
color=0;

uncertainty x = xp + walkVector(i, 1);

uncertainty(1,3:0)=0;
tor k=1:length(uncertainty)
for p=1numMunitions

separation(j) = sqrt{powesr(deltaX(j}-uncertainty_x(k).2y+power(delta(j)-
uncertainty y(k}.2));

end

setMunition = find{separation==min{separation));
setMunition = setMunition{1};

munitionExast = find(uncertainty (0,3 y==setMunition},

uncertainty(k,3} = setMunition;
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uncertainty(k,4) = deltaX(setMunition},
uncertainty(k,5} = deltaY{setMunition};
if length{munitionExist}==0

color = color + 1;

(A

uncertainty(k,6) = color;
else

uncertainty(k,0) = uncertainty{munitionExist(1),6);
end

forintf(runFile,'%15 4 %615 .41 %1 5d %615d %615d %15d\nt’, uncertainty(i, 1),
10 uncertainty(k,2}, uncertainty{k,3), uncertainty(k,4), uncertainty(k,5), uncertainty(k,6}};
% torintf{runFile2,'%15d %15d %154\, i-1, uncertainty(k,3), uncertainty{(k,6));
fprintf{runFile2,%615d %15d %15d\n', 1, uncertainty(k,3), uncertainty(lk,6});

%  text{deltaX(setMunition), delta¥Y (setMunition}, {' { numZstr(deltaX{setMunition}} ',
numZstr{deltaY (setMunition}) y']);

15 text{deltaX{setMunition), delta¥Y (setMunition), [ ({ num2str{setMunition) )'1);

%  text{setMunition deltaX{setMunition}, deltaY{(setMunition), [numZstr(setMunition) " {!
num2str{deltaX{setMunition}} ', num2str{deitaY{(setMunition)) 'Y']);

%  uncertainty(i,4) = deltaX{setMunition},
%  walkVector(i,5) = delta¥Y{(setMunition),
20
%% scatter(uncertainty{k, 1 uncertainty(k,23,' " color_code u);
%% scatter{uncertainty(k 4}, uncertainty(k,5),'filled’,'d' color_code u);
scatter(uncertainty(k, 1), uncertainty(k,2),'" '),
scatter{uncertainty (k. 4),uncertainty(k,5),'filled’,'d"'g');
25 end
%fclose(runFile};
Yoescatter{walkVector(i, 1}, walkVector(1,2),"filled' 'k},
Yescatter{deltaX{setMunition)},delta¥Y(setMunition),'filled’,'d’)'r'};
% ifi~=1

30 %

scatter{walkVector{i:vectorSize(1),4),walkVector(i.vectorSize(1),5), 'filled''d' ,color code w);

% end
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%  scatter(walkVector(i, 1}, walkVector{1,2},color code wy;

scatter{walkVector(i, 1}, walkVector(i,2},'filled",'t');

ifi>1

(A

munitionCandidates = unigue(lastuncertainty(:,3));

separation = { ]

for =1 length{munitionCaundidates)
findMunition = find{lastuncertainty (3 F=munitionCandidates(} )},
locXMunition = lastuncertainty{findMunition{1},4};

10 locYMunition = lastuncertainty{findMunition{1),5);

separation(j ) = sgri{power(lfocXMunition-walkVector(i,1),2 yrpower(locY Munition-
walkVector(1,2),2));

end

setMunition = find{separation==min{separation));

15 netMunition(i-1,1) = munitionCandidates(setMunition(1}};
findMunition = find(lastuncertainty(:,3 F==netMunition(i-1,1)};
netMunition(i-1,2) = lastuncertainty(findMunition{1),4);
netMunition(i-1,3) = lastuncertainty{findMunition(1),5};

fprintf(runFile3,9615d %615d %15d %154\, 1, netMunition(i-1, 1), netMunition(1-1,2)
20 netMunition{i-1,3}});

2

%  else
% netMunition(1, 1) = munitionCandidates(setMunition{1)});
% findMunition = find{uncertainty(:,3 }==netMunition{i, 1}};
%% netMunition(1,2} = uncertainty{(findMunition{1),4};
5 % netMunition(1,3) = uncertainty(findMunition(1),5);
end

lastuncertainty = uncertainty,
end
Yofclose{runFileZ);
30  p=plot{walkVector(;,1},walkVector(:,2),'r'),
fclose(all’);

disp("Completed. Wait for plot.');
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% set{p,'Color' k' "LineWidth',2)
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YeAreaDenial. m (Uncertainty Circle Only)
close all

clear all

disp{'"Processing...");

numMunitions = 94;

radius = 50; %m

walkRate = 3; %om/s

maxRate = 3; %ony/s {uncertainty)
SewalkRate = 3; %om/s

walkDirection = 150; %deg (180 left O right)
timelncrement = 2.5; %osec

total Time = 30; Y%sec

range = 100;

deflection = 100;

walkVector = [deflection/Z 0 0 9999 9999 0,

radiusSquare = radius * radius;

accel = 2; %om/sec2

% deltaY = randi{f-radius,radius],j |,numMunitions]); %Range (in m) 46x76m
delta¥ = randi{[-radius,radius], I numMunitions), %Range (in m) 46x76m
deltaX = [];
rmsValue = radiusSquare+1;
for i=1 Jength{delta¥)
while rmsValue>radiusSquare
% randomX=randi({-radius radius}, 1};
random X=randi{[-radius,radius}, 1,1},
rmsValue = randomX *randomX+deltaY (i )*delta¥{(i};
end
deltaX = [deltaX randomX];

rmsValue = radiusSquare+1;
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end
dettaX = round{deltaX};
% signX = randi(J0, 1 | [ 1, numMunitions}]};
signX = randi{{0,1], 1, numMunitions);
for i=1:length(signX)

if signX{1y==0

signX{(i) = -1,

end

end

deltaX = signX *delia X

% deltaX= randi{[-deflection/2 deflection/2 ], numMunitions, 1};

% deltaY= randi{[-range/2 range/2 |, numMunitions, 1 );

scatter{deltaX delta¥,'d’ filled''b")

hold all

ang=0:0.01:2%p1;

xp=radius*cos{ang},

yp=radius*sin{ang};

plot{xp,yp,b');

axis equal

axis square

axis([-detlection/2 deflection/2 -range/2 range/2])
rectangle('Position',[-deflection/2, -range/2 deflection, range]);

grid on;

t=timelncrement;
i 22222 ;

color=0;

while t<=totalTime
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%  walkVector(i,1) = walkVector(i-1,1} +
walkRate*timelncrement*cos{walkDirection™pi/180);

%  walkVector(i,2) = walkVector(i-1,2) +
walkRate*timelncrement™sin{walkDirection*p1/180);

W

walkVector(3,1) = walkVector(i-1,1) + walkRate*timelncrement*cos(randi{[1 10
2501.1,1)*pi/180):;

walk Vector(1,2) = walkVector(i-1,2) + walkRate*timnelncrement™sin{randi{f 110
2507,1,1)*pi/180);

for =1 numMunitions

10 separation(j) = sqrt(power(deltaX(j)-walkVector(i,1),2)+power(delta¥ (j -
walkVector(i,2),2));

end
setMunition = find{separation==min(separation});

setMunition = setMunition{1);

walkVector(i,3) = setMunition;
walkVector(1,4) = deltaX(setMunition);
waltkVector(1,5) = delta¥Y (setMunition);
% % if walkVector(1,3 y=walkVector{(i-1,3)
20 if fength{munitionExist}==0
color = color + 1
walkVector(i,0) = color;
else
walkVector(1,6) = walkVector{munitionExist{ 1},6};
25 end

%  text(deltaX(setMunition), delta¥ {setMunition}, {' (! num2str(deltaX{setMunition}} '
num2Zstr{deltaY (setMurnition}} ']},

i=1i+1;
t =1+ timelncrement;
30 end
vectorSize = size(walkVector);
% ang=0:0.01:2%pi;

ang=0:0.1:2%pi;
&  adut )
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xp={k;
yp=lk
for ang=0:0.1.2%p1
rand accel = randi{[-accel accel], 1,1}
xp=fxp {maxRate*timelncrement+ 5*rand accel*power{timelncrement, 2} *cos(ang)];
yp=iyp (maxRate*timelncrement+ 5*rand_accel®power(timelncrement, 2}y sin{ang)};
end
XP=Rp';
yp=yp",
OutFilename2='"Munitions RealTime.pro;
sunFileZ = fopen(OutFilename?2,'wt');
fprintf(runFile2,’ RunNum MunitionNum Color\n'};
OutFilename3='"Munitions Fatency prn';
runFile3 = fopen(OutFilename3,'wt');

fprintf{runFile3, RunNum MunitionNum Xioc(m) Yioc{mpn');

Yotor i=2:vectorSize(1)

for i=t:vectorSize(1)
OutFilename={'"ADRun_'numZstr(i} " prm'};
%OutFilename={'"ADRun ' num2str(i-1) "pra'};
runFile = fopen{CutFilename,'wt'y;

fprintf{runFile, Intruder X{m) Intruder Y{m) MunitionNum Munition X{m)
Munition Y{(m) Color\n';

%  fprintf{runFile,'Intruder X{(m) Intruder Y{m) MunitionNum Munition X{m)
Munition_ Y{(m) Colot\n');

%  fprintfrunFile2, RusNum  MunitionNum Color\n'),
color=(;
uncertainty x = xp + waltkVector(i, 1),
uncertainty v = yp + walkVector(1,2);
uncertainty = {uncertainty ¥ uncertainty v}
uncertainty(1,3:6)=0;

for k=1:length{uncertainty)
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for =1 numMunitions

separation(j} = sqri{power{deltaX(j)-uncertainty x{(k),2)y+tpower(delta¥ (j)-
uncertainty y(k),2});

end

wn

setMunition = find{separation==min{separation));

setMunition = setMunition{1};

uncertainty(k 3) = setMunition;
uncertainty(k,4) = deltaX(setMurition});
10 uncertaintyv({k,3) = delta¥Y (setMunition};
if length{munitionExist)==0
color = color + 1;
uncertainty(k,6) = color;
else
15 uncertainty{k 6) = uncertainty(munitionExist{1},6};
end

forintf(runFile,'%15.4f %615 4 %15d %615d %15d %6154\, uncertainty(k,1),
uncertainty(k,2), uncertainty(k,3), uncertainty(k,4), uncertainty(k,S), uncertainty(k,0));

% fprintf{runFile2,'%%15d %154 %15d\n, i-1, uncertainty(k,3), uncertainty(k,6}};
20 fprintf{runFile2,'%15d %15d % 15d\n’, i, uncertainty(k,3), uncertainty(k,0}};

%% text(deltaX(setMunition), delta¥Y (setMunition), [' (! numZstr{deltaX{setMunition}} ',
num2str{deltaY(setMunition}} ')'1);

text(deltaX(setMunition), delta¥(setMunition}, [ (' num2str{setMunition) '});

%  text(setMunition deltaX(setMunition), deliaY (setMunition), [num2str{setMunition) " {
25 num2Zstr{deltaX(setMunition)) ', num2str{delta¥Y (setMurution}) '}'1);

% uncertainty(1,4) = deltaX(setMunition};

%  walkVector(1,5) = deltaY (setMunition};

% scatter(uncertainty(k, 1) uncertainty(k,2}."" color _code u);
30 % scatter{uncertainty(k 4}, uncertainty(k,5),'filled''d" .color_code u);

LI BUUL N

scatter{uncertainty(k 1} uncertainty(k,2),'" 't

scatter{uncertainty(k 4),uncertainty(k,5) 'filled''d"'g');
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end
%fclose(runFile};
Yoscatter{walkVector(i,1),walkVector(i,2), "filled' 'k},

Yescatter{deltaX(setMunition},deltaY(setMunition), filled','d' )ty

5 %  ifi~=1
%6
scatter{walkVector(i:vectorSize(1),4),walkVector(i . vectorSize(1),5), 'filled','d',color_code w);
% end
%  scatter{walkVector(i, 1}, walkVector(1,2),color_code w);
10 scatter(walkVector(i, 1 },walk Vector(1,2), filled''r'};
if i>1
munitionCandidates = unique(lastuncertainty{(:,3 3},
separation = [|;
15 for ;=1 :length{munitionCandidates)

findMunition = find(lastuncertainty (¢, 3 y==munitionCandidates(}));
locXMunition = lastuncertainty(findMunition(1).4);
loeYMunition = lastuncertainty{findMunition(1),5};

separation(j) = sqri{power(locXMumtion-walkVector(i, 1), 2 yrpower(locY Munition-
20 walkVector(1,2),23);

end

netMunition(i-1,1) = munitionCandidates(setMunition(1}),

findMunition = find(lastuncertainty(: 3 y==netMunition{i-1,1}};

25 netMunition(i-1,2) = lastuncertainty{findMunition(1),4);
netMunition(i-1,3) = lastuncertainty(findMunition{1),5);
forintf{runFile3,%15d %15d %15d %1 5d\n’, 1, netMunition(i-1,1), netMunition(i-1,2),
netMunition(i-1,3));
%  else
30 % netMunition(i, 1} = munitionCandidates(setMurition{ 1)),
% findMumnition = find{uncertainty(:,3 F==netMunition{1,1}};
% netMunition(i,2} = uncertainty(findMunition{1),4);
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% netMunition(i,3) = uncertainty(findMunition(1),5};

end
lastuncertainty = uncertainty;
end
%fclose{runFilel};
p=plot(walkVector(;, 1), walkVector(:,2),'c');
felose('all);
disp('Completed. Wait for plot.");
% set{p,'Color' 'k, "LineWidth',2)
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CLAIMS

What is claimed is:
I A method for communication latency compensation in an area denial system deployed in
a region, the area derual system including a plurality of munitions defining an obstacle field, one
or more sensor devices, and a command and control unit, networked together, via one or more
gateway devices, in an area denial network having a command and control latency for
communication between the command and control unit and the remainder of the area denial
system, the method comprising:

receiving, from at least one of one or more human operators, via the command and
control unit, authorization to fire one or more munitions of the plurality of munitions;

determining a second target position relative to the obstacle field, the second target
position detected using the one or more sensor devices; and

determining that the second target position is outside of a threshold distance from a first
authorized munition of the one or more authorized munitions, and in response, de-authorizing the

first authorized munition.

2. The method of claim 1, further comprising:
detecting, using the one or more sensor devices, a target for the area denmal system, the

detecting 1ncluding determining a first target position relative to the obstacle field.

3. The method of claim 2, further comprising:
determining a first predicted position area for the target, the first predicted position area
indicating a range of possible locations for the target using the command and control fatency and

using the first target position; and
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determining one or more recommended munitions of the plurality of munitions, the one
or more recommended munitions determined using the first predicted position area for the target;
wherein the one or more authorized munitions are at least partially selected from the one

or more recommended munitions.

4. The method of claim 3, further comprising:
notifying, using the command and control unit, the one or more human operators of the

first predicted position area.

5. The method of claim 3, wherein determining one or more recommended munitions
further uses a detected a target type and an ordinance design for individual munitions of the

plurality of munitions.

6. The method as in any one of the preceding claims, wherein the second target position i

determined using the one or more gateway devices and determined subsequent to receiving

authorization to fire one or more munitions of the plurality of munitions.

7. The method as in any one of the preceding claims, wherein de-authorizing the authorized

munition 1s executed automatically using at least one of the one or more gateway devices.

8. The method as in any one of the preceding claims, wherein the second target position is

determined without communication to the command and control unit.

61



N

10

o
W

20

WO 2018/107166 PCT/US2017/065619
9. The method as in any one of the preceding claims, wherein the furst predicted position

area for the target is determined using the command and control unit.

10. The method as in any one of the preceding claims, wherein the one or more
recommended munitions are further determined by using an engagement range of each of the

plurality of munitions.

11 The method as in any one of the preceding claims, further comprising:
determining that the second target position is within a threshold distance from a second
authorized munition of the one or more authorized munitions, and in response, maintaining the

authorization of the second authorized munition.

12. The method as in any one of the preceding claims, wherein the authorization to arm one

or more munitions of the plurality of munitions is received at the one or more gateway devices.

13, The method as in any one of the preceding claims, further comprising:

determining that the second target position is within a threshold distance of a second
authorized munition of the one or more authorized munitions, and in response, transmitting the
authorization to the second authorized munition of the one or more authorized munitions from

the one or more gateway devices.

f4.  The method as in any one of the preceding claims, wherein the command and control

fatency is in a range between and including 0.2 seconds to 5 seconds.
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1S, The method as in any one of the preceding claims, wherein the command and control unit
is positicned away from the obstacle field a distance in a range between and including 10

kilometers to 200 kilometers.

16. The method as in any one of the preceding claims, wherein the first predicted position
area for the target further indicates a position for the target compensated for a two way data

fatency.

t7. A computer program product for communication latency compensation in an area denial
system deployed in a region, the area denial system including a plurality of munitions defining
an obstacle field, one or more sensor devices, and a command and control unit, networked
together, via one or more gateway devices, in an area denial network having a command and
control latency for communication between the command and control unit and the remainder of
the area denial system, the computer program product comprising:

a computer readable storage medium having program instructions embodied therewith,
wherein the computer readable storage medium is not a transitory signal per se, the program
instructions executable by a processor, the program instructions comprising;

authorization filter means to receive authorization messages to fire one or more
munitions of the plurality of munitions;

authorization filter means to receive target sensor data from the one or more
sensor devices;

authorization filter means to determine a target position for the target, the target

position determined using the target sensor data; and
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authorization filter means to determine that the predicted position area is outside a
threshold distance from a first authorized munition of the one or more authorized

munitions, and in response, de-authorize the first authorized munition.

18. The computer program product of claim 17, wherein the program instructions fusther
COmprise:

authorization filter means to determine that the predicted position area i1s within a
threshold distance of a second authonized munition of the one or more authorized munitions, and

in response, transmit the authorization to the second authorized munition.

19. An area demal system for deployment in a region, the area denial system comprising:

a plurality of munitions;

one or more sensor devices;

a command and control unit; and

one or more gateway devices, the plurality of munitions the one or more sensor devices
and the command and control unit networked together via the one or more gateway devices in an
area denial network having a command and control latency for communication between the
command and control unit and the remainder of the area denial system;

wherein the command and control unit, and the one or more gateways devices each
include a processor and a computer readable storage medium communicatively connected to the
processor, the computer readable storage mediums having program instructions embodied
therewith, wherein each of the computer readable storage mediums is not a transitory signal per
se, the program instructions executable by the respective processors to cause the respective

processors o
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recetve from at least one of one or more human operators, via the command and
control unit, authorization to arm one or more munitions of the plurality of munitions;

determine a second predicted position area for the target the second predicted
position area using a second detected target position; and

determine that the second predicted location area is outside a threshold distance
from a first authorized munition of the one or more authorized munitions, and in

response, de-authorizing the first authorized munition.

20. The system of claim 19, wherein the program instructions are executable by the
respective processors to further cause the respective processors to:
detect, using the one or more sensor devices, a target for the area denial system, the

detecting including determining a first target position relative to the obstacle field.

21 The system of claim 20, wherein the program instructions are executable by the
respective processors to further cause the respective processors to:

determine a first predicted position area for the target, the first predicted position area
indicating a range of possible locations for the target using the command and control fatency and
using the first target position; and

determine one or more recommended munitions of the plurality of rourutions, the one or
more recommended munitions determined using the first predicted position area for the target;

wherein the one or more authorized munitions are at least partially selected from the one

or more recommended munitions.
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22, The system of claim 21, wherein the program instructions are executable by the
respective processors to further cause the respective processors to:
notify, using the command and control unit, the one or more human operators of the first
predicted position area.
23. The system of claim 22, wherein determining one or more recommended munitions

further uses a detected a target type and an ordinance design for individual munitions of the

plurality of munitions.

24, The system of any one of claims 19-23, wherein the command and control latency is

substantially in a range between 0.2 seconds to 5 seconds.

25. The system of any one of claims 19-23, wherein:

the plurality of munitions, the one or more sensor devices, the command and control unit,
the one or more gateway devices, and the target for the area demial system are represented by a
design structure encoded on a second computer readable storage medium, the design structure

comprising elements that are accessible by a computing device for an area denial simulation.

26.  The system of claim 19, wherein the design structure elements comprise:
program instruction means to simulate detecting the target for the area denial sysiem |
using the one or more sensor devices, the detecting including determining a first target position

relative to the obstacle field;
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program instruction means to simulate receiving, from the at least one of the one or more
human operators, via the command and control unit, authorization to arm one or more munitions
of the plurality of munitions;

program instruction means to simulate determining a second predicted position area for
the target, the second predicted position area using a second detected target position; and

program instruction means to simulate determining that the second predicted location
area 1s outside a threshold distance from a first authorized munition of the one or more

authorized munitions, and in response, de-authorizing the first authorized munition.

27. A computer program product for communication latency compensation in an area denial
system deployed in a region, the area demal system including a plurality of munitions defining
an obstacle field, one or more sensor devices, and a command and control unit, networked
together, via one or more gateway devices, in an area denial network having a command and
control latency for communication between the command and control unit and the remainder of
the area denial system, the computer program product comprising a computer readable storage
medium having program instructions embodied therewith, wherein the computer readable
storage medium is not a transitory signal per se, the program instructions executable by a
processor to cause the processor to perform a method comprising:

receiving, from at least one of oune or more human operators, via the command and
control unit, authorization to fire one or more munitions of the plurality of munitions;

determining a second target position relative to the obstacle field, the second target

position detected using the one or more sensor devices; and
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determining that the second target position is ocutside of a threshold distance from a tfirst
authorized munition of the one or more authorized munitions, and in response, de-authorizing the
first authorized munition.
28.  The computer program product of claim 27, wherein the method caused by execution of
the program instructions further comprises:
detecting, using the one or more sensor devices, a target for the area denial system, the

detecting 1ncluding determining a first target position relative to the obstacle field.

29, The computer program product of claim 28, wherein the method caused by execution of
the program instructions further comprises:

determining a first predicted position area for the target, the first predicted position area
indicating a range of possible locations for the target using the command and control latency and
using the first target position; and

determining one or more recornmended munitions of the plurality of munitions, the one
or more recommended munitions determined using the first predicted position area for the target;

wherein the one or more authorized munitions are at least partially selected from the one

or more recommended munitions.

30.  The computer program product of claim 29, wherein the method caused by execution of
the program instructions further comprises:
notifying, using the command and control unit, the one or more human operators of the

first predicted position area.
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31 The computer program product of claim 30, wherein determining one or more
recommended munitions further uses a detected a target type and an ordinance design for

individual munitions of the plurality of munitions.

32.  The computer program product as in any one claims 27-31, wherein the second target
position is determined using the one or more gateway devices and determined subsequent to

receiving authorization to fire one or more munitions of the plurality of munitions.

[FR]
(8]

The computer program product as in any one of claims 27-32, wherein de-authorizing the
authorized munition is executed automatically using at least one of the one or more gateway

devices.

34, The computer program product as in any one of claims 27-33, wherein the second target

position 18 determined without communication to the command and control unit.

35, The computer program product as in any one of claims 27-34, wherein the first predicted

position area for the target is determined using the command and control unit.

36. The computer program product as in any one of claims 27-35, wherein the one or more

recommended munitions are further determined by using an engagement range of each of the

plurality of munitions.

37.  The computer program product as in any one of claims 27-36, wherein the method caused

by execution of the program instructions further comprises:
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determining that the second target position is within a threshold distance from a second
authorized munition of the one or more authorized munitions, and in response, maintaining the
authorization of the second authorized munition.

o
I~21

38, The computer program product as in any one of claims 2 wheretn the authorization

2

to arm one or more munitions of the plurality of munitions is received at the one or more

gateway devices.

39, The computer program product as in any one of claims 27-38, wherein the method caused
by execution of the program instructions further comprises:

determining that the second target position is within a threshold distance of a second
authorized munition of the one or more authorized munitions, and in response, transmitting the
authorization to the second authorized munition of the one or more authorized munitions from

the one or more gateway devices.

40. The computer program product as in any one of claims 27-39, wherein the command and

control latency is in a range between and including 0.2 seconds to 5 seconds.

41 The computer program product as in any one of claims 27-40, wherein the command and

control unit is positioned away from the obstacle field a distance in a range between and

including 10 kilometers to 200 kilometers.
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42, The computer program product as in any one of claims 27-41, wherein the first predicted
position area for the target further indicates a position for the target compensated for a two way

data latency.

43, A computer program product for communication latency compensation in an area denial
system deployed in a region, the area denial system including a plurality of munitions defining
an obstacle field, one or more sensor devices, and a command and control unit, networked
together, via one or more gateway devices, in an area dernual network having a command and
control latency for communication between the command and control unit and the remainder of
the area dental system, the computer program product comprising a computer readable storage
medium having program instructions embodied therewith, wherein the computer readable
storage medium 1s not a transitory signal per se, the program instructions executable by one or
more processors to cause the one or more processors to perform a method comprising:

detecting, using the one or more sensor devices, a target for the area denial system, the
detecting including determining a first target present in a region at or about the obstacle field;

communicating to the command and control unit the presence of the target;

formulating a recommended fire instruction for the target comprising a subset of the
plurality of munitions and presenting a fire instruction option at the command and control unit;

receiving, from a human operator, at the command and control unit, a fire command o
fire the subset of the plurality of munitions;

transmitting the fire command to fire the subset of the plurality of munitions;

detecting and/or receiving further information regarding the first target and applying a

filter to the fire command for the subset of munitions, the filter excluding one or more of the
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subset from responding to the fire command while the subset of munitions, except for the one or

more, receive the fire command and fire.

44,  The computer program product of claim 43 wherein the detecting and/or receiving turther

information regarding the target includes receiving a new target location.

45.  The computer program product of claim 43 wherein the filter is provided at the command

and control unit and 1s transmitted with the fire command.

46. A method for communication latency compensation in an area denial system deployed in
a region, the area denial system including a plurality of munitions defining an obstacle field, one
or more sensor devices, and a command and control unit, networked together, in an area denial
network having a command and control latency for communication between the command and
control unit and the remainder of the area denial system, the method comprising:

detecting, using the one or more sensor devices, a target for the area denial system, the
detecting including determining a first target position relative to the obstacle field;

determining a first predicted position area for the target considering the command and
control latency and using the first target position;

sending from a human operator at the command and control unit, a fire command for one
or more munitions of the plurality of munitions associated with the first predicted posttion area;

determining an updated target position from the one or more sensor devices;

preventing the firing of the one or more munitions of the plurality of munitions based on

a deviation of the updated target positon from the first predicted position.
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47, The method of claim 46, wherein the fire command to one or more munitions of the
plurality of munitions is received at one or more gateway devices communicating with the
munitions and the deviation of the updated target position is determined at the one or more

gateway devices.

48, The method of claim 46, wherein the first predicted position area is an uncertainty zone
indicating an area of uncertainty with regard to the actual location of the target in the obstacle

field.

49 A method for communication latency compensation in an area denial system deployed in
a region, the area denial system including a plurality of munitions defining an obstacle field, one
or more sensor devices monitoring the obstacle field, and a command and control unit remote
from the obstacle field, the plurality of munitions, the one or more sensors and the command
and control unit networked together, a communication latency existing between the command
and control unit and the munitions, the method comprising:

detecting, using the one or more seusor devices, a target for the area denial system, the
detecting including determining a first target position relative to the obstacle field;

sending a fire command actuated by a human operator at the command and control unit
with regard to a subset of the munitions of the plurality of munitions based on target positioning;

preventing the firing of the one or more munitions of the subset of the plurality of

munitions based on updated target information from the one or more sensors.

50. A method for communication latency compensation in a deeply deployed area denial

system in a region, the area denial system including a plurality of scatterable munitions defining
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an obstacle field, one or more sensor devices, and a command and control unit, networked
together, via one or more gateway devices, in an area denial network having a command and
control latency for communication between the command and control unit and the remainder of
the area denial system, the method comprising:

detecting, using the one or more seusor devices, a target for the area denial system, the
detecting including determining a first target position relative to the obstacle field;

determining a first predicted position area for the target, the first predicted position area
indicating a range of possible locations for the target using the command and control latency and
using the first target position,

receiving, from a human operator via the command and control unit, authorization to arm
one or more scatterable munitions of the plurality of scatterable munitions;

determining a second predicted position area for the target, the second predicted position
area using a second detected target position; and

determining that the second predicted location area is outside an threshold distance from
a first authorized scatterable munition of the one or more authorized scatterable munitions, and

in response, de-authorizing the first authorized scatterable munition.

S1. A method for communication latency compensation in an area denial system deployed in
a region, the area denial system including a plurality of munitions detfining an obstacle field, one
or more sensor devices, and a command and control unit, networked together, via one or more
gateway devices, in an area denial network having a command and control latency for
communication between the command and control unit and the remainder of the area denial

system, the method comprising:
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detecting, using the one or more sensor devices, a target for the area denial system, the
detecting including determining a first target position relative to the obstacle field;

determining a first predicted type of target and position area for the target, the first
predicted position area indicating a range of possible locations tor the target using the command
and control latency and using the first target position;

determining one or more recommended munitions and one or more munition types of the
plurality of munitions, the one or more recommended munition types determined using the first
predicted type of target and the first predicted position area for the target;

notifying one or more human operators, via the command control unit, of the one or more
recommended munition types;

receiving, from at least one of the one or more human operators, via the command and
control unit, authorization to fire one or more munitions and one or more munition types of the
plurality of munitions, the one or more authorized munitions at least partially selected from the
one or more recommended munitions and one or more recommended munition types;

determining a second target position relative to the obstacle field, the second target
position detected using the one or more sensor devices,

determining with better certainty the type of target; and

determining that the second target position is outside of a threshold distance from a first
authorized munition of the one or more authorized munitions and determining that the type of
target 1s not suitable for a first authorized munition type, and in response, de-authorizing the first

authorized munition and a first authorized munition type.

52. A voethod for communication latency compensation in an area denial system deployed in

a region, the area denial system including a plurality of munitions defining an obstacle field, one
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or more sensor devices, and a command and control unit, networked together, via one or more
gateway devices, in an area denial network having a command and control latency for
communication between the command and control unit and the remainder of the area denial
system, the method comprising:

detecting, using the one or more sensor devices, a target for the area denial system;

determining a first predicted type of target and position area for the target;

determining one or more recommended munition types of the plurality of munitions, the
one or more recommended munition types determined using the first predicted type of target and
the postiion area for the target;

notifying one or more human operators, via the command control unit, of the one or more
recommended munition types;

receiving, from at least one of the one or more human operators, via the command and
control unit, authorization to fire one or more munition types of the plurality of munition types,;

determining with better certainty the type of target; and
determining that one or more of the munition types are not suitable for the type of target, and n

response, de-authorizing a first authorized munition type.
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