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1. 

AUTHENTCATION WITH PHYSICAL 
UNCLONABLE FUNCTIONS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application claims the benefit of U.S. Provisional 
Application No. 60/973,505, titled “Authentication Systems 
Involving Physically Unclonable Functions, filed Sep. 19, 
2007, and U.S. Provisional Application No. 61/018,618, 
titled “Secure RFID filed Jan. 2, 2008, which are incorpo 
rated herein by reference. 

This application is also related to U.S. application Ser. No. 
1 1/273,920, titled “Volatile Device Keys and Applications 
Thereof.” filed Nov. 14, 2005, and published as US2006/ 
0210082A1 on Sep. 21, 2006, which is incorporated herein by 
reference. 

BACKGROUND 

This invention relates to authentication with physical 
unclonable functions. 

Physical Unclonable Functions (PUFs) in electronic cir 
cuits can be used to distinguish integrated circuits (ICs, 
“chips') from one another. The ability to distinguish one chip 
from another using a PUF in hardware (a “Hard PUF) or in 
a programmable device (a “Soft-PUF) is a potentially valu 
able way to authenticate ICs. The applications for such 
authentication are wide ranging and include, among others, 
anti-counterfeiting, inventory control, multi-factor authenti 
cation (to allow access to computer system or on-line com 
puter systems & networks), and, with appropriate control 
logic used in conjunction with a basic PUF circuit, secret key 
generation for cryptographic and other security applications. 
An effective authentication mechanism can be executed in a 
number of ways, but typically involves the use of digital 
challenges (strings of 1s and 0's) which, when applied to a 
typical PUF circuit, yield corresponding digital responses 
(another string of 1s and O’s) that differ from one integrated 
circuit to the next. These challenges and their corresponding 
responses are the challenge-response pairs (CRPs) for that 
PUF. 

SUMMARY 

PUFs for authentication can be implemented in a variety of 
electronic devices including FPGAs, RFIDs, and ASICs. In 
Some implementations, CRPS corresponding to individual 
PUFs can be created and managed in a database. Later— 
when the target object with a PUF is intended to be authen 
ticated—a set (or Subset) of challenges are applied to each 
PUF device to authenticate it and thus distinguish it from 
others. Since any two PUFs have different electrical charac 
teristics—despite otherwise identical electronic circuit lay 
outs—this can be an effective and low-cost mechanism for 
authentication of electronic components. Authentication is 
achieved without requiring complex cryptography circuitry 
implemented on the device. Using simpler circuitry with 
fewer logic gates also reduces the amount of power required 
for the device. 

In one aspect, in general, a method for authenticating a 
device using an authentication station is applied to a device 
that provides a capability to accept a challenge value from the 
authentication station and return a response value to the chal 
lenge value to the authentication station that depends on 
fabrication characteristics (e.g., semiconductor fabrication 
characteristics) of the device. The method includes identify 
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2 
ing the device, which includes accepting identification data at 
the authentication station from the device to be authenticated. 
Authentication data characterizing one or more pairs of chal 
lenge and response values associated with the identified 
device that were previously obtained by a trusted authority in 
communication with the device is retrieved. This retrieving of 
the data does not require communication between the authen 
tication station and the trusted authority after identifying the 
device. A first challenge value is provided from the authenti 
cation station to the device, and a first response value is 
accepted at the authentication station from the device. 
Whether or not the pair of the first challenge value and the first 
response value Sufficiently match the authentication data is 
then determined. 

Aspects may include one or more of the following. 
The pair of the first challenge value and the first response 

value sufficiently match the authentication data if there is a 
challenge and response pair of values represented in the data 
Such that the challenge in the data equals the first challenge 
value and a corresponding response in the data differs from 
the first response value in fewer than a predetermined maxi 
mum number of bit positions. 
The device comprises a proximity device. Such as an Radio 

Frequency Identification Device (RFID), and the steps of 
accepting the identification data, providing the first chal 
lenge, and accepting the first response each comprise com 
municating between the authentication station and the proX 
imity device using a wireless communication protocol. For 
example, the wireless communication protocol can be com 
patible with an ISO 14443 standard, and the identification 
data can represent an Electronic Product Code (EPC) associ 
ated with the device. 
The authentication station is one of a number of distributed 

authentication stations associated with the trusted authority, 
which may be remote to the trusted authority. 

Determining the authentication data includes, prior to 
accepting the identification from the device, accepting data 
associating each of a plurality of device identifications with a 
corresponding Subset of pairs of challenge and response val 
ues obtained by the trusted authority for a device correspond 
ing to the device identification. After identifying the device, 
the subset of values for the device is accessed according to the 
accepted identification data. 

Determining the authentication data includes accepting an 
encryption of the authentication data at the authentication 
station from the device. Prior to identifying the device, 
decryption information for decrypting the encryption of the 
data accepted from the device is accepts, for example, from 
the trusted authority. 
The authentication data includes model parameters suffi 

cient to predict a response value for each of a plurality of 
challenge values. For example, the model parameters com 
prise delay parameters corresponding to delay elements in the 
device according to which response values are determined at 
the device. 
The method includes selecting a challenge value at the 

authentication station and determining a predicted response 
value for the selected challenge according to the model 
parameters. Determining whether the pair of the first chal 
lenge value and the first response value sufficiently the 
authentication data includes determining whether the first 
response value Sufficiently matches the predicted response 
value. 

Additional authentication data is determined at the authen 
tication station suitable for further authentication of the 
device, for example, by another authentication station. This 
can include generating one or more additional challenge val 
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ues, providing the challenge values to the device, and accept 
ing corresponding response values from the device. The addi 
tional authentication data may be provided to the trusted 
authority, or an encryption of the additional authentication 
data may be provided to the device, or passed to another 
authentication station. 
The method further includes determining the first chal 

lenge value as a preceding value to a second challenge value 
in a deterministic sequence associated with the device and 
determining a second response value from the accepted first 
response value. Determining whether the pair of the first 
challenge value and the first response value Sufficiently match 
according to the authentication data includes determining 
whether the pair of the second challenge value and the second 
response value Sufficiently match the authentication data. 

In another aspect, in general, multiple challenges are used 
for any object/device to improve authentication error rates. 

In another aspect, in general, an ID combined with CRPs is 
used for an object/device to increase the performance, extend 
the capabilities, and/or facilitate more highly scalable CRP 
authentication systems 

In another aspect, in general, multiple databases of CRPs, 
which may be shared or may be independent of one another, 
are used to enhance the flexibility of the authentication pro 
cess across multiple users, to allow 3" party mediation, and/ 
or to provide a mechanism for recovery in the event of a 
security breach around the information in any database of 
CRPS 

In another aspect, in general, a device security circuit 
includes circuitry for combining a set of outputs, each output 
being determined by a corresponding control input for select 
ing physical characteristics of the device upon which the 
output depends; and using the combination of the plurality of 
outputs for a security function associated with the device. The 
device may in Some examples include a set of separate cir 
cuits, each for generating a different one of the set of outputs. 
In some examples, a same circuit is used for generating mul 
tiple of the set of outputs. The circuitry for combining the set 
of outputs may include circuitry implementing an exclusive 
OR (XOR) operation. The device may also include circuitry 
for generating the control inputs from challenges values pro 
vided to the device. For example, this circuitry fincludes a 
linear feedback shift register (LFSR). 

In another aspect, in general, a method for authenticating 
devices that each provide a capability to accept a challenge 
value and return a response value to the challenge value that 
depends on fabrication characteristics of the device includes 
enrolling each of the devices. The enrolling of each device 
includes providing a plurality of challenge values to the 
device, accepting a corresponding plurality of response val 
ues from the device, computing model parameters from the 
plurality of challenge values and corresponding plurality of 
response values. The model parameters are sufficient to pre 
dict response values corresponding to challenge values pro 
vided to the device. The model parameters are stored for 
Subsequent use for authenticating the device. 

Aspects can include one or more of the following. 
Storing the model parameters includes storing the model 

parameters in association with an identification of the device. 
Storing the model parameters includes providing an 

encryption of the model parameters to the device for storage 
on the device. 
The method includes authenticating one of the devices, 

including retrieving the model parameters for the device, 
providing a first challenge value to the device, accepting a 
first response value from the device, and determining whether 
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4 
the pair of the first challenge value and the first response value 
Sufficiently match according to the model parameters. 

After accepting the response values for computing the 
model parameters from the device, the device is inhibited 
from Subsequently providing response values Suitable for 
Subsequent computing of model parameters for the device. 
For example, this inhibiting includes physically modifying 
the device (e.g., burning fuses), or deleting required data (e.g., 
cryptographic keys). 
Computing the model parameters includes computing 

parameters corresponding to circuit parameters of circuit ele 
ments of the device used to compute a response value from a 
challenge value. 

In another aspect, in general, a security device includes a 
communication interface for accepting a challenge value 
from an authentication station and providing a corresponding 
response value to the authentication station, a sequencer for 
determining a sequence of configuration values based on the 
challenge value, and a response circuit whose functional 
characteristics depend on fabrication characteristics of the 
circuit that are Substantially unique to the device, said circuit 
including configuration inputs coupled to the output of the 
sequencer Such that an output of the response depends on a the 
configuration value and the fabrication characteristics. The 
device is configured to accept the challenge value and gener 
ate the corresponding response value according to sequential 
configurations of the response circuit configured according to 
outputs of the sequencer. The sequencer may include a linear 
feedback shift register. The response circuit may include a set 
of delay elements configurable according to the configuration 
input to form one or more delay paths through the response 
circuit. 

Approaches described herein may address one or more of 
the following. First, PUFs can be electrically “noisy.” Unless 
error correction is applied to the output of the PUF, each time 
a PUF is queried even with the same challenge, it could yield 
slightly different results. This phenomenon is similar to the 
way a human biometric (e.g., fingerprint) measurement can 
yield slightly different results from one measurement to 
another. In the case of human biometrics, the differences 
might be due to inaccuracies in the measurement system, 
Smudges on contact points, etc. In the case of PUFs, the cause 
of noise could be temperature, Voltage, radiation, or aging, 
which are known to change the electrical and functional char 
acteristics of circuits. In the case of a PUF, this could cause the 
responses to the same challenge to vary slightly from one 
measurement to the next. 

Second, as the number of devices to be authenticated grows 
in size, the difficulty of managing the database (especially 
indexing and accessing the data after it is populated) increases 
if only CRPs are stored. Also, additional complexity is added 
if a user of the system merely wants to simply identify the 
device/component/product (such as for track & trace inven 
tory control purposes). If the user wants to merely identify the 
component using only CRPs, the user may be required to 
select a challenge to apply to the device but without any 
guidance about which CRP is supposed to correspond to the 
specific device. Of course, it is possible to do this with the 
same pre-challenge applied to all devices, but doing so adds 
an extra processing step, slows down the processing, and 
greatly magnifies the indexing hurdle. 

Third, there are circumstances where having a single 
“golden' repository of CRPs for all authentication events 
associated with PUF-equipped devices might complicate the 
authentication process. In the case where all parties must have 
to access to a single database, excessive network latency, the 
absence of network access altogether, or concern about the 
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effects of a catastrophic failure of the database (such as could 
occur if the security around a single database might be broken 
by an attacker), a single database is less than ideal. Further 
more, in Some cases, different parties may want their own 
CRP databases for objects to be authenticated and they many 
not want to share or store their own CRPs in a central data 
base. 

In another aspect, in general, a secure radio frequency 
identification device uses a combination of outputs from mul 
tiple (e.g., 2, 3 or more) “PUF circuits, for instance, com 
bined using an XOR operator. The outputs of the PUF circuits 
can each correspond to the output of a different PUF circuit, 
or can correspond to sequentially evaluated outputs of a same 
PUF circuit, for example, using different control inputs that 
cause the outputs to depend on different physical character 
istics. 

In some examples, each PUF circuit is controlled accord 
ing to the output of a linear feedback shift register (LFSR), for 
example, with each LFSR implementing a different polyno 
mial output and using the sample or different inputs (i.e., 
challenges). 

Advantages of one or more aspects can include increasing 
the difficulty in modeling the PUF circuit. For example, using 
an XOR of two different PUFs can greatly increase the diffi 
culty of modeling the physical characteristics (e.g., delays) in 
the PUFs. As another example, using LFSR for determining 
the control inputs to the PUFs further makes modeling diffi 
cult by making it difficult for an adversary to select particular 
characteristics of a PUF to contribute to the output of the PUF. 

Other features and advantages of the invention are apparent 
from the following description, and from the claims. 

DESCRIPTION OF DRAWINGS 

FIG. 1 is a diagram illustrating a PUF-based RFID authen 
tication system. 

FIG. 2 is a diagram illustrating a PUF-based RFID authen 
tication system. 

FIG. 3 is a diagram illustrating a PUF-based RFID. 
FIG. 4 is a flowchart illustrating PUF generation of a 

response from a challenge. 
FIG. 5 is a diagram illustrating response bits aggregated 

into a response. 
FIG. 6 is a diagram illustrating Superfluous response bits 

aggregated into a long response with embedded responsive 
response. 

FIG. 7 is a diagram illustrating a PUF with additional 
output circuitry for modeling. 

DESCRIPTION 

Referring to FIG. 1, an example of an authentication sys 
tem uses Physical Unclonable Function (PUF) circuits for 
authentication of proximity devices, such as RFIDs (Radio 
Frequency Identification Devices). In particular, the authen 
tication system extends the identification function of conven 
tional RFIDs to provide an authentication function, which 
prevents “cloning of RFIDs, or makes such cloning very 
complex. It should be understood that the techniques 
described below are not limited to use with RFIDs or prox 
imity devices. Other examples of authentication systems 
address different types of devices that make use of integrated 
PUFs as a basis for the authentication. 

In an example scenario, RFIDs 110 are provided in an 
unprogrammed State to a manufacturer 102. Such as a manu 
facturer of a luxury consumer item. The manufacturer affixes 
an RFID to a manufactured item to serve as the basis of 
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6 
identification and authentication as the item moves through 
the Supply chain to the ultimate consumer. For example, the 
manufacturer may store and identification number (ID) 104 
on the RFID, such as an EPC (Electronic Product Code). In 
other examples, each RFID is constructed with a permanent 
unique ID, which may later be affiliated with an EPC or batch 
number as desired. 
An authority 120, which is an initial party that establishes 

the authenticity of the item to which an RFID 110 is attached, 
makes use of the PUF 114 on the RFID to determine infor 
mation that will subsequently be used for authentication of 
the RFID. Note that the authority 120 may be the same party 
as the original manufacturer 102. Very generally, the 
approach to authentication relies on an enrollment phase in 
which the authority provides a set of challenges 126 to the 
RFID, which are used by the PUF 114 on the device to 
generate corresponding responses 128, which are passed 
back to the authority 120. Each challenge and its associated 
response form a challenge response pair (CRP). The set of 
challenges forms a very small subset of all the possible chal 
lenges that could be sent, and therefore can be considered a 
random selection. For example, using 64-bit challenges, there 
are 2 possible challenges, and the number of challenges 
uses during enrollment would typically be a very Small frac 
tion of this number, for example, hundreds of 64-bit chal 
lenges. The authority securely stores the small subset of 
CRPs, which can then be used for authentication. 
At some future time, in general after the RFID has been out 

of custody of the authority or other trusted parties, the RFID 
is authenticated. This authentication involves providing one 
challenge (or possibly a small set) to the device from an 
authentication station (such as a portable RFID reader), 
receiving a corresponding response, and determining 
whether the response is suitably consistent with the responses 
provided during the initial enrollment. For example, a random 
selection of a challenge from the Subset that was used during 
enrollment is provided to the RFID, and the response is com 
pared to the enrolled response according to a number of 
bit-level differences. For example, in Some examples, an 
authentication time response and an enrollment time response 
is declared if there are less than 12 bit differences out of 128. 

Examples of authentication systems that use the general 
approach described above make use of one or more of specific 
techniques, and families of techniques, described below to 
improve the performance and extend the capabilities of CRP 
authentication systems in general, as well as in particular 
CRP authentication systems built using PUFs embedded in 
electronic circuits. 

In Some embodiments, to reduce Type 1 (false positive, i.e., 
declaring a cloned device as authentic) and Type 2 (false 
negative, i.e., declaring a true device as not being authentic) 
errors caused by “noise' (e.g., bit errors) in the PUF circuit, it 
is possible to apply multiple challenges to a PUF-equipped 
integrated circuit/device. Statistical theory suggests that 
applying multiple challenges to the same object can reduce 
authentication error rates. This can be done a number of ways 
(with similar impacts) including, among others, (a) applying 
two or more challenges in the same read/challenge/response 
cycle and concatenating the resulting responses (thus effec 
tively increasing the bit-length of the challenge rather than 
requiring a separate authentication step for each challenge), 
and (b) immediately applying a 2", 3", or n’ number of 
challenges in sequential order if a product appears to not to be 
authentic after the first authentication attempt. The first of 
these techniques can be performed in hardware or firmware 
without burdening the authentication system. The second of 
these techniques has the advantage that it can be applied 
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selectively, only to those PUF objects which were found 
previously to be suspect/non-authentic. By using multiple 
challenges and responses for a given object, Type 1 and Type 
2 errors can be reduced, assuming that challenges and under 
lying responses for any given PUF are statistically indepen 
dent of one another. Furthermore, even if the underlying 
challenges & responses are not perfectly independent, statis 
tically speaking, it can be shown that Type 1 and Type 2 errors 
are reduced if there is some measure of randomness in the 
underlying CRP results from one device to the next. 

In some embodiments, each RFID does not have a unique 
ID. Instead, an identifier pre-challenge is issued to the device 
and the response is used as an ID. If multiple devices are 
known to return the same response to the pre-challenge, addi 
tional challenges may be necessary to uniquely identify the 
device. In some embodiments, to increase the efficiency of the 
authentication process and to lessen the complexity of the 
database handling issues, the use of a non-PUF “identifier” 
Such as a unique item number (which could be assigned in any 
order random, serialized, or other) or other single unique 
identifier (“ID) in combination with the CRP for a PUF 
equipped object adds significant advantages to the system. 
Such a number could be stored in non-volatile random access 
memory (the most common form of storage of such numbers) 
or generated from the circuit by other means. By associating 
what could be essentially a “public' ID (e.g., electronic prod 
uct global code, EPC) with a set of underlying CRPs for that 
device, the process of authentication is greatly simplified. 

Referring to FIG. 1, an authentication procedure in this 
case reads/scans the ID 104 and associates specific CRPs that 
are stored for that objectID, e.g., in a database 122. Using the 
ID, the database 122 can be sorted quickly to find the CRPs 
that should correspond to that item when later tested in the 
authentication process. Using an ID, a pre-challenge is 
unnecessary to find the object in the database. Furthermore, 
not only can the database itself be organized and accessed 
more efficiently with the use of an ID, but information about 
the item that is not central to the authentication, but rather to 
other things such as basic inventory control, could be made 
more readily available to users. In some example usage mod 
els, including use in inventory control or track & trace sys 
tems, such an ID could be public. 

In some embodiments, to provide greater flexibility in data 
handling, and to allow multiple parties to each use the same 
authentication system, and furthermore to provide a recovery 
mechanism should the security of any database of authenti 
cation CRPs be compromised, it is possible to create multiple 
databases of CRPs and furthermore, to associate separate or 
even disparate CRP databases across multiple users. Under 
one Such model, any party in possession of an authenticatable 
PUF-equipped device could create their own database of 
CRPs associated with that object. If the physical entropy of 
the PUF is sufficiently large (defined mainly by the number of 
independent bits that can be generated by a PUF), the likeli 
hood that any two parties would have the same CRP database 
for the same object can be, by design, made arbitrarily very 
low, statistically speaking. Each database is created by 
acquiring distinct CRP sets through a sequence of challenges 
issued to an authenticated device. If all parties cannot agree to 
share the same database, each party can at a minimum man 
age their own information independently. A third party, Such 
as a central repository or service provider, who either has their 
own CRPs for Such objects/devices or, by agreement amongst 
the parties themselves, can arbitrate between the parties and 
attest that, for example, an object held by Party A is the same 
(or not, as the case may be) as another object at another 
time/place in the possession of Party B. Such parties A and B, 
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8 
in this example, need never share their respective CRPs for 
the object in question, should they not wish to. Yet a chain of 
trust amongst all parties can be achieved. Furthermore, to 
provide a recovery mechanism should the security of any 
database of authentication CRPs be compromised, it is pos 
sible to create multiple databases of CRPs. 

Referring to FIG. 1, in some implementations, the initial 
set of CRPs acquired by the authority 120 at initial enrollment 
is stored in a main database 122. All or Some known challenge 
response pairs are then securely distributed to remote devices, 
which may not necessarily maintain communication with the 
main database after they receive the data. For example, the 
remote device can be a handheld RFID reader 140, which 
stores the CRPs in a local database 142. If the local database 
142 has at least one CRP for an item to be authenticated, the 
device 140 can perform the authentication. From time to time, 
or on demand from the remote device, further CRPs can be 
distributed from the main database 122 to the remote device 
140 to replenish the used CRPs, which should not be reused 
for security reasons if there is any possibility that the response 
was intercepted. A reader 140 can also refresh its local data 
base 142 directly from an authenticated device 110 by issuing 
additional challenges and recording each response 150, form 
ing new CRPs. However, if this procedure is conducted where 
the communications can be intercepted, it is possible for a 
counterfeiter to replay the newly acquired CRPs. 

In some implementations, when a device 110 has been 
authenticated, a reader 140 can refresh its local database 142 
directly from the authenticated device. The reader 140 issues 
a random challenge and the item itself provides the new 
response 150. In some implementations, the new challenges 
are provided by the remote device. For example, with each 
use of a CRP by the remote device to authenticate an item, the 
item provides a further CRP that can be used later to reau 
thenticate the item even if it is in an untrusted environment 
during the intervening time. The newly generated CRP can be 
uploaded to a central database 122, and then distributed to yet 
other remote devices for later authentication. In some imple 
mentations, the protocol between the reader and the item is 
Such that for each authentication, the item provides a new 
CRP (or a response to a second challenge provided from the 
reader) that can be later used, thereby not requiring a separate 
interaction to be initiated to obtain the new CRP. 

Referring again to FIG. 1, in some implementations, an 
RFID device 110 has a PUF circuit 114 and an identifier (ID) 
104, for example, correlated to an electronic product code 
(EPC). In some implementations the ID 104 is stored in 
non-volatile memory (ID-Reg) 112 by the manufacturer 102. 
A registration authority 120 retrieves the ID 104 from the 
device and supplies the PUF circuit 114 with a number of 
challenges (e.g., challenge, 126). The authority records each 
response (e.g., response, 128) for each challenge, creating a 
data set D representative of the discovered challenge/re 
sponse pairs (CRP). In some examples, the data set D explic 
itly represents the challenge-response pairs, for example, as a 
list or in a database. The number of CRP for any particular 
RFID in D is not comprehensive and may represent only a 
small fraction of possible CRPs for the circuit. The authority 
stores data set D in association with the ID of the device, for 
example, in a database 122 indexed by device identifiers. 
At a later time, generally after the RFID has been out of 

custody of trusted parties, the device is authenticated using a 
reader 140, such as a portable RFID reader. In some 
examples, the reader has trusted communication access to the 
authority or the database 122 created by the authority. In other 
examples, the reader can be disconnected from the authority 
at the time it authenticates the RFID. 
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In some examples, the reader retrieves the ID 104 from the 
device 110, determines challenge-response data Dassociated 
with ID, and issues a challenge 146 to the circuit selected 
from the set of challenge/response pairs represented in D. The 
data D for the set of CRPs associated with an UD is deter 
mined, for example, by querying a database using ID. The 
database may be remote (e.g., a database 122 controlled or 
trusted by the registration authority) or local (e.g., a database 
142 contained within the reader itself). For example, in 
examples in which a reader will be disconnected from the 
authority during authentication, a portion of the main data 
base 122 is transferred to the reader 140 and stored in local 
database 142. The portion of the database may be selected, for 
example, according to a prior request for data according to the 
items expected to need authentication, such as the data cor 
responding to lots of items that are in transitina Supply chain. 
The data is maintained securely in the reader, for example, 
using tamper-proof encryption, to prevent disclosure of the 
data. 

In general, the challenge 146 is selected at the reader for a 
single use. Selection may be can be deterministic (e.g., 
sequential selection through an unsorted list) or random (i.e., 
randomly selected from the CRPs represented in D). Each 
challenge selection is expected to be unique, even ifrandomly 
selected since each challenge is selected from a pool of 2^ 
possible challenges (N is the number of bits in the challenge). 
The circuits response R' 148, which is generated in the 

device using the PUF and sent back to the reader, is compared 
by the reader against the anticipated response R from D. If the 
response R is sufficiently similar to anticipated response R. 
then the circuit has been authenticated. While an exact match 
is ideal, some allotment is made for bit-errors up to a thresh 
old. If the response R' matches R with fewer bit-errors than 
the threshold, it can be considered sufficiently similar for 
authentication. In some embodiments, there is a distinct dif 
ference between an invalid response (e.g., with roughly 64 
erroneous bits in a 128-bit response) and a valid response 
(e.g., with roughly 12 to 16 erroneous bits in a 128-bit 
response). Probabilities for false-positives (identifying an 
imposter device as authentic) and false-negatives (rejecting a 
valid device) can be balanced and traded-off against each 
other by setting the appropriate authentication code distance 
threshold. Other methods of determining sufficient similarity 
are also possible, for example, weighting different bit errors 
differently. If R is not sufficiently similar, the device may be 
rejected, additional challenges may be issued, or other veri 
fication procedures may be invoked. 

In some embodiments, the reader maintains a local data 
base DL. The local database may be initially or periodically 
acquired from the registration authority, may accompany a 
batch of RFID devices in an encrypted form (e.g., on a DVD 
packaged with a lot of items marked with the RFID devices), 
or may be embedded in an encrypted form on the RFID 
devices themselves. Once a circuit has been authenticated, 
DL may be expanded by the reader by issuing additional 
challenges and recording the responses. Additionally or alter 
natively, these additional enrollment CRPs can be sent back to 
the authority 120 for addition to the central database 120, or 
sent to another reader for authentication further along the 
supply chain. Additional enrollment allows the number of 
known CRPs to be refreshed, minimizing the number of 
CRPs known at any given location or time. 

Referring to FIG. 2, in some embodiments as introduced 
above, during the enrollment phase, the authority 220 deter 
mines the CRP data D based on the challenges 226 provided 
to the device 210 and corresponding responses 228 received 
from the device. The authority then encrypts the data D (or 
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10 
more typically a Subset of the data corresponding to a Subset 
of the challenge response pairs that were enrolled) to form 
E(D). For example, E(D) can include independent encryption 
of each of the challenge-response pairs used during the 
enrollment. The authority then passes the encrypted CRP data 
to the device (262) where it is stored in an encrypted form 
E(D) with the device itself 210, for example, in memory 216. 
E(D) may be encrypted with a public/private key-pair 
scheme, with a shared-key scheme, or with any other scheme. 
Note that data decryption functionality in the device 210 is 
not required. Multiple devices 210 may use the same decryp 
tion key, for example, grouped together by company, by 
recipient, by batch, or by any other collection-scope of cir 
cuits. The reader then only needs the decryption keys relevant 
to the anticipated devices. In some examples, the encryption 
key is specific to each device, for example, being determined 
from a key common to a group of devices and the ID 204 of 
the device. 
At the time of authentication, the RFID device 210 pro 

vides the reader 240 with the ID and with E(D) for the device, 
for example, based on a request from the reader. In some 
implementations, Supplying power to the RFID causes it to 
transmit its ID and E(D). Note that in the scenario being 
described, the reader does not have to be connected to a 
central authority at the time of authentication or even after 
enrollment of the device by the central authority, as long as it 
has the key to decrypt the data from the device. The reader 
decrypts D and selects a challenge, which is then Submitted to 
the circuit. Selecting a challenge can be deterministic (e.g., 
sequential) or random (i.e., randomly selected from the CRPs 
in D). In some examples, the reader makes a selection of the 
challenge (or a challenge index) and requests only the 
selected encrypted data from the reader, thereby avoiding the 
need to send the entire on-device database. In some embodi 
ments, the reader performs a further enrollment by issuing a 
new challenge and receiving a corresponding response, and 
then creates a local DL for Subsequent authentication or re 
storing on the circuit. 
When storing D on the device, there could in principle be a 

loss of connection between verifying that the PUF circuit is 
valid and verifying that the ID is valid. This can be corrected 
by linking the ID into the authentication process. In some 
embodiments, the device ID is used within the PUF circuit as 
part of the challenge. For example, the challenge from the 
reader is combined with the internal device ID before gener 
ating the response. In some embodiments, the device ID is 
used as part of the encryption scheme for encrypting E(D). 
For example, the key for decrypting E(D) is a function of a 
secret key known to the reader and the ID. In some embodi 
ments, the device ID can be included in the database D prior 
to encryption, so it can be used by the reader to verify the 
device ID; this serves as a conventional message authentica 
tion code for the device ID, ensuring that the encrypted data 
base is tied to the device with a particular ID. 

Referring to FIG. 3, a block diagram of an example RFID 
300 includes radio circuitry 302 and data elements 310, for 
example, storage for an ID 312 and storage for E(D) 316. In 
some embodiments, a PUF 320 used in an RFID 300 includes 
two delay-based elements 330, each of which generates a 
single bit from a set of delay stages 332 terminated by an 
arbiter 338 that compares the delay along two paths selected 
according to an N-bit challenge 322. Each delay stage 332 is 
configured by a challenge value 326. For example, in some 
embodiments each delay stage 332 is a pair of multiplexers 
334. The challenge value 326 configures each multiplexer 
334 to pass a particular input. Other configuration of delay 
stages 332 can also be used. 
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The two bits produced by the two delay-based elements 
330 are combined 340, preferably in a nonlinear manner, for 
example using an XOR logic gate, to produce one bit of the 
M-bit response 350. The process is repeated for Miterations 
to generate a complete M-bit response. In some embodi- 5 
ments, each iteration uses a Subsequent challenge configura 
tion generated by a sequencer 324, for example a linear feed 
back shift register (LFSR). In some embodiments, more than 
two delay-based elements are used, whose outputs are collec 
tively XORed (sum modulo 2) or otherwise combined in a 10 
nonlinear manner, for example, according to a hash element. 
In some embodiments, only one delay-based element is used. 
Multiple passes are generated by extended use of the 
sequencer or use of multiple sequencers. For example, a first 
pass through the delay-based element is controlled by a first 15 
challenge from a first sequencer. A second pass is then con 
trolled by a second challenge from a second sequencer. The 
two passes are then combined, for example using an XOR 
logic gate. Any combination of one or more sequencers and 
one or more delay-based elements can be used to generate 20 
challenge response pairs. 

Referring to FIG. 4, in some embodiments, the initial chal 
lenge 410 is used to seed a deterministic sequencer 414, for 
example, a LFSR. Each response bit R, 440 is generated by 
the PUF circuit 420 configured by a challenge, 418. Each 25 
Subsequent challenge, 418 is generated by the deterministic 
sequencer 414. Each Subsequent challenge, 418 may be gen 
erated by one or more iterations of the sequencer 414, 
depending on the type of sequencer and the number of new 
bits desired in each challenge 418. This process is repeated M 30 
times in order to generate an M-bit response 450. This process 
is illustrated in FIG. 5 where M challenges (510, 512, 
514, ... 518) are used to generate M response bits (540, 542, 
544, ... 548) which are combined to forman M-bit response 
550. 35 

In some embodiments, as illustrated in FIG. 3, the PUF 
circuit incorporates a sequencer 324, for example, a LFSR. 
The sequencer accepts an N-bit challenge 322 (i.e., the chal 
lenge sent from the reader or from the authority to the device) 
and generates a deterministic sequence of Subsequent N-bit 40 
challenges. Each response bit from the PUF circuit is gener 
ated in response to the initial challenge and each Subsequent 
challenge in the sequence. For example, each challenge bit is 
used as a configuration control 326 for each delay stage 332 of 
a delay-based element 330. 45 

Referring to FIG.2, in some embodiments, a small number 
of CRPs may be stored 262 in an encrypted form E(D) with 
the device 210, for example, in memory 216. As before, E(D) 
may be encrypted with a public/private key-pair scheme, with 
a shared-key scheme, or with any other scheme. In some 50 
embodiments, the encryption key is a function of the device 
ID 204 and a private key within the reader. 
The reader 240 retrieves the device ID 204 and the 

encrypted data E(D) from the device 210. The data D is 
decrypted and a challenge C selected. The reader randomly 55 
selects an offset A, and then computes a challenge precursor 
C, such that C, occurs in the deterministic sequence A itera 
tions prior to Caccording to the sequencer implemented in the 
device. The reader then issues challenge C. to the device; the 
challenge C is thus never sent in the clear in the communica- 60 
tion between the reader and the device. The PUF circuit 
generates a response of least A+Mbits, where M is the num 
ber of bits in the response. For example, the device can be 
configured to generate a 2M bit response, and A, which is 
unknown to the device, can be selected by the reader to be in 65 
the range 0 to M-1. The desired response R' for the challenge 
C is expected at Abits into the device response. 

12 
For example, referring to FIG. 6, E(D) includes a CRP for 

a challenge 614 and response 654. The reader decrypts E(D) 
and determines a precursor challenge C. and issues the chal 
lenge C. to the device. The device produces response bit R 
640 for configuration based on C->challenge, 610. The 
device then produces response bits for Subsequent challenges 
in the deterministic sequence, e.g., Challenge 612 leads to 
bit RA 642. The initial response 652 made up of initial 
response bits R 640 to RA 642 is received by the reader, but 
not tested as the sought response. After A initial response bits 
are received, the incoming bits make up the response 654 
responsive to the desired challenge. That is, challenge. 614 
through challenge.A 616 leads to response bits RA 644 
through RA 646, which make up the responsive response 
654. The device does not know A and thus will continue 
generating Subsequent challenges 618 and response bits 648 
for a trailing response 656, which is ignored by the reader. 
The device may generate any number of response bits, as long 
as there are at least A+M bits. 
The reader compares R' to the anticipated R from the 

decoded CRP and determines if R is sufficiently close to R for 
authentication. In this manner the sought response is buried in 
a response stream at a location unknown outside the reader. 

In a number of the techniques described above, the data D 
that represents enrolled challenge-response pairs does so 
explicitly, for example, as a list of the binary challenges and 
received responses. In some embodiments, rather than (or in 
addition to) explicitly storing such binary pairs, data that 
allows prediction of responses to additional challenges is 
determined by the authority and included in the data. For 
example, a numerical model of the PUF on a RFID can be 
used to determine the predicted responses. Note however, that 
the PUF is designed to prevent (or make very difficult) such 
model building by unauthorized parties. 

In some embodiments, a PUF is designed with additional 
output connections. These connections expose internal work 
ings of the circuit sufficient to generate a model of the PUF 
circuit. After Such a model is generated, the additional output 
connections are destroyed or made inaccessible. Examples 
include the use of independent encryption keys or fuses that 
can be overloaded to destroy the connection. 

Referring to FIG. 7, as an example of additional connec 
tions, the PUF circuit has three output bits: R. 754, R756, 
and R, 752. The output R, 752 is used to form the response and 
is formed as a combination of R, 754 and R, 756, for 
example using an XOR logic gate. R, 754 and R, 756 are 
therefore only used as additional outputs for generating a 
model. That is, the authority provides a challenge to the 
device, and the device provides in return the sequence of bits 
from each of the delay-based elements prior to the XOR. 
These raw responses, e.g., R. 754 and R756, are then used 
by the authority to build a model that predicts the bit output of 
each of the delay-based elements in response to an arbitrary 
challenge. After enrollment, the PUF is modified to prevent 
direct output of the raw outputs without the XOR. For 
example, a fuse 744 is placed in line to each additional output, 
R, 754 and R756. Once the model is complete, each fuse 
744 is overloaded and destroyed, severing the output connec 
tion. The XOR step, or otherforms of non-linear combination 
of the outputs of the PUF elements, inhibits modeling by later 
unauthorized parties. 

In some examples, the circuit model is encrypted as E(DM) 
and stored on the device. A reader then receives from the 
device both the ID and E(DM). The reader, equipped with a 
decryption key for E(DM), determines the circuit model DM. 
The reader generates any random challenge, issues the chal 
lenge to the PUF circuit, receives circuit response R', deter 



US 8,782,396 B2 
13 

mines the expected response R using the circuit model DM, 
and compares R' to R. If R is sufficiently close to R', the circuit 
is authenticated. In some embodiments, the circuit incorpo 
rates the ID into the challenge. In some embodiments, the 
encryption scheme for E(DM) incorporates the ID. 
As illustrated in FIG.3, an implementation of a PUF circuit 

uses a couple of nearly identical signal traces driven from a 
common Source, routed through a chain of Swapping multi 
plexer pairs. A challenge word controls the multiplexers and 
the output is determined at a race condition arbiter at the end 
of the multiplexer chain. Natural variations in the manufac 
turing process yield unpredictable propagation delays of sig 
nal paths in the multiplexers. Thus, otherwise identical 
devices produce unique timing signatures, causing the arbiter 
to output a unique bit per each unique challenge. In some 
embodiments, multiple chains are used and the results com 
bined to form the PUF output. Multi-bit responses are gener 
ated by concatenating the arbiter output bits for deterministic 
sequences derived from a challenge. This type of circuit can 
be modeled in hardware or software in a deterministic man 
ner. A perfect model produces an output practically indistin 
guishable from the real PUF circuit for any given challenge. 
For use as an embedded encrypted model, it helps to have a 
model that is easy to build, requires minimal components or 
relatively simple code, and needs only a small Volume of 
information about the device modeled (e.g., real challenge? 
response pairs). 
An N-bit long multiplexer PUF circuit can be abstracted 

into a chain of N polarity switchs and N-1 differential delay 
blocks. Each delay block holds a signed numeric value Ö, 
(n=0 . . . N) characterizing the relative contribution of the 
multiplexer stage to the PUF output, with the 6 element 
representing bias unrelated to challenges. Challenge bits c, 
control the polarity Switches p, at each stage: 

An equivalent of PUF output bias for a given challenge is 
computed by applying the challenge to the Switches and then 
accumulating the delays, with the polarity Switch each stage 
conditionally negating the Sum value from previous stages: 

The PUF arbiter operation can be approximated as exam 
ining the sign of the output bias; thus the output bit 
r=(bias d=0). 

In one approach to modeling a particular PUF circuit, N+1 
values of 8, unique for the circuit are determined by iterative 
approximation. Initially, all 6, values are set to 0. For each 
challenge C (an array of c, bits of length N) the model 
outputs a bias b and the corresponding model result r. For 
the corresponding challenge, the device actually returns the 
bit value a. Then a back-propagation of a training bias is 
incremented t through the array of 8, values, conditionally 
negated by the polarity p, at each stage. In cases when the 
model agrees with the PUF device (a =r), set the training 
bias increment so that it reinforces the current overall bias: 

In cases when the model disagrees with the PUF device 
(azr), set the training bias increment so that it corrects all 6, 
values equally to produce the desired result: 

-bk 
N + 1 it = (1 == a)2(+1): (-1) 
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14 
Then apply the training bias increment (t) to each 6, 

Öo-Öot 

81-61+ip 

6-6-2+ipp2 

This procedure is repeated for all available PUF data 
(CRPs). The model is sufficient when the error rate is indis 
tinguishable from the PUF device's natural error rate. In some 
embodiments, thirty-two 64-bit challenges each producing a 
64-bit response are sufficient to generate a model of a single 
64-multiplexer PUF-chain. By combining two such chains, 
for example with an XOR, the same model could require well 
over 2 challenges. Thusamanufacturer could model the two 
chains independently and then sever the direct chain outputs, 
limiting future use to the XOR output. This makes it compu 
tationally difficult to recreate the model. 

In some examples, the RFID-based techniques described 
above are implemented in an ISO 14443-A compliant, HF 
13.56 operating frequency RFID device. The challenge and 
response lengths are configurable at length 64. 128, or 256 
bits. The device has a 512 bit user memory. In some examples, 
the challenge-response interaction is performed using stan 
dard over-the-air commands by using a memory mapped 
address to receive a challenge, with the PUF output being 
written to another memory mapped register. Therefore, a 
sequence of a write to provide the challenge, followed by a 
read to retrieve the response is used. In some examples, a new 
challenge-response command is used so that only a single 
interaction is used to both provide the challenge and retrieve 
the response. 
The techniques described above can be used in combina 

tion with the systems described in co-pending application Ser. 
No. 1 1/273,920. For example, these techniques may be used 
to authenticate devices other than proximity devices. While 
these techniques are described in terms of RFIDs and RFID 
readers, it is useful to note that other devices (including proX 
imity devices and readers) can also make use of these tech 
niques. Examples include Bluetooth enabled devices that use 
PUF circuits to verify a connection; portable media devices 
that use PUF circuits to verify the device, e.g., when down 
loading media to the device; cellphones that use PUF circuits 
to verify the phone when connecting to the network. Addi 
tionally, RFIDs are seen in a variety of contexts, including use 
in counterfeit-proofing goods (e.g., medications, electronics, 
or designer bags) and carrying personal information (e.g., 
security badges, mass-transit passes, or passports). As RFIDS 
become more prevalent, RFID readers also become more 
prevalent. For example, cellphones can be built to include an 
RFID reader so that the cellphone can be used to authenticate 
an RFID by communicating with the central authority. Dif 
ferent techniques are suitable for different circumstances. 

Examples of the approaches described above can be imple 
mented in hardware, in Software, or a combination of hard 
ware of Software. Hardware can include custom integrated 
circuits, or configurable circuits, such as Field Programmable 
Gate Array (FPGAs). Hardware implementation can be speci 
fied according to circuit specification instructions that are 
stored on computer readable media, for example, in the form 
of configuration data for FPGAs or in the form of a Hardware 
Description Language (HDL), Such as Verilog. Software 
implementations can includes instructions, stored on com 
puter readable media, for controlling execution of a general 
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purpose or a special purpose controller or processor. For 
example, an authentication station may include a general 
purpose processor that is controlled by a stored program, and 
a proximity device may include a special purpose control 
processor that is controlled by instructions that are stored on 
the device. 

It is to be understood that the foregoing description is 
intended to illustrate and not to limit the scope of the inven 
tion, which is defined by the scope of the appended claims. 
Other embodiments are within the scope of the following 
claims. 

What is claimed is: 
1. A method for authenticating a device using an authenti 

cation station, said device providing a capability to accept a 
challenge value from the authentication station and return a 
response value to the challenge value to the authentication 
station that depends on fabrication characteristics of the 
device, the method comprising: 

identifying the device, including accepting identification 
data at the authentication station from the device to be 
authenticated; 

determining authentication data characterizing one or 
more pairs of challenge and response values associated 
with the identified device that were previously obtained 
by a trusted authority in communication with the device, 
wherein said determining of the data includes securely 
receiving the data characterizing the one or more pairs of 
challenge and response values directly from the device 
at the authentication station and does not require com 
munication between the authentication station and the 
trusted authority after identifying the device: 

providing a first challenge value from the authentication 
station to the device; 

accepting a first response value at the authentication station 
from the device; 

determining whether the pair of the first challenge value 
and the first response value sufficiently match the 
authentication data. 

2. The method of claim 1 wherein the identification data 
represents and Electronic Product Code (EPC) associated 
with the device. 

3. The method of claim 1 wherein the authentication station 
comprises one of a plurality of distributed authentication 
stations associated with the trusted authority. 

4. The method of claim 1 further comprising: 
determining the first challenge value as a preceding value 

to a second challenge value in a deterministic sequence 
associated with the device; and 

determining a second response value from the accepted 
first response value; 

wherein determining whether the pair of the first challenge 
value and the first response value sufficiently match 
according to the authentication data comprises deter 
mining whether the pair of the second challenge value 
and the second response value Sufficiently match 
according to the authentication data. 

5. The method of claim 1 wherein the device comprises a 
radio frequency proximity device and the steps of accepting 
the identification data, providing the first challenge, and 
accepting the first response each comprise communicating 
between the authentication station and the radio frequency 
proximity device using a radio communication protocol. 

6. The method of claim 5 wherein the radio communication 
protocol is compatible with an ISO 14443 standard. 

7. The method of claim 1 wherein securely receiving the 
data from the device comprises: 
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accepting an encryption of the authentication data at the 

authentication station from the device. 
8. The method of claim 7 further comprising, prior to 

identifying the device, receiving decryption information for 
decrypting the encryption of the data accepted from the 
device. 

9. The method of claim 1 wherein the authentication data 
comprises model parameters sufficient to predict a response 
value for any challenge value. 

10. The method of claim 9 wherein the model parameters 
comprise delay parameters corresponding to delay elements 
in the device according to which response values are deter 
mined at the device. 

11. The method of claim 9 further comprising selecting a 
challenge value at the authentication station and determining 
a predicted response value for the selected challenge accord 
ing to the model parameters, and wherein determining 
whether the pair of the first challenge value and the first 
response value Sufficiently match according to the authenti 
cation data includes determining whether the first response 
value Sufficiently matches the predicted response value. 

12. The method of claim 1 further comprising determining 
additional authentication data at the authentication station 
suitable for further authentication of the device, including 
generating one or more additional challenge values, provid 
ing the challenge values to the device, and accepting corre 
sponding response values from the device. 

13. The method of claim 12 further comprising providing 
the additional authentication data to the trusted authority. 

14. The method of claim 12 further comprising providing 
an encryption of the additional authentication data to the 
device. 

15. A method for authenticating a device using an authen 
tication station, said device providing a capability to accept a 
challenge value from the authentication station and return a 
response value to the challenge value to the authentication 
station that depends on fabrication characteristics of the 
device, the method comprising: 

identifying the device, including accepting identification 
data at the authentication station from the device to be 
authenticated; 

determining authentication data characterizing one or 
more pairs of challenge and response values associated 
with the identified device that were previously obtained 
by a trusted authority in communication with the device, 
wherein the authentication data comprises model 
parameters sufficient to predicta response value for each 
of a plurality of challenge values for which response 
values have not been provided from the device; 

providing a first challenge value from the authentication 
station to the device; 

accepting a first response value at the authentication station 
from the device; 

determining whether the pair of the first challenge value 
and the first response value sufficiently match the 
authentication data. 

16. The method of claim 15 wherein the model parameters 
comprise delay parameters corresponding to delay elements 
in the device according to which response values are deter 
mined at the device. 

17. The method of claim 16 wherein determining the pre 
dicted response includes predicting a plurality of delay values 
corresponding to the delay elements according to the model 
parameters and the first challenge, and determining the 
response by combining the plurality of delay values. 

18. The method of claim 15 further comprising selecting a 
challenge value at the authentication station and determining 
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a predicted response value for the selected challenge accord 
ing to the model parameters, and wherein determining 
whether the pair of the first challenge value and the first 
response value Sufficiently match according to the authenti 
cation data includes determining whether the first response 
value Sufficiently matches the predicted response value. 

19. The method of claim 18 wherein a response to the 
selected challenge has not previously been received from the 
device, and determining the predicted response value 
includes numerically simulating operation of the device 
according to the model parameters to determine the predicted 
response. 
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