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(57) ABSTRACT 

In a storage Subsystem which is connected to an IP network, 
by excluding an improper packet, Security is heightened, and 
a performance of communication to a logical unit of a 
Storage Subsystem is maintained and Secured. In the Storage 
Subsystem according to one embodiment, a function which 
carries out filtering of a packet other than an iSCSI packet 
is provided. With respect to only the packet passed through 
the function, its accessibility to the logical unit is filtered. 
Also, traffic of all received packets, and traffic of each packet 
Sorted out by the two filtering functions are measured, and 
a traffic log of a packet judged to be discarded by the above 
filtering is recorded. By using this information, controlling 
Such as a cut-off process of improper communication, QoS 
Securement for normal communication and So on, are carried 
Out. 
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STORAGE SUBSYSTEM, STORAGE SYSTEM, AND 
COMMUNICATION CONTROL METHOD 

BACKGROUND OF THE INVENTION 

0001. The present invention relates to communication 
between a host computer and a storage Subsystem. In 
particular, it relates to a filtering technology and a commu 
nication cut off technology in communication at the time of 
an access from the host computer to a logical unit in the 
Storage Subsystem. 

0002. In a storage system in which one or more host 
computers and one or more Storage Subsystems were con 
nected by a network, there is a Security technology which 
prevents an unauthorized access on the occasion of access 
ing from a host computer to a logical unit LU (Logical Unit) 
in a storage Subsystem. As an example, in an environment 
where an accessible logical unit is restricted with respect to 
each host computer, cut off of a unauthorized access is 
realized by having a filtering function in a Storage Sub 
System, which judges right and wrong of an access of 
received information by information regarding a host com 
puter as a Source. 

0.003 For example, a storage system which is disclosed 
in Japanese Patent Laid-Open Publication No. 2000–265655 
(hereinafter, referred to as Patent Document 1) comprises, 
on a nonvolatile memory in a storage Subsystem, in addition 
to a LUN access management table which manages a WWN 
(World Wide Name) as information which uniquely identi 
fies a host computer, a LUN (logical Unit Number) as a 
number of a logical unit in a storage Subsystem which 
permitted an acceSS from the host computer, and a virtual 
LUN as a number of a virtual LU that a user or an operating 
System on the host computer arbitrarily assigned in parallel 
with the LUN, by associating them one another. In such 
communication that the host computer accesses to the Stor 
age Subsystem, the Storage System further comprises a 
WWN-S-ID management table which manages a S-ID 
(Source ID) as a management number which is dynamically 
assigned at the time of log-in and which is always constant 
during the host computer is in operation, and the WWN of 
the host computer, by associating them each other. 
0004. In the storage system disclosed in Patent Document 
1, with reference to these two management tables, right and 
wrong of an access to a logical unit is judged at the time 
point of generation of an inquiry command at the time of 
log-in. After that, there is no necessity to repeat this judg 
ment. On this account, it is possible to limit right and wrong 
of an access with each of a logical unit, over maintaining and 
operating a storage Subsystem with high performance, which 
realizes Strong Security. 
0005. In this regard, however, the storage system dis 
closed in Patent Document 1 is a system which was built up 
by a dedicated network, Such as a SAN (Storage Area 
Network) in which a host computer and a storage Subsystem 
are connected to be networked by using a dedicated interface 
called as Fiber Channel (FC). Therefore, it is a premise that 
only a SCSI command, which is a command Set for an acceSS 
from a host computer to a Storage Subsystem, is transmitted 
to a storage Subsystem. 

0006. On the other hand, in these years, a standard 
specification of iSCSI, which is a protocol for transmitting 
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and receiving a SCSI command on an IP network, has been 
studied by a standards body, IETF. 
0007. In an iSCSI, transmission and reception of a com 
mand are carried out, by Storing (encapsulating) an SCSI 
command etc. in a transfer frame of a TCP packet which is 
Stored in a payload of an IP packet and by Streaming it on 
an IP network, which realizes an I/O process between a host 
computer and a Storage Subsystem. 

0008. By using an iSCSI, it is possible to connect not 
only a host computer but also a storage Subsystem directly 
to an IP network. A hub, a router, a Switch type etc. which 
have been used in an IP network conventionally and con 
figure a network can be used without change. 

0009. Therefore, by using an IP network, it is possible to 
easily respond to widening of a Storage Subsystem access 
which was difficult to be realized from Such technical 
aspects as cost aspect and communication distance limit. It 
is also possible to apply a matured IP network management 
technology without change, So that simplification of man 
agement can be expected. 

SUMMARY OF THE INVENTION 

0010. However, in the above-described iSCSI, there are 
merits as described above, but on the other hand, demerits 
exist. 

0011. On an IP network, a variety of communication 
packets are transmitted and received. On this account, as 
compared with a conventional case in which a host computer 
and a Storage Subsystem are connected by an FC network as 
a dedicated network, there is Such an aspect that it is not 
possible to foresee a traffic communication performance and 
SO O. 

0012. Also, since all the world is surrounded by an IP 
network, there is a possibility that an ill-willed user goes on 
a communication attack on a Storage Subsystem etc. con 
nected to an IP network for the purpose of System-down, 
falsification of data, theft and So on, and it has weakness in 
a Security aspect. 

0013 A filtering function disclosed in Patent Document 1 
lets through only a packet which is permitted to access to 
any logical unit in a Storage Subsystem. On this account, a 
packet which is not basically permitted to acceSS does not 
reach to a logical unit. 

0014. However, as described above, the filtering function 
of Patent Document 1 is predicated on such a network that 
there exists only a packet for an access to a Storage Sub 
System, and it is not a structure with awareness of Such an 
environment that an unexpected packet is transmitted as in 
an IP network. 

0015. Also, in the technology disclosed in Patent Docu 
ment 1, a packet judged to be not permitted to access 
(hereinafter, referred to as improper packet) is not processed 
and Simply discarded. 
0016 For example, as an improper packet, it can be a 
packet from a host computer which is not permitted to acceSS 
to that Storage Subsystem, an unexpected packet from an 
unknown device which is not primarily permitted to acceSS 
to a Storage Subsystem itself, and So on. However, in the 
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technology disclosed in Patent Document 1, it is not possible 
to determine even a type and a Source of these improper 
packets. 

0.017. In an environment which is connected to such a 
communication line that a packet other than a packet for an 
access to a storage Subsystem in an IP network etc. is 
transmitted and received, there is a high possibility that, 
particularly in packet from an unknown device, an ill-willed 
packet which is intended for a communication attack is 
included. However, in the technology disclosed in Patent 
Document 1, a positive defensive measure to Such commu 
nication attack is not considered. 

0.018. The present invention is made of taking such 
Situation into consideration. It is an object to heighten 
Security, in a storage Subsystem which is connected to a 
communication line, and to Secure a network QoS to a 
Storage Subsystem. 

0019. In order to achieve the above-described object, a 
Storage Subsystem of the present invention comprises filter 
ing means which has only a proper packet passed through to 
a logical unit of a Storage Subsystem, out of packets received 
from a network at the time of Session establishment. On that 
occasion, header information etc. of a packet to be discarded 
is alerted to a management Server. The management Server 
received the alert controls communication on a network, by 
utilizing the header information etc. 
0020 For example, the present invention provides a 
Storage Subsystem which is connected to a host computer 
through a communication line, comprising an interface used 
for connecting to the communication line, and wherein, 

0021 the interface comprises a first filtering means 
which judges whether a packet, out of the commu 
nication packets, is a communication packet with a 
predetermined format for use in an access to the 
Storage Subsystem or not, when the communication 
packet is received from the communication line. 

0022. Also, the storage Subsystem comprises a commu 
nication failure judging means which measures traffic of all 
communication packets received in the interface, and traffic 
of communication packets judged to be no communication 
packet of the above-described format in the first filtering 
means, respectively, and which judges whether a commu 
nication failure is generated or not, by using both traffic. The 
Storage Subsystem further comprises a communication fail 
ure alerting means which alerts a management Server con 
nected to the Storage Subsystem and comprises a function for 
displaying alerted information, in case that it is judged that 
a communication failure is generated. The management 
Server comprises Source Searching means which refers to a 
traffic log, and Searches a Source of the communication 
packet which has the communication failure generated, in 
case that it was alerted from the communication failure 
alerting means that the communication failure is generated, 
and relay device control means which controls a relay device 
which relayS communication to a storage Subsystem dis 
posed on the communication line So as to cut off commu 
nication from the Source, based on the information of the 
Source Searched by the Source Searching means. 
0023. According to the present invention, it is possible to 
heighten Security in a storage Subsystem connected to a 
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communication line. Further, it is possible to Secure a 
network QoS to a storage Subsystem. 

BRIEF DESCRIPTIONS OF THE INVENTION 

0024 FIG. 1 is a view for illustrating an iSCSI packet of 
an embodiment of the present invention. 
0025 FIG. 2 is a functional configuration view of a 
Storage System of an embodiment of the present invention. 
0026 FIG. 3 is a view for illustrating an LU access 
permission table of an embodiment of the present invention. 
0027 FIG. 4 is a view for illustrating a communication 
failure judging threshold table of an embodiment of the 
present invention. 
0028 FIG. 5 is a view for illustrating a traffic log of an 
embodiment of the present invention. 
0029 FIG. 6 is a view for illustrating a flow of processes 
when a storage Subsystem received a packet. 
0030 FIG. 7 is a process flow in case that an improper 
packet was received, in a storage System of an embodiment 
of the present invention. 
0031 FIG. 8 is a process flow of a performance decre 
ment preventing proceSS in a management Server of an 
embodiment of the present invention. 
0032 FIG. 9 is a process flow of a QoS control process 
in the management server of an embodiment of the present 
invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

0033 Hereinafter, one embodiment of the present inven 
tion will be described by using the drawings. 
0034. In an embodiment of the present invention, a case 
using iSCSI for communication between a storage Sub 
System and a host computer, in a Storage System having one 
or more host computers and one or more Storage Subsystems, 
will be described as an example. That is, in this embodiment, 
as a protocol which is used between both of them, a protocol 
of a network layer is an IP (Internet Protocol), and a protocol 
of a transport layer is a TCP/IP which is a TCP (Transmis 
Sion Control Protocol), and as a command set which carries 
out control of a storage Subsystem, an SCSI command is 
used. The SCSI command is encapsulated in a packet which 
is exchanged on the TCP/IP, and then, transmitted and 
received. 

0035. As a matter of course, the present invention is not 
limited to the above-described protocols and command Set. 
If the configuration is that the command Set for accessing a 
Storage Subsystem from a host computer is implemented on 
a protocol used in a network, the format of the protocol and 
the command Set are not asked. 

0036 FIG. 1 shows a configuration of the iSCSI and 
basic concept of a packet which is transmitted and received, 
which are the premise of the present invention. In this figure, 
100 designates a storage subsystem, 200 designates a host 
computer, and 300 designates an IP network which connects 
between the storage subsystem 100 and the host computer 
200. Also, in this embodiment, out of IP packets transmitted 
and received on the IP network, an IP packet which stored 
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an SCSI command, an SCSI response etc. in a TCP packet 
stored in a payload of an IP packet, is referred to as iSCSI 
packet 310. 
0037. In an iSCSI protocol, a source of an SCSI com 
mand 311 is referred to as iSCSI initiator, and a side which 
processes a received command and returns a response 312 to 
the SCSI command 311 is referred to as iSCSI target. 
Therefore, in this figure, the host computer 200 is the iSCSI 
initiator, and the storage subsystem 100 is the iSCSI target. 
0038. In a hierarchical model of iSCSI, an iSCSI layer is 
located between an SCSI layer and a TCP/IP layer which 
exchange the SCSI command. The iSCSI layer receives the 
SCSI command etc. from the SCSI layer, encapsulates it to 
prepare an SCSI PDU (Protocol Data Unit), and transfers it 
to the TCP/IP layer. Also, it processes an iSCSI PDU 
received from the TCP/IPlayer, pulls out the SCSI command 
etc., and transfers it to the SCSI layer. 
0039. A communication data configuration of a part 
below the TCP/IP layer of the iSCSI packet 310 is the same 
as a commonly used TCP/IP packet configuration. The 
iSCSI packet 310 is transmitted and received as a normal 
TCP/IP packet on the IP network 300, until it processes the 
encapsulated SCSI command. 
0040. In addition, a header of the iSCSI packet 310 
includes information which shows that the iSCSI command 
is encapsulated in the packet. On this account, at the Side of 
the iSCSI target received the iSCSI packet, it is possible to 
judge whether the packet is the iSCSI packet 310, by 
confirming header information, without carrying out a pro 
cess for pulling out the iSCSI command in the TCP/IPlayer. 

0041. Also, in case of iSCSI, in the iSCSI layer, a session 
as a logical communication path is built up between the 
iSCSI initiator 200 and the iSCSI target 100, and then, 
communication is carried out. The Session is built up after 
authentication is obtained, in the same manner as a com 
monly used procedure of building up a connection in a TCP 
layer. A procedure for obtaining authentication is referred to 
as iSCSI log-in in iSCSI. In this embodiment, before a 
Session is built up, i.e., prior to the iSCSI log-in, each of all 
IP packets is filtered as to whether it is the iSCSI packet or 
not, and if it is the iSCSI packet, a session is built up. After 
the Session is built up, filtering of packets is not carried out, 
relying on that authentication. 
0042. In addition, these methods of building up a session 
and of log-in are the same Specification as one between the 
storage subsystem 100 and the host computer 200 connected 
by a conventional FC network (see, Patent Document 1). 
Therefore, when viewed from the SCSI layer, there is no 
difference due to a type of a Subordinate hierarchy, i.e., a 
type of a network by using TCP/IP and FC. 

0.043 Also, in Patent Document 1, in order to uniquely 
specify the host computer 200, data conversion which speci 
fies a WWN from a S-ID of an FC frame header is carried 
out. In iSCSI, in order to specify the host computer 200 at 
the time of building up a Session, an iSCSI name as a domain 
concept utilized conventionally in the IP network 300 is 
used. The iSCSI name is included in header information of 
the iSCSI packet. 

0044) From the foregoing, in a network connection of the 
storage subsystem 100 and the host computer 200 by using 
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iSCSI means, what was configured in an FC network So far 
is simply replaced by the IP network 300, and there is no 
difference at all in an acceSS Specification to a Storage 
Subsystem. 
0045 Next, a storage system of the embodiment of the 
present invention will be described. FIG. 2 is a functional 
configuration view of the Storage System of this embodi 
ment. 

0046. As shown in this figure, the storage system of this 
embodiment has one or more host computers 200, one or 
more storage subsystems 100, a management server 400, 
and the IP network 300. 

0047. The IP network 300 is a network which utilizes a 
TCP/IP as a communication protocol, and all the world is at 
present Surrounded by that, as represented by Internet, and 
it is a network environment to which various information 
devices are connected. The storage subsystem 100, the host 
computer 200 and the management server 400 are connected 
by this IP network 300. The iSCSI packet is exchanged 
through the IP network 300, in the same manner as other IP 
packets. 
0048. Here, in this embodiment, as the IP network 300, a 
configuration which is connected as a Star arrangement by a 
router or Switch 320 will be described as an example. 
However, a network configuration is not limited to this. It is 
fine if a router or switch 320 is located between the storage 
Subsystem 100 and the host computer 200. 
0049. The storage subsystem 100 comprises a storage 
interface 110 which receives IP packets from outside of the 
storage subsystem 100, a logical unit (LU) 130 as a storage 
area, a Storage area control device 131 which receives an I/O 
instruction to control the logical unit 130, a maintenance 
terminal 150 which maintains the storage subsystem 100, a 
communication control unit 161 which communicates infor 
mation at the side of the storage subsystem 100 to the 
maintenance terminal 150, and a cache memory 162 which 
realizes Speeding up an I/O proceSS etc. 
0050 Here, the storage interface 110 comprises, as a 
hardware configuration, a control processor 111 which con 
trols entire operations, a control memory 112 which Stores a 
program that the control processor 111 executes, a nonvola 
tile memory 113 which stores data even when the control 
processor 111 is stopped, and a port 114 which is an I/F with 
an external network. 

0051. The control processor 111 realizes each function of 
an IP level filter unit 115, an LU level filter unit 116, a traffic 
measuring and judging unit 117, communication informa 
tion and failure alerting unit 118, and an iSCSI off-road 
engine 119, by executing the program Stored in the control 
memory 112. 
0052 The nonvolatile memory 113 stores an LU access 
permission table 121 used when the above-described pro 
gram is executed, and a communication failure judging 
threshold table 122. 

0053) The IP level filter unit 115 filters IP packets before 
a session is built up. Concretely, the IP level filter unit 115 
refers to header information of all IP packets received at the 
port 114 before a Session is built up, depending upon 
whether information which shows that it is the iSCSI packet 
is Stored or not, and judges whether the IP packet is the 
iSCSI packet or not. 
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0054) In case that the IP packet is judged to be the iSCSI 
packet, it is sent out to the LU level filter unit 116, and in 
case that the IP packet is another IP packet (hereinafter, 
referred to as non-iSCSI packet) is sent out to the commu 
nication information and failure alerting unit 118 through the 
traffic measuring and judging unit 117. 
0055. The LU level filter unit 116 filters the received 
iSCSI packet. Concretely, the LU level filter unit 116 judges 
whether the received iSCSI packet is accessible to the 
logical unit 130 or not with reference to the LU access 
permission table 121 which will be described later, based on 
an iSCSI name of an iSCSI packet received at the time of 
iSCSI log-in. In addition, after that, during the log-in is 
valid, check of accessibility of the iSCSI packet having the 
iSCSI name to the logical unit 130 is not carried out. 
0056. The accessible iSCSI packet (hereinafter, referred 
to as permitted iSCSI packet) is sent out to the iSCSI 
off-road engine 119 through the traffic measuring and judg 
ing unit 117. An iSCSI packet which does not have access 
permission (hereinafter, referred to as unpermitted iSCSI 
packet) is sent out to the communication information and 
failure alerting unit 118 through the traffic measuring and 
judging unit 117. 
0057 Here, the LU access permission table 121 will be 
described. The LU access permission table 121 stores the 
logical units 130 permitted to access, by associating with 
each host computer. FIG. 3 shows one example of the LU 
access permission table 121. 
0.058 As shown in this figure, the LU access permission 
table 121 has an iSCSI name 1211 which uniquely specifies 
the host computer 200, a virtual logical unit number (virtual 
LUN) 1212 that a user and an operating system on the host 
computer 200 arbitrarily assigned to the logical unit 1130, 
and a logical unit number (LUN) 1213 which uniquely 
specifies the logical unit 130 on the storage subsystem 100 
corresponding to the virtual LUN 1212. This LU access 
permission table 121 is set up in advance by an administrator 
etc. from the management server 400 etc. 
0059) If the same iSCSI name as the iSCSI name stored 
in a header of the iSCSI packet that the LU level filter unit 
116 received, is stored in the iSCSI name 1211 of the LU 
access permission table 121, and the virtual LUN 1212 and 
the LUN 1213 which correspond to that are stored, it means 
that an access is permitted. In addition, Since a method of 
judging accessibility in the LU level filter unit 116 is the 
Same as the method of Patent Document 1, its explanation 
will be omitted here. 

0060. The traffic measuring and judging unit 117 receives 
three types of packets (permitted iSCSI packet, unpermitted 
iSCSI packet, non-iSCSI packet) classified by two filtering 
means of the IP level filter unit 115 and the LU level filter 
unit 116, and measures each traffic per unit of time, respec 
tively. After that, in accordance with a type of the received 
packet, the traffic measuring and judging unit 117 Sends it 
out to the communication information and failure alerting 
unit 118, or the iSCSI off-road engine 119. Also, by using a 
measurement result per unit of time, in accordance with the 
communication failure judging threshold table 122, presence 
and absence of the communication failure generation are 
judged. 
0061 Here, the communication failure judging threshold 
table 122 is a table in which the thresholds and criteria of 
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judgment are Stored with respect to each judging object. 
FIG. 4 shows one example of the communication failure 
judging threshold table 122. 
0062) The communication failure judging threshold table 
122 of this embodiment has a judging object communication 
ratio Storing column 122a which Stores a content of a 
judging object communication ratio, and a threshold storing 
column 122b which Stores criteria of judgment as well as 
thresholds by which it is judged to be a communication 
failure. 

0063. In this embodiment, as the judging object commu 
nication ratio, for example, a ratio 1221 that traffic of the 
non-iSCCI packet per unit of time takes up to traffic of all 
packets received in the Storage interface 110 per unit of time 
(hereinafter, referred to as non-iSCSI packet ratio), a ratio 
1222 that traffic of the unpermitted iSCSI packet per unit of 
time takes up to traffic of all iSCSI packets classified in the 
IP level filter unit 115 per unit of time (hereinafter, referred 
to as unpermitted iSCSI packet ratio), and a ratio 1223 that 
traffic of the permitted iSCSI packet per unit of time takes 
up to traffic of all packets received in the Storage interface 
110 per unit of time (hereinafter, referred to as permitted 
iSCSI packet ratio), and So on. 
0064. In addition, the examples of the communication 
failure to be judged from respective ratioS are following. In 
case from the non-iSCSI packet ratio, the communication 
failure is cased by a communication attack of an improper 
packet. In case from the unpermitted iSCSI packet ratio, the 
communication failure is cased by that the host computer 
200 which fell in such a state that it does not already have 
a right of an access to the Storage Subsystem 100, continues 
to access without change, for any reason. And in case from 
the permitted iSCSI packet ratio, the communication failure 
is cased by that a network QoS is not appropriate. In the 
threshold Storing column 122b, Stored are values and criteria 
by which it is possible to judge generations of these com 
munication failures. 

0065. In this embodiment, the traffic measuring and judg 
ing unit 117 judges as a communication failure, in case that 
a value of a communication ratio which is obtained from 
respective measurement results Satisfies conditions Stored in 
the threshold Storing column 122b, and alerts the commu 
nication information and failure alerting unit 118, that the 
communication failure is generated, a type of a communi 
cation ratio by which it is judged that the communication 
failure is generated (failure type: non-iSCSI packet ratio, the 
unpermitted packet ratio, or the permitted iSCSI packet ratio 
etc.), a value of a communication ratio when it is judged that 
the communication failure is generated, time information 
(failure time) per unit of time when traffic is measured, by 
which it is judged that the communication failure is gener 
ated, and communication information of a packet when it is 
judged that the communication failure is generated. Here, 
the communication information to be notified will be 
described in a traffic log 158 which will be described later. 
0066 For example, when traffic of all packets is 150 
KByte/s, if traffic of the non-iSCSI packet is 100 KByte/s, 
a value of the non-iSCSI packet ratio 1221 of the commu 
nication failure judging threshold table 122 becomes 66%, 
and corresponds to “50% and more” which is stored in the 
threshold storing unit 122b. In the Suchlike case, the traffic 
measuring and judging unit 117 judges that communication 
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with Such level that a problem occurs in normal communi 
cation of iSCSI packet reaches to the storage subsystem 100, 
i.e., that failure is generated. 

0067. In addition, the judging object communication ratio 
shown in this figure is one example, and it is possible to use, 
as a judging object, various communication ratioS obtained 
by using arbitrary traffic measured from information regard 
ing three packets classified by the two filtering means of the 
IP level filter unit 115 and the LU level filter unit 116. 

0068 The communication information and failure alert 
ing unit 118 transmits, to the maintenance terminal 150, 
packets received from the two filter units of the IP level filter 
unit 115 and the LU level filter unit 116 through the traffic 
measuring and judging unit 117, and information received in 
case that it is judged as a communication failure in the traffic 
measuring and judging unit 117. 

0069. The iSCSI off-road engine 119 applies processing 
as the iSCSI target, to the permitted iSCSI packets received 
through the IP level filter unit 115 and the LU level filter unit 
116, pulls out the SCSI command, and transmits it to the 
logical unit 130 designated as a destination of transmission. 

0070. In addition, a program realizes the above-described 
function may be stored in a recording medium (flexible disk, 
CD-ROM, DVD-ROM, semiconductor memory, transmis 
sion path such as LAN and SAN etc., and so on) which can 
be read by the control processor 111, but not in the control 
memory 112. Also, the function of the program may be 
realized by a hardware configuration (semiconductor inte 
grated circuit Such as LSI (large Scale Integration) etc.). 
0071. The maintenance terminal 150 comprises, as a 
hardware configuration, a control processor 151 which con 
trols entire operations of the maintenance terminal 150, a 
control memory 152 which Stores a program that the control 
processor 151 executes, a maintenance terminal Storage area 
153 which stores and keeps data, an interface 154 with an 
external network, and an interface 155 with a main body of 
the storage subsystem 100. 

0.072 The control processor 151 realizes each function of 
a communication information recording unit 156 and a 
warning message reporting unit 157, by executing the pro 
gram stored in the control memory 152. 

0073. In the maintenance terminal storage area 153, a 
traffic log 158 is recorded and saved. 
0.074 The communication information recording unit 
156 records communication information of a packet Sent 
from the communication information and failure alerting 
unit 118, in the maintenance terminal Storage area 153, as the 
traffic log 158. 

0075) Here, information recorded in the traffic log 158 
will be described. FIG. 5 shows one example of the traffic 
log 158 in this embodiment. 

0.076 Communication information of a packet to be 
recorded is, for example, as shown in this figure, a date 1581 
when the communication information is recorded, a type 
1582 of a protocol of a packet of the above-mentioned 
communication, an IP address and a use port number 1583 
of a Source of transmission, an IP address and a use port 
number 1584 of a destination of transmission, and so on. 
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0077. In addition, the traffic log shown here is one 
example, and if the following information is included above 
described information at minimum, presence and absence of 
its recording format, and other information are not asked. 
0078. The warning message reporting unit 157 generates 
a warning message, by using an alert that a communication 
failure is generated, Sent from the communication informa 
tion and failure alerting unit 118, a failure type, a value of 
a communication ratio, and information of failure time, by 
combining with a text message prepared in advance with 
respect to each failure type, and reports it to the management 
Server 400. 

0079. In addition, a program which realizes these func 
tions may be stored in a recording medium which can be 
read by the control processor 151 (flexible disk, CR-ROM, 
DVD-ROM, semiconductor memory, transmission path 
such as LAN and SAN etc., and so on). 
0080. Also, the function of the program may be realized 
by a hardware configuration (Semiconductor integrated cir 
cuit Such as LSI (large Scale Integration) etc.). 
0081. In this embodiment, a configuration which contains 
the maintenance terminal 150 in the storage subsystem 100 
will be described as an example, but a configuration of the 
maintenance terminal 150 is not limited to this. For example, 
it may be a configuration which is provided outside the 
storage subsystem 100. Also, it may be configured that 
maintenance terminal 150 is provided for a plurality of 
storage subsystems 100. 
0082 The host computer 200 comprises, as a hardware 
configuration, a control processor 201 which controls entire 
operations, a control memory 202 which Stores a program 
that the control processor 201 executes, and an interface 203 
with an external network. 

0083) The host computer 200 comprises an iSCSI driver 
211 which generates an iSCSI packet, by storing an SCSI 
command in a frame, on the control memory 202. 
0084. In addition, the iSCSI driver 211 is a program 
whose function is realized by being executed by the control 
processor 201. Also, this program may be Stored in a 
recording medium which can be read by the control proces 
sor 201 (flexible disk, CR-ROM, DVD-ROM, semiconduc 
tor memory, transmission path Such as LAN and SAN etc., 
and So on). Also, the function of the program may be 
realized by a hardware configuration (semiconductor inte 
grated circuit Such as LSI (large Scale Integration) etc.). 
0085. The management server 400 comprises, as a hard 
ware configuration, a control processor 401 which controls 
entire operations, a control memory 402 which Stores a 
program that the control processor 401 executes, an interface 
403 with an external network, an I/F 404 with an input/ 
output device, an input device 405, and an output device 
406. 

0086 The control processor 401 realizes each function of 
a QoS condition designating unit 411, a failure information 
displaying unit 412, an improper communication Source 
analyzing unit 413, a router or Switch control instructing unit 
414, by executing the program Stored in the control memory 
402. 

0087. The failure information displaying unit 412 dis 
playS information indicated by the warning message on the 
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output device 406, when the warning message is Sent from 
the storage subsystem 100 to the management server 400. 
0088. The QoS condition designating unit 411 receives 
information of a network QoS which is desired to be secured 
on the IP network when the warning message is sent from 
the storage subsystem 100, from an administrator through 
the input device 405, and Sets it up. A Setup timing is 
determined by an administrator according to need, after 
building of a System is completed. For example, it is right 
after the building, or Such a case that an administrator who 
Sees a content of the warning message displayed on the 
output device 406, judges that resetting is necessary, and So 
O. 

0089. Furthermore, when the warning message is 
received, in case that the failure type which shows the 
permitted iSCSI packet ratio 1223, the QoS condition des 
ignating unit 411 accesses to the communication failure 
judging threshold table 122, compares a value of a commu 
nication ratio in the warning message with contemporary 
threshold and criteria of judgment of a corresponding com 
munication ratio, which are set up in the threshold storing 
column 122b, and judges whether it is necessary to readjust 
a network QoS or not. 
0090. A concrete example of judgment will be described 
as follows. For example, it is assumed that the router or 
Switch 320 is set up so as to control to secure 70% of all 
traffic for use in the iSCSI packet, with an error of less than 
10%, in a QoS used for an access to the logical unit 130 of 
the Storage Subsystem 100. In this case, in the communica 
tion failure judging threshold table 122, as shown in FIG. 4, 
60% or leSS is set up as threshold and criteria of judgment 
which judge whether it exceeded a normal Scope of control 
or not. In case that the permitted iSCSI packet ratio dropped 
down to 60% or less, at the time of the suchlike setup, i.e., 
in case that QoS control is not carried out as Set up by the 
router or Switch 320, it is judged as failure generation by the 
traffic measuring and judging unit 117, and thereby, that 
Status is detected, and it is alerted to the management Server 
400 through the warning message reporting unit 157. 
0.091 Normally, in case of having matched with criteria 
of judgment which are Stored in the threshold storing 
column 122b of the communication failure judging thresh 
old table 122, a warning message is issued. Therefore, 
readjustment is required. However, there may be Such a case 
that the thresholds and criteria of judgment of the commu 
nication failure judging threshold table 122 have been 
changed from a value etc. at the time when the warning 
message is generated. On this account, judgment is carried 
out once in the QoS condition designating unit 411. 
0092 And, in case that a result of the judgment which 
requires readjustment, i.e., it matches with the criteria of 
judgment which are set up in the communication failure 
judging threshold table 122, a control instruction for adjust 
ing a QoS is issued to the router or Switch control instructing 
unit 414 which will be described later. 

0093. Here, the control instruction is, for example, to 
changes a configuration of the router or Switch for a through 
put of the permitted iSCSI packet to come close to a QoS to 
be targeted. For example, it is to change a parameter value 
to lengthen queuing wait time in the router or Switch. 
0094. The improper communication source analyzing 
unit 413 accesses to the traffic log 158 recorded in the 
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Storage area 153 of the maintenance terminal, based on 
information at the failure time in the warning message, when 
the warning message is Sent from the Storage Subsystem 100 
to the management Server 400, and analyzes a Source of 
improper communication considered as Such a communica 
tion attack that a large amount of the non-iSCSI packets are 
transmitted. 

0095. A concrete example of analysis will be hereinafter 
described. For example, it is assumed that the above 
described traffic measuring and judging unit 117 measures 
traffic of one second from 10:00:01 to 10:00:02, Jul. 15, 
2003 as unit of time, based on a group of the traffic logs 158 
shown in FIG. 5, and judges that failure is generated, since 
it exceeds a threshold. Here, in case of the traffic log shown 
in FIG. 5, during a period from 10:00:01 to 10:00:02, Jul. 
15, 2003, a large amount of the non-iSCSI packets are 
arrived from the same Source. 

0096. In this case, in the warning message, as the failure 
time, 10:00:01, Jul. 15, 2003 is stored. The improper com 
munication Source analyzing unit 413 Searches the traffic log 
158 corresponding to the failure time in this warning mes 
Sage. 

0097 Out of that, the non-iSCSI packet is searched, and 
with respect to each Source of transmission, traffic is 
obtained. And, address information 1583 of a Source of 
transmission is Searched, which exceeded predetermined 
traffic, and So on. 

0098. A control instruction which instructs to cut off 
communication from a Source of the improper communica 
tion is issued to the router or Switch control instructing unit 
414 which will be described later. 

0099. The router or Switch control instructing unit 414, 
when a warning message is sent from the Storage Subsystem 
100 to the management server 400, in accordance with a 
control instruction issued from the QoS condition designat 
ing unit 411 and the improper communication Source ana 
lyzing unit 413, controls the router or Switch 300, cuts off a 
packet from a Source of the improper communication, and 
Secures a QoS of a packet of a normal access. 
0100. In addition, a program which realizes these func 
tions may be stored in a recording medium which can be 
read by the control processor 401 (flexible disk, CR-ROM, 
DVD-ROM, semiconductor memory, transmission path 
such as LAN and SAN etc., and so on). 
0101 Also, the function of the program may be realized 
by a hardware configuration (Semiconductor integrated cir 
cuit Such as LSI (large Scale Integration) etc.). 
0102) Next, an outline of a process flow in case that the 
Storage Subsystem 100 received a packet, in the Storage 
system of this embodiment having the above-described 
functions, will be described. FIG. 6 is a configuration view 
which described a representative element in order to illus 
trate an outline of a process, out of elements which configure 
the system of this embodiment. 
0.103 Here, in this figure, packets sent in directions of 
arrows 001-003 are referred to as packet 001, packet 002, 
and packet003, respectively. These are packets sent from the 
IP network 300 to the storage subsystem 100 as the iSCSI 
target. Out of these, the packet 001 is assumed to be the 
permitted iSCSI packet, and the packet 002 is assumed to be 
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the unpermitted iSCSI packet, and the packet 003 is assumed 
to be the non-iSCSI packet Sent from an information equip 
ment whose Source is unclear, to the Storage Subsystem 100. 
0104. When the storage interface 110 on the storage 
subsystem 100 receives the packets 001, 002, and 003, it 
sorts out the received packets, by the IP level filter unit 115. 
Here, the packet 001 and the packet 002 are judged to be the 
iSCSI packet, and are sent out to the LU level filter unit 116. 
On the other hand, the packet 003 is to be discarded, and is 
Sent out to the communication information and failure 
alerting unit 118 through the traffic measuring and judging 
unit 117, in accordance with an arrow 004. In the traffic 
measuring and judging unit 117, traffic of the packet 003 per 
unit of time is measured, and a necessary communication 
ratio is calculated, and generation of the communication 
failure is monitored, with reference to the communication 
failure judging threshold table 122. 
0105. The packets 001 and 002 as the iSCSI packets sent 
out from the IP level filter unit 115 to the LU level filter unit 
116 are judged whether they are packets which are permitted 
to access to the logical unit 130 in the Storage Subsystem 
100, with reference to the LU access permission table 121 by 
the LU level filter unit 116. 

0106 And, the LU level filter unit 116 sends out the 
packet 002 to be discarded, to the communication informa 
tion and failure alerting unit 118 through the traffic measur 
ing and judging unit 117, in accordance with an arrow 005. 
In the traffic measuring and judging unit 117, traffic of the 
packet 002 per unit of time is measured, and a necessary 
communication ratio is calculated, and generation of the 
communication failure is monitored, with reference to the 
communication failure judging threshold table 122. 
0107 The LU level filter unit 116 judges that the packet 
001 is permitted to access to the logical unit 130, and sends 
it out to the iSCSI off-road engine 119 through the traffic 
measuring and judging unit 117 in accordance with an arrow 
006. In the iSCSI off-road engine 119, the SCSI command 
is picked up, the iSCSI command picked up is Sent to the 
logical unit 130, and an I/O process is carried out. 
0108. In addition, in the traffic measuring and judging 
unit 117, traffic of the packet 001 per unit of time is 
measured, and a necessary communication ratio is calcu 
lated, and generation of the communication failure is moni 
tored, with reference to the communication failure judging 
threshold table 122. 

0109 The communication information and failure alert 
ing unit 118 Sends communication information of the pack 
ets 002 and 003 to the communication information recording 
unit 156 of the maintenance terminal 150 in the storage 
subsystem 100, in accordance with an arrow 007 of FIG. 6. 
After that, the communication information recording unit 
156 records the communication information of the packets 
002 and 003 as the traffic log 158. 
0110. Also, the traffic measuring and judging unit 117 
judges whether a communication failure is generated or not, 
by utilizing the communication failure judging threshold 
table 122. 

0111. In case that it is judged in the judgment that a 
communication failure is generated, in accordance with an 
arrow 008 of FIG. 6, through the communication informa 
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tion and failure alerting unit 118, information is transmitted 
to the warning message reporting unit 157 in the mainte 
nance terminal 150. And in accordance with an arrow 009 of 
FIG. 6, the warning message reporting unit 157 which 
received it sends out a warning message, and thereby, that 
instance is reported to the management Server 400. 
0112 The management server 400 which received the 
warning message presents information to an administrator 
by displaying warning messages which correspond to 
respective the communication failures. Also, an appropriate 
performance decrement preventing proceSS in accordance 
with the warning message is carried out. 
0113. Hereinafter, a flow of a process which transmits a 
warning message to the management Server 400, and a 
performance decrement preventing process that the manage 
ment server 400 carries out in case that it received a warning 
message will be described. 
0114 FIG. 7 shows a process flow in the storage system 
of this embodiment, in case that an improper packet (unper 
mitted iSCSI packet, non-iSCSI packet) is received. 
0115 First, the traffic measuring and judging unit 117 
measures traffic per unit of time (e.g., 1 Second), with respect 
to a packet judged to be discarded (not sent to the logical unit 
130) through the IP level filter unit 115 and/or the LU level 
filter unit 116, and all packets received by the Storage 
interface 110, and with respect to each unit of time mea 
Sured, calculates a predetermined communication ratio (step 
01.00). 
0.116) Next, the traffic measuring and judging unit 117 
refers to the communication failure judging threshold table 
122, based on the calculated communication ratio, and 
judges whether it corresponds to the criteria of failure 
judgment or not (step 0110). 
0117. In case that there is no item corresponding to the 
communication failure judging threshold table 122 in the 
step 0110 (in case of No), a routine return to the step 0100, 
and a process is started again. 

0118. On the other hand, in case that there is an item 
corresponding to the communication failure judging thresh 
old table 122 in the step 0110 (in case of Yes), the traffic 
measuring and judging unit 117 alerts a type of failure 
(unpermitted packet ratio, or non-iSCSi packet ratio) etc., to 
the warning message reporting unit 157, through the failure 
alerting unit 118 (step 0120). 
0119) The warning message reporting unit 157 which 
received the alert generates a warning message in accor 
dance with the type of failure, and alerts it to the manage 
ment server 400 as failure information (step 0130). 
0120) The management server 400 which received the 
warning message makes the failure information displaying 
unit 412 to display a content of the failure message on the 
output device 406, and presents it to an administrator (Step 
0140). An administrator confirms the content of display, and 
can figure out a current Status of communication of the 
storage subsystem 100. For example, the administrator can 
carry out a proceSS Such as resetting of a QoS, and So on. 

0121 AS described above, in case of having received the 
warning message, the management Server 400 draws an 
attention of an administrator on it by displaying its content 
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to the output device 406, and can not only accept a response 
of an administrator, but also carry out a performance dec 
rement preventing process of the Storage System, in accor 
dance with a content of the received warning message, by 
itself. 

0122) Next, in the above-described step 0130, a perfor 
mance decrement preventing process that the management 
server 400 carries out, in case that the received warning 
message means that the non-iSCSI packet ratio exceeds a 
threshold, or, in case that it means that the unpermitted 
iSCSI packet ratio exceeds the threshold, i.e., in case that 
accesses of improper packets are increased, will be 
described. Here, the performance decrement preventing pro 
cess that the management server 400 carries out is to cut off 
a packet which causes I/O performance decrement of the 
Storage Subsystem. 

0123. In addition, in this embodiment, a case that the 
non-iSCSI packet ratio exceeded a threshold is an example. 
A process in the management Server 400, which ascertains 
a Source of improper communication by analyzing a content 
of the traffic log 158, which controls an IP network relay 
device such as the router and Switch 320 etc. disposed on the 
IP network 300 as a transmission path to the storage sub 
system 100, and which cuts off communication from a 
Source of the improper communication will be described. 
0.124 FIG. 8 shows a flow of a process which is carried 
out in the management Server 400, in case that improper 
accesses are increased. 

0.125 First, the management server 400 receives from the 
maintenance terminal 150, Such a warning message that a 
type of failure indicates that the non-iSCSI packet ratio 
exceeded a threshold (step 0200). 
0.126 The management server 400 which received the 
warning message, makes the failure information displaying 
unit 412 to appear a display which is corresponding to the 
warning message received in the step 0200 on the output 
device 406, and makes the improper communication Source 
analyzing unit 413 to obtain the traffic log 158 recorded in 
the maintenance terminal 150 (step 0210). 
0127. The improper communication Source analyzing 
unit 413 analyzes the corresponding traffic log, by using 
information of the obtained traffic log 158, and searches 
address information etc. of a Source of transmitting an 
improper packet (step 0220). 
0128. The improper communication Source analyzing 
unit 413, in order to carry out a process which cuts off all of 
packets from the corresponding address 1583 (e.g., in case 
of an example of FIG. 5, 10.X.X.X), issues a control 
instruction of the router or Switch meaning that communi 
cation from the corresponding address 1583 is cut off, to the 
router or Switch control instructing unit 414 (step 0230). 
0129. The router or Switch control instructing unit 414, in 
accordance with the control instruction issued in the Step 
0230, controls the router or switch 320 to cut off a packet 
from the corresponding address (step 0240). 
0130. The storage system of this embodiment can cut off 
a communication attack which targets the Storage Subsystem 
100 for an attack, by carrying out the process as described 
above. 
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0131 Next, a process in case that the received warning 
message means that a ratio of traffic of the iSCSI packet 
which accesses to the logical unit 130 normally is reduced, 
in the above-described step 0130, i.e., in case that the 
permitted iSCSI packet ratio become a threshold or below, 
will be hereinafter described. 

0.132. Here, the performance decrement preventing pro 
ceSS that the management Server 400 carries out is to Secure 
a necessary QoS in the permitted iSCSI packet, based on an 
instruction regarding QoS control of an IP network desig 
nated in advance by an administrator. The management 
server 400 controls an IP network relay equipment such as 
the router or switch 320 etc. disposed on the IP network 300 
as a transmission path to the Storage Subsystem 100, and 
Secures a necessary QoS to access from the host computer 
200 which has a right to access to the storage subsystem 100. 
0133 FIG. 9 shows a flow of a process which is carried 
out in the management server 400, in case that the permitted 
iSCSI packet ratio becomes a threshold or below. 
0134) First, the management server 400 receives a warn 
ing message which indicates that the permitted iSCSI packet 
ratio becomes a threshold or below, from the maintenance 
terminal 150 (step 0300). 
0.135 The management server 400 which received the 
warning message makes the failure information displaying 
unit 412 to appear a display which corresponded to a content 
of the received message on the display device 406, and alerts 
information included in the warning message to the QoS 
control condition designating unit 411 (step 0310). 
0.136 The QoS control condition designating unit 411 
compares a value Stored in the threshold Storing column 
122b of the communication failure judging threshold table 
122 with a value of a communication ratio received by the 
warning message, and judges whether Setting of QoS control 
is proper or not, i.e., whether readjustment is necessary (Step 
0320). 
0.137 In case that it is judged in the judgment of the step 
0320 that readjustment of QoS control is necessary (in case 
of Yes), an instruction, which is necessary for carrying out 
the given QoS control, is Sent to the router or Switch control 
instructing unit 414 (step 0330). 
0.138. On the other hand, in case that it is judged that the 
readjustment is not necessary (in case of No), the process is 
concluded. 

0.139. The router or switch control instructing unit 414 
which received the instruction in the step 0330 readjusts 
Setting of QoS control as a condition designated by a 
command etc. of a router (step 0340), and concludes the 
proceSS. 

0140. It is possible for the storage system of this embodi 
ment to dynamically readjust Setting of QoS to the Storage 
Subsystem 100, in accordance with a status of communica 
tion, by carrying out the process as described above. 
0.141. In this manner, according to this embodiment, the 
Storage System can Sort a packet which is accessible to the 
logical unit 130 (normal packet) and a packet other than it 
(improper packet), in the storage Subsystem 100. 
0142. In this embodiment, this sorting is realized by two 
filters of an IP level filter (first filter) which searches only an 



US 2005/O120279 A1 

iSCSI packet, and an LU level filter (second filter) which 
Searches only a packet permitted to access to a Storage 
Subsystem from among the iSCSI packets. Furthermore, 
judgment of accessibility in the LU level filter is carried out 
at the time when a session is built up, i.e., by only an iSCSI 
packet transmitted at the time of iSCSI log-in. And, after a 
Session is built up by the above-Stated packet, accessibility 
of individual packets is not judged. On this account, acces 
sibility can be judged effectively. 
0.143 Also, since a traffic log of an improper packet is 
recorded, by using the Suchlike information, it is possible to 
take a procedure to cut off future receptions. 
0144) Furthermore, since traffic is monitored with respect 
to each Sorted type, with regard to all packets, by using the 
Suchlike information, it is also possible to Secure an appro 
priate QoS for communication of a normal packet. 

1. A Storage Subsystem which is connected to a host 
computer through a communication line, comprising 

an interface which is used for connecting to Said com 
munication line, wherein, 

Said interface comprises a first filter which judges, on the 
occasion of having received communication packets 
from Said communication line, whether there is a 
communication packet with a predetermined format for 
use in an access to Said Storage Subsystem, among the 
communication packets, 

wherein Said interface further comprises 
a traffic measuring and judging unit which measures 

traffic of all communication packets received in the 
interface, and traffic of a communication packet judged 
not to be the packet with said format in said first filter, 
respectively, and by using the both trafficS, judges 
whether a communication failure is generated or not, 
and 

a communication failure alerting unit which alerts a 
management Server connected to Said Storage Sub 
System and comprises a function of displaying infor 
mation alerted, in case that it is judged that a commu 
nication failure is generated in Said traffic measuring 
and judging unit. 

2. The Storage Subsystem according to claim 1, wherein, 
Said interface further comprises a Second filter which 

receives the communication packet judged to be for 
Said access in Said first filter, and judges whether it is 
a communication packet permitted to access to a Stor 
age area in Said Storage Subsystem and transmitted from 
Said host computer or not. 

3. The Storage Subsystem according to claim 2, wherein, 
in case that Said host computer is permitted to access to 

Said Storage Subsystem, Said interface further comprises 
an acceSS permission table having information which 
uniquely Specifies the host computer, and information 
which Specifies a storage area in Said Storage Subsystem 
to which the host computer is permitted to access, and 

Said Second filter judges whether a communication packet 
judged to be for use in Said acceSS is transmitted from 
the host computer permitted to acceSS or not, in accor 
dance with information Stored in Said access permission 
table. 
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4. (canceled) 
5. The Storage Subsystem according to claim 1, wherein, 
Said traffic measuring and judging unit further measures 

traffic of a communication packet judged not to be the 
communication packet transmitted from Said host com 
puter which is permitted to acceSS in Said Second filter, 
and by using the traffic and Said traffic of all commu 
nication packets, further judges whether a communi 
cation failure is generated or not. 

6. The Storage Subsystem according to claim 5, wherein, 
Said interface further comprises 
a traffic log recording unit which records, as a traffic log, 

communication information of a communication 
packet judged not to be the communication packet with 
Said format in Said first filter and a communication 
packet judged not to be the communication packet 
transmitted from Said host computer permitted to 
acceSS in the Second filter. 

7. A management Server connected to the Storage Sub 
System according to claim 6, wherein, 

an improper communication Source analyzing unit which 
refers to Said traffic log, in case that it is alerted from 
a communication failure alerting unit of Said Storage 
Subsystem that a communication failure is generated, 
and Searches a Source of Said communication packet 
causes the communication failure. 

8. The management Server according to claim 7, further 
comprising, 

a relay device control unit which controls, based on 
information of a Source Searched in Said improper 
communication Source analyzing unit, a relay device 
which relayS communication to Said Storage Subsystem 
disposed on Said communication line So as to cut off 
communication from the Source. 

9. A computer readable Storage medium including a 
program for a computer mounted on a storage Subsystem 
connected to a host computer through a communication line, 
the program comprising: 

code for connecting to Said communication line; 
code for judging, on the occasion of having received 

communication packets from Said communication line 
through connecting to Said communication line, 
whether there is a communication packet with a pre 
determined format for use in an access to Said Storage 
Subsystem, among the communication packets, 

code for receiving the communication packet judged to be 
for Said access in Said judging, and judges whether it is 
a communication packet permitted to access to a Stor 
age area in Said Storage Subsystem and transmitted from 
Said host computer or not; 

code for measuring traffic of all communication packets 
received in connecting to Said communication line, and 
traffic of a communication packet judged not to be the 
packet with Said format in Said first filter, respectively, 
and by using the both traffics, judging whether a 
communication failure is generated or not; and 

code for alerting a management Server connected to Said 
Storage Subsystem and displaying information alerted, 
in case that it is judged that a communication failure is 
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generated in measuring Said traffic of all communica 
tions packets received in connecting to Said communi 
cation line. 

10. (canceled) 
11. (canceled) 
12. A computer readable Storage medium including a 

program for a computer mounted on a management Server 
which is connected to a Storage Subsystem, the program 
comprising: 

code for referring to Said traffic log, in case that it is 
alerted from a communication failure alerting unit of 
Said Storage Subsystem that a communication failure is 
generated, and Searching a Source of Said communica 
tion packet which causes the communication failure. 

13. A computer readable Storage medium including a 
program for a computer mounted on a management Server 
which is connected to a Storage Subsystem, the program 
comprising: 

code for referring to Said traffic log, in case that it was 
alerted from a communication failure alerting unit of 
Said Storage Subsystem that a communication failure is 
generated, and Searching a Source of Said communica 
tion packet which causes the communication failure, 
and 

code for controlling, based on information of a Source 
Searched in Said Searching, a relay device which relayS 
communication to Said Storage Subsystem disposed on 
Said communication line for receiving a communica 
tion packet So as to cut off communication from the 
SOCC. 

14. (canceled) 
15. A Storage System in which a Storage Subsystem, a host 

computer, and a management Server are connected by a 
communication line, wherein, 

Said Storage Subsystem comprises an interface which 
connects to Said communication line, and 

Said interface comprises, 

a first filter which judges, on the occasion of having 
received communication packets from Said commu 
nication line, whether there is a communication 
packet with a predetermined format for use in an 
access to Said Storage Subsystem, among the com 
munication packets, 

a Second filter which receives the communication 
packet judged to be for Said acceSS in Said first filter, 
and judges whether it is a communication packet 
permitted to access to a Storage area in Said Storage 
Subsystem and transmitted from Said host computer 
or not, 

a traffic measuring and judging unit which measures 
traffic of all communication packets received in the 
interface, and traffic of a communication packet 
judged not to be the packet with Said format, respec 
tively, and by using the both traffics, judges whether 
a communication failure is generated or not, 

a communication failure alerting unit which alerts Said 
management Server, in case that it is judged that a 
communication failure is generated in Said traffic 
measuring and judging unit, and 
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a traffic log recording unit which records, as a traffic 
log, communication information of a communication 
packet judged not to be the communication packet 
with Said format in Said first filter and a communi 
cation packet judged not to be the communication 
packet transmitted from Said host computer permit 
ted to acceSS in the Second filter, and 

Said management Server comprises 
a display device which displays the alert received from 

Said communication failure alerting unit, 
an improper communication Source analyzing unit 
which refers to Said traffic log, in case that it is 
alerted from a communication failure alerting unit of 
Said Storage Subsystem that a communication failure 
is generated, and Searches a Source of Said commu 
nication packet which causes the communication 
failure, and 

a relay device control unit which controls, based on 
information of a Source Searched in Said improper 
communication Source analyzing unit, a relay device 
which relays communication to Said Storage Sub 
System disposed on Said communication line So as to 
cut off communication from the Source. 

16. The Storage System according to claim 15, wherein, 
in case that Said host computer is permitted to access to 

Said Storage Subsystem, Said interface further comprises 
an access permission table having information which 
uniquely Specifies the host computer, and information 
which Specifies a storage area in Said Storage Subsystem 
to which the host computer is permitted to access, and 

Said Second filter judges whether a communication packet 
judged to be for use in Said access, is transmitted from 
the host computer permitted to acceSS or not, in accor 
dance with information Stored in Said acceSS permission 
table. 

17. The Storage System according to claim 15, wherein, 
Said traffic measuring and judging unit further measures 

traffic of a communication packet judged not to be the 
communication packet transmitted from Said host com 
puter permitted to access in Said Second filter, and by 
using the traffic and Said traffic of all communication 
packets, further judges whether a communication fail 
ure is generated or not. 

18. The Storage System according to claim 17, wherein, 
Said traffic measuring and judging unit further measures 

traffic of a communication packet judged to be the 
communication packet transmitted from Said host com 
puter permitted to access in Said Second filter, and by 
using the traffic and Said traffic of all communication 
packets, judges whether a value of a ratio of traffic of 
a communication packet transmitted from Said host 
computer permitted to access to traffic of all commu 
nication packets is less than a predetermined value or 
not, and 

Said communication failure alerting unit alerts Said man 
agement Server of the alert which indicates that Second 
communication failure is generated, in case that it is 
judged that the value of the ratio is less than the 
predetermined value in the traffic measuring and judg 
ing unit, and 
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Said management Server further comprises a QoS condi 
tion designating unit which, in case of having received 
the alert which indicates that the Second communica 
tion failure is generated from Said communication 
failure alerting unit, readjusts a network QoS between 
Said Storage Subsystem and Said host computer, which 
has been set up in advance by an administrator. 

19. A communication control method in a storage System 
in which a storage Subsystem, a host computer, and a 
management Server are connected by a communication line, 
comprising: 

judging, when communication packets from Said commu 
nication line were received in Said Storage Subsystem, 
whether there is a communication packet with a pre 
determined format for use in an access to Said Storage 
Subsystem, among the communication packets, 

measuring traffic of all communication packets received 
by Said Storage Subsystem, and traffic of a communi 
cation packet judged not to be the packet with Said 
predetermined format, respectively, and recording a 
traffic log of a communication packet judged not to be 
the communication packet with Said format, 

judging, by using Said measured both traffics, whether a 
communication failure is generated or not, and alerting 
Said management Server, in case that it is judged that a 
communication failure is generated, 

referring to Said traffic log, in case that the alert that the 
communication failure is generated is received in Said 
management Server from Said Storage Subsystem, and 
Searching information of a Source of Said communica 
tion packet which causes Said communication failure, 
and 

controlling, based on information of the Searched Source, 
a relay device which relayS communication to Said 
Storage Subsystem disposed on Said communication 
line So as to cut off communication from the Source. 

20. A Storage System having a storage Subsystem con 
nected to a host computer through a communication line, 
and a management Server connected to Said Storage Sub 
System, wherein, 

Said Storage Subsystem comprises an interface which 
connects to Said communication line and a maintenance 
terminal which maintains Said Storage Subsystem, and 

Said interface comprises 
a first filter which judges, on the occasion of having 

received communication packets from Said commu 
nication line, whether there is a communication 
packet with a predetermined format for use in an 
access to Said Storage Subsystem, among the com 
munication packets, 
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a Second filter which receives the communication 
packet judged to be for Said acceSS in Said first filter, 
and judges whether it is a communication packet 
permitted to access to a Storage area in Said Storage 
Subsystem and transmitted from Said host computer 
or not, 

a traffic measuring and judging unit which measures 
traffic of all communication packets received in the 
interface, and traffic of a communication packet 
judged not to be Said communication packet permit 
ted to access in Said Second filter, respectively, and 
calculates a value of a ratio of the both traffics 
(communication ratio), and by using the both traffics, 
judges whether a communication failure is generated 
or not, and 

a communication failure alerting unit which alerts Said 
maintenance terminal, in case that it is judged that a 
communication failure is generated in Said traffic 
measuring and judging unit, of that failure is gener 
ated and Said communication ratio, and 

Said maintenance terminal comprises a warning message 
reporting unit which generates, in case that the alert of 
that a communication failure is generated and Said 
communication ratio is received from Said communi 
cation information and failure alerting unit, a warning 
message in accordance with Said alert, and outputs it to 
Said management Server, and 

said management Server comprises: 
an output device, 
a failure information displaying unit which comprises 

Said output device displayed the warning message 
and Said communication ratio received from Said 
Warning message reporting unit, and 

a QoS condition designating unit which judges whether 
Said communication ratio is within a predetermined 
permissible Zone, and in case that it is judged to be 
outside the permissible Zone, adjusts a network QoS 
of a relay device which relays communication to Said 
Storage Subsystem disposed on Said communication 
line. 

21. The Storage Subsystem according to claim 1, wherein 
a header of the communication packet with the predeter 
mined format includes information which shows that an 
iSCSI command is encapsulated in the communication 
packet. 

22. The Storage System according to claim 18, wherein a 
header of the communication packet with the predetermined 
format includes information which shows that an iSCSI 
command is encapsulated in the communication packet. 
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