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that the requestor have a predetermined proximity to
the image. Once the permission rules are satisfied, the
image recognition module transmits the user's contact
information to the requestor.
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RETRIEVING CONTACT INFORMATION BASED ON

IMAGE RECOGNITION SEARCHES

Cross Reference to Related Applications

[0001] This application claims priority under 35 USC § 119(e) to U.S. Application
No. 61/487,608, entitled “Retrieving Contact Information Based on Image Recognition
Searches” filed May 28, 2011, and U.S. Application No. 13/231,249, entitled “Retrieving
Contact Information Based on Image Recognition Searches” filed September 13, 2011; the

entireties of which are herein incorporated by reference.

BACKGROUND

[0002] The specification generally relates to providing access to contact information
based on image recognition. More specifically, the specification relates to using relationships
in a social network to predict the identity of users in images and for determining whether to
provide access to contact information.

[0003] Before the use of mobile devices became widespread, people used to obtain
contact information by exchanging business cards and writing down numbers. Once mobile
devices, such as cell phones became more popular people began exchanging numbers by
typing them directly into the cell phone. This is time consuming and creates too many
possibilities for user error.

[0004] One prior art application mimics a fist bump by exchanging contact
information between two people when their mobile devices touch. Specifically, the mobile
devices include an accelerometer that tracks the movement of the mobile devices and

compares the signatures of each device to infer an intentional approval to pass contact
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information from one person to another. In this example, the backend server recognizes that
the two mobile devices shake in the same pattern and that the movement is not random and is
therefore intended as permission to exchange information. This is a limited solution that
requires both people to have mobile devices running the same application and physical

contact between the mobile devices.

SUMMARY OF THE INVENTION

[0005] In some examples, the technology described in the specification overcomes
the deficiencies and limitations of the prior art at least in part by providing a system and
method for retrieving contact information based on image recognition searches. A requestor
captures an image of a user with a user device. The user device transmits the image to an
image recognition module. In one embodiment an image recognition module includes a
controller, an image parser, a metadata engine and a graphical user interface module.

[0006] The image parser receives the image and identifies the user in the image. In
one embodiment the image parser identifies facial features in the image, compares the facial
features in the image to facial features of account holders and identifies users based on
similarity of facial features.

[0007] The controller receives an identification of the user and determines whether
permission rules are satisfied and that a requestor has permission to access the contact
information. In one embodiment, the controller retrieves a social graph from a social network
that includes a relationship between the requestor and the user. In this example the
permission rules include a requirement that the requestor and the user satisfy a predetermined
relationship on the social graph before the controller transmits the contact information. The
contact information includes a name, an email address, a phone number, a home address, a

work address, a profile uniform resource locator, a link to establish a relationship with the
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user on a social network application or an instant messaging handle. In one embodiment, the
user device updates an address book with the contact information.

[0008] The metadata engine is coupled to the controller and identifies users based on
metadata in the image including location, context, time and a social graph. For example, the
metadata engine identifies account holders that are within a pre-determined proximity of the
location of the image, generates a list of the account holders for displaying to the requestor
and receives an identification of the user from the requestor. In another embodiment, the
metadata engine generates metadata including a location of the image, a time of capturing the
image and an audio sample at the time of capturing the image.

[0009] The graphical user interface module generates a user interface for users to
identify images with users and tools for identifying users and an account engine for
generating user accounts.

[0010] The user device captures the image of the user and transmits it to the
controller. In one example, the controller transmits the contact information to the user
device, which updates an address book with the contact information.

[0011] In one embodiment a social network application includes an account engine
for generating user accounts, a graphical user interface module for generating and displaying
a user interface that displays user information and interactions between friends and a group
engine that generates a group responsive to transmitting the contact information to the user.
The social network application can be stored on a different server than the image parser and
the controller.

[0012] The specification also includes a computer program product comprising a non-
transitory computer readable medium storing a computer readable program and a number of
novel methods including a method for receiving from a requestor an image of at least one

user, performing facial recognition, identifying the user in the image, retrieving permission
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rules associated with the identified user, determining whether the permission rules are
satisfied and that the requestor has permission to access the contact information and

transmitting the contact information to the requestor.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] The specification is illustrated by way of example, and not by way of
limitation in the figures of the accompanying drawings in which like reference numerals are
used to refer to similar elements.

[0014] Figure 1 is a high-level block diagram illustrating a functional view of an

image recognition system according to one embodiment.

[0015] Figure 2A is a block diagram illustrating a user device according to one
embodiment.

[0016] Figure 2B is a block diagram illustrating a server according to one
embodiment.

[0017] Figure 3A is a block diagram illustrating a detailed embodiment of an image

recognition module.

[0018] Figure 3B is a graphical representation of an example for presenting a
requestor with potential users based on suggestions generated using a social graph according
to one embodiment.

[0019] Figure 3C is a graphical representation of an example of contact data of a user

identified in an image that is displayed on a requestor’s user device.

[0020] Figure 4 is a block diagram illustrating an example of a social network
application.
[0021] Figure 5 is a flow diagram of a method for identifying a user in an image and

transmitting contact information to a requestor according to one embodiment.
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[0022] Figure 6 is a flow diagram of a method for identifying a user in an image and
transmitting contact information to a requestor based on the relationship between the user and

the requestor in a social graph according to one embodiment.

DETAILED DESCRIPTION

[0023] A system and method for retrieving contact information based on image
recognition searches. In the following description, for purposes of explanation, numerous
specific details are set forth in order to provide a thorough understanding of the specification.
It will be apparent, however, to one skilled in the art that the technology described in the
example embodiments can be practiced without these specific details. In other instances,
structures and devices are shown in block diagram form in order to avoid obscuring the
description. For example, the present embodiment is described in one embodiment below
primarily with reference to an image recognition module stored on a server. However, the
present embodiment also applies to any type of image recognition module stored on a user
device.

29 ¢¢

[0024] Reference in the specification to “one embodiment,” “an embodiment” or “an
example embodiment” means that a particular feature, structure, or characteristic described in
connection with the embodiment is included in at least one embodiment of the description.

The appearances of the phrase “in one embodiment” in various places in the specification are

not necessarily all referring to the same embodiment.

[0025] Some portions of the detailed descriptions that follow are presented in terms of
algorithms and symbolic representations of operations on data bits within a computer
memory. These algorithmic descriptions and representations are the means used by those
skilled in the data processing arts to most effectively convey the substance of their work to

others skilled in the art. An algorithm is here, and generally, conceived to be a self consistent
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sequence of steps leading to a desired result. The steps are those requiring physical
manipulations of physical quantitics. Usually, though not necessarily, these quantities take
the form of electrical or magnetic signals capable of being stored, transferred, combined,
compared, and otherwise manipulated. It has proven convenient at times, principally for
reasons of common usage, to refer to these signals as bits, values, elements, symbols,

characters, terms, numbers or the like.

[0026] It should be borne in mind, however, that all of these and similar terms are to
be associated with the appropriate physical quantities and are merely convenient labels
applied to these quantities. Unless specifically stated otherwise as apparent from the
following discussion, it is appreciated that throughout the description, discussions utilizing
terms such as “processing” or “computing” or “calculating” or “determining” or “displaying”
or the like, refer to the action and processes of a computer system, or similar electronic
computing device, that manipulates and transforms data represented as physical (electronic)
quantities within the computer system’s registers and memories into other data similarly
represented as physical quantities within the computer system memories or registers or other

such information storage, transmission or display devices.

[0027] The present embodiment of the specification also relates to an apparatus for
performing the operations herein. This apparatus may be specially constructed for the
required purposes, or it may comprise a general-purpose computer selectively activated or
reconfigured by a computer program stored in the computer. Such a computer program may
be stored in a computer readable storage medium, such as, but is not limited to, any type of
disk including floppy disks, optical disks, CD-ROMs, and magnetic disks, read-only
memories (ROMs), random access memorics (RAMs), EPROMs, EEPROMs, magnetic or
optical cards, flash memories including USB keys with non-volatile memory or any type of

media suitable for storing electronic instructions, each coupled to a computer system bus.



10

15

20

25

WO 2012/158314 PCT/US2012/034828

[0028] The specification can take the form of an entirely hardware embodiment, an
entirely software embodiment or an embodiment containing both hardware and software
elements. In a preferred embodiment, the specification is implemented in software, which
includes but is not limited to firmware, resident software, microcode, etc.

[0029] Furthermore, the description can take the form of a computer program product
accessible from a computer-usable or computer-readable medium providing program code for
use by or in connection with a computer or any instruction execution system. For the
purposes of this description, a computer-usable or computer readable medium can be any
apparatus that can contain, store, communicate, propagate, or transport the program for use
by or in connection with the instruction execution system, apparatus, or device.

[0030] A data processing system suitable for storing and/or executing program code
will include at least one processor coupled directly or indirectly to memory elements through
a system bus. The memory elements can include local memory employed during actual
execution of the program code, bulk storage, and cache memories which provide temporary
storage of at least some program code in order to reduce the number of times code must be
retrieved from bulk storage during execution.

[0031] Input/output or I/O devices (including but not limited to keyboards, displays,
pointing devices, etc.) can be coupled to the system either directly or through intervening I/O
controllers.

[0032] Network adapters may also be coupled to the system to enable the data
processing system to become coupled to other data processing systems or remote printers or
storage devices through intervening contact or public networks. Modems, cable modem and
Ethernet cards are just a few of the currently available types of network adapters.

[0033] Finally, the algorithms and displays presented herein are not inherently related

to any particular computer or other apparatus. Various general-purpose systems may be used
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with programs in accordance with the teachings herein, or it may prove convenient to
construct more specialized apparatus to perform the required method steps. The required
structure for a variety of these systems will appear from the description below. In addition,
the specification is not described with reference to any particular programming language. It
will be appreciated that a variety of programming languages may be used to implement the

teachings of the specification as described herein.

System Overview

[0034] Figure 1 illustrates a block diagram of a system 100 for identifying users from
images and transmitting the user’s contact information according to an example embodiment.
The illustrated description of a system 100 for identifying users in images includes user

devices 115a, 115b...115n, a social network server 101 and a third-party server 122.

[0035] The user devices 115a, 115b...115n are accessed by users 125a, 125b...125n
via signal lines 110 and 114, respectively. The user devices 115a, 115b...115n access the
network 105 via signal lines 108 and 112, respectively. While Figure 1 illustrates three user
devices, the description applies to any system architecture having one or more user devices.
Furthermore, while only one network 105 is coupled to the user devices, 115a, 115b...115n,
the social network server 101 and the third-party server 122, in practice any number of

networks 105 can be connected to the entities.

[0036] The user device 115a is any computing device that is capable of connecting to
a network, e.g. a personal computer, a laptop, a cell phone, a camera phone, a smart phone, a
personal digital assistant, a media player, a navigation device, an email device, a game
console, a tablet or a combination of any of these devices. In one embodiment, the user

device 115a includes a capture module 117 for capturing images of a user and transmitting
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the images to the social network server 101 for image recognition processing. In some
examples, the user opts-in to the image recognition processing before facial recognition is
performed. In another embodiment, the image is stored on the user device 115 and is
transmitted to the social network server 101 for image recognition processing. In one
embodiment the user device 115 also includes tools for identifying users in conjunction with

social network application information.

[0037] The social network server 101 returns contact information, such as the user’s
cell phone number subject to the user providing permission for the contact information to be
disseminated. In some examples, permission to access other information specified by the
user (e.g. relationship status, etc.) or access to documents (e.g., photo albums, etc.) may be
provided. For example, a requestor125a takes a picture of a user in a bar with the user device
115a, which includes a camera. The capture module 117 transmits the captured image to the
image recognition module 103, which identifies the user and transmits the user’s contact

information to the requestor.

[0038] In one embodiment the social network server 101 includes an image
recognition module 103, a social network application 116 and storage 111. The image
recognition module 103 receives images from a requestor’s user device 115a, 115b...115n.
The image recognition module 103 performs feature recognition on the image to identify the
user in the image if the user has opted-in to the service. The image recognition module 103
retrieves user information from storage 111 including the user’s contact information and
permission rules for who can receive what information. If the requestor satisfies the
permission rules, the image recognition module 103 transmits the contact information to the

requestor’s user device 115a, 115b...115n.

[0039] The social network application 116 is software and routines for generating a

social network. A social network is any type of social structure where the users are
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connected by a common feature, for example, Google Plus. The common feature includes
friendship, family, work, an interest, etc. The common features are provided by one or more
social networking systems, such as those included in the system 100, including explicitly-
defined relationships and relationships implied by social connections with other users, where
the relationships are defined in a social graph. The social graph is a mapping of all users in a

social network and how they are related to each other.

[0040] The social network application 116 generates user information that is used in
conjunction with the image recognition module 103. For example, the user’s permissions for
transmitting contact information allow dissemination of contact information if the user is
within two degrees of separation from the person that submitted the image, i.e. a friend of a
friend. This is determined by retrieving a social graph that includes the requestor and the
user in the image by mapping their relationship within the social graph. Responsive to
satisfying the conditions for disseminating contact information, the social network server 101
transmits the contact information to the user device 115a, 115b...115n via signal line 102. In
one embodiment, the image recognition module 103 and the social network application 116

are combined into a single module.

[0041] In another embodiment, the social network application 116 is stored on a
third-party server 122 along with storage 111 that includes user information including a
social graph. In this example, the third-party social network server 101 hosts the social
network application 116. The image recognition module 103 stored on the social network
server 101 requests user information from the social network application 116. The social
network application 116 confirms that the user authorized the transmission of user
information, retrieves the information from storage 111 and transmits the requested
information to the image recognition module 103 via signal line 104. While only one third-

party server 122 is shown, the system 100 could include one or more third-party servers 122.

10
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[0042] The network 105 is a conventional type, wired or wireless, and may have any
number of configurations such as a star configuration, token ring configuration or other
configurations known to those skilled in the art. Furthermore, the network 105 may comprise
a local area network (LAN), a wide area network (WAN) (e.g., the Internet), and/or any other
interconnected data path across which multiple devices may communicate. In yet another
embodiment, the network 105 may be a peer-to-peer network. The network 105 may also be
coupled to or includes portions of a telecommunications network for sending data in a variety
of different communication protocols. In an example embodiment, the network 105 includes
Bluetooth® communication networks or a cellular communications network for sending and
receiving data such as via short messaging service (SMS), multimedia messaging service

(MMS), hypertext transfer protocol (HTTP), direct data connection, WAP, email, etc.

User Device 115

[0043] Referring now to Figure 2A, the components of a user device 115 are
described. The user device 115 includes a processor 203, a memory 204, a display device
206, a communication unit 207, an input device 210, a clock 211, a presentation module 222,

a capture module 117, optionally a browser 119 and other applications 224.

[0044] The processor 203 comprises an arithmetic logic unit, a microprocessor, a
general purpose controller or some other processor array to perform computations, provide
clectronic display signals to display device 206, and detect and process inputs. The processor
203 is coupled to the bus 220 for communication with the other components of the user
device 115. Processor 203 processes data signals and may comprise various computing
architectures including a complex instruction set computer (CISC) architecture, a reduced
instruction set computer (RISC) architecture, or an architecture implementing a combination
of instruction sets. Although only a single processor is shown in Figure 2A, multiple

processors may be included. The processing capability of the user device 115 may be limited

11
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to supporting the display of images and the recording strokes and the transmission of strokes.
The processing capability might be enough to perform more complex tasks, including various
types of image processing, stroke processing, or recognition tasks. It will be obvious to one
skilled in the art that other processors, operating systems, sensors, displays and physical
configurations are possible. The user device 115 also includes an operating system
executable by the processor 203 such as but not limited to WINDOWS®, MacOS X,
Android, i0S, Android, BlackberryOS or UNIX® based operating systems.

[0045] The memory 204 stores instructions and/or data that may be executed by
processor 203. The instructions and/or data may comprise code for performing any and/or all
of the techniques described herein. The memory 204 may be a dynamic random access
memory (DRAM) device, a static random access memory (SRAM) device, flash memory or
some other memory device known in the art. In one embodiment, the memory 204 also
includes a non-volatile memory such as a hard disk drive or flash drive for storing log
information on a more permanent basis. The memory 204 is coupled by the bus 220 for
communication with the other components of the user device 115.

[0046] The communication unit 207 is coupled to an antenna and the bus 220. An
alternate embodiment, the communication unit 207 may provide a port for direct physical
connection to the network 105. The communication unit 207 includes a transceiver for
sending and receiving compound documents. In one embodiment, the communication unit
207 includes a Wi-Fi transceiver for wireless communication with an access point. In
another embodiment, the communication unit 207 includes a Bluetooth® transceiver for
wireless communication with other devices. In yet another embodiment, the communication
unit 207 includes a cellular communications transceiver for sending and receiving data over a
cellular communications network such as via short messaging service (SMS), multimedia

messaging service (MMS), hypertext transfer protocol (HTTP), direct data connection, WAP,

12
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email, etc. In still another embodiment, the communication unit 207 includes ports for wired
connectivity such as but not limited to USB, SD, or CAT-5, etc. The communication unit
207 links the processor 203 to the network 105 that may include multiple processing systems.
The network of processing systems may comprise a local area network (LAN), a wide area
network (WAN) (e.g., the Internet), and/or any other interconnected data path across which
multiple devices may communicate. The communication unit 207 also provides other
conventional connections to the network 105 for distribution of files (media objects) using
standard network protocols such as TCP/IP, HTTP, SSH, git HTTPS and SMTP as will be

understood to those skilled in the art.

[0047] The input device 210 includes a device for receiving input, such as a camera.
The input device 210 can also include a keyboard and a mouse type controller. The input
device 210 is coupled to the browser 119, the capture module 117, the processor 203 and the
memory 204. In response to a request from the capture module 117 or the browser 119, the

input device 210 transmits the captured image to the capture module 117 or the browser 119.

[0048] The clock 211 is a conventional type and provides an indication of local time
for the user device 115. In particular, the clock 211 is used to provide a local time at which
images are processed. The clock 211 is adapted to communicate this information to the

processor 203 using the system bus 220.

[0049] The capture module 117 is software and routines for receiving an image from
the input device 210 or an image stored in memory 204 and transmitting the image by
communication unit 207 to the social network server 101 for processing. In one embodiment,
the capture module 117 is a routine executable by the processor 203 for displaying a
graphical user interface (GUI) on the display device 206. The GUI includes tools for locating
the image and, in one embodiment, tools for identifying the user in the image. One type of

tool for identifying the user in the image is commonly referred to as “tagging.” In another

13
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embodiment, the capture module 117 is a browser 119 plug-in.

[0050] The browser 119 is code and routines stored in the memory 204 and executed
by the processor 203 of the user device 115 for displaying websites on the display device
206, and adjusting the display of the website in response to input from the input device 210 or
auser. For example, the browser 119 is a browser application such as Google Chrome. In
one embodiment the browser 119 retrieves images from the input device 210 for transmission
to the social network server 101. In another embodiment, the browser 119 retrieves images
from the memory 204 or a remote storage location, such as images stored over the network
105. The browser 119 transmits the images directly to the social network server 101, or in
one embodiment, the browser 119 displays tools for identifying users in images. If the
browser 119 transmits an image that was taken by the input device 210, in one embodiment
the browser 119 also transmits a location of the image. For example, the browser 119
provides the location based on the user device’s 115 internet protocol address. In one
embodiment, the browser 119 works in conjunction with the capture module 117 to retrieve

images and display information.

[0051] The location sensor 229 is software and routines for identifying the location of
the user device 115. The location sensor 229 is coupled to the communication unit 207 and
determines, based on the type of hardware being used by the communication unit 207 the
location of the user device 115. For example, the location sensor 229 determines the user
device’s 115 location based on global positioning system (GPS) data received from GPS
satellites. Alternatively, the location sensor 229 receives information from cell towers that
provide a triangulation mechanism. In yet another embodiment, the location sensor 229
receives signal strength measurements from known locations of WiFi access points or

Bluetooth® devices.

[0052] In one embodiment, the capture module 117 receives the location of the user

14
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device 115 and, if the image is captured with the user device 115, associates the location with
the image. The location of the image is used by the social network server 101 to help narrow
down the list of potential people in the image. For example, if the image was captured in
New York City it is more likely to be associated with a user that was identified as being in
New York around the same time that the image was captured than a user identified as being
in California around the same time that the image was captured. The location sensor 229 is

coupled to the capture device 117, the processor 203 and the memory 204,

[0053] The other applications 224 include other software and routines executable by
the processor 203 for various other types of functionality. In one embodiment, one or more
application programs are executed by the processor 203 including, without limitation, image

processing applications and electronic mail applications.

Social network server 101

[0054] Referring now to Figure 2B, the social network server 101 comprises a
processor 203, a memory 204, a communication unit 237, an image recognition module 103,
aclock 211, storage 111 and optionally a social network application 116 coupled to the bus

240.

[0055] Those skilled in the art will recognize that some of the components of the
social network server 101 have the same or similar functionality to the components of the
user device 115 so descriptions of these components will not be repeated here. For example,
the processor 203, the memory 204, the communication unit 237 and the clock 211 have a
similar functionality to the processor 203, the memory 204, the communication unit 207 and

the clock 211 of Figure 2A, respectively.

[0056] The image recognition module 103 is software including routines for

15
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performing facial recognition, generating tools for tagging users in images, generating a user
interface for submitting images and receiving contact information and transmitting contact
information to a requestor. In one embodiment, the image recognition module 103 is a set of
routines executable by the processor 203 to store user information including permissions in
the memory 204 or the storage 111, determining whether a requestor can receive a user’s
contact information based on the image and the relationship between the user and the
requestor and for transmitting the contact data to the requestor. The image recognition
module 103 is coupled by the bus 240 to the processor 203, the memory 204, the

communication unit 237, the input device 210 and the storage 111.

[0057] In one embodiment, the social network server 101 includes a social network
application 116. In the most basic example, the social network application 116 creates
associations between users and generates a user interface for exchanging information
between related people (hereinafter referred to as “friends”). In a more complicated example,
the social network application 116 generates groups within the social network that are
focused on specific topics, such as work, entertainment, pets, politics, etc. The social
network application 116 tracks relationships between users in the form of a social graph.
When the social network application 116 is part of the social network server 101, the social
graph is stored in storage 111 or memory 204. When the social network application 116 is
stored on a separate third-party server 122, the social graph is maintained on the third-party
server’s 122 storage 111 and is transmitted upon request or changes to the social graph are
automatically transmitted to the social network server 101, which maintains its own copy of
the social graph. The social network application 116 is coupled to the processor 203, the

memory 204 and the storage 111.

[0058] In one embodiment, the user information is stored in storage 111. In another

embodiment, the user information is stored in memory 204. With regard to the image
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recognition module 103, the user information includes account information, such as a
username and password; contact information, such as a name, address, phone number, email
address; and permission for transmitting data. With regard to the social network application
116, the user information includes account information, a social graph that tracks the
relationships between users, user activity, etc. The storage 111 is coupled to the image
recognition module 103, the social network application 116, the processor 203 and the

memory 204.

Image Recognition Module 103

[0059] Turning now to Figure 3a, an image recognition module 103 comprises a
controller 301, an image parser 302, a graphical user interface (GUI) module 303, a metadata

engine 304 and an account engine 305 that are coupled to the bus 320.

[0060] The controller 301 is code and routines for controlling the input and output of
information within the image recognition module 103. In one embodiment, the controller
301 is a set of routines executable by the processor 203 to receive an image from a user
device 115, transmit the image to the image parser 302 for identification of the image
components and the user (subject to the user’s consent), transmit the image to the metadata
engine 304 for narrowing the scope of potential users in the image based on metadata such as
a social graph, context or a location, audio sample and a time of capturing the image and for
transmitting information to the GUI module 303 for generating a user interface to display the
information. The controller 301 also transmits the user interface to a user device 115 via the
communication unit 237. In one embodiment, the controller 301 transmits the information to

a third-party application, such as a photo-sharing application.

[0061] Once the image parser 302 or the metadata engine 304 identifies the user in
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the image, the controller 301 extracts the permissions from the storage 111 or memory 204
associated with the identified user and determines whether the requestor that submitted the
image has permission to receive the user’s contact information. In one embodiment, the
controller 301 requests explicit authorization from the user before sending contact
information each time a requestor submits a request. In another embodiment, the user
provides blanket permission for anyone to receive the data. In this example, the user may
only authorize transmission of certain types of information such as an email address because

anyone could take a picture of the user and request contact information.

[0062] In one embodiment, the permission has different levels including: (1) a request
for confirmation from the user; (2) a limitation on proximity of the requestor to the user; (3)
time of taking the image; (4) a comparison of the audio samples for both the requestor and
the user; (5) a requirement that both the requestor and the user take images of each other to
prove the authenticity of the requestor; and (6) a relationship on a social graph. With regard
to the first example involving a request for confirmation, the controller 301 provides the
user’s contact information to the requestor responsive to sending a request for confirmation to
the user and receiving the user’s confirmation. For the second example involving proximity
of the requestor to the user, the user device 115 transmits location information that is received
by the controller 301 and compared to the user’s location. The user device 115 tracks the
user’s location and transmits the location periodically or in response to a request from the
controller 301, the controller 301 compares the two locations and as long as they are within a
predetermined threshold, the controller 301 transmits the contact information to the requestor.
For the third example involving time, the controller 301 receives an image and a time of
capturing the image as designated by the clock 211. This can be an additional level of
security added on to the previous example where the controller 301 determines that the user

and the requestor were both in the same location around the same time in the same context.

18



10

15

20

25

WO 2012/158314 PCT/US2012/034828

For the fourth example involving audio samples, the requestor’s user device 115 takes an
audio sample at or around the same time as it captures the image. The user’s user device 115
takes periodic samples or takes a sample in response to a request for contact information.
The controller 301 compares both samples to determine whether the requestor and the user
were in the same area at the time the image was taken. This could be an additional level of
security or a stand-alone authentication feature. For the fifth example both the requestor and
the user taking images of each other, the images are transmitted to the controller 301,
identified, and contact information for both the user and the requestor are transmitted to the
requestor and the user, respectively. For the sixth example, the controller 301 retrieves the
social graph associated with the social network application 116 and, based on the user’s
permission, determines whether the user is sufficiently related to the requestor to receive the
user’s contact information. For example, if the permission requires a second-degree
relationship between the user and the requestor, the user and the requestor must share a friend

in common.

[0063] The image parser 302 is code and routines for receiving the image from the
controller 301 and parsing the image into image components to aid in identifying the user in
the image. In one embodiment, the image parser 302 is a set of routines executable by the
processor 203 to receive an image from the controller 301 and to extract landmarks from the
image of the user (or users). For example, the image parser 302 quantifies the relative
position, size and shape of the eyes, nose, cheekbones and jaw. The image parser 302
retrieves from storage 111 landmarks of users that match the extracted users and compares
the results to narrow down the potential matches. The image parser 302 transmits the

matching user to the controller 301.

[0064] If the image parser 302 obtains multiple potential users that match the image,

the controller 301 transmits the results to the metadata engine 304 for further analysis. The
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metadata engine 304 is code and routines for extracting metadata from an image and
identifying a user in the image based on the metadata. Specifically, the image contains
metadata about the location, context and time at which the image was captured. In one
embodiment, the context metadata includes an activity that is occurring in the image, such as
a leisure activity like being at the beach, a part, a sport event or a work-related event like a
conference. The metadata engine 304 retrieves information about the potential users from
storage 111 or memory 204 including information obtained from the social network
application 116 (subject to the users’ permission) and narrows the potential results by

eliminating users that are outside the location, context and time constraints.

[0065] For example, the image was captured in Chicago, Illinois on January 1, 2011
at 5:00 p.m. There are three users with facial features that match the features identified in the
image. User A tagged herself at a coffee shop in Chicago, IL at 4:13 p.m. on January 1,
2011. User B lives in Minnesota and has no information about recent whereabouts. User C
lives in California and tagged herself at home at 8:34 p.m. on January 1, 2011. The metadata
engine 304 discards User B because it is unlikely that User B was in Chicago on January 1,
2011. The metadata engine 304 discards User C because she could not have been in Chicago
on January 1, 2011. As aresult, User A is the user identified in the image. The metadata

engine 304 transmits the identification of User A to the controller 301.

[0066] In addition to location, context and time, the metadata engine 304 also narrows
down the number of potential users by retrieving a social graph from storage 111 that was
generated by the social network application 116. The metadata engine 304 applies a higher
weight to users that are more closely related to the requestor. For example, a requestor is
more likely to be requesting information about a user that is a friend of a friend than a user
that is separated by five degrees. The metadata engine 304 assigns a weight to these factors

instead of simply discarding the unrelated users because it is also possible that the requestor
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met someone completely unrelated to the requestor’s other friends.

[0067] The GUI module 303 is code and routines for generating a user interface that
is displayed on the user device 115. In one embodiment, the GUI module 303 is a set of
routines executable by the processor 203 for generating a user interface that displays tools for
registering, for establishing permissions about when contact information is shared and for the
requestor to identify an image that contains a user for which the requestor wants contact
information. In another embodiment, the GUI module 303 generates a ficld where the
requestor inputs a URL of a webpage that contains an image with users for which the request
would like the contact information. The same rules regarding permission and relatedness on
the social graph apply to this example as well. In another embodiment, the GUI module 303
generates information for sharing the contact information or the picture with a third-party
website, for example, by populating the “To:” field of an email message with the contact

information and attaching the image to the email.

[0068] In another embodiment, the GUT module 303 also generates tools for a
requestor to identify the user in the picture. The GUI module 303 may offer this option if the
potential users are closely related on a social graph. In another embodiment, the metadata
engine 304 makes a prediction about the users based on metadata before the image parser 302
extracts features from the image and the predictions are displayed by the GUI module 303.
This alternative is advantageous in situations where the image parser 302 takes too long to

extract features from the image.

[0069] Figure 3B is an illustration of one example 349 generated by the GUI module
303 and presented to the requestor for identifying the user in the image 350. In this example,
the image 350 includes a woman with sunglasses over her eyes, which makes image parsing

more difficult because the image parser cannot use data about the eyes as a discriminator.

The metadata engine 304 extracts information about the time and location of the picture and
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retrieves profile information from storage 111 or memory 204 about potential users and their
relatedness to the requestor. In one embodiment, the metadata engine 304 selects potential
users within a predetermined proximity to the image. The potential users are displayed below

the image 350.

[0070] In this example, the GUI module 303 displays Claire’s image 351 because her
hair is similar to the hair in the image 350. The GUI module 303 displays Jessica’s image
352 because she was located close to the location of the image 350 at the time the image was
taken. The GUI module 303 displays Willow’s image 353 because she and the requestor
share a friend in common. If none of the potential users match the image, the requestor
selects the “no” icon 355. The GUI module 303 receives the rejection and a new set of
potential users is generated by, for example, the image parser 302 performing extraction of

features of the image.

[0071] In one embodiment, the GUI module 303 also generates a text bar 357 where
the requestor enters the name of the user in the image. The requestor begins entering letters
into the text bar 357 and the GUI module 303 displays a list of potential users based on the
accounts of users for the image recognition module 103 or the social network application
116. If the user enters a name that does not match the name of any user account, in one
embodiment the GUI module 303 generates a form for the user to enter the email address of

the user to invite the user to join the application.

[0072] Once the user is identified and the controller 301 determines whether the
permission requirements are satisfied, the GUI module 303 generates a display of the contact
information that is transmitted to the requestor. Figure 3C is an example 360 of contact
information that is displayed on a user device 115. In this example, the contact information
includes the name, a home address, a phone number and an email address of the user. The

contact information can also include a work address, a profile URL (i.e. a webpage about a
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user), a link to establish a relationship with the user on a social network application (e.g. an
invitation to friend the user) and an instant messaging handle. As mentioned above, the
transmission of all this information is authorized by the user. In one embodiment, the image
recognition module 103 is connected to other applications on the user device 115 such that
the contact information can be transmitted to a phone application (call icon 362), a messaging
application such as a short messaging service (SMS) (send message icon 363), an email
application (send e-mail icon 364) or an address book (add to contacts icon 367). In one
embodiment, the user device 115 updates the requestor’s address book with the contact

information.

[0073] Turning back to Figure 3A, the account engine 305 is code and routines for
generating an account for each user. In one embodiment, the GUI module 304 generates a
display for displaying registration information on the user device 115 including permission to
perform facial recognition on an image and permissions for transmitting contact information.
The controller 301 transfers the registration information to the account engine 305, which
generates an account for the user that contains a unique identifier and stores the user’s contact

information and permissions in storage 111 or memory 204.

Social Network Application 116

[0074] Turning now to Figure 4, in one embodiment the social network application
116 comprises an account engine 401, a GUI module 402 and a group engine 403 that are
coupled to a bus 420. In one embodiment, the social network application 116 is stored on the
social network server 101 along with the image recognition module 103. In another
embodiment, the social network application 116 is stored on a third-party server 112. The

social network application 116 is communicatively coupled to storage 111 or memory 204
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that is shared or accessed by the image recognition module 103 as well.

[0075] The account engine 401 is code and routine for generating user accounts and a
social graph for the social network application 116 in response to receiving information from
the GUI module 402. In one embodiment, the user account is the same as the user account
for the image recognition module 103. In another embodiment, the account engine 401
maintains a separate account and only shares the social graph with the image recognition
module 103. The account engine 401 stores the account information in memory 204 or

storage 111.

[0076] The GUI module 402 is code and routines for generating a user interface for
the user on a user device 115. The user interface is used to register the user, display
information about the user and the user’s friends and exchange information such as status

updates, photos, links to articles or websites, documents, etc.

[0077] The group engine 403 is code and routines for generating a group with a
theme. In one embodiment, after a user in an image is identified, identifiers for the user and
the requestor are transmitted to the group engine 403, which generates a group that includes
the requestor and the user. As with all other examples in the application, this applies to

images that include multiple users.

[0078] The group feature is a convenient way to generate a place on a social network
where people can have discussions. For example, a requestor takes a picture of users at a
conference. The group engine 403 generates a group and the group becomes a place where
people can discuss different events relating to the conference. Users discuss presentations
that they want to attend, email all members of the group and they share pictures of things that
happened at the event. In addition, if a user has trouble remembering the name of someone at

the conference, the group includes a member list where people review pictures and names of
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everyone in the group, which makes remembering names much easier.

Methods

[0079] Referring now to Figures 5 and 6, various example embodiments will be
described.

[0080] Figure 5 is a flow diagram of a method 500 for identifying a user in an image

and transmitting contact information to a requestor according to one embodiment. The image
recognition module 103 receives 502 from a requestor an image of at least one user. Both the
requestor and the user hold accounts with the image recognition module 103. In one
embodiment, the image recognition module 103 includes an image parser 302 that performs
504 facial recognition, for example, by identifying facial features in the image and comparing
the facial features with those of other account holders to identify a match. The facial features
are stored in memory 304 or storage 111. The image recognition module 103 identifies 506
the user in the image. In one embodiment, the identification is based on the facial recognition
features and metadata including a location and a time during which the image was taken. In
another embodiment, the image recognition module 103 includes a GUI module 303 that
transmits a list of potential users to the requestor to narrow down the list. In yet another
embodiment, the GUI module 303 also generates a user interface where the user can specify
the identity of the user in the image.

[0081] The image recognition module 103 includes a controller 301 that retrieves
permission rules associated with the user. The controller 301 determines 510 whether the
permission rules are satisfied. If the permission rules are not satisfied, the contact
information is not transmitted. In one embodiment, the controller 301 transmits a notification
to the requestor, such as a refusal to transmit the contact information because the requestor

does not have authorization to receive the contact data.
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[0082] In one embodiment, the permission rules include determining whether the
requestor and the user were in the same or similar location, whether the image was taken at a
time when the user would have been at that location, whether the requestor and the user have
comparable audio samples and whether the requestor and the user share friends in common
according to a social graph. In one embodiment, the user must explicitly approve
dissemination of the user’s contact information. In another embodiment, both the requestor
and the user take pictures of each other as a way to verify the authenticity of the images.
Responsive to the permission rules being satisfied, the controller 301 transmits 512 the
contact information to the requestor. If the permission rules are not satisfied, the controller
301 does not transmit the contact information to the requestor. In one embodiment, the GUI
module 303 generates a notification explaining that permission was denied.

[0083] Figure 6 is a flow diagram of a method for identifying a user in an image and
transmitting contact information to a requestor based on the relationship between the user and
the requestor in a social graph according to one embodiment. The image recognition module
103 receives 602 from a requestor an image of at least one user. The image recognition
module 103 identifies 604 the user in the image using various methods described above in
conjunction with Figure 3A and Figure 5.

[0084] The image recognition module 103 includes a controller 301 that retrieves 606
user information including contact information, permission rules and a relationship between
the requestor and the user on a social graph. The social graph is generated by a social
network application 116. In one embodiment the image recognition module 103 and the
social network application 116 are on the same social network server 101. In another
embodiment the image recognition module 103 is stored on a separate server from the social

network application 116. The social graph is stored in memory 304 or storage 111.
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[0085] The controller 301 determines 608 based on permission rules whether the
requestor and the user satisfy a predetermined relationship on the social graph for the
requestor to receive the contact information. For example, the controller 301 will not
transmit contact information to a requestor that is three degrees away from the user when the
permission rules require a two-degree separation. Responsive to the requestor and the user
being sufficiently related, the controller 301 transmits the contact information to the
requestor. In one embodiment, the social network application 116 also generates a group on
the social network that contains the user and the requestor.

[0086] The foregoing description of the embodiments of the specification has been
presented for the purposes of illustration and description. It is not intended to be exhaustive
or to limit the specification to the precise form disclosed. Many modifications and variations
are possible in light of the above teaching. It is intended that the scope of the disclosure be
limited not by this detailed description, but rather by the claims of this application. As will
be understood by those familiar with the art, the specification may be embodied in other
specific forms without departing from the spirit or essential characteristics thercof. Likewise,
the particular naming and division of the modules, routines, features, attributes,
methodologies and other aspects are not mandatory or significant, and the mechanisms that
implement the specification or its features may have different names, divisions and/or
formats. Furthermore, as will be apparent to one of ordinary skill in the relevant art, the
modules, routines, features, attributes, methodologies and other aspects of the disclosure can
be implemented as software, hardware, firmware or any combination of the three. Also,
wherever a component, an example of which is a module, of the specification is implemented
as software, the component can be implemented as a standalone program, as part of a larger
program, as a plurality of separate programs, as a statically or dynamically linked library, as a

kernel loadable module, as a device driver, and/or in every and any other way known now or
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in the future to those of ordinary skill in the art of computer programming. Additionally, the
disclosure is in no way limited to implementation in any specific programming language, or
for any specific operating system or environment. Accordingly, the disclosure is intended to
be illustrative, but not limiting, of the scope of the specification, which is set forth in the

following claims.
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WHAT IS CLAIMED IS:

1. A computer-implemented method for transmitting contact information to a
requestor, executing on one or more computing devices, the method comprising:

receiving from a requestor an image of at least one user;

identifying, with the one or more computing devices, the user in the image;

retrieving permission rules associated with the identified user;

determining, with the one or more computing devices, whether the permission rules

are satisfied and that the requestor has permission to access the contact information;

and

responsive to satisfying the permission rules, transmitting the contact information to

the requestor.

2. The method of claim 1, wherein the requestor captures an image of the user

with a user device.

3. The method of claim 1, further comprising retrieving a social graph from a
social network that includes a relationship between the requestor and the user and wherein the
permission rules include a requirement that the requestor and the user satisfy a predetermined

relationship on the social graph.

4. The method of claim 1, wherein the step of identifying the user in the image
further comprises:

identifying facial features in the image;

comparing the facial features in the image to facial features of account holders; and

identifying users based on similarity of facial features.
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5. The method of claim 1, wherein the step of identifying the user in the image
further comprises:
identifying account holders that are within a pre-determined proximity of the location
of the image;
generating a list of the account holders for displaying to the requestor; and

receiving an identification of the user from the requestor.

6. The method of claim 1, wherein the step of identifying the user in the image

further comprises receiving an identification of the user from the requestor.

7. The method of claim 1, further comprising capturing the image of the user on

a user device.

8. The method of claim 7, further comprising the step of generating metadata for
the captured image, the metadata including at least one of a location of the image, a context
of the image, a time of capturing the image and an audio sample at the time of capturing the

image.

9. The method of claim 1, wherein the contact information includes at least one
of a name, an email address, a phone number, a home address, a work address, a profile
uniform resource locator, a link to establish a relationship with the user on a social network

application and an instant messaging handle.

10. The method of claim 1, further comprising updating an address book with the

contact information.

11. A system for transmitting contact information to a requestor comprising:
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a controller coupled to an image parser, the controller for receiving an image of at
least one user, transmitting the image to the image parser, receiving an
identification of the user from the image parser, retrieving permission rules
associated with the identified user, determining whether the permission rules
are satisfied and that the requestor has permission to access the contact
information and responsive to satisfying the permission rules, transmitting the
contact information to the requestor; and

an image parser coupled to the controller, the image parser for receiving the image of
at least one user and for identifying the user in the image.

12. The system of claim 11, further comprising a user device controlled by the
requestor, the user device for capturing the image of the user and transmitting
the image to the controller.

13.  The system of claim 12, wherein the user device updates an address book with

the contact information.

14. The system of claim 11, further comprising a social network application for
generating a social graph that includes a relationship between the requestor and the user and
wherein the permission rules include a requirement that the requestor and the user satisfy a

predetermined relationship on the social graph.

15. The system of claim 14, wherein the social network application is stored on a

different server than the image parser and the controller.

16. The system of claim 11, wherein the image parser identifies facial features in
the image, compares the facial features in the image to facial features of account holders and

identifies users based on similarity of facial features.
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17. The system of claim 11, further comprising:
a metadata engine that is coupled to the controller, the metadata engine for identifying
account holders that are within a pre-determined proximity of the location of

the image.

18. The system of claim 12, wherein the user device generates metadata for the
captured image, the metadata including at least one of a location of the image, a context of
the image, a time of capturing the image and an audio sample at the time of capturing the

image.

19. The system of claim 11, wherein the contact information includes at least one
of a name, an email address, a phone number, a home address, a work address, a uniform
resource locator profile, a link to establish a relationship with the user on a social network

application and an instant messaging handle.

20. A computer program product comprising a computer useable medium
including a computer readable program, wherein the computer readable program when
executed on a computer causes the computer to:

receive from a requestor an image of at least one user;

identify the user in the image;

retrieve permission rules associated with the identified user;

determine whether the permission rules are satisfied and that the requestor has

permission to access the contact information; and

responsive to satisfying the permission rules, transmit the contact information to the

requestor.
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