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1. 

SECURE BOOTLOADER FOR SECURING 
DIGITAL DEVICES 

This application claims priority to the provision applica 
tion Ser. No. 60/303,743 entitled “Secure Bootloader for 
Securing Digital Devices', filed Jul. 6, 2001, which provi 
sional application is incorporated herein by reference. 

FIELD OF THE INVENTION 

This invention relates generally to digital devices and 
specifically to providing security for digital devices and their 
contents during the power-up sequence of the digital 
devices. 

BACKGROUND OF THE INVENTION 

The Internet (the Information Superhighway) has pro 
vided the world with a way to rapidly and easily share vast 
amounts of information. Unfortunately, a large percentage of 
the information being disseminated is without the consent of 
the information’s owner. There are numerous websites, 
Usenet newsgroups, and distributed-server networks located 
on the Internet whose express purpose is the illicit exchange 
of Software programs and copyrighted materials such as 
music, movies, books, and art. 
The illegal distribution of copyrighted music is particu 

larly rampant, with some of the more popular distributed 
server networks exchanging millions of compressed music 
files every day. In an attempt to reduce future lost revenue 
and preserving the rights of the copyright owners, a forum 
of more than 180 companies and organizations has created 
a set of guidelines known as the Secure Digital Music 
Initiative (SDMI). 
SDMI specifies many guidelines concerning securing 

digital audio, but there are two primary security factors: 
security of content files and security of software and systems 
located inside a digital device. The securing of the content 
files is relatively simple and usually involves the use of some 
sort of encryption algorithm and an encryption/decryption 
key(s). Companies Such as Liquid Audio and Intertrust have 
developed Digital Rights Management (DRM) software to 
protect content files stored on external media. 

Providing security for the digital device playing the 
secured content file is more difficult because it involves 
protecting software executing on an inherently insecure 
programmable processor. Securing the digital device is 
difficult because the user has physical possession of the 
digital device while the manufacturer and the content pro 
vider do not. The user may attempt to hack the digital device 
through the Software by using test equipment, logic analyZ 
ers, etc. or via physical means by replacing memory chips 
and other components in the digital device. 

Since the user has physical possession of the digital 
device, the manufacturer cannot physically protect the hard 
ware anymore than making it difficult for the user to 
physically modify circuitry inside the digital device. An 
extreme form of protection for the circuitry would behaving 
circuitry that can detect tampering and would automatically 
self-destruct. Because the digital device costs money, the 
destruction of the digital device due to hacking when it was 
paid for with hard-earned money will deter most casual 
hackers. 

In order to fully protect the software portion of the digital 
device, the manufacturer must provide security for all opera 
tional aspects of the digital device. From the very first 
operation that the digital device performs when it is first 
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2 
turned on to the last operation immediately before powering 
off, the software must be protected. Perhaps the most oppor 
tune time to hack into the software of a digital device is 
during its power-on sequence, also commonly referred to as 
the boot-up sequence. This is because during the power-on 
sequence, several different programs pass around the control 
of the digital device. If the hacker can cause the digital 
device to load up a program of his own design, he will gain 
complete control of the digital device. 
Many inventions have attempted to provide power-on 

security for digital devices. 
Some require the use of adjunct security processors or 

chips. While this solution may be viable for complex and 
expensive devices such as computers, but for high-volume, 
low-profit margin digital devices such as audio players, 
active picture frames, and other digital appliances, the use of 
adjunct security processors is simply not a viable solution. 
U.S. Pat. Nos. 5,421,006 and 5,379,342 present secured boot 
models using verification of the boot block of the operating 
system before control is transferred to the operating system. 

U.S. Pat. No. 6,185,678 (the 678 patent) presents a 
secure model that includes securing both the verification 
program and the memory storing the operating system. This 
patent uses cryptographic certificates that expire with time 
and limits the validity of steps within the power-on sequence 
to small slots of time. The security model presented in the 
678 patent is therefore, unnecessarily complex. 
U.S. Pat. No. 5,937,063 presents a system to prevent 

unauthorized replacement of boot-up firmware embedded in 
modifiable memory Such as flash memory and erasable 
programmable read-only memory using the encryption and 
decryption of commands and instructions. This patent uses 
a secured boot device with its own built-in cryptographic 
unit. 

Solutions that use executing programs in a protected 
memory space or a security coprocessor to provide security 
have a significant disadvantage in their requirement of a 
significant addition to the overall hardware requirements of 
the system. The increased hardware requirement results in a 
system with greater die area and hence greater costs. A need 
has therefore arisen for a method and apparatus for provid 
ing a simple and secured power-on sequence for digital 
devices and their protected contents. 

SUMMARY OF THE INVENTION 

In one aspect, the present invention provides a method for 
securing a digital device from its initial power-up sequence 
by Verifying the authenticity of an encrypted program file 
containing the operating system or the user-interface pro 
gram for the digital device. The method involves computing 
a first encryption/decryption key, reading a second encryp 
tion/decryption key that is associated with the program file, 
reading the encrypted object file, authenticating the 
encrypted object file, decrypting the encrypted object file, 
loading the decrypted object file, and executing the 
decrypted object file if the object file was authenticated. 

In another aspect, the present invention provides a method 
for securely re-authoring an unbound program file to a 
bound program file. The method involves obtaining a first 
and a second key, reading the unbound object file, authen 
ticating the unbound object file, decrypting the unbound 
object file, re-encrypting said decrypted object file, authen 
ticating the re-encrypted object file, saving the re-encrypted 
object file if the unbound object file was authenticated. 
The present invention has a principal advantage in that it 

can ensure the security of files containing protected content 
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by preventing unauthorized programs from taking control of 
a digital device without requiring the presence of special 
security processors or complex security algorithms. 
An additional advantage of the present invention is that it 

provides a sufficient level of flexibility that it permits the 
digital device to process content files that are either unpro 
tected or protected and if the content files are protected, the 
present invention permits the digital device to process 
content files that are intended for only a single user or a 
group of users. 

Yet another advantage of the present invention is a small 
overall net increase of die area. With very little hardware 
required to provide security, the present invention increases 
the hardware requirements by a negligible amount, there 
fore, having a minimal impact on the cost of the system. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The above features of the present invention will be more 
clearly understood from consideration of the following 
descriptions in connection with accompanying drawings in 
which: 

FIG. 1 illustrates a digital device according to a preferred 
embodiment of the present invention: 

FIG. 2 is a flow diagram displaying a typical sequence of 
steps occurring during a digital device's power-up process; 

FIG. 3 is a flow diagram displaying the operations per 
formed by a secure bootloader loading an encrypted pro 
gram file according to a preferred embodiment of the present 
invention; and 

FIG. 4 is a flow diagram displaying the operations per 
formed by a secure bootloader operating in re-authoring 
mode according to a preferred embodiment of the present 
invention. 

DETAILED DESCRIPTION OF ILLUSTRATIVE 
EMBODIMENTS 

The making and use of the various embodiments are 
discussed below in detail. However, it should be appreciated 
that the present invention provides many applicable inven 
tive concepts which can be embodied in a wide variety of 
specific contexts. The specific embodiments discussed are 
merely illustrative of specific ways to make and use the 
invention, and do not limit the scope of the invention. 

Digital devices are vulnerable to attack from hackers 
wishing to obtain access to the devices contents. The 
devices are especially vulnerable during the power-up 
(bootup) sequence. In many digital devices, if the power-up 
sequence can be interrupted or a program different from the 
intended program can be loaded into the digital device 
during the power-up sequence, then the digital device 
becomes open to manipulation by the hacker. 
Many manufacturers also include additional test hardware 

to facilitate testing of the devices during the manufacturing 
process. The same test hardware becomes another avenue of 
attack that can be exploited to overcome built-in security 
measures. Additionally, since the digital devices often 
include a microprocessor or a digital signal processor (DSP), 
the digital device becomes vulnerable to attack through 
these processors due to scan test hardware added by the 
microprocessor or DSP manufacturer to facilitate functional 
validation of the microprocessor or DSP during manufac 
ture. 

While the example used in the discussion of the present 
invention is a digital device, which implies a relatively 
simple, self-contained device that is hand-held and has a 
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4 
single function, the application of the present invention is 
not limited to these simple devices. The discussion also 
centers on protected music files, but the present invention is 
applicable to any file with protected content. The present 
invention has application in any digital device, including 
computers that undergo a power-up sequence and requires 
security for the content located in its memory or information 
kiosks that are basically self-contained computers placed in 
public places to provide information to users. 

Central to security issue is the digital device itself, in this 
case, one that is capable of taking as input an encoded 
content file (either encrypted or unencrypted) and provides 
the decoded content to the user of the digital device. The 
encoded content file may be stored in memory inside the 
digital device or it may be stored on a memory card inserted 
into the digital device. Since a user usually purchases the 
digital device through a retail location and owns the device, 
the content provider has no control over what the user does 
to the device, i.e., the user may use it for its intended purpose 
or he may hack it to obtain access to the content files. 

Referring now to FIG. 1 for a block diagram illustrating 
a digital device 110 according to a preferred embodiment of 
the present invention. The digital device 110 displayed in 
FIG. 1 is an audio player, built to play encrypted and 
unencrypted audio files. But as stated previously, the audio 
player is used solely for illustrative purposes and the present 
invention should not be construed as being limited to audio 
players. The digital device 110 is coupled to a personal 
computer 120 via a connector 125. According to a preferred 
embodiment of the present invention, the connector 125 
between the personal computer 120 and the digital device 
110 is a Universal Serial Bus (USB). However, a parallel 
data connector, a RS-232 serial connector, a Firewire con 
nector, a radio frequency (RF) link, an infrared link, or any 
other type of connector, wired or wireless, which is capable 
of carrying data is a permissible substitute for the USB 
COnnectOr. 
The personal computer 120 provides the content to the 

digital device 110 via the connector 125. The content may be 
music files, books-on-tape files, news, video, art, etc. Some 
of the content may be protected and Some may be unpro 
tected, depending on the contents owner and any agree 
ments between the owner and the user. In an alternate 
embodiment of the present invention, the personal computer 
120 is replaced by a direct network connection to the 
Internet, a piece of audio equipment, a cellular telephone, a 
personal digital assistant, or any other type of device that is 
capable of providing content to the digital device. 

Internal to the digital device 110 is a digital signal 
processor (DSP) 130 which functions as a general-purpose 
microprocessor controlling the function of the digital device 
110. The DSP 130 also decodes the content files for playing 
purposes. The DSP 130 also performs any encryption and 
decryption of the data required. The DSP 130 also has some 
internal memory, including some read-only memory. The 
read-only memory is for storage of programs and values that 
do not change. According to a preferred embodiment of the 
present invention, the read-only memory is a re-program 
mable read-only memory, permitting modification of pro 
grams and values stored in the internal memory. According 
to a preferred embodiment of the present invention, there are 
two types of read-only memory, the normal read-only 
memory that is accessible by programs executing on the 
DSP 130 and secure read-only memory. 

Secure read-only memory, while similar in function to 
normal read-only memory, permits read access by only 
authorized programs. The secure read-only memory may be 
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a part of the read-only memory and the DSP 130 simply not 
permitting unauthorized programs from addressing that par 
ticular portion of memory space or the secure read-only 
memory may be a memory separate from the normal read 
only memory. For example, a user program without autho- 5 
rization executing on the DSP 130 would not be able to read 
the contents of secure read-only memory but would be able 
to read the contents of the normal read-only memory. 
One of the security guidelines set forth by the SDMI 

requires the ability to bind content files to a single user or 10 
digital device. Binding the content files to a single user or 
digital device prevents the content file from being accessed 
on a different digital device. One way to do this is to 
uniquely identify each digital device and to use the unique 
identifier to bind the content file to the digital device. 15 

In a location inside the read-only memory (ROM) or in a 
dedicated storage location internal to the DSP 130, are two 
storage locations. A first stores a manufacturer identifier that 
is used to identify the manufacturer of the digital device. 
Every digital device manufactured by the manufacturer will 20 
have an identical manufacturer identifier. A second stores a 
device identifier that is unique for each DSP 130. The device 
identifier can be used to bind an encrypted file for use to a 
single digital device since there are no other DSPs with the 
same device identifier. 25 
The two identifiers are stored ROM where they cannot be 

modified, however programs executing on the DSP 130 may 
read the identifiers. This does not present a security issue 
because only programs authorized to execute on the DSP 
130 are allowed to execute. Since they are located inside the 30 
DSP 130, attempts to physically modify the identifiers will 
likely result in destruction of the DSP 130. In another 
preferred embodiment of the present invention, the two 
identifiers would be stored in secured ROM where only a 
subset of the programs executing on the DSP 130 may be 35 
able to read the two identifiers. 

According to a preferred embodiment of the present 
invention, the digital device 110 contains a DSP 130. How 
ever, the digital device 110 may have a general-purpose 
microprocessor or a micro-controller in place of (or in 40 
addition to) the DSP 130 and the digital device so equipped 
would function in an equivalent manner. 

Also internal to the digital device 110 is some form of 
storage media 140 for storing the content files, a memory 
150 for storing information and programs such as device 45 
drivers, encrypted device codes, encryption keys, validation 
keys, etc., and a speaker 160 and a headphone jack 165. 

According to a preferred embodiment of the present 
invention, the memory 150 is an electrically erasable pro 
grammable read-only memory (EEPROM). However, other 50 
types of memory that can be reprogrammed and are non 
Volatile, i.e., the contents of the memory remain when the 
power is turned-off, are applicable. Examples of suitable 
memory alternatives include erasable programmable read 
only memory (EPROM), Flash memory, non-volatile ran- 55 
dom access memory (NVRAM), and programmable read 
only memory (PROM). The DSP 130 may also have some 
scratch random access memory (scratch RAM) for tempo 
rary storage purposes. 
The storage media 140 is a storage location for content 60 

files. The storage media 140 may be permanently fixed 
inside the digital device 110 or it may be removable and 
attach to the digital device 110 through a slot or connector. 
According to a preferred embodiment of the present inven 
tion, the preferred form of the media 140 is compact flash 65 
(CF), however the present invention would be equally 
operable if multi-media card (MMC), NAND FLASH, 

6 
Secure Digital (SD) memory card, or Memory Stick forms 
of media were used. According to another preferred embodi 
ment of the present invention, other forms of storage are 
viable. They include floppy-disk drives, hard-disk drives, 
another processor (Such as one connected to the digital 
device via a host port interface (HPI)), and network based 
storage (such as USB connected mass storage or TCP/IP 
based storage). 

Referring now to FIG. 2, a block diagram illustrates a 
typical power-on sequence 200 for the digital device 110. 
The power-on sequence 200 begins (block 210) when the 
user presses the power button (or depending on the digital 
device, any button on the digital device). Multiple methods 
to power on the digital device are possible. After power is 
applied to the digital device 110, it performs what is com 
monly referred to as a power-on self-test (block 220) where 
intelligent components within the DSP 130 will perform 
checks on themselves and other internal components to 
verify proper operation. 

If the components within the digital device 110 pass the 
power-on self-test, the DSP 130 begins a boot process by 
executing a bootloader software, which is stored in ROM 
(block 230). The bootloader software commonly resides in 
the DSP's read-only memory and transfers code, such as an 
operating system or a user-interface software, from an 
external source (EEPROM 150 or external ROM or RAM) 
to the DSP's program memory (block 240). Because the 
bootloader resides in the DSP's read-only memory, which 
normally resides on the same semiconductor chip as the 
DSP, it is relatively immune from attack since attempts to 
modify the contents of on-chip memory will typically result 
in the destruction of the DSP 130. Once the bootloader 
finishes loading the operating system Software or the user 
interface Software, it completes its operation and turns 
execution control over to the newly loaded software (block 
250). 
The power-on sequence 200 is vulnerable to attack 

because if the hacker can replace the operating system or 
user-interface software with one of his own construction, he 
can have the digital device 110 operate in a way that he 
desires, a manner that is likely to be inconsistent with what 
the manufacturer intended. Normally, this is relatively easy 
to do since the operating system or the user-interface Soft 
ware is stored in EEPROM 150 or external ROM or RAM 
and would only require the hacker to replace the EEPROM 
150 or external ROM or RAM with a different component. 
In order to prevent the digital device 110 from loading and 
executing the wrong operating system or user-interface 
Software, a secure bootloader can be used. 
The normal bootloader will load and execute any software 

it has been told to execute, without checking to verify the 
authenticity of the software. The secure bootloader, on the 
other hand, will only load and execute software that has been 
encrypted and authenticated. If the software was not 
encrypted and authenticated, the secure bootloader will not 
load and execute the Software and pass control of the digital 
device to the software. The secure bootloader prevents 
unauthorized or modified code from being loaded and 
executed onto the DSP 130 that could compromise the 
security of the digital device 110 and its contents. Unautho 
rized or modified code could permit anyone to download 
code into the digital device. 

FIG. 3 illustrates a flow diagram of an algorithm used by 
the secure bootloader for loading and executing encrypted 
software. The secure bootloader begins by reading the 
manufacturer identifier from the DSP 130 (block 310). The 
manufacturer identifier is a unique identifier assigned to the 
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manufacturer of the digital device 110 during the manufac 
turing process of the DSP 130. The secure bootloader also 
reads the device identifier from the DSP 130 (block 315). 
There are however, circumstances when a device identifier 
is not needed or available. One Such circumstance is during 
product development when the software is being developed 
for the digital device. In that instance, it is not efficient to 
have the Software bound to a single digital device, so the 
software may be bound only to the manufacturer through the 
manufacturer identifier. 

With the manufacturer identifier and perhaps the device 
identifier, the bootloader generates a decryption key (block 
320). The bootloader uses the manufacturer and device 
identifiers if they are both available. If both identifiers are 
used in the decryption key generation, then the key is 
referred to as a bound key. If only the manufacturer identifier 
is used, then the key is an unbound key. According to a 
preferred embodiment of the present invention, a secure 
hashing function is used to generate the keys. The hashing 
function used is a commonly known secure hashing function 
known as SHA-1. SHA-1 takes an arbitrary length input and 
produces a 160-bit result. The actual keys are 128 bits long 
and are simply the first 128 contiguous bits of the 160-bit 
long result of the SHA-1 hashing function. It is to be 
understood that any arbitrary 128-bit long portion of the 
160-bit SHA-1 result would result in an equally secure 
encryption system, but that it is simpler to chose the first 128 
contiguous bits. 
The bound key is produced by an operation expressible 

aS 

bound key=SHA-1 (manufacturer identifierdevice 
identifier)128 

where the “” is a concatenation operation and “s means 
to use only the first 128 contiguous bits of the result. The 
unbound key is produced by an operation expressible as: 

unbound key=SHA-1 (manufacturer identifier)12s. 

After generating the key (either a bound key or an 
unbound key), the secure bootloader reads a file key (block 
325). The file key is an encrypted encryption/decryption key 
that is stored along with its encrypted file. Every encrypted 
file has associated with it a file key. In this instance, a file key 
is associated with an encrypted program file containing the 
operating system or user-interface program that the secure 
bootloader wishes to load. The secure bootloader must now 
decrypt the encrypted file key (block 330). According to a 
preferred embodiment of the present invention, the encryp 
tion and decryption algorithm used is the widely known 
SAFER SK-128 algorithm. The SAFER SK-128 is a sym 
metric encryption algorithm, meaning that a single key is 
used for both encryption and decryption. It is to be under 
stood that other symmetric encryption/decryption algo 
rithms, such as DES, AES, Blowfish, or RC5 to list a few. 
The decryption of the file key is expressible as: 

decrypted file key=SAFERSK-128 (file key, key) 

where file key is the encrypted file key and key is either the 
bound key or the unbound key computed in block 320 and 
is used as the decryption key to decrypt the encrypted file 
key. 

With the decrypted encryption/decryption key in hand, the 
secure bootloader begins to authenticate the validity of the 
encrypted program file. According to a preferred embodi 
ment of the present invention, the secure bootloader uses a 
function known as a Hashed Message Authentication Code 
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8 
(HMAC) (block 335) which has the formula shown below to 
authenticate the encrypted program file. 

HMAC=SHA-1 (decrypted file key XOR outerpad, 
SHA-1 (decrypted file key XOR innerpad, 
data)) 

where XOR is the bit-wise exclusive-or function, the out 
erpad is a sequence of the hexadecimal value 0x5c repeated 
64 times and the innerpad is a sequence of the hexadecimal 
value 0x36 repeated 64 times. 

According to a preferred embodiment of the present 
invention, the encrypted file is read a block at a time (block 
340), the HMAC value is updated using the newly read 
block (block 345), and the block is decrypted and stored 
(block 350). This is repeated (No at block 355) until the 
entire encrypted file has been read and decrypted (Yes at 
block 355). According to a preferred embodiment of the 
present invention, the encrypted file block, after being 
decrypted is loaded into memory. Alternatively, the 
decrypted file block may be stored in another portion of 
memory, not program memory. It should be easily under 
stood that in another preferred embodiment of the present 
invention the entire encrypted file is read and decrypted in 
a single operation. 

After the entire file has been decrypted and stored the 
secure bootloader reads the HMAC value that was stored 
with the encrypted file. The secure bootloader compares the 
read HMAC value with the HMAC value it has calculated 
(block 360). If the two HMAC values are the same (Yes at 
block 360), then the encrypted file has been authenticated 
and the bootloader can execute the program (block 365). If 
the HMAC values do not match (No at block 360), then the 
bootloader will cease execution. According to another pre 
ferred embodiment of the present invention, the bootloader 
would generate an error message prior to ceasing execution. 

Since the stored HMAC value and the calculated HMAC 
values are generated using the decrypted file key, which was 
decrypted using either the manufacturer identifier or both the 
manufacturer and device identifiers, the hacker in all prob 
ability would not be able to generate a different HMAC 
value for his replacement program what would result in the 
comparison of the two HMAC values being equal. There 
fore, if the two HMAC values match, then the encrypted 
program file must be the program file that is intended for the 
digital device. 

During the manufacturing process for the digital device 
110, it would be highly inefficient to encrypt the program file 
using each individual digital device's device identifier and 
store it into the digital device's memory 150. The ineffi 
ciency is due mainly in the difficulty of obtaining the device 
identifier and then encrypting the program file. Doing so 
would require a computer at each assembly station and 
would unnecessarily slow down the production line. Rather 
that reducing the overall production rate, a single generic 
encrypted program file is generated using the manufacturer 
identifier and stored in each digital device 110. The generic 
encrypted program file is encrypted using the manufacturer 
identifier and the same program file will execute on all 
digital devices made by that manufacturer. Then during the 
initial power-up, the secure bootloader will decrypt the 
encrypted program file and re-encrypt it using both the 
device identifier and the manufacturer identifier, locking the 
program file to the individual digital device. This process is 
referred to as re-authoring mode. The initial power-up can 
occur during functional test and quality control stages of the 
manufacturing process and would not add any additional 
time to the manufacturing process. Referring now to FIG. 4 
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for a flow diagram displaying an algorithm used by the 
secure bootloader for locking the program file to the indi 
vidual digital device, also known as re-authoring mode. The 
secure bootloader used for re-authoring can be the same 
secure bootloader used for loading the encrypted program 
file during normal power-up sequences or it may be a special 
one-time use secure bootloader. According to a preferred 
embodiment of the present invention, the secure bootloader 
used for re-authoring is the same secure bootloader uses 
during normal power-up sequences. A bootloader mode flag 
is used to let the secure bootloader know which mode it 
should be operating in. 
The secure bootloader reads the manufacturer identifier 

from the storage location (block 410), then reads the device 
unique identifier (block 415) and uses the manufacturer 
identifier to generate an unbound key (block 420). The 
unbound key is used to decrypt the encrypted program file, 
which was encrypted using an encryption key that used the 
manufacturer identifier. The unbound key is created using 
the operation: 

unbound key=SHA-1 (manufacturer identifier)128 

where's means to use only the first 128 contiguous bits 
of the result. 
The bootloader then creates the encryption key (block 

425), which uses both the device identifier and the manu 
facturer identifier and is expressible as: 

encryption key=SHA-1 (manufacturer 
identifierdevice identifier)128 

where the “” is a concatenation operation and “I” means 
to use only the first 128 contiguous bits of the result. 

After obtaining the encryption key, the secure bootloader 
changes the bootloader mode flag to normal secure boot 
loader operating mode (block 435) and writes it to memory 
and then begins to authenticate the encrypted program file. 
As in the case where the secure bootloader is used to load the 
program file, the secure bootloader in re-authoring mode 
uses the Hashed Message Authentication Code (HMAC) 
function for authentication purposes. However, in re-author 
mode, the bootloader maintains two different HMAC values. 
One HMAC value is used for code verification, i.e., it is used 
to verify the authenticity of the program file being 
decrypted. The second HMAC value is used to generate an 
authentication value for the newly re-encrypted program file 
being created. The second HMAC value is for use by the 
secure bootloader to authenticate the re-encrypted program 
file each subsequent time the digital device 110 is powered 
up. 

According to a preferred embodiment of the present 
invention, the encrypted file is read a block at a time (block 
440), the first HMAC value is updated using the newly read 
block (block 445), the block is decrypted using the unbound 
key (block 450), the block is re-encrypted using the encryp 
tion key and stored to memory (blocks 455 and 460), and the 
second HMAC value is updated using the re-encrypted 
block (block 465). This is repeated (No at block 465) until 
the entire encrypted file has been read and decrypted (Yes at 
block 465). It should be easily understood that in another 
preferred embodiment of the present invention the entire 
encrypted file is read and decrypted in a single operation. 

After the entire file has been reencrypted and stored, the 
secure bootloader reads the HMAC value that was stored 
with the encrypted file. The secure bootloader compares the 
read HMAC value with the first HMAC value it has calcu 
lated (block 475). If the two HMAC values are the same, 
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10 
then the re-encrypted file has been authenticated and the 
second HMAC value is stored to memory and the bootloader 
has completed. If the HMAC values do not match, then the 
bootloader will cease execution and produce an error mes 
Sage. 
A Software-based security system is not sufficient to 

provide total security when the attacker has physical access 
to the digital device. Hardware support must be present to 
Supplement the Software-based security system. As dis 
cussed earlier, the DSP 130 according to a preferred embodi 
ment of the present invention has a portion of its internal 
memory that is accessible only to authorized programs. This 
part of internal memory is known as secured read-only 
memory. Only authorized programs will be able to address 
memory locations within the secured read-only memory. 
An additional hardware-based security feature would be 

to reduce the amount of memory addressable by programs 
loaded through a host port interface (HPI). The HPI is an 
interface between the DSP 130 and an optional micro 
controller that is used to control functionality of the digital 
device. Without the micro-controller, the DSP 130 can be 
used to control functionality of the digital device. Since the 
micro-controller is controlling how the digital device is 
operating, it becomes a possible path of attack for a hacker 
attempting to break through the Software-based security 
features. One way to reduce the security hole presented by 
the micro-controller is to reduce the amount of memory 
space addressable by programs loaded into the DSP 130 
through the HPI. The programs can be limited to only 
accessing and using a small fraction of the available memory 
space. This partitioning of the memory space can be used to 
separate sensitive programs and data values from unautho 
rized programs. 

Finally, most DSPs and microprocessors include extra 
hardware to facilitate functional test and emulation. A com 
monly used technical standard for hardware providing func 
tional test and emulation is the IEEE technical standard 
1149.1-1990, also known as the JTAG standard. This addi 
tional hardware permits the user to stop the execution of 
programs running on the DSP and examine the contents of 
memories and registers. The user can even change the value 
of memory locations and registers. To close this major 
security hole, the DSP manufacturer is should either not 
include JTAG hardware or to disable the JTAG hardware 
once functional testing and emulation is complete. 

While this invention has been described with reference to 
illustrative embodiments, this description is not intended to 
be construed in a limiting sense. Various modifications and 
combinations of the illustrative embodiments, as well as 
other embodiments of the invention, will be apparent to 
persons skilled in the art upon reference to the description. 
It is therefore intended that the appended claims encompass 
any such modifications or embodiments. 
What is claimed is: 
1. A method for ensuring security during the power-on 

process of a digital device and its contents comprising the 
steps of 

disposing a read only memory storing a bootloader pro 
gram for control of the programmable data processor, a 
first read only memory location storing a manufacturer 
identifier and a second read only memory location 
storing a device identifier unique to that digital device 
on a same semiconductor chip as a programmable data 
processor, the first read only memory location and the 
second read only memory location not accessible exter 
nal to the semiconductor chip and not modifiable; 
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upon each power-up of the digital device controlling the 
programmable data processor via the bootloader pro 
gram to: 
A. read the manufacturer identifier from the first read 

only memory location; 
B. read the device identifier from the second read only 
memory location; 

C. compute a first encryption/decryption key using the 
manufacturer identifier and the device identifier; 

D. read an encrypted second encryption/decryption key 
from a memory; 

E. decrypt the second encryption/decryption key using 
the first encryption/decryption key: 

F. read an encrypted program file from a memory; 
G. compute a hashing value for said encrypted program 

file; 
H. decrypt said encrypted program file using the 

decrypted second encryption/decryption key: 
I. Store said decrypted program file in a memory; 
J. read a hashing value associated with the program file 

from a memory; 
K. compare said computed hashing value with said read 

hashing value; 
L. execute said decrypted program file via the program 
mable data processor if said comparison was equal; 
and 

M. assert an error message if said comparison was not 
equal. 

2. A method for ensuring a secure code re-authoring 
session during the boot process in a digital device compris 
ing the steps of: 

A. disposing a read only memory storing a bootloader 
program for control of the programmable data proces 
Sor, a first read only memory location storing a manu 
facturer identifier and a second read only memory 
location storing a device identifier unique to that digital 
device on a same semiconductor chip as a program 
mable data processor, the first read only memory loca 
tion and the second read only memory location not 
accessible external to the semiconductor chip and not 
modifiable; 

B. controlling the data processor via the bootloader pro 
gram to read the manufacturer identifier from the first 
read only memory location; 

C. controlling the data processor via the bootloader pro 
gram to read the device identifier from the second read 
only memory location; 

D. controlling the data processor via the bootloader pro 
gram to compute a first encryption/decryption key from 
the manufacturer identifier; 

E. controlling the data processor via the bootloader pro 
gram to compute a second encryption/decryption key 
from the manufacturer identifier and the device iden 
tifier; 

F. controlling the data processor via the bootloader pro 
gram to read an encrypted program file; 

G. controlling the data processor via the bootloader pro 
gram to compute a first hashing value with said read 
encrypted program file; 

H. controlling the data processor via the bootloader pro 
gram to decrypt said read encrypted program file using 
the first encryption/decryption key: 

I. controlling the data processor via the bootloader pro 
gram to re-encrypt said decrypted program file using 
the second encryption/decryption key; 
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J. controlling the data processor via the bootloader pro 
gram to store said re-encrypted program file in a 
memory; 

K. controlling the data processor via the bootloader pro 
gram to compute a second hashing value with said 
re-encrypted program file; 

L. controlling the data processor via the bootloader pro 
gram to read a third hashing value associated with the 
program file from a memory; 

M. controlling the data processor via the bootloader 
program to compare said first hashing value with the 
third hashing value; 

N. controlling the data processor via the bootloader pro 
gram to store second hashing value if said comparison 
was equal; and 

O. controlling the data processor via the bootloader pro 
gram to assert an error message if said comparison was 
not equal. 

3. A digital device comprising: 
a programmable data processor, 
a first read only memory location disposed on a same 

semiconductor chip as said programmable data proces 
Sor storing a manufacturer identifier not accessible 
external to said semiconductor chip and not modifiable; 

a second read only memory location disposed on said 
same semiconductor chip as said programmable data 
processor storing a device identifier unique to that 
digital device not accessible external to said semicon 
ductor chip and not modifiable; 

a read only memory disposed on said same semiconductor 
chip as said programmable data processor storing a 
bootloader program for control of the programmable 
data processor, said bootloader program operable to 
control the data processor upon each power-up of the 
digital device to: 
A. read the manufacturer identifier from the first read 

only memory location; 
B. read the device identifier from the second read only 
memory location; 

C. compute a first encryption/decryption key using the 
manufacturer identifier and the device identifier; 

D. read an encrypted second encryption/decryption key 
from a memory; 

E. decrypt the second encryption/decryption key using 
the first encryption/decryption key: 

F. read an encrypted program file from a memory; 
G. compute a hashing value for said encrypted program 

file; 
H. decrypt said encrypted program file using the 

decrypted second encryption/decryption key: 
I. Store said decrypted program file in a memory; 
J. read a hashing value associated with the program file 

from a memory; 
K. compare said computed hashing value with said read 

hashing value; 
L. execute said decrypted program file via the program 
mable data processor if said comparison was equal; 
and 

M. assert an error message if said comparison was not 
equal. 

4. The digital device of claim 3, wherein: said read only 
memory consists of: 

normal read only memory accessible by any program 
executing on the data processor, and 

secure read only memory not accessible external to said 
semiconductor chip, said bootloader program stored in 
said secure read only memory. 
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5. A digital device comprising: 
a programmable data processor, 
a first read only memory location disposed on a same 

semiconductor chip as said programmable data proces 
Sor storing a manufacturer identifier not accessible 
external to said semiconductor chip and not modifiable; 

a second read only memory location disposed on said 
same semiconductor chip as said programmable data 
processor storing a device identifier unique to that 
digital device not accessible external to said semicon 
ductor chip and not modifiable; 

a read only memory disposed on said same semiconductor 
chip as said programmable data processor storing a 
bootloader program for control of the programmable 
data processor, said bootloader program operable to 
control the data processor upon each power-up of the 
digital device to: 
A. read the manufacturer identifier from the first read 

only memory location; 
B. read the device identifier from the second read only 
memory location; 

C. compute a first encryption/decryption key from the 
manufacturer identifier; 
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D. compute a second encryption/decryption key from 

the manufacturer identifier and the device identifier; 
E. read an encrypted program file; 
F. compute a first hashing value with said read 

encrypted program file; 
G. decrypt said read encrypted program file using the 

first encryption/decryption key: 
H. re-encrypt said decrypted program file using the 

second encryption/decryption key: 
I. Store said re-encrypted program file in a memory; 
J. compute a second hashing value with said re-en 

crypted program file; 
K. read a third hashing value associated with the 

program file from a memory; 
L. compare said first hashing value with the third 

hashing value; 
M. Store second hashing value if said comparison was 

equal; and 
N. assert an error message if said comparison was not 

equal. 


