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ABSTRACT

A device configuration development system uses a common
configuration and management database for the development
of configuration and management data. A device manage
ment system for a set of devices is provided from the common
and management data for the management and configuration
of a set of devices. Each device in the set of devices is also

provided with a Subset of management and configuration data
related to the device.
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DEVICE CONFIGURATION AND
MANAGEMENT DEVELOPMENT SYSTEM
CROSS-REFERENCE TO RELATED
APPLICATIONS

0001. This application is a continuation of U.S. patent
application Ser. No. 10/484.871, filed Sep. 13, 2004, which
application claims the benefit of priority under 35 U.S.C. S
365(c) and S 120 to International Application Number PCT/
GB02/03338, filed Jul 23, 2002, published as WO 03/012635
A2, and under 35 U.S.C. S 119(a)-(d) or 365(b) to Great
Britain Application Number 0118377.1, filed Jul. 27, 2001,
all of which are hereby incorporated by reference herein.
0002 The present invention relates to the development
and/or management of configuration and management
parameters for devices.
0003. There is a need when developing devices for a man
agement capability for the devices to be generated. Thus a
device developer must devote some time to the task of pro
viding management capabilities in a device. This is some
thing that many developers dislike and can overlook. The
responsibility usually falls to an administrator or manager to
ensure that a management function is provided in the device
by requesting certain management functions to be encoded in
the device.

0004. With the prevalent use of networked devices, the
provision for both local and remote management has become
essential for the proper functioning of a network. Networked
devices can be used for a wide range of functions and it highly
desirable to provide both local and central management.
0005. In the prior art, the provision of both local and cen
tral management of devices is approached separately. A
device developer is frequently required to provide certain
management functions and does so by providing software for
the device which provides an interface to the device e.g. over
the network. An administrator or manager then provides a
central management capability separately. This means that
there is a fragmented approach to the management of the
devices. There are two separate development groups, one
providing local management and the other providing central
management. This requires an increase in effort making it
time consuming and expensive to create and maintain all the
necessary documentation. Further co-ordination between the
groups can be difficult and thus the maintenance of consis
tency and compatibility between the two ends of the manage
ment can be difficult. Further, developers who are normally
responsible for influencing device features often do not
understand the management requirements.
0006 Thus in accordance with one aspect of the present
invention, the present inventors have developed and end to
end management solution which utilises a common manage
ment data structure during the development, deployment, and
use of managed devices. A common management model is
used which can provide a common management interface.
0007. One aspect of the present invention provides a
device configuration system and method for developing and
managing configuration and management information for
devices. The system enables developers to develop configu
ration data and/or management data. Configuration and/or
management data is stored as device data that is stored in
accordance with a common management model. This enables
the parameters and the management information to be man
aged. Parameters and management data entered in the com
mon model can be output in a Software product as a device
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management product which includes a parameters and man
agement data for a set of devices. The device management
product can thus be used to configure and manage a set of
devices using the common management model. Each device
has configuration and management data stored therein in
accordance with the common management model. This pro
vides for both central management and for local management
using the common management model. In this way end to end
management is provided.
0008 Another aspect of the present invention provides a
device configuration development system for developing
and/or managing configuration and/or management informa
tion for devices. Device data structured in accordance with

the common model of parameters relating to the configura
tion and/or management of the devices is stored. A developer
interface allows a software developer to develop software for
configuring and/or managing devices and to store device data
in accordance with a common model. A device configuration
and/or management Software product for configuring and
managing a set of devices is built by reading stored data for a
set of devices structured in accordance with the common

model. Device management and control software is config
ured for controlling a processing apparatus in a device man
ager to configure and/or manage the devices using the data for
the devices included in the product and to provide the data for
a device to the device to allow a local configuration and/or
management at the device. The device management and con
trol software can be included in the product or it can be
already installed in the device manager processing apparatus.
0009. In one embodiment of the present invention, the
Software product is built by reading and including in the
software product the software developed by the software
developer for loading onto devices for configuring and man
aging the devices.
0010. In a preferred embodiment, the devices comprise
network devices and the common model is a model of param
eters relating to the configuration and management of the
network devices which can be for example network configu
ration parameters e.g. network protocol capabilities.
0011. In one embodiment of the present invention, the
common management model comprises a model of hardware
characteristics, software characteristics and relationships
therebetween. This therefore provides a full picture of the
characteristics of the device for management purposes.
0012. In one embodiment of the present the device data
comprises configuration data and meta data. The configura
tion data defines configuration parameters that can be set for
the device. A configuration data can have configuration val
ues that can be set by the developer or be settable by a
manager centrally or by an operator of the device The meta
data comprises management information for the configura
tion data and for the device.

0013 Inone embodiment the device data can include man
agement data which includes interface information defining
the configuration of a user interface to the device data i.e.
defining a management interface. In this way, the meta data
can define a common interface for central and local manage
ment. In one embodiment, for networked devices, the com

mon user interface preferably comprises a web interface pro
vided by a web server.
0014. In one embodiment of the present invention, the
device data can be copied to allow a developer to enter device
data if the need arise by simply copying device data for
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another device which most closely resembles the new device
to be developed and modifying the device data as necessary.
0015. In one embodiment of the present invention, the
developer interface means includes means for generating
code stubs for management functionality from the device data
for combination with the software provided by the software
developer to control the device. Thus this capability provides
encouragement for a developer to use the development sys
tem to enter the management data and the task of writing the
code for the management functionality is removed from the
developer. It is only necessary for the developer to interface
the code stubs into their code by writing suitable interface
code or glue.
0016. In one embodiment of the present invention, docu
mentation for each device is stored. This can be stored as

segments associated with respective parameters in the com
mon model. Documentation for a device can be generated
automatically by inserting management information from the
management model into the documentation. Thus as manage
ment parameters are updated, the documentation is automati
cally updated. The documentation can be stored as document
segments with each segment being associated with a respec
tive parameter and having management parameters associ
ated therewith. Thus documentation can be built up by incor
porating management parameters into the documentation
segments and aggregating the document segments to provide
complete documentation for the device.
0017. Within the common model, it is possible for the
configuration parameters to identify a configured device
comprising configuration data which is complete for a device
or a configuration profile that includes some configuration
data that can be input to complete or modify the configuration
data for a device. For example, a number of configuration
parameters could be set to a default value that can be altered
by a user in order to modify the configuration data to provide
a device profile. Thus in this way configuration parameters for
a device can comprise configuration parameters from a con
figuration profile and user input configuration parameters.
The configuration parameters from a configuration profile
can be common to a large number of devices.
0018. In accordance with another aspect, the present
invention provides a management system or method for man
aging devices using the common management model. Data
storage means stores management and configuration data for
each device for managing and configuring the device. The
management and configuration data is structured in accor
dance with the common management model i.e. in accor
dance with a common model of parameters related to the
functioning and management of the devices. Means of com
municating with the devices is provided in each device. Also
the devices are provided with a copy of the management and
configuration data for respective devices to provide for local
management and configuration. Thus each device has a Sub
set of the data in the common management model relevant for
the management of the device. A device management means
controls communications to and from the devices to provide
central configuration of the devices and receipt of manage
ment data from the devices.

0019. Thus in accordance with this aspect of the present
invention, a device management system can be provided by
the device development environment and the common man
agement model can be used in both.
0020. The device management system can, in one embodi
ment, provide the copy of the management and configuration
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data to each of the devices. In this way the management
system can provide the initial configuration for the devices.
This initial configuration can include the storage of code
modules for controlling the devices for sending to and storing
at the devices. The code module can be the same for the same

type of device thus providing for not only common hardware
but also common software for devices. The only difference
between devices thus lies in the configuration and manage
ment data. This enables simple reconfiguration of devices by
reconfiguration of their configuration and management data.
No change of code is needed.
0021. The configuration data defines configuration
instances for devices. Also the configuration data can define a
configuration profile for which some user definable configu
ration data can be entered or modified. This enables a con

figuration profile to apply to a set of devices and it enables a
manager of the devices to assign configuration parameters
individually only to the subset of the whole set of configura
tion data in order to provide a unique set of configuration data
for a device.

0022. Another aspect of the present invention provides a
centrally managed device in which data for the device is
stored and structured in accordance with a common model of

parameters related to the functioning and management of
devices managed by a central management system. The
means for communicating with the central management sys
tem is provided under the control of the control means to
control the sending of management data to the central man
agement System.

0023. In an embodiment of the present invention, the data
comprises a set of configuration parameters and a set of
management parameters. The management parameters are
associated with respective configuration parameters and pro
vide management information on the configuration param
eters. Thus the management parameters comprise meta data
for the configuration data.
0024. In one embodiment the control means comprises a
code module implemented by a processor in the device. The
code module is downloadable from the central management
system.

0025. A further aspect of the present invention provides a
device documentation generation system method in which
metadata for each of the parameters defining characteristics
of a plurality of devices is stored. The metadata is stored in
accordance with a common data module for the devices.

Documentation can be input for association with meta data
for respective parameters and documentation for a device can
be generated by incorporating the meta data into the docu
mentation. In this way, as the meta data is changed i.e. the
management information changes, the documentation is
automatically updated.
0026. In one embodiment, the documentation can be input
as segments associated with respective parameters defining
the characteristics of the device. The document generation
then includes aggregating the appropriate document seg
ments for appropriate parameters relevant to the device.
0027. In one embodiment the meta data includes an indi
cation of the language of the documentation to be generated
for a device. The input documentation is stored and can com
prise documentation in more than one language for a param
eter. The documentation is then generated using the docu
mentation in the language indicated by the indication in the
metadata for the device.
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0028. A further aspect of the present invention provides a
device configuration development system for developing
control code for devices. A code store stores a library of code
stubs for providing device management functions. A data
store stores metadata on device configuration parameters,
wherein the meta data comprises management information
for the device configuration parameters. Meta data can be
input into the data store and code stubs can be determined for
a device to provide the management functionality defined in
the input metadata using the library of code stubs in the code
StOre.

0029. Thus this aspect of the present invention enables a
developer to merely input management information into the
common database and receive in return code stubs for pro
viding the management functionality to be incorporated
within the developer's code for controlling the device.
0030. A further aspect of the present invention provides a
device management system and method for providing infor
mation defining a management interface for devices to pro
vide for local and central management. Device data struc
tured in accordance with the common module for the

management of devices is stored. Information defining a
management interface for devices is input for storage in the
device data. The device data is output as a set of device data to
provide a management interface for the central management
of the set of devices and as device data for each data to provide
the same management interface for the local management of
each device.

0031. A further aspect of the present invention provides a
device configuration development system and method for
developing and managing configuration and management
information for devices. The required functionality of the
devices is defined and desired attributes for management of
the devices are entered. The entered attributes are stored as a

central database for management of the devices and as a set of
data in the devices for local management of the devices.
0032. Any one of the aspects of the present invention
described hereinabove can be used in combination with any
ones of the aspects of the inventions hereinabove.
0033. Any aspect of the present invention described here
inabove can be implemented in dedicated hardware, in a
mixture of dedicated hardware and programmable hardware
or in solely programmable hardware. The present invention
can thus be embodied as programmable code for controlling
a processor to carry out the processing steps. A carrier
medium carrying the code is thus within the scope of the
present invention. The carrier medium can either be a tran
sient carrier medium or a storage carrier medium. A transient
carrier medium can comprise a signal Such as an electrical,
optical, microwave, radio frequency or acoustic signal carry
ing computer code. An example of a transient carrier medium
is a signal carrying computer code over the Internet (an Inter
net Protocol (IP) Network). The storage medium can com
prise any conventional storage medium such as a floppy disk,
hard disk, CD ROM, tape device, or solid state memory
device.

0034 Embodiments of the present invention will now be
described with reference to the accompanying drawings, in
which:

0035 FIG. 1 is a schematic diagram of a hardware model
used in accordance with an embodiment of the present inven
tion,

0036 FIG. 2 is a schematic diagram of a software model
used in an embodiment of the present invention,
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0037 FIGS.3a to 3k are tables illustrating the data struc
ture of the hardware model in a relational database in accor

dance with an embodiment of the present invention,
0038 FIGS. 4a to 4e are tables illustrating the data struc
ture of the software model in a relational database in accor

dance with an embodiment of the present invention,
0039 FIGS. 5a to 5d are tables illustrating the interfacing
between the hardware model and the software module in a
relational database in accordance with an embodiment of the

present invention,
0040 FIG. 6 is a table providing information on configu
ration data,

0041 FIG. 7 is a table providing the documentation infor
mation for the parameters in the tables,
0042 FIG. 8 is a table giving information on the external
form of attributes in the embodiment of the present invention,
0043 FIGS. 9a and 9c are selected tables used for identi
fying user interface selection options in accordance with an
embodiment of the present invention,
0044 FIG. 10 is a table of the configuration data,
0045 FIG. 11 is a schematic diagram of a development
system in accordance with an embodiment of the present
invention,

0046 FIG. 12 is a flow diagram of the development pro
cess in accordance with an embodiment of the present inven
tion,

0047 FIG. 13 is a flow diagram showing the development
and management of the management information used for
documentation in accordance with an embodiment of the

present invention,
0048 FIG. 14 is a schematic diagram of a device manage
ment system in accordance with an embodiment of the
present invention,
0049 FIG. 15 is a schematic diagram of the components of
a device in which the components provide for central and
local configuration and management of the device,
0050 FIG. 16 is a diagram showing the retrieval of man
agement information,
0051 FIG. 17 is a diagram illustrating retrieval of param
eters,

0.052 FIG. 18 is a diagram illustrating the download of
configuration data to configure the device,
0053 FIG. 19 is a diagram illustrating the configuration of
a device,

0054 FIG.20 is a diagram illustrating the implementation

of a feature in a device,

0055 FIG. 21 is a diagram illustrating the retrieval of
management information using a command line interface,
0056 FIG. 22 is a diagram illustrating the setting of a
feature using the command line interface,
0057 FIG. 23 is a diagram illustrating the interfacing to
the meta data using a command line interface, and
0.058 FIG. 24 is a schematic diagram of the use of the
configuration and management components as a ubiquitous
interface to any device.
0059. The present invention is built the premise of a com
mon management model. The management model is common
tO:

1. The developer when developing the code for the device and
the development managers,
2. The network manager (device manager) responsible for
managing a network of devices, and
3. The devices that contain a set of the configuration and
management data appropriate for the device.
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0060 Thus during the development phase, the developer
and the development manager work on these same data which
will end up on the devices and on the networked device
managing System.
0061 The common management model used is based on a
metadata model. The metadata model comprises a hardware
model, a software model and relationships therebetween. The
model used and the data structure in accordance with the
model will now be described.

0062 FIG. 1 schematically illustrates the hardware model.
A hardware model defines a hardware model for a product
that can comprise a number of chassis. Each chassis can have
a number of slots into which can be placed a number of cards.
Each card can have a number of ports.
0063 Thus this is a hardware model of a network device
having communication ports. Thus for example, the port can
comprise an ISDN port, a ATM port, or an ADSL port as an
port instance. The card can identify the capabilities of a card
e.g., a ISDN card, a ATM card, or a ADSL card as a card
instance. The slot identifies the type of slot provided in the
chassis e.g. a ISA slot or a PCI slot as a slot instance. The
chassis identifies a chassis instance having a particular chas
sis serial number. The hardware model will also be given a
name identifying that hardware model as a hardware instance.
0064 FIG. 2 is a schematic diagram of a software model.
A software release or a software version all have a number of

features, e.g. an IP (Internet Protocol) capability. Each feature
will have components e.g. IPsyS. Each component will have
an attribute e.g. timeout.
0065. Thus the hardware and software model define the
characteristics of the system. Values for attributes can be set
as configuration data in order to define a configuration
instance for the device. This comprises the configuration data
table (FIG. 10) that will be described in more detail herein
after.

0066

FIGS. 3a to 3k illustrate the data structure that is a

series of relational database tables for the hardware model in

an embodiment of the present invention.
0067 FIG.3a illustrates the port table. The port represents
a physical port will have a connection to another real world
entity. Information will be transferred across the port into the
device. There are many different types of port and the type of
port determines the type of connection associated with the
port. A port is part of a card and a card can contain Zero or
many ports and thus a port type can have more than one
instance. It is possible to run multiple logical interfaces over
a single port. The set of logical interfaces available is deter
mined by a combination of the port type and the software
version running on the device.
0068. The parameter PortOID defines a unique identifier
for each port. BaselnterfaceNumber identifies a base number
at which logical interfaces on this port will be based. Inter
faces will be described in more detail hereinafter with refer

ence to FIGS. 5a to 5d. Document RES comprises a pointer
to the documentation text for this port. The documentation
table will be described in more detail with reference to FIG. 7.

0069 FIG. 3b is a table for mapping ports to a card. Each
card is uniquely identified together with each port. It is also
possible for a port to have more than one instance on a card.
0070 FIG.3c is a diagram of the card table providing data
for a card. Each card is uniquely identified by a parameter
CardOID. Marketing product code for the card is also iden
tified as well as a hardware board revision. The parameter
BaselinterfaceNumber indicates the base number the logical
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interfaces on the card will be based at. There is also a pointer
to the documentation text for the card. A card represents a
physical card that is inserted into a device and provides a
certain capability in the device. Most cards will contain addi
tional physical ports for the device which will be used to
interface the device for other devices.

0071 FIG. 3d illustrates the card to slot mapping table
which provides the link between the card table and slot table.
This table simply provides pointers between the slots and the
cards.

0072 FIG. 3e illustrates the slot table providing data for
each slot. A slot represents a physical slot that is present on a
chassis. A slot is of a particular type and this determines the
set of cards that are compatible with the slot. There are can be
Zero or more slots available on a chassis. Each slot is identi

fied by a unique identifier and a description is provided of the
slot. A pointer to the documentation text for each slot is also
provided in the table.
0073 FIG. 3fillustrates the slot to chassis mapping table
to link the slots to the chassis. The table provides unique
pointers between the slots and the chassis. Each slot can have
more than one instance i.e. there can be more than one slot of

the same type on the chassis.
0074 FIG. 3g illustrates the chassis table. The chassis
represents the physical chassis that can be inserted into a
hardware model. The chassis is simply a carrier for slots into
which cards can be inserted. A chassis is compatible with a
particular model or set of hardware models. An example of a
chassis will be a compact PCI chassis or a case for an ISDN
router. Each chassis is uniquely identified by information on
the marketing product code and hardware board revision is
provided in the table. Also the unique pointer to the documen
tation text for the chassis is provided in the table.
0075 FIG. 3h illustrates the chassis to hardware model
mapping table. This maps the chassis to a hardware model.
The table uniquely identifies the hardware and each chassis
linking to the hardware model. A chassis can have more than
one instance in the hardware model.

0076 FIG.3i illustrates the hardware model table. A hard
ware model represents an actual physical hardware model
that is deployed by a named user. A model is simply a con
tainer for the chassis that will actually contain the hardware
for the device. An actual hardware model could be an ISDN

router or a cabinetrack that contains a specified set of chassis.
The hardware model table contains a unique identifier of each
hardware model together with the marketing product code for
each hardware model. Also a pointer to the documentation
text for the hardware model is included in the table.

(0077 FIG. 3j illustrates the hardware model to family
mapping table that maps the links between a hardware model
and a hardware product family.
(0078 FIG. 3k illustrates the family table. A hardware
model family is intended to represent a collection of hardware
models that are part of the same marketing product group.
Each family is given a unique identifier together with a
description of the product family. The table also contains a
pointer to a documentation text for each product family.
(0079. It canthus be seen that FIGS.3a to 3kprovide a data
structure to identify the hardware characteristics of a device
with links to documentation for particular characteristics.
0080 FIGS. 4a to 4e illustrate the tables forming the data
structure of the software model.

0081 FIG. 4a illustrates the attribute table that defines the
attribute characteristics. A software configuration attribute
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represents a single configurable parameter that could poten
tially map to a particular structure or memory location in the
device. From a configuration management point of view it is
the values of the configuration attributes that must be stored to
have a complete view of the parameters that are configured in
the device. Configuration parameters are versioned so that
changes in their default values, ranges and labels can be
performed over the time. The history of an attribute can be
kept so that the evolution of a parameter can be followed in an
audit. The software version is made up of a collection of
configuration attributes that describe the complete set of
parameters configurable in the Software version. As can be
seen in FIG. 4a, an attribute is given a unique identifier
together with a version number. Each attribute includes a
pointer to the component that holds the attributes. The type of
attribute is also identified. The type identifies the user inter
face type for the attribute. For example the attribute could be
a SELECT type which means that it will be linked to a
selector so that when the attribute is displayed, a drop down
menu is displayed to allow the attribute value to be changed
by selection from the menu. A user interface label for the
attribute as well as minimum and maximum values and a
default value for the attribute are also contained in the table.

A display size on the user interface for the attribute and text
that should be appended after the user interface representa
tion for the attribute are also included in the table together
with help text. The parameter SelectorName identifies a
selector name that can be used in the user interface. This will
be described in more detail hereinafter. The order of the

attribute in the display is also identified by a parameter in the
attribute table. The table further contains a pointer to the
documentation text for the attribute.
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interface titled to the configuration component is stored. Fur
ther, there is a unique pointer to the documentation text for the
configuration component.
I0084. It canthus be seen that the component table provides
all the necessary information to provide a user interface com
prising a single view of all of the attributes associated with the
component and the user interface title will appear on Such a
user interface.

0085 FIG. 4c illustrates the feature table. A software fea
ture is a set of related component definitions. The feature table
contains a unique identifier of the feature together with a short
description of the feature and a pointer to documentation text
for the feature.

0086 FIG. 4d illustrates the software version table. The
software version represents all of the information that is rel
evant to the metadata of that particular software release for a
device type. An entry in this table represents an actual source
code release from a device development team. Each software
version is given a unique identifier in the table and its file
name is identified. An identity tag which comprises a string
which identifies the software version as it would appear in the
embedded device is also contained within the software ver

sion table. A version number and user friendly description of
the software version is further included in the table. The

parameter ActivationMechanism defines the mechanism that
will be used in the device to activate the software. The param
eter InterfaceStack determines the interfaces that are avail
able for the software version to link the hardware and soft
ware as will be described in detail hereinafter. The user

interface provided in this embodiment of the present inven
tion is a web interface and this requires a web server. Thus the
parameter WebVersionOID identifies the web version which
will accompany the software and be loaded on the device. The
Software version table also includes a pointer to the documen

0082. Thus the attribute table contains meta data for an
attribute. An attribute can have a value which will be held by
a configuration data table as will be described in more detail

tation text for the software version.

with reference to FIG.10. FIG. 4a stores metadata which can

provided by the software version.
0088 FIG. 5a to 5d illustrate the data tables for the inter
face model linking the Software and hardware models.
I0089 FIG. 5a illustrates the interface table. The logical
interface represents the end of a logical connection over the
device over a specific protocol. A logical interface can allow
other logical interfaces to run over it to form a containment
tree. Each logical interface is given a unique identifier and
description. The logical interface is also given a number at
which logical interfaces of that type are based on. Further, a
unique pointer to documentation for the interface is also

be used for management and for providing a management
interface. The information regarding the user interface can be
used by user interface code to generate a management user
interface which is standard and common whether the data is

being viewed centrally or at the device.
0083 FIG. 4b illustrates the component table. A software
configuration component acts as a view of configuration
attributes. When generating an interface Such as a web inter
face for a particular component, a single form can be created
which displays all the attributes associated with the compo
nent. It is possible for a configuration attribute associated
with more than one configuration component. This allows for
multiple views of collections of attributes to be built up. Each
component is given a unique identifier. Within the table each
component has the name of the parent feature to link to the
parent feature. The type of configuration component is indi
cated. The configuration component can either be a system
configuration component or an interface configuration com
ponent. The concept of system and interface objects is based
on the approach by SNMP modellers defined in RFC 1213
MIB-II. Interface objects relate to interfaces and can be both
physical e.g. ports and logical e.g. protocols such as PPP and
X25. System objects are system wide e.g. protocols such as
IP, SNMP or TCP or software applications. The maximum
number of elements that can be stored by the configuration
component is also part of the configuration table and a user

I0087 FIG. 4e illustrates the attribute software mapping
table which links the software versions and each attribute

contained in the interface table.

0090 FIG. 5b illustrates the interface stack table. This
table illustrates the nesting of logical interfaces in a manage
ment model. The interface stack include a unique identifier of
the management model that the relationship is part of. The
lower and higher level interfaces are identified and how many
instances of the higher layer interface can run on top of the
lower layer interface. The table also includes a description of
the relationship.
0091 FIG. 5c illustrates the component to interface map
ping table. These mappings indicate a set of constraints on the
relationships rather than an actual assignment. For example
an ISDN configuration object can be related to an ISDN type
interface but not to an Ethernet type interface. In other words
the mapping data indicates the maximal set of allowed map
pings.
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0092 FIG. 5d illustrates the port to the interface mapping
table in which a port is mapped to an interface.
0093. Thus FIGS. 5a to 5d illustrate how ports and com
ponents can be mapped to interfaces that can be stacked. For
example an interface can be an ISDN logical interface. An
ISDN logical interface can support the Internet Protocol (IP)
and the point to point protocol (PPP). Thus the software
feature IP includes components such as IPsys and IP inter
face. Thus the interface stack can define the relationships
between the port and the components in a stacked manner.
0094 FIG. 6 illustrates the configuration information
table. This table is not part of the metadata or development
data. This data is the actual data or values for a configuration
instance for a device. A configuration is assigned a unique
value that can identify the complete configuration of a device
or a profile configuration that can be used for configuring a
family of devices. Devices can be stand-alone devices that
have been configured completely or profile devices that can
be configured from a profile by the insertion of specific con
figuration parameters to distinguish a specific device configu
ration. The configuration is given a name and the type of
configuration is identified i.e. whether it is a profile, a profiled
device or a stand alone device. Each configuration is given a
serial number and for profiled devices, the identification of
the profile on which the profiled device configuration is built
is also stored in the table. The table further stores information

on the current state of the device or profile. The current state
indicates whether the configuration is in a pending state i.e.
changes have been made, an accepted state where the con
figuration is available for use in a device, or active where the
configuration has been used in a device. The parameter
SwVersionOID identifies the version of the software to be

assigned to the device. The software version has an attribute
that identifies the software binary image that will be loaded on
the device. Web VersionOID identifies the version of the

embedded web pages that will run in the device. HwMod
elOID identifies the hardware model for the device.

0095 FIG. 7 illustrates the documentation table contain
ing the documentation text for devices. Each characteristic in
the hardware and Software model which includes a unique
documentation identifier links to documentation in the docu

mentation table. There is also a language field to enable the
language of the documentation to be set.
0096 FIG. 8 illustrates the external form table. This table
defines the external form for attributes. The table identifies

the attribute and the attribute version and gives an identifier
for the external form to go with the actual form name. The
external form defines the data syntax transformation. For
example it can define a command line interface (CLI) string
for the attribute for use by a CLI module in an embedded
system in a device.
0097 FIGS. 9a, 9b and 9c illustrate selector tables to
provide drop down menus to allow a user to select parameters.
Selector names are links from other tables to define the

appearance and utility of a user interface.
0098 FIG. 9a illustrates a selector table that gives the
name of a selector and an identifier for the selector element.

The user interface display order and label is contained within
the selector table together with a value that is represented.
There is also a unique pointer to the documentation for the
element. A selector element represents an individual entry in
an enumeration in a selector. Each selector represents one
entry from a possible list of entries.
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(0099 FIG.9b illustrates a configuration selector table. A
configuration selector represents an enumeration of values
that can be set for a configuration command.
0100 FIG. 9c illustrates the software version selector
table. This table holds a unique identifier for each software
version and identifies a selector parent and selector elements.
0101 FIG. 10 illustrates a configuration data table. This
data is not part of the metadata and it stores configuration data
that comprises instances of attributes that belong to a device
configuration or a profile configuration. Each configuration is
given a unique ID and each configuration value is given a
version number (Versionix). The parameter InterfaceIX iden
tifies which interface this attribute is associated with. The

parameter ListIX enables more than one value for attributes.
The attribute is identified using the parameter Config
Attribute(OID. The value is assigned as FieldValue. The
parameter IsPartOfCuickPage indicates whether this con
figuration instance is an attribute that can be modified by a
user to generate a profiled device configuration. The attribute
meta data is used to form part of a display termed “a
QuickPage'. A QuickPage enables value (configuration
parameters) to be input by modifying default values to com
plete a profiled device configuration. The QuickPage com
prises a user interface to allow a user to enter the values for
attributes. If the configuration ID indicates from the configu
ration information table (FIG. 6) that the configuration is a
profile, then this flag indicates that the attribute is part of a
“profiles QuickPage' definition and the FieldValue is the
default value to be used when creating a device based on the
profile. The value can however be changed by a user using the
QuickPage. If the configuration ID identifies a profile device
then this field indicates that the FieldValue contains the final
value to be used for the attribute for that device.

0102 The use of these data tables as a common set of
configuration and management data will now be described.
0103 FIG. 11 is a schematic diagram of a development
system for the development and management of configura
tion data and management data for devices. A development
server 1 stores the data tables described hereinabove in a

database 2 under the control of a database manager 3. The
table that are stored in the development system are the meta
data tables since no specific configuration instance data is
generated. The generation of specific configuration instances
is performed in the device manager and thus in the develop
ment system the configuration information table of FIG. 6 and
the configuration data table of FIG. 10 are not stored in the
database 2. A user's module 4 provides a gateway to the
database for users and controls the type and level of access to
the data. A web server 5 is provided to use server side script
ing Such as active server page (ASP) code 6 or Java server
page (JSP) code to provide a web interface to certain users.
The web server 5 uses the ASP to generate web pages using
data from the database 2. The data comprises the configura
tion data giving the values for attributes and the meta data
defining the way the configuration data should be displayed.
The development server 1 also includes a product release
builder 7 for building a software product for release. Devel
opers code 8 and code stubs 9 are also provided for building
of binary code included in the product by the product release
builder 7. Thus the product release builder 7 outputs a device
management product 10. A documentation application 11 is
provided for the generation of documentation for a device
using the documentation included in the metadata stored in
the database 2.
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0104. A developer's computer 20 in this embodiment is
shown separately to the development server 1. The function
ality can however be incorporated within the development
server 1. The developer's computer 20 includes a develop
ment application 21 which can comprise a Java application
running on a Java Virtual Machine. The development appli
cation includes a code generator 22 to allow a developer to
generate code to provide functionality required of a device. A
code stub generator 23 is also provided for the automatic
generation of code stubs 9 for management purposes. The
user interface 24 is also provided to allow the developer to
interface to the application. The development application 21
thus enables the developer to generate developer's code 8 and
code stubs 9. The development application 21 interfaces via
the user's module 4 to the database manager 3 to gain access
to the database 2 to thereby operate on the data structure as
described hereinabove.

0105. The administrator's computer 30 is illustrated in this
embodiment as being separate to the development server 1. It
can however be incorporated within the development server
1. Within the administrator's computer 30 a development
application 31 is operated by the administrator to enable the
administrator to access the database via the user's module 4

and database manager 3. Also the development application 31
controls the product release builder 7 to control the release of
the device management product 10.
0106 Other users of the system can gain access to the
database 2 using the computer 40 hosting a web browser 41 to
gain access via the web server 5, the user's module 4 and the
database manager 3.
0107 Thus the development system illustrated in FIG. 4
can be used by software developers using the developer's
computer 20 to develop code for implementation on devices.
Also an administrator can control the information being
entered into the database 2 to provide a management function
to manage the configuration and management data contained
within the database 2 and to control the release of a device

management product 10. Other persons can gain access to the
database 2 to contribute to the development of the data in the
database. For example, a documentor can use the computer 40
in order to access the database 2 in order to add information
into the documentation table as illustrated in FIG. 7. The

access provided to the documentor can be controlled by the
user's module 4.

0108. A translator can gain access to the documentation in
the documentation table as illustrated in FIG. 7 in order to

input translations of documentation where necessary. Once
again the functionality made available to the translator can be
controlled by the user's module 4.
0109 The steps performed during the development of a
device will now described with reference to the flow diagram
of FIG. 12.

0110. Initially market research is carried out in order to
determine product requirements (step S1). This results in a
product definition (step S2) and a functional specification is
drawn up (step S3). Following this hardware and software is
designed to provide the functions (step S4 and S5). These
steps can be carried out iteratively to arrive at the necessary
hardware and software to perform the functions. During the
design of the Software, a developer can use a developer's
application to access the database 2. The developer enters
data describing hardware and software (step S7).
0111. This can be achieved by selecting a previous hard
ware model in the database 2 (step S7a) and selecting a
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previous software model (step S7b) metadata for the previous
model is copied and a new entry made in the database 2. The
data can then be modified by the developer to modify the
entries in the database to specify new hardware or software
characteristics (step S7c). Thus in step S8 data is entered into
the database. Code stubs to provide the management func
tions can then be automatically generated (step S9) and under
the control of the administrator using the administrator's
computer 30, the developer's code 8 and the code stubs 9 can
be taken in by the product release builder 7 to build a man
agement device product 10 (step S10). The product includes:
0112 a. an installation application for installing the
code onto a network management system,
0113 b. configuration data and meta data for a set of
products to be managed by the network management
system, and
0114 c. binary code for the devices to be managed
(performed by combining the developer's code 8 and the
code stubs 9), which includes metadata for the manage
ment and configuration of the device.
0115 The software product is thus the code required for a
new software release for a device and it includes metadata for

the configuration and management of the device by a network
(device) manager.
0116. The network management code is a standard code
that utilises the metadata for managing and configuring
devices and determined by the software release. The network
management code can thus be provided separately or com
bined with the software release product for a device to allow
the management and configuration of the device over a net
work.

0117 FIG. 13 is a flow diagram illustrating the process of
managing and developing the configuration and management
data in the database 2. In step S20 a user uses the computer 40
to access the web server 5 and logs in. The user's module 4
determines the role to be performed by the user (step S21). If
a user is a documentor, the user can access undocumented

features that are presented as a web page (step S22). The user
is thus able to enter documentation for a particular features or
characteristic So the Software or hardware. If changes are
made in the database (step S23), the database is updated in
step S24 and the user can then log out in step S25.
0118. If it is determined by the user's module 4 that the
user is a reviewer, they are presented with a web page of
unreviewed features (step S26) the reviewer can thus review
the features and make any changes they feel its necessary. If
the user's module 4 determines the user is a translator,

untranslated features are presented to the user as a web page
(step S27). The translator can thus enter translations as nec
essary.

0119. It is thus apparent to the skilled person in the art that
to arrive at the development process a common database is
used by the developers and managers in order to provide
configuration and management data for the devices. When the
development process is complete, an administrator can cause
the product release builder 7 to generate a management
device product for the management of a set of devices. A
device management product 10 can then be installed in a
device management system to manage networked devices.
I0120 FIG. 14 is a schematic diagram of a network device
management system in accordance with an embodiment of
the present invention. When the device management product
10 is stored in a computer system, the device manager 50
illustrated in FIG. 14 is generated. The device manager 50 is
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connected over a network 60 to networked devices 70, 71, 72

and 73. The network preferably comprises an Internet Proto
col (IP) network. Within the device manager there is a data
base 51 storing a copy of the data stored in the database 2
within the development system 1. The metadata tables are
copied and also configuration instance tables (FIGS. 6 and
10) are set up to store configuration instances for devices. A
database manager 52 controls access to the database 51. A
device code store 53 stores binary code for each of the devices
70, 71, 72 and 73. A device configurator 54 (also termed a
VAMP client/server) provides the connection over the net
work 60 to the devices 70, 71, 72 and 73. Thus the device

configurator 54 can download the code stored in the device
code store 53 to the devices 70, 71, 72 and 73 in order to

provide the code for controlling the devices to provide the
management function. The device configurator 54 can also
access the database 51 via the database manager 52 in order to
download a copy of configuration and management data to
the network devices 70, 71,72 and 73. The devices 70, 71, 72

and 73 need only store the configuration and management
data relevant to the respective device. It is however configu
ration and management data that has been derived from the
common data structure in databases 2 and 51 in the develop
ment system 1 and the device manager 50 respectively.
0121. In this embodiment the device configurator 54 acts
as both the web server and web client since the protocol used
for communication over the network 60 to the devices 70, 71,

72 and 73 is preferable the hypertext transfer protocol
(HTTP).
0122) The device manager 50 also includes a configura
tion generator 55 for generating a complete set of configura
tion data i.e. the device configuration from a profile configu
ration. This enables the operator of the device manager 50 to
configure multiple devices using a single profile. When a
profile configuration is available, the user of the device man
ager 50 can use the configuration generator to select the
profile and use it to generate a profiled device by entering
parameters. This can be done by using a user interface termed
a "Quick Page' to allow a user to enter the necessary param
eters to distinguish the individual device. The Quick Page
allows the default values of certain attributes in a profile
configuration to be modified by the manager to provide the
configuration comprising the profile device. The profile
device configuration can then be downloaded to configure a
device 70, 71, 72 or 73 by the device configurator 54. The
manager can define new profile configurations by defining
attributes which are part of the QuickPage.
0123 FIG. 15 schematically illustrates modules in the
device to provide for local and central management of the
device.

0.124. A platform application 100 to be configured and
managed is interfaced via glue 101, 102 and 103 comprising
code to an interprocess communication module 104 for com
munication with a portable communication module 105. A
portable communication module 105 interfaces to BSD (Ber
keley Distribution System) sockets. Within the device the
communication protocol stack comprises Internet Protocol
(IP) 106, Transmission Control Protocol (TCP) 107, and Uni
gram Data Protocol (UDP) 108 and a serial port 109 is pro
vided to interface to the BSD sockets 110. The portable mod
ule 105 is the code that is common to all devices. Within the

module 105 a web server 111, a TELNET server 112 and a

serial interface 113 are provided. The device can communi
cate via HTTP using a VAMP engine 114. It can also com
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municate using the traditional command line interface 115
via the TELNET server 112 or serial interface 113. At the

heart of the module 115 is a management request broker 116
that contains configuration data and logic and meta data for
the configuration and management of the device. A configu
ration instrumentation broker 119 is provided in conjunction
with the configuration glue 111 for communication to the
platform application software 100. A Simple Network Man
agement Protocol (SNMP) instrumentation broker 120 is pro
vided in conjunction with the glue 102 for communication of
instructions to or from the platform application software 100.
The SNMP instrumentation broker 120 is provided to allow
integration with SNMP agents running in the device. An event
instrumentation broker 121 is provided in conjunction with
event glue 103 to communicate events from the application
software 100 into the embedded framework event manage
ment system.

0.125. An event system 122 monitors events and a perfor
mance monitor 123 monitors performance statistics. This
enable the provision of event and Statistic management infor
mation via the VAMP engine 114 in a management interface
as a web page. A simple mail transfer protocol (SMTP) client
124 is provided to enable e-mail communication with the
device.

0.126 Embedded web data 125 stores web information for
the construction of web page interfaces as an interface to the
device. A scripting engine 126 provides for Scripting and a
scheduler 127 schedules certain actions under the control of
timer services 128.

I0127 FIG. 16 illustrates the operation of the device acting
as a web server to display management information in the
form of a web page for a feature X.
I0128. The HTTP server 111 receives an HTTP get request
for the web page for management information on feature X via
the TCP/IP stack 106 and 107 from a web browser loaded on

a computer 170. Computer 170 comprises can comprise any
web enabled computer.
I0129. The request is passed on to a VAMP engine 114 to
provide the management functionality. Embedded web infor
mation 125 is used by the VAMP engine 114 to construct the
hypertext transfer mark up language (HTML) i.e. the web
page to be returned. The VAMP engine 114 also requests
information from the management request broker 116. The
management request broker returns meta data which is used
by the VAMP engine 114 to construct the web page. Thus the
metadata stored by the management request broker 116 con
trols the user interface by configuring the form of the web
page. The meta data can control the order in which items
appear, the text to appear after items, and the language used.
The management request broker 116 also returns configura
tion data which comprises the actual values for parameters.
The web page constructed by the VAMP engine 114 is then
returned to the computer 170 for display as a web page.
0.130. In this embodiment illustrated in FIG. 16, manage
ment request broker 116 is able to respond to the request for
management information from the VAMP engine 114 using
configuration data stored within the management requestbro
ker 116.

I0131 FIG. 17 illustrates an example where the manage
ment information required in the HTTP request from the
computer 170 is not all contained within the configuration
data within the management requestbroker 116. For example,
the information required could include status data. In this
embodiment the HTTP server 111 receives the request and
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passes to VAMP engine 114. The VAMP engine uses the meta
data from the management request broker 116 to determine
whether the information requested is present within the con
figuration data. If, using the metadata, it does identify that the
attributes requested are present in the configuration data but
must be obtained from the hardware platform on which the
code module 115 is being implemented, a callback is invoked
by the management request broker 116 through the configu
ration instrumentation broker 117, the interprocess commu
nication 104 and the configuration glue 111 to the platform
application software 100. The requested attribute information
is returned to the management request programme 116 and
passed on to the VAMP engine 114 for inclusion within the
web page as described with reference to FIG. 16.
(0132) Thus in the embodiments of FIG. 16 and FIG. 17, a
web page interface is provided for management information
thus allowing local or remote access to management infor
mation on the network device.

0133. In the embodiments illustrated in FIGS. 16 and 17,
the scripting engine 136 stores code for the dynamic genera
tion of web pages. However, it is possible also for static
embedded web pages to be used.
0134 FIG. 18 is a diagram of the operation of the device
when performing an auto provisioning function. When the
device is in an initial factory configured State, the device
executes ascript within the Scripting engine 136 which causes
the VAMP engine 114 to control HTTP server 111 to generate
and an HTTP get request to the VAMP server 54 in the device
manager 50 for configuration and management information.
The requested information is returned by the VAMP server 54
in the device manager 50 and is received at the VAMP engine
114 via the HTTP server 111. The VAMP engine 114 then
stores the retrieved configuration and management data
within the management request broker 116. It can also store
downloaded web page data in the embedded web store 125.
Thus in this way the device can be initially configured auto
matically.
0135 FIG. 19 is a diagram illustrating the modification of
parameters under the control of the device configurator acting
as a VAMP client 54 within the device manager 50. The
VAMP client sends an HTTP request with attributes that are
received in the VAMP engine 114 via HTTP server 111. The
management request broker 116 invokes call backs into the
application software 100 in order to attempt to modify an
attribute in the platform application software 100. A response
is then returned to the VAMP client 74 within the device

manager 50 via the VAMP engine 114. The state of the object
is then stored by the management request broker 116. Thus
the management data is only updated if the request was suc
cessful e.g. if the request was to disable a circuit but the circuit
was busy, the device will not action the request and the man
agement data must reflect this.
0136. The VAMP client 54 within the device manager 50
can also retrieve configuration data from the management
request broker without performing the modification of the
attributes in a similar manner to that described with reference

to FIG. 19 except that no callback is invoked into the platform
application software 100. Instead the configuration data is
used to return the requested attributes as a HTTP response to
the VAMP client 54 within the device manager 50.
0.137 FIG. 20 illustrates the process of implementing or
registering a feature in the device. The management request
broker 116 includes metadata and configuration data for the
feature. The configuration instrumentation broker 119 ini
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tiates the callbacks for the registration process in order to pass
the necessary attributes. Thus using callbacks, the implemen
tation of feature X can be configured in the device.
0.138 FIG. 21 illustrates the provision of a command line
interface capability within the device to allow the fetching of
attributes. A command line interface 115 is provided to enable
a TELNET session to be used for communication with the

device. In this embodiment a computer 170 establishes a
TELNET session over the TCP/IP stack 106 and 107 with the

TELNET server 112. The TELNET server 112 passes on the
command line input to the command line interface 115. The
command line interface 115 interacts with the management
request broker 116 in order to determine if necessary
responses can be provided from the configuration data using
the metadata. The command line interface 115then generates
a text response that is passed by the TELNET server 112 as a
response in the TELNET session to the computer 170.
0.139 FIG. 22 illustrates the use of the command line
interface 115 to modify attributes in the platform application
software 100. A TELNET session is established by a com
puter 170 with the TELNET server 112 over the TCP/IP stack
106 and 107. The input attribute setting request is received by
the command line interface 116 which uses the metadata to

determine whether the response can be fulfilled by the con
figuration data. In this case it could not and a callback is
invoked by the management request broker 116 through the
configuration instrumentation broker 119 to the platform
application software 100 in order to pass on the attribute
modification. The response is received to confirm the modi
fication and the command line interface 115 responds with an
appropriate response that is passed by the TELNET server
112 to the computer 170.
0140 FIG. 23 illustrates the use of the command line
interface for retrieving management information i.e. on-line
help for users of the command line interface. A user types in
a component name e.g. set feature X, but cannot remember
the attribute. A request for information on feature X is sent as
a command line instruction over a TELNET session on the

computer 170 via the TELNET server 112 to the command
line interface 115. The command line interface 115 retrieves

the necessary information from metadata within the manage
ment request broker 116 in order to return the information. In
this case the attributes for a component are the returned infor
mation. A user can select one to complete the command.
0141 FIG. 24 is a schematic diagram illustrating the flex
ibility of the code module 115. This can be installed in any
network device 150 to provide the management and configu
ration function. The management and configuration function
can be provided by connecting a computer 170 using the web
browser over the network connection 160 to interface to the
code module 105. The code module 105 can either be loaded

into the device 150 or can be provided on a separate physical
device e.g. an internal card, or an external module.
0142. This enables the provision of a web interface for
existing products, providing a management and configuration
function that can easily be accessed as web page data.
0.143 Although the present invention has been described
hereinabove with reference to specific embodiments, it will
be apparent to a skilled person in the art that modifications lie
within the spirit and scope of the present invention.
0144. The present invention is application to any device
that can be managed centrally such as a networked device.
0145 The management data can comprise any function or
parameters that require monitoring or control. The manage
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ment parameters can include statistics, notifications from the
devices, device performance parameters, and/or device status
parameters.

1. A device information development system for develop
ing and managing configuration and/or management infor
mation for devices, the system comprising:
data storage means storing device data structured in accor
dance with a common model of parameters related to the
configuration and/or management of the devices;
developer interface means for allowing a software devel
oper to develop Software for configuring and/or manag
ing devices and to enter device data into the data storage
means in accordance with the common model; and

Software product building means for building a device
configuration and/or management Software product for
configuring and/or managing at least one device, the
software product builder being adapted to build the soft
ware product by reading data for at least one device from
the data storage means structured in accordance with the
common model for use by device management and con
trol software to control a processing apparatus to con
figure and/or manage the devices using the data for the
devices included in the product and to provide the data
for a device to the device to allow local configuration
and/or management at the device.
2. A device information development system according to
claim 1, wherein the software product builder is adapted to
build the software product by reading and including in the
software product the software developed by the software
developer, for loading onto devices for configuring and/or
managing the devices.
3. A device information development system according to
claim 1, wherein the devices comprise network devices and
the common model is a model of parameters related to the
configuration and/or management of the network devices.
4. A device information development system according to
claim 1, wherein the parameters related to the configuration
and/or management of the devices are Suitable for central
remote management of the devices and local management of
each device.

5. A device information development system according to
claim 1, wherein the common model of parameters related to
the configuration and/or management of the devices com
prises a model of hardware characteristics, software charac
teristics and relationships therebetween.
6. A device information development system according to
claim 1, wherein said device data comprises configuration
data and metadata, the metadata comprising management
information for the configuration data and for the device.
7. A device information development system according to
claim 1, wherein the device data includes interface data defin

ing the configuration of a user interface to the device data.
8. A device information development system according to
claim 7, wherein the interface data defines the configuration
of each element of a user interface related to the display
and/or input of a configuration parameter and/or management
parameter.

9. A device information development system according to
claim 7, wherein the interface data defines a management
interface for configuring and/or managing the device and/or
the device data.

10. A device information development system according to
claim 7, including user interface means for providing an
interface to a user using the interface data.
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11. A device information development system according to
claim 10, wherein the user interface means comprises a web
server means for providing the user interface as a web page.
12. A device information development system according to
claim 1, wherein the developer interface means is adapted to
allow a developer to enter device data for a new device by
copying device data for another device and modifying the
device data.

13. A device information development system according to
claim 1, wherein the developer interface means is adapted to
generate code stubs for management functionality from the
device data for combination with software provided by the
software developer to control the device to develop the soft
ware for configuring and/or managing the devices.
14. A device information development system according to
claim 1, wherein the database storage means comprises a
relational database storage means.
15. A device information development system according to
claim 1, wherein the common model is an object model
comprised of hardware objects, Software object, and interface
objects linking the hardware and Software objects.
16. A device information development system according to
claim 1, including documentation storage means for storing
documentation segments associated with respective param
eters of the common model, and documentation input means
to allow the input of documentation segments for association
with respective parameters of the common model.
17. A device information development system according to
claim 16, including documentation generation means forgen
erating documentation for a device by combining the stored
document segments for parameters related to the configura
tion and/or management provided for the device.
18. A device information development system according to
claim 1, wherein the common model includes a parameter to
identify a configured device having configuration data for all
configuration parameters, and a configuration profile for
which some configuration data can be input to complete or
modify the configuration data for a device.
19. A device information development system according to
claim 18, wherein the model includes a parameter to identify
a configured device having some configuration data entered
by a user and some configuration data provided from the
partial configuration.
20. A device information development system according to
claim 1, comprising a processing system, wherein the data
storage means comprises a relational database, the developer
interface means comprises a developer computer application
implemented on the processing system, the Software storage
means comprises a storage device, and the Software product
building means comprises a software builder computer appli
cation implemented on the processing system.
21. A device information development system according to
claim 1, including Software storage means storing device
management and control Software for configuring and/or
managing a device, wherein said software product building
means is adapted to build the software product to include the
device management and control software.
22. A device information development method for devel
oping and/or managing configuration and/or management
information for devices, the method comprising:
providing a database storing device data structured in
accordance with a common model of parameters related
to the configuration and/or management of the devices;
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entering device data into the database in accordance with
the common model when a software developer develops
Software for configuring and/or managing devices; and
building a device configuration and/or management Soft
ware product for use in the configuration and/or man
agement of at least one device by including in the Soft
ware product the data for a set of devices from the
database store structured in accordance with the com

mon model in the database for use by device manage
ment and control software to control a processing appa
ratus to configure and/or manage the devices using the
data for at least one device included in the product and to
provide the data for a device to the device to allow local
configuration and/or management at the device.
23. A device information development method according
to claim 22, wherein the software product building step
includes in the software product the software developed by
the Software developer, for loading onto devices for config
uring and/or managing the devices.
24. A device information development method according
to claim 22, wherein the devices comprise network devices
and the common model is a model of parameters related to the
configuration and/or management of the network devices.
25. A device information development method according
to claim 22, wherein the parameters related to the configura
tion and/or management of the devices are Suitable for central
remote management of the devices and local management of
each device.

26. A device information development method according
to claim 22, wherein the common model of parameters related
to the configuration and/or management of the devices com
prises a model of hardware characteristics, software charac
teristics and relationships therebetween.
27. A device information development method according
to claim 22, wherein said device data comprises configuration
data and metadata, the metadata comprising management
information for the configuration data and for the device.
28. A device information development method according
to claim 22, wherein the device data includes interface data

defining the configuration of a user interface to the device
data.

29. A device information development method according
to claim 28, wherein the interface data defines the configura
tion of each element of a user interface related to the display
and/or input of a configuration parameter and/or management
parameter.

30. A device information development method according
to claim 28, wherein the interface data defines a management
interface for configuring and/or managing the device and/or
the device data.

31. A device information development method according
to claim 28, including generating an interface to a user using
the interface data.

32. A device information development method according
to claim 31, wherein the user interface is generated as a web
page.

33. A device information development method according
to claim 22, wherein device data for a new device is entered by
copying device data for another device and modifying the
device data.

34. A device information development method according
to claim 22, including generate code stubs for management
functionality from the device data for combination with soft

ware provided by the software developer to control the device
to develop the Software for configuring and/or managing the
devices.

35. A device information development method according
to claim 22, wherein the database comprises a relational
database.

36. A device information development method according
to claim 22, wherein the common model is an object model
comprised of hardware objects, Software object, and interface
objects linking the hardware and Software objects.
37. A device information development method according
to claim 22, including inputting and storing documentation
segments associated with respective parameters of the com
mon model.

38. A device information development method according
to claim 37, including generating documentation for a device
by combining the stored document segments for parameters
related to the configuration and management provided for the
device.

39. A device information development method according
to claim 22, wherein the common model includes a parameter
to identify a configured device having configuration data for
all configuration parameters, and a configuration profile for
which some configuration data can be entered to complete or
modify the configuration data for a device.
40. A device information development method according
to claim39, wherein the common model includes a parameter
to identify a configured device having some configuration
data entered by a user and some configuration data provided
from the partial configuration.
41. A device information development method according
to claim 22, wherein device management and control soft
ware is built into the device configuration and/or management
Software product.
42. A system for managing devices comprising:
data storage means for storing management data for each
device for managing and the device, the management
data being structured in accordance with a common
model of parameters related to the functioning and man
agement of the devices;
communication means for communicating with the
devices, each device having a copy of the management
data for a respective device stored therein to provide for
local management; and
device management means for controlling the communi
cation means to send and receive data to and from the

devices to provide receipt of management data from the
devices.

43. A system according to claim 42, wherein the device
management means is adapted to send the copy of the man
agement data to the devices.
44. A system according to claim 42, including code module
storage means for storing code modules for controlling
devices, wherein each device can store therein a code module

for controlling the device using the management data, and the
device management means is adapted to send code modules
from the code module storage means to the devices.
45. A system according to claim 42, wherein a code module
is common for each type of device.
46. A system according to claim 42, wherein the manage
ment data includes configuration data associated therewith,
the management data comprising data defining a specific
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configuration instance, and the management data comprising
metadata for the data defining management parameters for
configured devices.
47. A system according to claim 46, wherein the configu
ration data can define a configuration profile for which some
user definable configuration data can be entered or modified,
including user input means to allow a user to select a configu
ration profile and enter or modify the user definable configu
ration data to generate configuration data for a specific device
instance for storage in the database storage means.
48. A system according to claim 42, wherein the common
model comprises a hardware model, a Software model and
relationships therebetween.
49. A system according to claim 42, wherein the manage
ment data includes data defining a management interface to
provide access to management data for a device.
50. A system according to claim 42, wherein the commu
nication means is arranged to provide a hypertext transfer
protocol interface.
51. A system according to claim 42, including a program
mable processor, wherein the data storage means comprises a
relational database, the communication means comprises a
communications port, and the device management and con
trol means comprises an application for implementation by
the programmable processor.
52. A method of managing devices comprising:
storing management data for each device for managing the
device, the management data being structured in accor
dance with a common model of parameters related to the
management of the devices;
communicating with the devices, each device having a
copy of the management data for a respective device
stored therein to provide for local management; and
controlling the communication with the devices to send
and receive data to and from the devices to provide for
receipt of management data from the devices.
53. A method according to claim 52, wherein the copy of
the management data is sent to the devices.
54. A method according to claim 52, including storing code
modules for controlling devices, wherein each device can
store therein a code module for controlling the device using
the management data, and code modules are sent to the
devices.

55. A method according to claim 54, wherein a code mod
ule is common for each type of device.
56. A method according to claim 52, wherein the manage
ment data has configuration data associated therewith, the
configuration data comprising data defining a specific con
figuration instance, and the management data comprising
metadata for the data defining management parameters for
configured devices.
57. A method according to claim 56, wherein the configu
ration data can define a configuration profile for which some
user definable configuration data can be entered or modified,
the method including receiving a user selection of a configu
ration profile and entry or modification of the user definable
configuration data to generate configuration data for a spe
cific device instance for storage in the database storage
CaS.

58. A method according to claim 52, wherein the common
model comprises a hardware model, a Software model and
relationships therebetween.
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59. A method according to claim 52, wherein the manage
ment data includes data defining a management interface to
provide access to management data for a device.
60. A method according to claim 52, wherein the commu
nication with the devices is by hypertext transfer protocol.
61. A centrally managed device comprising:
storage means for storing data for the device structured in
accordance with a common model of parameters related
to the functioning and management of devices managed
by a central management system;
communication means for communicating with the central
management System; and
control means for controlling the device according to the
stored data and for controlling the communication
means to send management data to the central manage
ment system.

62. A centrally managed device according to claim 61,
wherein the stored data includes configuration data for use by
the control means for controlling the device and the control
means is adapted to control the communications means to
receive the configuration data from the central management
system.

63. A centrally managed device according to claim 61,
including code storage means for storing a code module,
wherein the control means comprises a programmable pro
cessing means programmed by the stored code module to
control the device according to the stored data.
64. A centrally managed device according to claim 63,
wherein the communication means is adapted to receive the
code module from the central management system and to
store the received code module in the code storage means.
65. A centrally managed device according to claim 61,
wherein the communication means includes user interface

means for providing management data output to a user
66. A centrally managed device according to claim 61,
wherein the communication means includes a web server for

communication using the hypertext transfer protocol.
67. A method of controlling a centrally managed device
comprising:
storing data for the device structured in accordance with a
common model of parameters related to the functioning
and management of devices managed by a central man
agement System; and
controlling the device according to the stored data and
sending management data to the central management
system.

68. A method according to claim 67, including receiving
configuration data from the central management system and
storing the configuration data for use in controlling the
device.

69. A method according to claim 67, including storing a
code module, wherein a programmable processing means is
programmed by the stored code module to control the device
according to the stored data.
70. A method according to claim 67, wherein the code
module is received from the central management system.
71. A method according to claim 67, including providing a
user interface for providing management data output to a user
72. A method according to claim 67, wherein a web server
provides for communication to the central management sys
tem using the hypertext transfer protocol.
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73. A device documentation generation system compris
ing:
storage means for storing metadata for each of a plurality
of parameters defining the characteristics of a plurality
of devices, the metadata being stored in accordance with
a common data model for the devices;

documentation input means for inputting documentation
segments associated with meta data for respective
parameters; and
document generation means for generating documentation
for a device by combining document segments associ
ated with metadata for parameters defining characteris
tics of the device.

74. A device documentation generation system according
to claim 73, wherein the parameters comprise configuration
data and the metadata comprises management data.
75. A device documentation generation system according
to claim 73, wherein the document generation means is
adapted to generate the documentation by incorporating the
metadata into the documentation segments.
76. A device documentation generation system according
to claim 73, including documentation storage means for Stor
ing input documentation segments, wherein the meta data
includes an indication of the language of the documentation
to be generated for a device, the stored documentation seg
ments comprise a documentation segment in more that one
language for meta data for a parameter, and the document
generation means is adapted to generate the documentation
for a device using the documentation segments in the lan
guage indicated by the indication in the meta data for the
device.

77. A device documentation generation method compris
ing:
storing meta data for each of a plurality of parameters
defining the characteristics of a plurality of devices, the
meta data being stored in accordance with a common
data model for the devices;

receiving documentation segments associated with meta
data for respective parameters; and
generating documentation for a device by combining docu
ment segments associated with metadata for parameters
defining characteristics of the device.
78. A device documentation generation method according
to claim 77, wherein the parameters comprise configuration
data and the metadata comprises management data.
79. A device documentation generation method according
to claim 77, wherein the documentation is generated by incor
porating the metadata into the documentation segments.
80. A device documentation generation method according
to claim 77, including storing input documentation segments,
wherein the metadata includes an indication of the language
of the documentation to be generated for a device, the stored
documentation segments comprise a documentation segment
in more that one language for metadata for a parameter, and
the documentation is generated for a device using the docu
mentation segments in the language indicated by the indica
tion in the metadata for the device.

81. A device documentation generation system compris
ing:
a storage device storing metadata for each of a plurality of
parameters defining the characteristics of a plurality of
devices, the metadata being stored in accordance with a
common data model for the devices;
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a program memory storing processor readable code; and
a processor for reading and implementing the code in the
programme memory;

wherein the code stored in the program memory comprises
code for controlling the processor to:
receive documentation segments associated with metadata
for respective parameters; and
generate documentation for a device by combining docu
ment segments associated with metadata for parameters
defining characteristics of the device.
82. A device documentation generation system according
to claim 81, wherein the parameters comprise configuration
data and the metadata comprises management data.
83. A device documentation generation system according
to claim 81, wherein the code stored in the program memory
includes code for controlling the processor to generate the
documentation by incorporating the metadata into the docu
mentation segments.
84. A device documentation generation system according
to claim 81, including a documentation storage device for
storing received documentation segments, wherein the meta
data includes an indication of the language of the documen
tation to be generated for a device, the stored documentation
segments comprise a documentation segment in more that
one language for meta data for a parameter, and the code
stored in the program memory includes code for controlling
the processor to generate the documentation for a device
using the documentation segments in the language indicated
by the indication in the metadata for the device.
85. A device configuration development system for devel
oping control code for devices, the system comprising:
a code store storing a library of code stubs for providing
device management functions;
a data store for storing meta data on device configuration
parameters, the meta data comprising management
information for the device configuration parameters;
an input device for inputting the metadata to the data store;
and

code stub determining means for determining code stubs
for a device to provide the management functionality
defined in the input meta data using the library of code
stubs in the code store.

86. A device configuration development system according
to claim 85, including code development means for allowing
a developer to develop code for controlling a device and for
receiving and integrating the determined code stubs to pro
vide code for the device which provides management func
tionality as defined by the stored metadata.
87. A device configuration development method for devel
oping control code for devices, the method comprising:
storing a library of code stubs for providing device man
agement functions;
inputting and storing meta data on device configuration
parameters, the meta data comprising management
information for the device configuration parameters;
and

determining code stubs for a device to provide the man
agement functionality defined in the input meta data
using the library of code stubs.
88. A device configuration development method according
to claim 87, including developing code for controlling a
device and integrating the determined code stubs to provide
code for the device which provides management functionality
as defined by the stored metadata.
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89. A device management system for providing informa
tion defining a management interface for devices to provide
for local and central management, the system comprising:
data storage means storing device data structured in accor
dance with a common model for the management of the
devices;

input means for inputting information defining a manage
ment interface for devices for storage in the device data;
and

output means for outputting the device data as a set of
device data to provide a management interface for the
central management of the set of devices, and as device
data for each device to provide the same management
interface for the local management of each device.
90. A device configuration development method for devel
oping and managing configuration and management informa
tion for devices, the method comprising:
storing device data structured in accordance with a com
mon model of parameters related to the configuration
and management of the devices;
inputting information defining a management interface for
devices for storage in the device data; and
outputting the device data as a set of device data to provide
a management interface for the central management of
the set of devices, and as device data for each device to

provide the same management interface for the local
management of each device.
91. A device management system for providing informa
tion defining a management interface for devices to provide
for local and central management, the system comprising:
a data store storing device data structured in accordance
with a common model for the management of the
devices;

a code memory storing processor readable code;
a processor for reading and implementing the code;
wherein the code comprises code for controlling the pro
CeSSOr to:

input information defining a management interface for
devices for storage in the device data; and
output the device data as a set of device data to provide a
management interface for the central management of the
set of devices, and as device data for each device to

provide the same management interface for the local
management of each device.
92. A device configuration development system for devel
oping and managing configuration and management informa
tion for devices, the system comprising:
means for defining the required functionality of devices;
means for entering desired attributes for management of
the devices; and

means for storing the entered attributes as a central data
base for central management of the devices and as a set
of data in the devices for local management of the
devices.

93. A device configuration development method for devel
oping and managing configuration and management informa
tion for devices, the method comprising:
defining the required functionality of devices;
entering desired attributes for management of the devices;
and
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storing the entered attributes as a central database for cen
tral management of the devices and as a set of data in the
devices for local management of the devices.
94. A device configuration development system for devel
oping and managing configuration and management informa
tion for devices, the system comprising:
a memory device storing processor readable code;
a processor for reading and implementing the code in the
memory device;
wherein the code stored in the memory device comprises
code for controlling the processor to:
define the required functionality of devices;
enter desired attributes for management of the devices; and
store the entered attributes as a central database for central

management of the devices and as a set of data in the
devices for local management of the devices.
95. A device documentation generation system compris
ing:
storage means for storing metadata for each of a plurality
of parameters defining the characteristics of a plurality
of devices, the metadata being stored in accordance with
a common data model for the devices;

documentation input means for inputting documentation
associated with metadata for respective parameters; and
document generation means for generating documentation
for a device by incorporating meta data for parameters
defining characteristics of the device into the documen
tation.

96. A device documentation generation system according
to claim 95, wherein the documentation input means is
adapted for inputting document segments associated with
parameters defining characteristics of the device, and the
documentation generation means is adapted to generate the
documentation by combining document segments associated
with metadata for parameters defining characteristics of the
device.

97. A device documentation generation method compris
ing:
storing meta data for each of a plurality of parameters
defining the characteristics of a plurality of devices, the
meta data being stored in accordance with a common
data model for the devices;

inputting documentation associated with meta data for
respective parameters; and
generating documentation for a device by incorporating
metadata for parameters defining characteristics of the
device into the documentation.

98. A device documentation generation method according
to claim 97, wherein the input documentation comprises
document segments associated with parameters defining
characteristics of the device, and the documentation is gen
erated by combining document segments associated with
meta data for parameters defining characteristics of the
device.

99. A carrier medium carrying computer readable code for
controlling a computer to carry out the method of any one of
claims 20, 22, 52, 67,77, 87,90, 93, or 97.
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