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(57) Abrégée/Abstract:
Systems, methods, and databases are disclosed for authenticating negotiable instruments. In one embodiment, the method
comprises receiving, at an authentication system, a plurality of data values associated with a negotiable instrument, the plurality of
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(57) Abrege(suite)/Abstract(continued):

data values including an image security feature and an account. The method further comprises obtaining account decoding
Information from an account verification databases, the account verification database including decoding information for each of a
plurality of financial institutions; decoding the image security feature using the account decoding information; obtaining one or more
verification values from the decoded image security feature; comparing each of the verification values to a corresponding one of the
data values; and transmitting a result communication indicating a result of the comparison.
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ABSTRACT

Systems, methods, and databases are disclosed for authenticating negotiable instruments. In
one embodiment, the method comprises receiving, at an authentication system, a plurality of
data values associated with a negotiable instrument, the plurality of data values including an
image security feature and an account. The method further comprises obtaining account
decoding information from an account verification databases, the account verification
database including decoding information for each of a plurality of financial institutions;
decoding the image security feature using the account decoding information; obtaining one or
more verification values from the decoded image security feature; comparing each of the
veritication values to a corresponding one of the data values; and transmitting a result

communication indicating a resulit of the comparison.
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NEGOTIABLE INSTRUMENT AUTHENTICATION
SYSTEMS AND METHODS

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] This application is a continuation-in-part of application serial number
10/773,642, entitled "Account-Owner Verification Database", filed February 6, 2004, the

details of which are hereby incorporated by reference.

BACKGROUND OF THE INVENTION
[0002] The Check Clearing for the 21st Century Act ("Check 21'") went into effect on
October 28, 2004. Check 21 authorized the use of the Image Replacement Document (IRD),
also known as the "substitute check", in the check clearing process. The IRD is a document
produced from the image of actual checks. During the imaging process, some types of
security features used by financial institutions to protect against fraud are destroyed. For

example, features such as micro-printing, heat seals, and colored ink may not survive the

imaging process.

[0003] There are a number of vendors providing 1mage security features that survive
conversion to an image. These technologies include two-dimensional bar codes, and Secure
Seal™. However, there are no interoperability standards amoh g vendors. Thus, financial
institutions that implement a solution from a first vendor cannot process and verify checks

- 1ssued from other vendors.

(0004} Unfortunately, there are too many vendors of image security features to
resolve the issue through bi-lateral agreement. Due to costs and implerientation complexity,
financial institutions or merchants are also unlikely to be able to support the numerous
solutions offered by vendors of image security feature technologies. As a result, verification
of a security feature will most likely not occur at the point of presentment (e.g., merchant) or
bank of first deposit. Therefore, image security features are only likely to truly protect the
issuer of the check and the paying financial institution. This greatly increases the loss

exposure to merchants, financial institutions of first presentment, and other parties imvolved

1n the check clearing cycle.
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BRIEF SUMMARY OF THE INVENTION
[0005] Systems, methods, and databases are disclosed for authenticating negotiable
instruments. In one embodiment, a method for authenticating a negotiable 1astrument
comprises recetving a plurality of data values at an authentication system. The plurality of
data values are associated with a negotiable instrument and include an image security feature
and an account. By way of example, receiving the plurality of data values may comprise
receiving an umage of the negotiable instrument and extracting the data values from the
image. The method of authenticating the negotiable instrument further comprises obtaining
account decoding information from an account verification database, which includes
decoding information for each of a plurality of financial institutions. The image security
feature 1s decoded at the authéntication system using the account decoding information. One
or more verification values are obtained from the decoded image security feature and the
verification values are compared to a corresponding one of the data values. The

authentication system then transmits a result communication indicating a result of the

comparison.

[0006] A varnety of processes may be used to decode the image security feature. In
one aspect, decoding the image security feature comprises determining a decoding algorithm
to apply to the image security feature. The decoding algorithm may be determined by
obtaining an identifier of the decoding algorithm from the account decoding information,
obtaining the decoding algorithm from the account decoding information, or other suitable
mechanism. In some cases, determining the decoding algorithm may comprise determining a

type associated with the image security feature (e.g., Secure Seal’™, two-dimensional bar

code).

[0007]) The obtaining the account decoding information may comprise obtaining one
or more keys used to decode the image security feature. Alternatively or additionally,
obtaining the account decoding information may comprise obtaining one or more decoding
templates to use to decode the image security feature, and/or obtaining a decoding algorithm.
In still other instances, obtaining the account decoding information may comprise obtaining
financial istitution decoding information for a financial institution associated with the

account.

{0008] In some aspects, the method may further comprise obtaining a data element

from an account verification database, the data element associated with the account and



CA 02602317 2007-09-18

corresponding to one of the data values and determining if the data element matches the

corresponding data value. A positive response 1s transmitted if the data element matches the

corresponding data value and a negative response 1s transmitted if the data element does not

match the corresponding data value.

[0009]) In a second embodiment, a method 1s disclosed which comprises obtaining
first decoding information from a first financial institution. The first decoding information
includes information to decode a first type of negotiable instrument image security feature
(e.g., decoding algorithm, keys used to decode first type of image security feature). The
method also comprises obtaining second decoding information from a second financial
institution. The second decoding information includes information to decode a second type
of negotiable instrument image security feature. The method may also comprise populating

an account verification database with at least a portion of the first decoding information and

the second decoding information.

[0010] In some aspects, the method may Turther comprise collecting participant data
‘elements from one or more participant institutions. The participant data elements are
assoclated with one or more participant accounts in the participant institution. Non-
participant data elements are also collected from one or more non-participant institutions.
Data element fields of an account verification database are populated with the collected

participant and non-participant data elements.

[0011] In a third embodiment, an account verification database is disclosed which
comprises first decoding information for a first financial institution and second decoding
information for a second financial institution. The first decoding information (e.g., decoding
algorithm, key, decoding template) 1s used to decode a first type of negotiable instrumenf
ymage security feature. The second decoding information is used to decode a second type of

negotiable instrument image security feature.

[0012] ~ In a fourth embodiment, a system is disclosed which comprises a
communications interface, an account verification database, and logic. The communications
interface 1s configured to receive a plurality of data values associated with a negotiable
instrument. The plurality of data values include an image security feature and an account.
The communications interface is further configured to transmit a result communication
indicating an authentication result. The account verification database stores decoding

information for each of a plurality of financial institutions. Logic, is communicatively
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coupled with the communications interface and the account verification database. The logic
is configured to obtain account decoding information corresponding to the account from the
account verification database, to decode the image security feature using the account
decoding information, to extract one or more verification values from the decoded image
security feature, and to determine the authentication result based at least in part on a ’

comparison of each of the verification values to a corresponding one of the data values.

[0013] In further embodiments, the system may also comprise first and second
decoding algorithims. The first decoding algorithm decodes a first type of image security
feature and the second decoding algorithm decodes a second type of iimage security feature.
The logic is configured to decode the tmage security feature at least in part by executing one

of the first decoding algorithm and the second decoding algorithm.

[0014] . In a fifth embodiment, a method is disclosed which comprises receiving a
request to authenticate a negotiable instrument. The request includes an image security
teature and one or more data values associated with the negotiable instrument. A decoding
entity assoclated with the negotiable instrument 1s determined and the image security feature
1s transmitted to the decoding entity. Authentication information associated with the image
security feature is then received from the decoding entity. A result communication is
transmitted indicating an authentication result which is based at least in part on the '

authentication information.

[0015] In some aspects, the authentication information may comprise verification
value(s) extracted from the image security feature and the method méy further comprise
comparing the verification values to a corresponding one of the data values. The
authentication result 1s determined based at least in part on the comparison. In other aspects,
the data values may be transmitted to the decoding entity and the authentication information |

recerved from the decoding entity may comprise the authentication result.

BRIEEF DESCRIPTION OF THE DRAWINGS

[0016] IHustrative embodiments in accordance with the invention are illustrated in the

drawings in which:

[0017] Figure 1 1s a block diagram illustrating an exemplary embodiment of an

account verification database;
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[0018] Figure 2 is a flow diagram illustrating an example of an account verification
database;
[0019] Figure 3 is a table showing an example of an inquiry to the account

verification database of Figure 2;

[0020] Figure 4 illustrates an exemplary system that includes an authentication
sysiem;

[0021] Figure 5 illustrates an exemplary embodiment of an authentication system;
[0022] Figure 6 is a block diagram of an exemplary computer system upon which an

authentication system may be implemented; and

[0023] Figure 7 is a flow diagram illustrating an exemplary method that may be used

to authenticate a negotiable instrument image security feature.

DETAILED DESCRIPTION
[0024] In the following description, for the purposes of explanation, numerous
specific details are set forth in order to provide a thorough understanding of the present
invention. It will be apparent, however, to one skilled in the art that the present invention may

be practiced without some of these specific details. In other instances, well-known structures

‘and devices are shown in block diagram form.

[0025] Referring to Figures 1-3, an account verification database, generally

~ designated 10 1s shown. Account verification database 10 may provide verification of :
specific accountholder information upon inquiry and may be contributed to and updated on a
regular basis. Account verification database 10 may alternatively or additionally include
information used to decode negotiable image security features. It should be appreciated that
account verification database 10 may be one or more relational databases, object databases,
text files, spreadsheet files, internal software lists, and/or other suitable typé' of data structure.
Thus, the information illustrated in Figure 1 may be included in one database structure or
multiple database structures. It should also be appreciated that alternative embodiments may

not include all of the information 1llustrated in Figure 1.

(0026] Account verification database 10 may be populated by collecting decoding
information 14 from a plurality of participant institutions 12. Participant institutions 12 may

provide decoding information 14 used to decode negotiable instrument security features used
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by the participant institutions 12. Decoding information 14 may include one or more of an
identifier identifying a decoding algorithm to use, a decoding algorithm, one or more keys
used to decode an image security feature, decoding templates, and/or a type of image security
feature used by the financial institution. The participant institutions 12 may be banks or other
financial institutions, other agencies, entities or institutions which may provide decoding

information to the account verification database 10.

(0027} Account verification database 10 may alternatively or additionally be
populated by collecting other participant data elements related to participant accounts 16. In
some embodiments, participant institutions 12 may have agreed to continually and
automatically provide current, accurate information related to participant accounts 16, in a
predetermined quantity and format, to the account verification database 10 with which to
populate the database 10. The participant institutions 12 need not specifically be financial

institutions, but may be other agencies, entities or institutions which have the ability to

provide accurate financial account data on a regular basis.

[0028] The participant data elements 18 provided by the participant institutions 12
may include information which corresponds to the individual participant accoﬁnts 16 held
and/or maintained by that participant institution 12. A data element 18 may thus be a piece of
iformation associated with a participant account 16 and which helps identify the owner of
that account and/or another data element qf that participant account 16. Generally, a
participant data element 18 for an account may be any categorized information associated
with a particular account. For example, possible categories of data elements include names,
addresses, dates of birth, identification/drivers' license numbers, social security numbers, tax
1.d. numbers, account type, channel origination and other type of data typically associated

with checking (or other) accounts.

[0029] - Account vertfication database 10 may be populated in part by extracting and
collecting data elements 18 associated with one or more participant accounts 16 from one or
more participant institutions 12. The data elements 18 from a single participant institution 12
may be related to one or more partiCipallt accounts 16. That 1s, a participant institution 12

may populate account verification database 10 with data elements 18 from a single account or

with data elements 18 from multiple accounts.

(0030} Account verification database 10 may also collect and store non-participant

data elements 36 corresponding to non-participant accounts 34 held by non-participant
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institutions 32. A non-participant institution 32 is an entity capable of supplying financial

account information, but which is not capable of nor obligated to provide account information
to account verification database 10 on a regular and/or automatic basis. Additionally, the
information provided by a non-participant institution 32 need not be accurate. For example,
non-participant institutions may have access to account information which is obtained from
negative (as opposed to positive) populated databases, thereby containing information which,
for example, may be triggered only by "bad events" or which 1s otherwise less than current.

Therefore, non-participant data elements 36 may be collected from a variety of sources and

are not necessarily accurate or current.

[0031] One example of a non-participant institution 32 is a check imaging service or
database, such as ViewPointe. Imaging checks and reading account information therefrom 1s
well known in the art. Therefore, a description of check imaging systems is omitted here for
convenience only, and should not be considered hinuting. Using such a system, non-
participant data elements 36 may'be obtained by extracting account information from the
collected check 1mages. Other non-participant institutions 32, and therefore sources of non-
participant data elements 36, include, for example, check printers, electronic bill payment
companies, WEB and TEL transacted bill payment systems, Internet account openings and
Internet banking (e.g., ING, Net Bank) and other similar services. Each of these services
contains at least non-participant data elements 36 which, if collected and stored in account
verification database 10, adds to the robustness of account verification database 10. For
example, non-participant data elements 36 may be obtained in the form of check printer data.
Although not an account holding institution such as a traditional bank, a check printer
nonetheless has access to accurate financial account information, albeit on a limited scale in

comparison to account information available to an actual participant institution 12.

[0032]. Additionally, in place of or in addition to non-participant data elements 36
comprising raw account information gathered from non-participant institutions 32, account
yerification database 10 may also be populated with non-participant data elements 36 which
are based on statistically accurate or analyzed account information from non-participant
institutions 32, thereby adding an additional level of accuracy to the non-participant data
elements stored in the database 10. The participant data elements 18 need not be exclusively
obtained through the automatic population scheme discussed above, but may also be obtained

from the sources noted herein for obtaining non-participant data elements 36. Furthermore, a
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non-participant institution 32 may transition to become a participant institution 12, assuming

that all of the necessary accuracy and updating'requirements are satisfied.

[0033] Account verification database 10 may include one or more decoding
information fields 22 populated by decoding information 14. By way of example, decoding
information fields 20 may include decoding algorithm identifiers, decoding algorithms, keys
used to decode image security features, decoding templates, type of image security feature, or
other type of decoding information used to decode image security features. At least a portion
of decoding information data fields may be associated with a particular institution 20.
Alternatively or additionally, some decoding information fields 22 included in account

verification database 10 may be associated with a particular accounts 24 maintained at an

institution 20 or an image security feature type.

[0034] Account verification database 10 may alternatively or additionally include a
plurality of data element fields 26 related to account owner information. In one embodiment,
the available data element fields include: routing transit number, account number, names,
addresses, dates of birth, identification/drives license numbers, social security numbers, tax
1.d. numbers, account type, channel origination and other various data that may be associated
with checking (or other) accounts. Each of the data element fields 26 may contain a
corresponding participant or non-participant data element 18, 36 obtained from a participant
or non-participant institution 12, 32, respectively, as discussed above. Thus, for example, a
data element (e.g. account information) which is denoted as "driver's license number"
obtained from a participant or non-participant institution 12, 32 may be stored in the database

10 1n the data element field 26 labeled "driver's license number".

[0035] In some embodiments, for each new or updated account frOnﬁ a participant
stitution 12, the participant institution 12 may be required to provide sufficient participant
data elements 18 to fill a minimum set of data element fields 26. In one embodiment, the
minimum required data element fields 26 include: routing transmit number, account number,
one name, one address, and one social security or tax i.d. number. Other participant data
elements 18 may also be sent by the participant institution 12. The minimum set of data
element fields supplied by a participant institution 12 need not be the specific fields noted

above, but rather may be adjusted according to the particular account verification application.

[0030] It should be appreciated that since non-participant institutions 32 may not

have a wide array of account information, not all of the available data element fields 26 in
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account verification database 10 which are populated with participant data elements 18 may
be collectable for accounts related to non-participant institutions 32. For example, paper
checks include limited personal information printed thereon. Thus, non-participant data
elements 36 provided through non-participant institutions 32 such as check imaging systems
(e.g., ViewPointe) and/or check printers may not have sufficient account information to
populate all of the available data element fields 26 in account-verification database 10.
Accordingly, the database 10 may not include a full complement of non-participant data
elements 36 for a given account 24. Additionally, since the non-participant data elements 36
are often not as reliable nor complete as participant data elements 18, an account 24 which
includes data element fields 26 which are populated with non-participant data elements 36
may be noted in account verification database 10 as containing data elements from non-

participant 1nstitutions 32.

[0037] In some embodiments, account verification database 10 may be used to
determine if a person is authorized to transact on a particular account (i.e., the account
number presented to the merchant). Thus, account verification database 10 may be structured
such that the data element fields 26 related to account ownership are arranged in the database
10 according to corresponding account number 24, Since multiple participant and non-
participant institutions 12, 32 may have the same account number 24, the individual account
numbers 24 may be arranged within account verification database 10 according to institution
20 (e.g., routing transit number). In alternative embodiments, account verificdtion database

10 may also be structured or organized according to other schemes.

[0038] in some aspects, account owner data elements 26 in account verification
database 10 may be initially populated by the participant institutions 12 with a single file
including participant data elements 18 for accounts maintained by the participant instifution
12. Once the account owner data elements 26 have been nitially 'popu.la',ted, the account
owner data elements 26 in account verification database 10 may be updated with new
information associated with the account(s) at the participant institution 12 based on newly
opened and/or recently maintained accounts. For instance, account verification database 10
may be refreshed or updated with participant data elements 18 associated with accounts at
participant mstitutions 12 which have been recently opened, closed, changed in status (e.g.,
overdrawn) or which have incurred changes to one or more of the data elements assbciated
with the account. In some aspects, the collected data elements in account verification

database 10 may be stored and updated at regular intervals. Such automatic and continuous
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updating of account verification database 10 may provide an inquirer with a robust account

verification tool. Account verification database may also be updated in less frequent intervals

with new and/or updated non-participant data elements 36 obtained from the non-participant

institutions 32.

[0039] The population and inquiry of account owner data elements 26 in account
verification database 10 will be explained through the following example, in conjunction with
Figures 2 and 3. As shown in Figure 2, the sample populated account owner data elements

26 contain five different account entries. Non-participant data elements 36 for account
numbers 789 and 432 were obtained from a non-participant institution 32, as denoted in the

last data element field 26.

[0040] To submit an inquiry to the account verification database 10, an inquirer may
provide an account number 24 and at least one other data element (purportedly corresponding
to that account number) for verification. In cases where account verification database 10 is
also organized according to institution, the inquirer may also provide an institution identifier,
such as routing transit number 20, which corresponds to the designated account 24. The
Inquirer may enter an account number and multiple data elements to be verified at once.
Assuming that the requested account number is in account verification database 10, the
entered data elements inay be queried against the information stored in the corresponding
account owner data element field(s) 26 associated with the entered account number 24. In
one embodiment, account verification database 10 may return a verification of each
individual submitted data element corresponding to that account number. By way of
example, for each data element in an inquiry, a response of "yes", "no" or "information not
available” may be returned to the inquirer. A positive response (e.g., "yes") may be received
if the entered data element matches the content of the corresponding data element field 26 in
account verification database 10 for the entered account number. Similarly, a negative (e.g.,
"no" response) may be returned to the inquirer if the entered data element does not match the
content of the corresponding data element field 26 in ac'count verification database 10 for the
entered account number. An unavailable information response may be received if the data
element field 26 in account verification database 10 corresponding to the entered data
element 1s empty. The complete response received by the inquirer may contain one or more
of each of the possible responses. That is, account verification database 10 may respond

according to each individual entered data element. Thus, in some instances, to obtain a

10
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"positive response”, all of the entered data elements may not match the contents of their

corresponding data element fields for the entered account number.

[0041] According to some embodiments, customer-specific data may not be provided
back to the inquirer. Rather, the database may only confirm or deny the accuracy of the
information as entered into the data element field which corresponds to the entered account
number. An example (based on the example data elements 26 illustrated in Figure 2) of an

inquiry and response corresponding to that inquiry is illustrated in Figure 3.

[0042] If an mquiry regarding a particular account results in a negative response on at
least one data element in an inquiry, account verification database 10 may report to the
participant institution 12 for that account that there was an inquiry against one of their
accounts which resulted 1n a negative response, along with the data element(s) that produced
the negative response. In the example of Figure 3, a report to Bank of A may be generated

that an inquiry was made against account #456 which produced a negative résponse for

identified SS#.

10043} Account verification database 10 may provide inquiry capabilities allowing
inquirers to validate information about an account holder, in addition to the account's current
status. Inquires submitted to account verification database 10 may be made on-line, in real
time or in a batch-process. Thus, the inquirer may be a financial institution, a small business,
or other entity. It should be appreciated that the account verification database 10 may be
used for "faceless" transactions, such as Internet transactions, where the identity of the
account holder cannot be verified. Additionally, an inquirer may determine the status and
relevant account holder information about an account in real time, such that business

fransactions are not delayed, while still preventing fraud on the transaction.

[0044] Figure 4 1llustrates an exémplary system that includes an authentication
system 400 that may be used to authenticate image security features contained on negotiable
mstruments, such as checks. In some embodiments, authentication system 400 may also be
used to verify account ownership information as previously described. Authentication system
may be communicatively coupled with point-of-sale device(s) 402, financial institution(s)

404, transaction service(s) 412, collection service(s) 414, and/or other client computer(s) 408.

[0045] Point-of-sale device(s) 402 may be used to perform merchant and/or customer

functions related to transactions initiated by customers, such as a transaction for the purchase

11
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of goods or services or a money transfer transaction. For example, point-of-sale device(s)
402 may be used to recerve payments (e.g., negotiable instrument, credit card, debit card,
stored value card, or other payment type) for fransactions. In some instances, the customer
may elect to pay for a transaction with a negotiable instrument, such as a check. The
negotiable mstrument presented by the customer may include an 1image security feature
having encoded therein information pertaining to the negotiable instrument. By way of
example, information encoded within an image security feature may include payee name,

dollar amount, check number, date, and/or account details.

[0046] Point-of-sale device(s) 402 may transmit the image security feature and other
data values included on the face of a negotiable instrument to authentication system 400. In
some aspects, the image secunty feature and data values associatéd with the negotiable '
instrument may be transmitted to authentication system 400 by transmitting an image of the
negotiable instrument. Authentication system 400 may then deterimine whether the data
values match the verification values encoded in the image security feature. In some
embodinments, authentication system 400 may decode the image security feature to extract the
verification values by using an account verification database, such as that previously
described. Alternatively, authentication system 400 may route the encoded image security
feature to a financial institution 404 associated with the negotiable instrument (e.g., paying
finanecial 1nstitution) to decode the image security feature. In some aspects, authentication
system 400 may then receive the verification values from financial institution 404 and
compare the values to the data values included on the face of the negotiable instrument. In
other aspects, the financial institution 404 may perform the comparison of verification values

to the data values. Authentication system 400 may in some embodiments also do further

processing to verity account ownership details as previously described.

[0047] Other parties 404, 408, 412, 414 that may be involved in the clearing Process
of the negotiable instrument may additionally, or alternatively, be communicatively coupled
with authentication system 400. Financial institution system(s) 404 may be . financial
stitution of first presentment, a paying financial institution, or other intermediary financial
institution 404. Transaction service(s) 412 may perform authorization or other types of
transaction services for point-of-sale devices or other types of clients. Collection service(s)

414 may perform collections of negotiable instruments. Other client(s) 408 may also

communicate with authentication system 400 to authenticate negotiable instruments. As with

point-of-sale device(s) 402, financial institution system(s) 404, transaction service(s) 412,

12
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collection service(s) 414 and/or other client(s) 408 may transmit an image security feature
and other data values included on a negotiable instrument (e.g., account number, payee,

dollar amount) to authentication system to verify that verification values encoded within the

image security feature match data values read from the negotiable instrument.

1004 8] Figure 5 illustrates an exemplary embodiment of an authentication system 500
that may be used to authenticate image security features included on negotiable instruments.
Authentication system 500 may include logic 504 communtcatively coupled with
communications interface 502, account verification database 506, and one or more decoding
algorithm(s) 508, 510. A communicative coupling is a coupling that allows communication
between the components. This coupling may be by means of a bus, cable, network, wireless
mechanism, pfo gram code call (e.g., modular or procedural call) or other mechanism that
allows communication between the components. Thus, it should be appreciated that the

components 502, 504, 506, 508, 510 of authentication system 500 may reside on the same or

different physical devices.

[0049] Communications interfaces 502 may be used to receive communications from
requesters requesting authentication of an image security feature included on a negotiable
mstrument. In some instances, received communications may be batch communications
requesting authentication of a plurality of negotiable instruments. Commuhnications
interfaces 502 may also be used to transmit authentication results to requesters. In some
embodiments, communications mterface 502 may include an interface to a wide area network
(WAN), such as the Internet, or proprietary networks. Alternative or additional types of

interfaces may also be included as components of communications interface 502.

[0050] Logic.504 may be used to process requests to authenticate negotiable
mstruments. Logic 504 may interact with account verification database 506 and one or more
decoding algorithms 508, 510 to perform authentication of image security features inchuded
on ﬁegotiable instruments. In some embodiments, logic 504 may also interact with account
verification database 506 to perform account ownership verification of the data values, such
as verifying that an account name obtained from the negotiable instrument is associated with
the account number in account verification database 506. It should be appreciated that logic
504 and decoding algorithms 508, 510 may be one or more software programs, one or more
components of a software program (e.g., function or program object), firmware, or other type

of machine-executable instructions.

13



CA 02602317 2007-09-18

[0051] Account verification database 506 may include decoding information used to
decode 1mage security features. Decoding information may include an identifier of a
decoding algorithm, keys used by a decoding algorithm, decoding templates, or other
information needed to decode an image security feature. Decoding information included in
account verification database 506 may be associated with financial institutions and/or
financial account numbers. Thus, it should be appreciated that decoding information for
different financial institutions/accounts may be used to decode different types of image
security features. For example, decoding information may be used by logic 504 to determine
which decoding algorithm 508, 510 to execute to decode the image security feature and/or

may be passed to a decoding algorithm 508, 510 as inputs to decoding algorithms 508, 510.

Either logic 504 or decoding algorithims 508, 510 may then determine if data values obtained
from the face of the negotiable instrument match verification values included in the image
security feature. As previously described, account verification database 506 may also include

data elements that may be used to verity account ownership.

[0052] In alternative embodiments, authentication system 500 may comprise
additional, fewer, or alternative components than the components 502-510 illustrated in
Figure 5. For instances, in some embodiments, authentication system may not include
account verification database 506 and/or decoding él gorithms 508, 510. Instead,
authentication system 500 may include logic to route an image security feature to a financial

institution for decoding of the image security feature. Other variations are also contemplated.

[0053] Figure 6 illustrates one embodiment of a computer system 600 upon which an
authentication system or components of an authentication system may be implemented. The
computer system 600 is shown comprising hardware elements that may be electrically
coupled via a bus 655. The hardware elements may include one or more central processing
units (CPUs) 605; one or more input devices 610 (e.g., a scan device, a mouse, a keyboard,
etc.), and one or more output devices 615 (e.g., a display device, a printer, etc.). The
computer system 600 may also include one or more storage device 620. By Way of example,
storage device(s) 620 may be disk drives, optical storage devices, solid-state storage device
such as a random access memory (“RAM”) and/or a read-only memory (“ROM”), which can

be programmable, flash-updateable and/or the like.

[0054] The computer system 600 may additionally include a computer-readable

storage media reader 625; a communications system 630 (e.g., a modem, a network card
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(wireless or wired), an infra-red communication device, etc.); and working memory 640,
which may include RAM and ROM devices as described above. In some embodiments, the
computer system 600 may also include a processing acceleration unit 635, which can include

a DSP, a special-purpose processor and/or the like.

[0055] The computer-readable storage media reader 625 can further be connected to a
computer-readable storage medium, together (and, optionally, in combination with storage
device(s) 620) comprehensively representing remote, local, fixed, and/or removable storage
devices plus storage media for temporarily and/or more permanently containing computer-
readable information. The communications system 630 may permit data to be exchanged

with a network and/or any other computer or other type of device, such as'a POS device.

[0056] The computer system 600 may alse comprise software elements, shown as
being currently located within a working memory 640, including an operating system 645
and/or other code 650, such as an application program. The application programs may
implement a framework, components of a framework, and/or the methods of the invention. It
should be appreciated that alternate embodiments of a computer system 600 may have
numerous variations from that described above. For example, customized hardware might
also be used and/or particular elements might be implemented in hardware, software
(including portable software, such as appl.ets), or both. Further, connection to other

computing devices such as network input/output devices may be employ6d.

[0057] Figure 7 is a flow diagram illustrating an exemplary method that may be used
to authenticate a negotiable instrument. A poinf-of-sale device, financial institution system,
transaction service, collection service, or other client computer may transmit 702 a request to
authenticate a negotiable instrument to an authentication Syétenl. The request may include an
image security feature and a plurality of data values (e.g., account number, financial
institution identifier, account name, payee name, dollar amount) obtained from the negotiable
mstrument. In some instances, the data values and image security feature may be transmitted

702 to authentication system by transmitting an image of the negotiable instrument.

[0058] The request is received 704 at the authentication system. If the received
request includes an 1mage of the negotiable instrument, the authentication 'system may extract
an 1mage security feature and a plurality of data values included on the negotiable instrument
from the 1mage. Decoding information may then be obtained 706 from an account

verification database. In some instances, the decoding information may be associated with
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one or '11161'6 of a financial institution or account number and the authentication system may
use data value(s) corresponding to the financial institution/account number to retrieve the
associated information, The decoding information obtained 706 may include an identifier of
a decoding algorithm to use to decode the image security feature, a decoding algorithm, one
or more keys used by a decoding algorithm, one or more decoding templates used by a

decoding algorithm, or other types of information used to decode the image security feature.

[0059] The authentication system may then decode 708 the image security feature
using the account decoding information. In some aspects, the decoding 708 may comprise
determining a decoding algorithm to apply to the image security feature. The decoding
algorithm to apply may be determined by obtaining an identifier of the decoding algorithm or
the decoding algorithm 1itself from the account decoding information. The decoding
algorithm to apply may also or alternatively at least be partially determined by determining a
type associated with the image security feature, either by analyzing the image security feature
or obtaining the type of image security feature used by a particular financial
mstitution/account from the decoding information. By way of example, a financial institution
or account holder may use Secure Seal ™, two-dimensional bar codes, or other types of image
security feature types on negotiable instruments associated with the financial institution or
account. Once the decoding algorithm has been determined, the authentication system may
execute the determined algorithm. In some cases, some of the decoding information, such as

keys or decoding templates, may be used during the decoding 708 of the image security

feature.

[0060] After the image security feature has been decoded, the decoding algorithm, or
other component of the authentication system, may then extract 710 one or more verification
values from the decoded image security feature and compare the verification values to
corresponding data values included in the request. For instances, data value(s) corresponding
to the payee name and/or payee amount printed on the negotiable instrument may be

compared to values encoded in the image security feature.

[0061] If the verification values match 712, a result communication may be
transmitted 714 mdicating the image security feature has been verified as matching the data
value(s). If the verification value(s) do not match 712, an error result communication may be

transmitted 716 indicating the image security feature does not match one or more data values
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printed on the negotiable instrument. Additional information may optionally be provided

indicating which data values(s) do not match.

[0062] As previously described with reference to Figure 1, in some embodiments
authentication system may also authenticate account ownership information. For example,
data elements associated with the negotiable instrument account may be obtained from an
account verification system (e.g., name and account number). The authentication system may
then verify if the data element matches the corresponding data value (e.g., whether the
retrieved name matches the name value printed on the check). If the data element matches
the corresponding result, a positive response may be transmitted. Otherwise, a negative
response may be transmitted. The positive/negative response may be transmitted in
conjunction with the response communication transmitted indicating whether the image

securlty feature matches data values obtained from the negotiable instrument.

[0063] [n an alternative embodiment, a method of authenticating a negotiable
instrument may not include blocks 706, 708, 710. Instead, a decoding entity may be
determined. By way of example, the decoding entity may be the paying financial institution,
an 1mage security feature provider, or other entity capable of decoding the image security
teature associated with the negotiable instrument. The decoding entity may be determined

based at least in part on the received 704 data values. In some instances, a data store may be

consulted to determine the decoding entity.

10064 The alternative method may further include transmitting the image security
feature to the decoding entity. Authentication information may then be received from the
decoding entity. In some aspects, the authentication information may inchide verification
values extracted from the 1mage security feature and the method may continue at block 712.
In other aspects, the comparison 712 of verification values to the received 704 data values
may be performed by the decoding entity and authentication information iﬁay indicate a

result of the comparison. A verification result or error result may then be transmitted 714 to

the authentication requester.

[0065] In the foregoing description, for the purposes of illustration, methods were
described in a particular order. It should be appreciated that in alternate einbodiments, the
methods may be performed 1n a different order than that described. Additionally, variations
may be made to the methods described above. If should also be appréciated that the methods

may be performed by hardware components or may be embodied in sequences of machine-
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executable instructions, which may be used to cause a machine, such as a general-purpose or

special-purpose processor or logic circuits programmed with the instructions, to perform the
methods. These machine-executable instructions may be stored on one or more machine
readable mediums, such as CD-ROMs or other type of 'optical disks, floppy diskettes, ROMs,
RAMs, EPROMs, EEPROMSs, magnetic or optical cards, flash memory, or ofher types of

machine-readable mediums suitable for storing electronic instructions. Alternatively, the

methods may be performed by a combination of hardware and software.

[0066] While illustrative and presently preferred embodiments of the invention have

been described m detail herein, it is to be understood that the inventive concepts may be
otherwise variously embodied and employed, and that the appended claims are intended to be

construed to include such variations, except as limited by the prior art.
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WHAT IS CLAIMED I8:

1. A method for authenticating a negotiable instrument, the method

comprising:

at an authentication system, receiving a plurality of data values associated with
the negotiable instrument, the plurality of data values including an image security feature and at
least one of a payee name, a payee amount and an account, wherein the image security feature
includes at least one encoded verification value which corresponds to at least one of the payee

name, the payee amount and the account;

obtaining account decoding information from an account verification database,
the account verification database including decoding information for each of a plurality of

financial institutions;

decoding, at the authentication system, the image security feature using the

account decoding information;

extracting, at the authentication system, at least one of the verification values

from the decoded image security feature;

comparing, at the authentication system, each of the extracted verification values

to at least one of the payee name, the payee amount and the account; and

transmitting, from the authentication system, a result communication indicating a

result of the comparison.

2. The method of claim 1, wherein decoding the image security feature

comprises determining a decoding algorithm to apply to the image security feature.

3. The method of claim 2, wherein determining the decoding algorithm
comprises obtaining an identifier of the decoding algorithm from the account decoding

information.
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4. The method of claim 2, wherein determining the decoding algorithm

comprises obtaining the decoding algorithm from the account decoding information.

5. The method of claim 2, wherein determining the decoding algorithm

comprises determining a type associated with the image security feature.

6. The method of claim 5, wherein determining the type comprises

determining the 1image security feature is one of a Secure Seal and a two-dimensional bar code.

7. The method of claim 1, wherein obtaining the account decoding

information comprises obtaining one or more keys to use to decode the image security feature.

8. The method of claim 1, wherein obtaining the account decoding
information comprises obtaining one or more decoding templates to use to decode the image

security feature.

9. The method of claim 1, wherein obtaining the account decoding
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