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METHOD AND APPARATUS FOR PROVIDING PRIVACY OF USER
IDENTITY AND CHARACTERISTICS IN A COMMUNICATION SYSTEM

BACKGROUND OF THE INVENTION

I. Field of the Invention

[0001] The present invention relates generally to communication systems. More particularly,
this invention relates to a system and method for providing privacy of user identity and

characteristics 1n a communication system.

IL. Description of the Related Art

|0002] Recently, there has become a need in the telecommunications industry to provide secure
communications 1n both wireless and wireline communication systems. With the advent of
wireless telephony, the ability to provide secure communications have become even more
important, due to the ubiquitous nature of electromagnetic signals.

[0003] In prior art communication systems, a first wireless communication device, such as a
cellular telephone, may initiate communications with a second wireless communication device.
Communications behNeén the two wireless communication devices are generally accomplished
using a fixed transceiver, commonly referred to as a base station. When the first wireless
communication device mitiates communications with the second wireless communication device,
it does so by transmitting one or more initial message(s), for example, an origination message, to
the fixed transceiver. The 1nitial message(s) typically contains various information, such as an
identification of the first wireless communication device (a mobile idxﬂentiﬁcation number (MIN),
an electronic sertal number (ESN), an international mobile subscriber identification (IMSI)
number, etc), position-related information of the wireless communication device, an
1dentification of the second wireless communication device, the type of communications desired
(for example, secure voice, secure data, clear voice, clear data), and so on.

[0004] In many 1nstances, it may not be desirable to allow the information contained in the initial
message(s) to be received by an unauthorized recipient. For example, it may be desirable to keep
a user’s 1dentity secret during all portions of a wireless communication, including the

transmission of one or more initial messages.
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One method for protecting a user’s identity during transmission of an initial message(s)
volves the use of a temporary user identification code, sometimes referred to as a Temporary
Mobile Subscriber Identity, or (TMSI), to protect a device’s identification code, such as an IMSI.
In this case, a user transmits one or more initial messages, including the IMSIL, and is then
provided a TMSI for use during subsequent communications. The TMSI is usually transmitted
over an encrypted channel to the requesting communication device, so that an unauthorized
recipient cannot intercept it. The TMSI is then used in subsequent communications to identify

the communication device. .

The disadvantége of the security method described above, of course, is that the first
wireless communication device must at least one time send the IMSI, or other identifier, over the
air for anyone to intercept. This means that the identifier and/or a number of informational items,
such as a wireless communication device identification number, position-related information,
etc., may be compromised, thus jeopardizing the security or anonymity of the first and/or
possibly second wireless communication devices.

That is needed is a method and apparatus for initiating secure communications by a
wireless communication device without compromising a user's identity and other characteristics
normally transmitted during a request to initiate communications, while still allowing the fixed

transceiver to determine the identity and other characteristics.

SUMMARY

The present mvention is directed to a method and apparatus for providing privacy of user
identity and characteristics in a communication system. In one embodiment, the present
invention 1s directed to an apparatus, the apparatus comprising a processor for generating a
public key and a private key associated with a transceiver. The public key is transmitted to a
communication device. The communication device encrypts one or more initial messages using
the public key when the it is desired to maintain secrecy of the apparatus’ identification code or
other characteristics. The encrypted initial message(s) is transmitted by the communication
device to the transceiver, where it is decrypted using the private key. A processor then allocates

resources for establishing the requested service devicefor the communication device.
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BRIEF DESCRIPTION OF THE DRAWINGS

10009} The features, objects, and advantages of the present invention will become more apparent
from the detailed description set forth below when taken in conjunction with the drawings in
which like reference characters identify correspondingly throughout and wherein:

FIG. 1 1llustrates a wireless terrestrial communication system in which various
embodiments of the present invention are incorporated;

FIG. 2 illustrates a functional block diagram of a wireless communication device as used
in one embodiment of the present invention; and |

FIG. 3 1s a flow diagram illustrating the method for providing privacy of user identity and

characteristics in a secure communication system.
DETAILED DESCRIPTION

[0010] The present invention is directed to a method and apparatus for providing privacy of user
identity and characteristics in a communication system. Although the method and apparatus is
described herein with respect to a wireless terrestrial telephone system, it should be understood
that the method and apparatus for providing privacy of user identity and characteristics could be
applied to a number of other situations. For example, the method and apparatus could
alternatively be used in a satellite communication system, or in a wireline communication
system, such as a Public Switched Telephone Network (PSTN). In addition, the method and
apparatus could be used in other types of electronic devices other than telephones, such as
facsimile machines, Personal Digital Assistants (PDAs), wireless data modems, etc.

[0011] FIG. 1 1llustrates a wireless terrestrial communication system 100 in which various
embodiments of the present invention are incorporated. Wireless communication devices
(WCDs) 102 and 104 communicate with fixed transceivers, otherwise known as basestation
transceivers (BTSs) 106, 108, and/or 110, or simply transceivers, wirelessly using one or more
well-known air-interfaces, such as code division multiple access (CDMA), time division multiple
access (TDMA), global system for mobile communications (GSM), or others. The term
“transceiver” used herein refers to any fixed or mobile transceiver, such as a satellite, mobile
base station, or transceiver mounted in a moving vehicle. WCDs 102 and 104 are shown in FIG.
1 comprising cellular telephones, although it should be understood that WCDs 102 and 104 could

alternatively comprises a variety of electronic devices, as noted above.
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Communications to and from WCDs may be routed to devices outside communication
system 100 (such as telephones or data modems) by way of mobile switching center (MSC) 114.
MSC 114 routes communications to these other devices either through public switched telephone
network (PSTN) 116 or through data network 118. Satellite gateway 120 is used to connect
satellite devices, such as telephones or data modems, generally to PSTN 116. The information is
subsequently received by data device 122 or modem 124, as the case may be. Data modem 128
is connected to PSTN 116 to enable computersf, digital telephones, and other data devices, to
communicate over PSTN 116.

The various communication devices comprising communication system 100, such as
WCDs, data devices, and modems, may be capable of transmitting and receiving “secure” voice
and/or data. In general, this means that communication signals transmitted from WCDs 102 and
104 are encoded, or encrypted, using one or more well-known techniques. Communication
signals received from BTS 106, for example, arrive at WCD 102 in encrypted form, and are
decrypted using similar well-known techniques.

One method of performing secure communications is known as public-key cryptography.
Public-key cryptography is based on the concept of a key pair. Each half of the pair (one key) can
encrypt information so that only the other half (the other key) can decrypt it. One part of the key
pair, the private key, is known only by the designated owner; the other part, the public key, is
published widely but is still associated with the owner. Key pairs have a unique feature -- data
encrypted with one key can be decrypted with the other key in the pair. In other words, it makes
no difference if you use the private key or public key to encrypt a message, the recipient can use
the. other key to decrypt it. These keys can be used in different ways to provide message
confidentiality and to prove the authenticity of a message's originator. In the first case, one would
use the recipient's public key to encrypt a message; in the other, one would use a private key to
encrypt a message.

In one embodiment, communication system 100 uses public-key cryptography to provide
secure communications between WCDs and other communication devices in communication
system 100. Of course, other known encryption systems could be used in the alternative to
public-key cryptography. In this embodiment, a public key and a corresponding private key are
generated at one or more predetermined times and stored in a database. The generation of the
key pair can take place at any BTS, at MSC 114, at a data device connected to data network 118,
satellite gateway 120, or PSTN 116. Once generated, the keys can be stored in a database located

at any of the aforementioned entities. In another embodiment, key generation, storage, and
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management could be done at a secure server, shown in FIG. 1 as security manager 126.
Although FIG. 1 depicts security manager 126 as being located proximate to BTS 106, it should
be understood that it could alternatively be located within BTS 106, or in any one of the
aforementioned entities such as MSC 114 or BSC 112.

Keys may be generated at any time, and are frequently generated at predetermined time
Intervals, for example once every hour. Periodic key generation minimizes the problem of a
potential security breach, such as an unauthorized person discovering a private key. Keys could
be generated upon request from a user of a WCD or other data device in communication system
100. Multiple key pairs could be generated, each key pair assigned to a unique BTS for use with
WCDs within the respective coverage area of each BTS.

- At some point in time after a key pair has been generated, a public key is transmitted to

- WCDs throughout communication system 100. The transmission may be accomplished at.

predetermined times (for example, upon expiration of a timer), upon a request from data device
within commumnication system 100, or by both methods. In one embodiment, the public key is

transmitted to only a subset of data devices in communication system 100, for example, only to

- WCDs 1n the region of BTS 108, only WCDs in a certain base station sector, WCDs in one or

more cities,. etc. In another embodiment, the public key is transmitted to all communication
devices throughout communication system 100.

- In one embodiment, the public key transmitted from a BTS is transmitted on a paging
channel found 1n many wireless communication systems. Generally, any WCD that is registered
with communication system 100 will receive such a transmission. The public key may
alternatively be transmitted using other known techniques, such as using the well-known Short
Message Service, or SMS. After reception by a WCD, the public key is stored in an electronic
memory contained within the WCD for use in encrypting subsequent transmissions from the
WCD.

The public key may be digitally “signed” by a “trusted entity” using techniques well-
known 1n the art to prevent “spoofing” the public key prior to transmission by a BTS. The
trusted entity may be security manager 126, a service provider in charge of communication
system 100, or any entity within communication system 100 tasked with generating the public
key. The trusted entity is usually certified by an independent agency, such as Verisign of
Mountain View, California. After certification, the trusted entity then digiatally signs the public
key using an authentication certificate given to it by the independent agency. Each WCD then
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authenticates the signed public key before use storing the key, again, using methods well known
in the art.

In one embodiment, when a WCD desires to initiate a communication, it uses the stored
public key to encrypt one or more initial communication messages, commonly known as an
origination message, to a BTS. An origination message i1s a term that 1s used in the
telecommunication industry to describe a request for initiating a communication. The 1mtial
message(s) may comprise a single message (such as an origination message), or the initial
message(s) may comprise a series of messages, any one of which may contain identiﬁéation
and/or other characteristics of the WCD, such as position-related information pertaining to the
location of the WCD, an identification of a target communication device, the type of
communications desired (for example, secure voice, secure data, clear voice, clear data), and so
on. WCD identification i1s presently accomplished by sending a numeric or alpha-numeric
sequence which uniquely 1dentifies the WCD within communication system 100. Typically, this
identification comprises a mobile 1dentification number (MIN), electronic serial number (ESN),
international mobile subscriber identification (IMSI) number, or other unique identifier. The
identification sequence is typically stored in a non-volatile memory within the WCD.

The initial message(s) may request one of a number of services available to the
communication device. For example, the available services may include secure voice, secure
data, clear voice, clear date, and so on. Various sub-categories of these services may also exist,
such as packet data communications vs. asynchronous data communications. One such service

may be used, for example, to transmit non-secure position-related information at regular intervals

to another WCD or to some entity in communication system 100, but to keep the WCD’s

identification anonymous. Or, in another embodiment, a non-secure voice communication could
be established without compromising the originator’s identity.

In another embodiment, the initial message(s) comprises the entire information to be
transmitted. For example, it may be desirable to transmit a WCD’s 1dentity and position-related
information all in the initial communication. Such a short communication could be
accomplished using SMS or by using a signaling channel, such as a access channel. In this
embodiment, resources do not have to be allocated by a BTS or by a MSC/BSC 1n response to
the initial message(s).

In any case, the WCD encrypts the initial message using the stored public key prior to

transmitting the initial message(s) to a BTS. This may involve encrypting only portions of the
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initial message(s), or it may involve encrypting all information contained within the initial
message(s).

The encrypted mitial message(s) is transmitted to one or more BTSs, where it is received
and processed, either by the BTS or by another entity, such as MSC 114, or security manager
126. Processing comprises decrypting the initial message(s) using a private key corresponding to
the public key that was used by the WCD to encrypt the initial message(s). Once the initial
message(s) has been decrypted, resources may then be allocated to accommodate the requested
communication service, such as secure voice, secure data, clear voice, or clear data. This
generally comprises allocating communication equipment resources, such as a
modulator/demodulator pair within one or more BTSs and/or allocating a switching circuit within
MSC 114 to establish a communication link to a communication device through PSTN 116 or
data network 118. In addition, a communication link is established with a target communication
device as specified by the WCD initiating the communication. The target communication device
can be any entity within communication system 100 and may be specified by the WCD in the
mitial message(s) or in a subsequent communication between the WCD and a BTS. A new key
may be issued by security manager 126 and transmitted to the WCD and/or target
communication device for subsequent communications.

FIG. 2 1llustrates a functional block diagram of WCD 102 or WCD 104 as used in one
embodiment of the present invention. Again, it should be understood that the components shown
in FIG. 2 are not restricted to use in wireless communication devices but could be implemented
in other devices, such as a landline telephone, laptop or desktop computer, etc. In this
embodiment, WCD 102 is a wireless telephone capable of secure communications.

In any case, after a BTS has transmitted the public key, either signed or unsigned, it is
received and downconverted using RF circuitry 200 using techniques suited for the applicable
type of wireless communications, using techniques well-known in the art. RF circuitry
comprises a transmitter and a receiver. The encrypted public key is identified by processor 202
and, 1f necessary, passed to decryption processor 206 for authentication if the public key was
digitally signed. Then, the public key is stored in an electronic memory, shown as memory 204.
Memory 204 comprises one of any number of known electronic storage devices, such as a
random access memory (RAM), flash memory, EEPROM, etc.

When a user of WCD 102 desires to initiate a communication while keeping the WCD’s
identity and/or other characteristics private, the user initiates an action, such as pressing a

sequence of keys on WCD 102, to begin establishing a communication link. In response to the
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user action, processor 202 generates one or more initial message(s) for transmission to a BTS.
The mitial message(s) informs communication system 100 of at least the identity of the
requesting WCD (in this case WCD 102), and may additionally provide other information
pertinent, such as the type of communication service desired, or position-related information
pertamning to the location of the WCD. Position-related information may comprise latitude and
longitude coordinates (or other coordinates), timing, or other measurements which would enable
one to locate the WCD. The position-related information could alternatively, or in addition,
comprise a landmark which is proximate to the WCD, such as the name of a city, building, river,
bridge, street address, and so on. The identity of the WCD may comprise a mobile identification
number (MIN), an electronic serial number (ESN), an International mobile subscriber
identification (IMSI) number, or other numeric or alpha-numeric sequence for uniquely
identifying a WCD within communication system 100. Either all or a portion of the information
contamned in the initial message(s) is encrypted using the public key stored in memory 204 in.
conjunction with encryption processor 208. Encryption processor 208 comprises electronic
circultry or a combination of hardware and software, for encrypting this information using the
public key.

Once the mitial message(s) is encrypted, it is modulated and upconverted using RF
circuitry 200 and transmitted to a BTS. The encrypted initial message(s) is received by a BTS
and is generally forwarded to an entity for decryption, such as BSC 112, MSC 114, or security
manager 126. The entity decrypts the initial message(s) using a private key corresponding to the
public key that was previously transmitted to WCDs and other communication devices within
communication system 100. After the initial message(s) has been decrypted, resources may be
allocated to establish the desired communication service, as previously described.

FIG. 3 1s a flow diagram illustrating the method for providing privacy of user identity and
characteristics 1n a communication system. In step 300, an entity within communication system
100 generates a key pair, namely a public key and a private key. At least the private key is stored
in a secured memory, generally within the entity that generated it. The public key is then
distributed to all or a subset of communication devices within communication system 100, shown
as step 302. In one embodiment, the public key is digitally signed to ensure the authenticity of
the source of the public key. "

The public key 1s received by one or more communication devices within communication
system 100 and stored in an electronic memory. When a communication is desired by a user of,

for example, a wireless communication device, some or all information pertaining to one or more
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Initial messages, such as an identification of the transmitting WCD, is encrypted using the public
key stored in the memory of the wireless communication device, shown in FIG. 3 as step 304.
The encrypted initial message(s) is then transmitted to a BTS.

The encrypted initial message(s) is then decrypted using the private key corresponding to
the public key that was distributed to the communication devices of communication system 100.
Once the initial message(s) has been decrypted, resources may be allocated to initiate and support
a the desired communication servicesecure .

The previous description of the preferred embodiments is provided to enable any person
skilled in the art to make or use the present invention. The various modifications to these

embodiments will be readily apparent to those skilled in the art, and the generic principles

- defined herein may be applied to other embodiments without the use of the inventive faculty.

Thus, the present invention is not intended to be limited to the embodiments shown herein but is

to be accorded the widest scope consistent with the principles and novel features disclosed

herein.

WHAT IS CLAIMED IS:
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CLAIMS
1. A method for providing privacy of user identity and characteristics in a

communication system, comprising the steps of:
transmitting a public key from a transceiver to a communication device;
recelving one or more initial messages from said wireless communication device, wherein
at least a portion of said one or more initial messages are encrypted using said public key; and
decrypting said encrypted portion of said one or more initial messages using a private key

corresponding to said public key.

2.+ The method of claim 1 wherein said encrypted portion of said initial message

comprises an identification of said communication device.

3. The method of claim 1 further comprising the step of:

allocating resources to initiate a communication between said wireless communication

device and a second communication device.

4. The method of claim 3, wherein said communication comprises a secure

communication.

5. The method of claim 1 further comprising the step of signing said public key for

authentication purposes prior to the step of transmitting said public key:.

6. The method of claim 1 wherein said public key is transmitted at a predetermined
event.

7. The method of claim 6 wherein said predetermined event comprises an expiration
of a timer.

8. Apparatus for providing privacy of user identity and characteristics in a

communication system, comprising:

a processor for generating a public key and a private key associated with a transceiver:;
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a transmitter, coupled to said processor, for transmitting said public key to a
communication device;

a receiver, coupled to said processor, for receiving one or more initial messages from said
wireless communication device, wherein at least a portion of said one or more initial messages is
encrypted using said public key; and

a decryption processor for decrypting said portion of said one or more initial messages

- using said private key.

9. The apparatus of claim 8, wherein said portion of said initial message comprises

an 1dentification of said communication device.

10. . The apparatus of claim 8 wherein said processor is further for allocating resources
to 1nitiate communication between said wireless communication device and a second

communication device.

1. The apparatus of claim 8 further comprising an encryption processor for signing
said public key for authentication purposes prior to transmitting said public key to said

communication device.

12. A method for providing privacy of user identity and characteristics in a
communication system, comprising the steps of:

receiving a public key from a transceiver; and

transmitting one or more initial messages to said transceiver, wherein at least a portion of

said one or more initial messages is encrypted using said public key.

13.  The method of claim 12, wherein said portion of said initial message comprises an

identification of said communication device.
14.  The method of claim 12 further comprising the step of:
performing an authentication procedure on said public key to determine if said public key

was transmitted by a trusted entity.

15.  An apparatus for providing privacy of user identity and characteristics in a
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communication system, comprising:

a recerver for receiving a public key from a transceiver;

a processor for encrypting at least a portion of one or more an initial messages with said
public key; and

a transmitter for transmitting said one or more initial messages to said transceiver.

16.  The apparatus of claim 15 wherein said public key is signed and said processor is
further for decrypting said public key and performing an authentication procedure on said public

key to determine if said public key was transmitted by said transceiver.

17.  The apparatus of claim 15 wherein said portion of said one or more initial

messages comprises an identification of said communication device.

18. A system for providing privacy of user identity and characteristics in a
communication system, comprising:
a transce1ver, comprising:

a processor for generating a public key and a private key associated with a
transcelver;

a transmitter, coupled to said processor, for transmitting said public key to a
communication device;

a receiver, coupled to said processor, for receiving one or more an initial messages
from said wireless communication device, wherein at least a portion of said one or more
initial message s is encrypted using said public key;

a decryption processor for decrypting said portion of said one or more initial
messages using said private key;
said communication device comprising:

a second receiver for receiving said public key from said transceiver:;

a second processor for encrypting at least a portion of said one or more initial
messages with said public key; and

a second transmitter for transmitting said one or more encrypted initial messages

to said transceiver.

19. The system of claim 18, wherein said portion of said one or more initial messages
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comprises an identification of said communication device.

20. A method for providing privacy of user identity and characteristics in a
communication system, comprising the steps of:

generating a public key and a private key corresponding to a transceiver;

transmitting said public key to a communication device;

encrypting at least a portion of one or more an initial messages using said public key;

transmitting said one or more initial messages from said communication device to said

transceiver; and

decrypting at least said portion of said one or more initial messages using said private

key.

21. The method of claim 20, further comprising the step of allocating resources to

mmitiate a communication between said wireless communication device and a second

communication device,

22. . The method of claim 21, wherein said communication comprises a secure
communication.
23.  'The method of claim 20, wherein said portion of said one or more initial messages

comprises an identification of said communication device.
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