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Description

TECHNICAL FIELD

[0001] Embodiments described hereinrelate generally
to nonvolatile memory technology, and more specifically
to systems and methods of managing defects in nonvol-
atile memory.

BACKGROUND

[0002] In a conventional storage system, such as a
nonvolatile storage system, data can be stored in accord-
ance with a predetermined error correction coding
scheme, such as alow-density parity-check (LDPC) cod-
ing scheme. Such a nonvolatile storage system can in-
clude a plurality of nonvolatile memory (NVM) devices,
each NVM device containing a multitude of NVM storage
elements or cells for storing encoded data in the form of
LDPC codewords. When reading LDPC codewords from
such NVM devices, one or more reference threshold volt-
age levels can be established between a plurality of pro-
gramming states of each NVM cell, and a threshold volt-
age level of the NVM cell can be compared to the respec-
tive reference threshold voltage levels to determine the
actual programming state of the NVM cell.

[0003] In a typical mode of operation, in order to read
a desired LDPC codeword from a selected NVM device,
a hard bit read operation can be performed, in which the
LDPC codeword is read from the selected NVM device
as so-called "hard data" (i.e., the logical high and low bit
levels in the LDPC codeword are taken as a "1" and "0",
respectively). Further, a soft bit read operation can be
performed, in which the LDPC codeword is read from the
selected NVM device as so-called "soft data" (i.e., the
logical high and low bit levels in the LDPC codeword are
taken as "1" and "0 ", respectively, and probability infor-
mation is provided indicating the likelihood that a respec-
tive bitin the LDPC codeword is a "1" or "0"). The LDPC
codeword read from the selected NVM device can then
undergo error correction decoding to determine whether
or not the LDPC codeword is valid. If the decoded LDPC
codeword is found to be invalid or "faulty" (e.g., there
may have been an error correction coding/decoding fail-
ure), then additional LDPC codewords can be read from
the other NVM devices, and XOR data recovery can be
performed using the additional LDPC codewords in an
attempt to recover the desired LDPC codeword.

[0004] Such a detection of a faulty LDPC codeword
may indicate, among other things, that a physical mem-
ory page on the selected NVM device is being affected
by an underlying hardware defect (e.g., an open or short
circuit), or that the selected NVM device has an intrinsi-
cally high residual bit error rate (RBER). In any case, it
would be desirable to have a mechanism for managing
defects in nonvolatile storage systems that can be used
to avoid an inadvertent loss of data, while maintaining as
much useful memory in the nonvolatile storage systems
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as possible.

[0005] US 2012/159285 A1 relates to storage drives
with LDPC encoded data. It provides read techniques for
recovering an errantly read memory unit (e.g., faulty LD-
PC codeword). It also discloses building of extra redun-
dancy into the system by providing an additional memory
module with XOR values of corresponding LDPC code-
words from the other memory modules (e.g., dies) mak-
ing up the storage drive. This enables recovery of an
errantly read codeword.

SUMMARY OF THE INVENTION

[0006] The presentinvention is defined by the features
of the independent claims. Preferred embodiments
thereof are defined by features of the dependent claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] The accompanying drawings, which are incor-
porated in and constitute part of this specification, illus-
trate one or more embodiments described herein, and,
together with the Detailed Description, explain these em-
bodiments. In the drawings:

FIG. 1 ais a block diagram of an exemplary nonvol-
atile storage system including a nonvolatile memory
(NVM) defect management policy engine, in accord-
ance with the present application;

FIG. Ib is a block diagram of exemplary NVM read
logic included in the nonvolatile storage system of
FIG. la;

FIG. 2 is a diagram of "voltage" versus "probability"
that represents the decoding of a codeword read
from an NVM device included in the nonvolatile stor-
age system of FIG. la;

FIG. 3 is a flow diagram illustrating an exemplary
method of operating the NVM defect management
policy engine included in the nonvolatile storage sys-
tem of FIG. la; and

FIG. 4 is a block diagram of an exemplary computer
system in which the nonvolatile storage system of
FIG. la may be employed.

DESCRIPTION OF EMBODIMENTS

[0008] Systems and methods of managing defects in
nonvolatile storage systems are disclosed that can be
used to avoid an inadvertent loss of data, while maintain-
ing as much useful memory in the nonvolatile storage
systems as possible. The disclosed systems and meth-
ods monitor a plurality of trigger events for detecting pos-
sible defects in one or more nonvolatile memory (NVM)
devices included in the nonvolatile storage systems, and
apply one or more defect management policies to the
respective NVM devices based on the types of trigger
events that resulted in detection of the possible defects.
Such defect management policies can be used proac-
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tively to retire memory in the nonvolatile storage systems
with increased granularity, focusing the retirement of
memory on regions of nonvolatile memory that are likely
to contain a defect.

[0009] FIG. ladepicts an illustrative embodiment of an
exemplary system 100 for accessing one or more NVM
devices in a nonvolatile storage system, in accordance
with the present application. As shown in FIG. la, the
system 100 includes a host processor 102, a nonvolatile
storage system 104, and a memory bus 105 operative
to comraunicably couple the host processor

102 to the nonvolatile storage system 104. The nonvol-
atile storage system 104 includes an NVM controller 106,
one or more NVM devices 108.1-108.n communicably
coupled to the NVM controller 106, and an NVM defect
management policy engine 110 communicably coupled
to the NVM controller 106. As further shown in FIG. 1a,
the NVM controller 106 includes NVM read logic 112 for
use in reading data from the respective NVM devices
108.1-108.n, as well as NVM write logic 114 for use in
writing data to the respective NVM devices 108.1-108.n,
in response to one or more data read/write requests is-
sued by the host processor 102.

[0010] Inthe system 100 of FIG. 1a, the host processor
102 can be implemented using one or more processors,
one or more multi-core processors, and/or any other suit-
able processor or processors. Further, each of the NVM
devices 108.1-108.n can include nonvolatile memory
such as NAND or NOR flash memory that uses a single
bit per memory cell, multi-level cell (MLC) memory such
as NAND flash memory with two bits per cell, polymer
memory, phase-change memory (PCM), nanowire-
based charge-trapping memory, ferroelectric transistor
random access memory (FeTRAM), 3-dimensional
cross-pointmemory, nonvolatile memory thatuses mem-
ory resistor (memristor) technology, or any other suitable
nonvolatile memory. In addition, the nonvolatile storage
system 104 can be configured as a solid-state drive
(SSD) or any other suitable persistent data storage me-
dium, and the memory bus 105 may be implemented as
a Peripheral Component Interconnect express (PCle)
bus, or any other suitable interface to the persistent data
storage medium.

[0011] FIG. 1b depicts an exemplary functional view
of the NVM read logic 112 included in the NVM controller
106. As shown in FIG. 1b, the NVM read logic 112 in-
cludes exclusive-or (XOR) logic 116, a multiplexer (MUX)
118, a hard data generator 119, a soft data generator
120, and an error correction decoder such as a low-den-
sity parity-check (LDPC) decoder 122, or any other suit-
able error correction decoder. In one embodiment, LDPC
coding is employed to store data in at least some of the
respective NVM devices 108.1-108.nin the form of LDPC
encoded data (also referred to herein as "LDPC code-
words"). For example, at least some of the NVM devices
108.1-108.n-1 may be used to store such LDPC code-
words, and at least the NVM device 108.n may be used
to store redundant data (also referred to herein as "XOR
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data"), which may subsequently be employed to recover
any decoded LDPC codewords found to be invalid or
"faulty" due to, e.g., one or more error correction cod-
ing/decoding failures, etc. Further, such XOR data stored
inthe NVM device 108.n can be generated by performing
exclusive-or (XOR) operations on the LDPC codewords
stored in corresponding NVM storage locations of at least
some of the respective NVM devices 108.1-108.n-1.
[0012] Itis noted that nonvolatile memory storage can
be organized within each of the NVM devices
108.1-108.nin a plurality of blocks of nonvolatile memory.
Further, each block can include sixty-four (64) sequen-
tially ordered pages, or any other suitable number of se-
quentially ordered pages. In addition, each page can in-
clude a plurality of NVM storage elements or cells for
storing the LDPC encoded data or XOR data, as well as
any metadata (e.g., valid/invalid markers, physical/logi-
cal addresses, a sequence number) that may have been
generated for the page, or the data stored on the page.
[0013] In the system 100 of FIG. 1a, the NVM defect
management policy engine 110 is operative to monitor a
plurality of trigger events for detecting possible defects
in one or more of the NVM devices 108.1-108.n included
in the nonvolatile storage system 104, and to apply one
or more defect management policies to the respective
NVM devices 108.1-108.n based on the types of trigger
events that resulted in detection of the possible defects.
In one embodiment, such trigger events can include at
least three (3) types of trigger events, namely, a hard bit
read (HBR) trigger event, a soft bit read (SBR) trigger
event, and an XOR data recovery trigger event. Further,
each of the HBR trigger event, SBR trigger event, and
XOR data recovery trigger event can be generated, from
time to time, during the operation of reading data from
the respective NVM devices 108.1-108.n using the NVM
read logic 112.

[0014] The generation of HBR trigger events, SBR trig-
ger events, and XOR data recovery trigger events will be
further understood with reference to the following illus-
trative example, and FIGS. 1a-1b and 2. In this example,
the NVM read logic 112 within the NVM controller 106 is
employed to read data from one or more of the respective
NVM devices 108.1-108.n in response to a data read
request issued over the memory bus 105 by the host
processor 102. For example, the host processor 102 may
issue a data read request for reading a desired LDPC
codeword stored at a specified NVM storage location
within the NVM device 108.1. Further, the specified NVM
storage location caninclude one or more NVM cells, each
of which can be decoded to correspond to a 2-bit value,
a 3-bit value, or any other suitable multi-bit value.
[0015] FIG. 2 depicts is a diagram of "voltage" versus
"probability" that represents the decoding of the desired
LDPC codeword stored at the specified NVM storage lo-
cation within the NVM device 108.1. As illustrated in FIG.
2, an exemplary NVM cell included in the specified NVM
storage location can, for example, be an MLC NAND cell
with two bits per cell, which can be decoded to a 2-bit
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value represented by one of a plurality of states (e.g., at
least state 1 (11), state 2 (10), state 3 (00)). Specifically,
the states 1, 2, 3 are illustrated with reference to three
(3) curves 202, 204, 206, respectively, which represent
the mathematical probabilities that the voltage along the
horizontal axis corresponds to the various bit combina-
tions (e.g., 11, 10, 00) that give rise to the respective
states 1, 2, 3. Using the mathematical probabilities rep-
resented by the curves 202, 204, 206 of FIG. 2, what is
referred to herein as a "hard bit read" or a "soft bit read"
from the NVM cell can be decoded to correspond to a 2-
bit value represented by one of the states 1, 2, 3.
[0016] When the NVM read logic 112 (see FIG. 1b)is
to be used to perform a hard bit read from the exemplary
NVM cell, at least one hard bit (HB) reference threshold
voltage level can be established between adjacent ones
of the states 1, 2, 3, ... (see FIG. 2). For example, atleast
a first HB reference threshold voltage level (HB1) can be
established between the adjacent states 1, 2, at least a
second HB reference threshold voltage level (HB2) can
be established between the adjacent states 2, 3, and at
least a third HB reference threshold voltage level (HB3)
can be established between the state 3 and a next adja-
cent state (not shown). Further, a threshold voltage level
of the NVM cell can be compared to at least these refer-
ence threshold voltage levels HB1, HB2, HB3 to deter-
mine the actual state 1, 2, 3, ..., of the NVM cell.

[0017] With reference to FIG. 2, if, when performing a
hard bit read, itis determined that the reference threshold
voltage level HB 1 is greater than the threshold voltage
level of the exemplary NVM cell, then it can be concluded
that the NVM cell is in the state 1. Further, if it is deter-
mined that the threshold voltage level of the NVM cell is
greater than the reference threshold voltage level HB1
but less than the reference threshold voltage level HB2,
then it can be concluded that the NVM cell is in the state
2. Moreover, if itis determined that the threshold voltage
level of the NVM cell is greater than the reference thresh-
old voltage level HB2 but less than the reference thresh-
old voltage level HB3, then it can be concluded that the
NVM cell is in the state 3.

[0018] When the NVM read logic 112 (see FIG. 1b)is
to be used to perform a soft bit read from the exemplary
NVM cell, at least one soft bit (SB) reference threshold
voltage level can be established, e.g., along the horizon-
tal axis within the regions of the curves 202, 204, 206
corresponding to the respective states 1, 2, 3, respec-
tively, or at any other suitable location along the horizon-
tal axis. For example, at least a first SB reference thresh-
old voltage level (SB1) can be established within the re-
gion of the curve 204 corresponding to the state 2, and
at least a second SB reference threshold voltage level
(SB2) can be established within the region of the curve
206 corresponding to the state 3.

[0019] With reference to FIG. 2, if, when performing a
soft bit read, it is determined that the threshold voltage
level of the exemplary NVM cell is greater than the ref-
erence threshold voltage level HB1 but less than the ref-
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erence threshold voltage level SB1, then it can be con-
cluded that the threshold voltage level of the NVM cell is
in the upper voltage region of the curve 202 correspond-
ing to the state 1. Similarly, if it is determined that the
threshold voltage level of the NVM cell is greater than
the reference threshold voltage level HB2 but less than
the reference threshold voltage level SB2, then it can be
concluded that the threshold voltage level of the NVM
cell is in the upper voltage region of the curve 204 cor-
responding to the state 2. In this way, such a soft bit read
can allow the state of the NVM cell to be determined with
increased resolution.

[0020] Inresponse to the data read request issued by
the host processor 102, the NVM read logic 112 (see
FIGS. 1a, 1b) operates to control the MUX 118 to read
the desired LDPC codeword from a selected one of the
NVM devices 108.1-108.n-1. As discussed above, at
least some of the NVM devices 108.1-108.n-1 may be
used to store such LDPC codewords, and at least the
NVM device 108.n may be used to store redundant data
(XOR data).

[0021] Inthisexample,the NVMread logic 112 controls
the MUX 118 tofirst perform a hard bit read of the desired
LDPC codeword from the selected NVM device. To that
end, the MUX 118 receives data corresponding to the
LDPC codeword from at least one NVM storage location
of the selected NVM device, and provides the received
data to the hard data generator 119, which uses the data
to compare a threshold voltage level of at least one NVM
cell included in the NVM storage location to one or more
hard bit (HB) reference threshold voltage levels (e.g.,
HB1, HB2, HB3; see FIG. 2) (also referred to herein as
the "center reference threshold voltage levels") to deter-
mine the state (e.g., state 1, 2, 3, ...; see FIG. 2) of the
NVM cell. In one embodiment, the hard data generator
119 can further operate to compare the threshold voltage
level of the NVM cell to one or more additional HB refer-
ence threshold voltage levels (e.g., HB1a, HB1b, HB2a,
HB2b, HB3a, HB3b; see FIG. 2) offset from the respective
center reference threshold voltage levels (e.g., HB1,
HB2, HB3; see FIG. 2) to determine the state of the NVM
cell. The hard data generator 119 then provides so-called
"hard data" generated from the respective hard bitthresh-
old voltage level comparisons to the LDPC decoder 122.
[0022] The NVM read logic 112 can further control the
MUX 118 to perform a soft bit read of the LDPC codeword
from the selected NVM device. To that end, the MUX 118
provides the data corresponding to the LDPC codeword
to the soft data generator 120, which uses the data to
compare the threshold voltage level of the NVM cell to
one or more soft bit (SB) reference threshold voltage lev-
els (e.g., SB1, SB2; see FIG. 2) to determine the state
(e.g., state 1, 2, 3, ...; see FIG. 2) of the NVM cell. In one
embodiment, the soft data generator 120 can further op-
erate to compare the threshold voltage level of the NVM
cell to one or more additional SB reference threshold
voltage levels (e.g., SB1a, SB1b, SB2a, SB2b; see FIG.
2) offset from the respective SB1, SB2 reference thresh-
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old voltage levels to determine the state of the NVM cell.
The soft data generator 120 then provides so-called "soft
data" generated from the respective soft bit threshold
voltage level comparisons to the LDPC decoder 122.
[0023] Havingreceived the hard data and the soft data
from the hard data generator 119 and the soft data gen-
erator 120, respectively, the LDPC decoder 122 operates
to first decode the LDPC codeword, using the hard data,
to determine whether or not the LDPC codeword is valid.
If the LDPC codeword is determined to be valid, then the
LDPC decoder 122 forwards the decoded LDPC code-
word to the host processor 102 as data output (see FIG.
Ib). If, having been decoded using the hard data, the LD-
PC codeword is found to be invalid or "faulty" (e.g., there
may have been an error correction coding/decoding fail-
ure), then the LDPC decoder 122 generates a trigger
event(s) (see FIG. Ib), namely, an HBR trigger event, for
receipt at the NVM defect management policy engine
110. It is noted that such a detection of a faulty LDPC
codeword may indicate, among other things, that a phys-
ical memory page on the selected NVM device is being
affected by an underlying hardware defect (e.g., an open
or short circuit), or that the selected NYM device has an
intrinsically high residual bit error rate (RBER).

[0024] Following one or more unsuccessful attempts
to decode the LDPC codeword using the hard data, the
LDPC decoder 122 further operates to decode the LDPC
codeword using the soft data generated by the soft data
generator 120. In one embodiment, the LDPC decoder
122 can implement an iterative probabilistic decoding
process to decode the LDPC codeword by assigning in-
itial probability metrics to each bitin the LDPC codeword.
For example, such an iterative probabilistic decoding
process can employ probability metrics in the form of
logarithmic likelihood ratios (LLRs), in which a plurality
of LLR values are provided as measures of the reliability
that the bit values read from the selected NVM device
are known. If the LDPC codeword is detennined to be
valid, then the LDPC decoder 122 can forward the de-
coded LDPC codeword to the host processor 102 as data
output (see FIG. Ib). If, having been decoded using the
soft data, the decoded LDPC codeword is again found
to be faulty, then the LDPC decoder 122 generates a
further trigger event(s) (see FIG. Ib), namely, an SBR
trigger event, for receipt at the NVM defect management
policy engine 110.

[0025] Following one or more unsuccessful attempts
to decode the LDPC codeword using the soft data, the
LDPC decoder 122 still further operates to perform XOR
data recovery in an attempt to recover the desired LDPC
codeword. To that end, the NVM read logic 112 (see
FIGS, la, Ib) controls the XOR logic 116 to receive addi-
tional LDPC codewords stored in the currently unselect-
ed NVM devices 108.1-108.n-1, as well as XOR data
stored in the NVM device 108.n. The XOR logic 116 op-
erates to perform one or more exclusive-or (XOR) oper-
ations on these additional LDPC codewords and XOR
data, and to provide the results of the XOR operations
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as so-called "side data" to the LDPC decoder 122, which
can perform additional LDPC decoding using at least
these side data to recover the desired LDPC codeword.
[0026] Such additional LDPC decoding performed by
the LDPC decoder 122 can involve any suitable XOR
data recovery process. In one embodiment, the XOR da-
ta recovery process can include combining at least the
additional LDPC codewords in the side data with the soft
data, and performing LDPC decoding on the combined
data. If at least some of the additional LDPC codewords
fail to decode successfully, then one or more XOR oper-
ations can be performed on the successfully decoded
and unsuccessfully decoded LDPC codewords, and the
results of these XOR operations can undergo further LD-
PC decoding. If such further LDPC decoding is unsuc-
cessful, then one or more additional XOR operations can
be performed on the LDPC codewords, and the results
of the additional XOR operations can be combined for
still further LDPC decoding. If such further LDPC decod-
ing is deemed to be successful, then it can be concluded
that the desired LDPC codeword is recoverable. The LD-
PC decoder 122 can then provide the recovered LDPC
codeword as data output for subsequent forwarding to
the host processor 102. Otherwise, if such further LDPC
decoding is again unsuccessful, then the LDPC decoder
122 generates an additional trigger event(s), namely, an
XOR data recovery trigger event, for receipt at the NVM
defect management policy engine 110.

[0027] As discussed above, the NVM defect manage-
ment policy engine 110 is operative to monitor a plurality
of trigger events for detecting possible defects in one or
more of the NVM devices 108.1-108.n, and to apply one
or more defect management policies to the respective
NVM devices 108.1-108.n based on the types of trigger
events that resulted in detection of the possible defects.
The types of trigger events monitored by the NVM defect
management policy engine 110 include an HBR trigger
event, an SBR trigger event, and an XOR data recovery
trigger event. Such defect management policies can be
used proactively to retire memory in the nonvolatile stor-
age system 104 with increased granularity, focusing the
retirement of memory on regions of nonvolatile memory
that are likely to contain a defect.

[0028] Such retirement of memory in the nonvolatile
storage system 104 (see FIG. la) can involve the retire-
ment (i.e., the discontinued use) of at least one block of
nonvolatile memory, atleast one page within at leastone
block of nonvolatile memory, at least one NVM storage
location within at least one page, or any other suitable
region of nonvolatile memory. For example, a physical
memory block/page can be retired by relocating its data
content to another physical memory block/page or other
region of nonvolatile memory, and placing the retired
physical memory block/page on one or more lists of
blocks/pages that should not be subsequently allocated
for storing data. A region of nonvolatile memory can also
be retired by remapping an address for that region of
nonvolatile memory to correspond to the address for an-
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other region of nonvolatile memory. Such lists of retired
blocks/pages and/or remapped addresses can be stored
in volatile or nonvolatile memory associated with the
NVM controller 106 (e.g., a memory 420b; see FIG. 4).
[0029] In one embodiment, in order to retire a region
of nonvolatile memory in the nonvolatile storage system
104, the NVM defect management policy engine 110 can
apply atleastthe following policies to the respective NVM
devices 108.1-108.n:

Policy 1 - Inresponse to an SBR trigger event and/or
an XOR data recovery trigger event, (a) retire the
NVM storage location of a codeword for which the
host processor 102 issued a data read request, or
(b) retire the physical memory page thatincludes the
NVM storage location of the codeword for which the
host processor 102 issued the data read request;
and

Policy 2 - In response to a predetermined number of
HBR trigger events, (a) retire the NVM storage loca-
tion of a codeword for which the host processor 102
issued one or more data read requests, or (b) retire
the physical memory page that includes the NVM
storage location of the codeword for which the host
processor 102 issued the data read requests.

[0030] It is noted that repeated application of Policy
1(a) above, in response to an XOR data recovery trigger
event, may lead to an increased number of pages asso-
ciated with SBR trigger events as the nonvolatile memory
undergoes multiple program/erase (P/E) cycles. The ap-
plication of Policy 1(a), in response to an SBR trigger
event, may be more advantageous in maintaining a suit-
able bound on the SBR trigger event rate because each
instantaneous SBR trigger event would be associated
with a new page; any pages that may have been asso-
ciated with prior SBR trigger events would have already
been retired.

[0031] The application of Policy 1(b) above, in re-
sponse to an SBR trigger event, may be considered to
be more proactive than the application of Policy 1(a) be-
cause the intrinsic residual bit error rate (RBER) is gen-
erally uniform across a page. For example, if a codeword
at one NVM storage location on a page causes an SBR
trigger event, it is likely that another codeword at another
NVM storage location on that page would cause another
SBR trigger event. The application of Policy 1(b) may
also reduce the memory requirements for storing lists of
retired blocks/pages and/or remapped addresses.
[0032] The application of Policy 2(a) above, in re-
sponse to a predetermined number of HBR trigger
events, may be considered to be more proactive than the
application of Policy 1(a), in response to an SBR trigger
event. Further, the application of Policy 2(b) above, in
response to a predetermined number of HBR trigger
events, may be considered to be more proactive than the
application of Policy 1(b), in response to an SBR trigger
event. In general, as the respective policies for retiring
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regions of nonvolatile memory become more proactive,
more regions of the nonvolatile memory can be retired
for the same P/E cycle count. Such proactive policies for
retiring regions of nonvolatile memory can therefore lead
to reduced over-provisioning, increased write amplifica-
tion, and/or higher endurance.

[0033] Anexemplary method of operating the NVM de-
fect management policy engine 110 included in the non-
volatile storage system 104 is described below with ref-
erence to FIGS. 1a, 1b, and 3. As depicted in block 302
(see FIG. 3), the NVM defect management policy engine
110 (see FIG. 1a) monitors a plurality of trigger events
for detecting possible defects in a selected one of the
NVM devices 108.1-108.n (see FIGS. 1a, 1b). Such trig-
ger events can include at least one HBR trigger event,
at least one SBR trigger event, and/or at least one XOR
data recovery trigger event. Further, such trigger events
can be generated by the LDPC decoder 122 during one
or more attempts to decode an LDPC codeword read
from the selected NVM device. As depicted in block 304,
a determination is made as to whether or not the type of
trigger event corresponds to an SBR trigger event or an
XOR data recovery trigger event. In the event the type
of trigger event corresponds to the SBR trigger event or
the XOR data recovery trigger event, at least one policy
is applied, by the NVM defect management policy engine
110, including the policy of retiring the NVM storage lo-
cation of the LDPC codeword for which the host proces-
sor 102 issued a dataread request, orretiring the physical
memory page that includes the NVM storage location of
the LDPC codeword for which the host processor 102
issued the data read request, as depicted in block 306.
As depicted in block 308, a further determination is made
as to whether or not the type of trigger event corresponds
to a predetermined number of HBR trigger events. In the
event the type of trigger event corresponds to the prede-
termined number of HBR trigger events, at least one fur-
ther policy is applied, by the NVM defect management
policy engine 110, including the policy of retiring the NVM
storage location of the LDPC codeword for which the host
processor 102 issued one or more data read requests,
or retiring the physical memory page that includes the
NVM storage location of the LDPC codeword for which
the host processor 102 issued the data read requests,
as depicted in block 310.

[0034] FIG. 4 depicts an exemplary computer system
400 that can be configured to implement systems and
methods of the claimed invention. As shown in FIG. 4,
the computer system 400 can include at least one proc-
essor 402 communicably coupled to at least one memory
404 by a system bus 414, and communicably coupled to
an NVM controller 420 by a memory bus 415. The com-
puter system 400 can further include a keyboard 416 and
a display 418 communicably coupled to the system bus
414, and an NVM defect management policy engine 430
and an NVM device 412 communicably coupled to the
NVM controller 420. The NVM controller 420 includes at
least one processor 420a operative to execute at least
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one program out of at least one non-transitory storage
medium, such as the memory 420b or any other suitable
storage medium, to access persistent data storable in
one or more blocks/pages within the NVM device 412,
and to control operations of the NVM defect management
policy engine 430. The processor 402 is operative to ex-
ecute instructions stored on at least one non-transitory
storage medium, such as the memory 404 or any other
suitable storage medium, for performing various proc-
esses within the computer system 400, including one or
more processes for controlling operations of the NVM
controller 420. The memory 404 can include one or more
memory components such as a volatile memory 410,
which may be implemented as dynamic random access
memory (DRAM) or any other suitable volatile memory.
The memory 404 can also be configured to store an op-
erating system 406 executable by the processor 402, as
well as one or more applications 408 that may be run by
the operating system 406. In response to a request gen-
erated by one of the applications 408, the processor 402
can execute the operating system 406 to perform desired
data write/read operations on the volatile memory 410,
and/or desired block/page write/read operations on the
NVM device 412 via the NVM controller 420.

[0035] It is noted that FIG. 4 illustrates an exemplary
embodiment of the computer system 400, and that other
embodiments of the computer system 400 may include
more components, or fewer components, than the com-
ponents illustrated in FIG. 4. Further, the components
may be arranged differently than as illustrated in FIG. 4.
For example, in some embodiments, the NVM device
412 may be located at a remote site accessible to the
computer system 400 via the Internet or any other suit-
able network. In addition, functions performed by various
components contained in other embodiments of the com-
puter system 400 may be distributed among the respec-
tive components differently than as described herein.
[0036] Havingdescribed the above exemplary embod-
iments of the disclosed systems and methods, other al-
ternative embodiments or variations may be made. For
example, it was described herein that a physical memory
page with a defect(s) could be retired by relocating its
data content to another physical memory page or other
region of nonvolatile memory. Such data relocation gen-
erally means that the data on the defective physical mem-
ory page will be relocated to the other physical memory
page as soon as possible to avoid further trigger events,
such as SBR trigger events, occurring as a result of read-
ing data from the defective page. After the data relocation
is accomplished, the defective page (e.g., an upper page,
a lower page) is to be retired permanently. In order to
maintain a desired cell-to-cell coupling between neigh-
boring word lines of the nonvolatile memory, as well as
to maintain desired read-write buffer (RWB) margins on
the neighboring word lines, a suitable random pattern of
data can be programmed onto the retired page (upper or
lower) each time a block/band containing the retired page
is to be programmed. Further, if the retired page corre-
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sponds to a lower page, then the associated upper page
can be made more robust by modifying a pre-read voltage
of the lower page during programming of the upper page.
In this way, the modified pre-read voltage of the lower
page can be used to effectively push potential errors from
the upper page into the lower page, which is to be retired
and never read again.

[0037] In addition, it was described herein that the ap-
plication of Policy 1(b) above may reduce the memory
requirements for storing lists of retired blocks/pages
and/or remapped addresses. To further reduce such
memory requirements, the granularity of memory retire-
ment may be modified from a single page to a group of
pages. For example, if such a group of pages includes
N single-plane pages (e.g., for a dual plane page, N=2;
for a quad plane page, N=4), then the memory require-
ments may be reduced by a factor of N. Moreover, the
amount of stored information relating to the lists of retired
blocks/pages and/or remapped addresses can be re-
duced to a simple bit map for all of the retired pages (or
groups of pages), indicating whether or not those pages
or groups of pages contain a defect(s).

[0038] Further modifications of the granularity of mem-
ory retirement are also possible. For example, in a ran-
dom array of independent disks (RAID) scheme with
bands configured as blocks across multiple NVM devices
(e.g., dice), the same page can be retired for all blocks
in the same stripe or die. Alternatively, the same page
can be retired for all blocks if one or more HBR trigger
events occur in more than a predetermined number of
blocks for the same page in the same die.

[0039] Although illustrative examples of various em-
bodiments of the disclosed subject matter are described
herein, one of ordinary skill in the relevant art will appre-
ciate that other manners of implementing the disclosed
subject matter may alternatively be used. In the preced-
ing description, various aspects of the disclosed subject
matter have been described. For purposes of explana-
tion, specific systems, apparatus, methods, and config-
urations were set forth in order to provide a thorough
understanding of the disclosed subject matter. However,
it will be apparent to one skilled in the relevant art having
the benefit of this disclosure that the subject matter may
be practiced without the specific details described herein.
In other instances, well-known features, components,
and/or modules were omitted, simplified, or combined in
order not to obscure the disclosed subject matter.
[0040] It is noted that the term "operative to", as em-
ployed herein, means that a corresponding device, sys-
tem, apparatus, etc., is able to operate, or is adapted to
operate, for its desired functionality when the device, sys-
tem, or apparatus is in its powered-on state. Moreover,
various embodiments of the disclosed subject matter
may be implemented in hardware, firmware, software, or
some combination thereof, and may be described by ref-
erence to, or in conjunction with, program code such as
instructions, functions, procedures, data structures, log-
ic, application programs, design representations, and/or
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formats for simulation, emulation, and/or fabrication of a
design, which when accessed by a machine results in
the machine performing tasks, defining abstract data
types or low-level hardware contexts, or producing a re-
sult. It is further noted that the techniques illustrated in
the drawing figures can be implemented using code
and/or data stored and/or executed on one or more com-
puting devices, such as general-purpose computers or
computing devices. Such computers or computing de-
vices store and communicate code and/or data (internally
and/or with other computing devices over a network) us-
ing machine-readable media such as machine readable
storage media {e.g., magnetic disks, optical disks, ran-
dom access memory (RAM), read only memory (ROM),
flash memory devices, phase-change memory) and ma-
chine readable communication media {e.g., electrical,
optical, acoustical, or other form of propagated signals
such as carrier waves, infrared signals, digital signals,
efc.).

[0041] No element, operation, or instruction employed
herein should be construed as critical or essential to the
application unless explicitly described as such. Also, as
employed herein, the article "a" is intended to include
one or more items. Where only one item is intended, the
term "one" or similar language is employed. Further, the
phrase "based on" is intended to mean "based, at least
in part, on" unless explicitly stated otherwise.

[0042] Itisintended that the invention not be limited to
the particular embodiments disclosed herein, but that the
invention will include any and all particular embodiments
and equivalents falling within the scope of the following
appended claims.

Claims

1. A method of managing defects in a nonvolatile stor-
age system (104), the nonvolatile storage system
including one or more nonvolatile memory, NVM, de-
vices (108.1-108.n), the method comprising:

receiving hard data from a hard data generator
and soft data from a soft data generator;
decoding a codeword for which a host processor
(102) issued a data read request,

(i) wherein a first attempt to decode the
codeword using the hard data is performed
and, in response to decoding the codeword
using the hard data and determining that
the codeword is invalid, a hard bit read trig-
ger event is generated,

(ii) wherein, in response to unsuccessfully
decoding the codeword using the hard data,
a second attempt to decode the codeword
using the soft data is performed and, in re-
sponse to decoding the codeword using the
softdata and determining that the codeword
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isinvalid, a soft bit read trigger event is gen-
erated, and

(iii) wherein, in response to unsuccessful
decoding the codeword using the soft data,
a third attempt to decode the codeword us-
ing exclusive-or, XOR, data generated by
performing one or more XOR operations on
codewords stored in corresponding loca-
tions of one or more NVM devices is per-
formed and, in response to decoding the
codeword using the XOR data and deter-
mining that the codeword is invalid, gener-
ating an XOR data recovery trigger event;

characterized by:

monitoring (302) a plurality of trigger events
for detecting possible defects in atleast one
of the one ore more NVM devices, each of
the plurality of trigger events having an as-
sociated type;

having monitored the plurality of trigger
events, determining types of the trigger
events, wherein the types of the trigger
events includes the soft bit read trigger
event, the XOR data recovery trigger event,
and a predetermined number of hard bit
read trigger events; and

applying at least one defect management
policy to the NVM device based on the mon-
itored types of the trigger events, wherein
the applying of the at least one defect man-
agement policy to the NVM device includes
retiring an NVM storage location of the
codeword for which the host processor
(102) issued the data read request.

The method of claim 1, wherein the applying of the
at least one defect management policy to the NVM
device includes retiring a physical memory page that
includes the NVM storage location of the codeword
for which the host processor (102) issued the data
read request.

The method of claim 2, further comprising:
programming a region of nonvolatile memory con-
taining the retired physical memory page compris-
ing: programming a predetermined random pattern
of data onto the retired physical memory page.

A nonvolatile storage system (104), comprising:

a nonvolatile memory, NVM, controller (106);
one or more NVM devices (108.1-108.n) com-
municably coupled to the NVM controller; and
an error correction decoder (122) of the NVM
controller, wherein the error correction decoder
is operative to:
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receive hard data from a hard data gener-
ator and soft data from a softdata generator;
and

decode a codeword for which a host proc-
essor (102) issued a data read request, (i)
wherein a first attempt to decode the code-
word using the hard data is performed and,
inresponse to decoding the codeword using
the hard data and determining thatthe code-
word is invalid, a hard bit read trigger event
is generated, (ii) wherein, in response to un-
successfully decoding the codeword using
the hard data, a second attempt to decode
the codeword using the soft data is per-
formed and, in response to decoding the
codeword using the soft data and determin-
ing that the codeword is invalid, a soft bit
read trigger event is generated, and (iii)
wherein, in response to unsuccessful de-
coding the codeword using the soft data, a
third attempt to decode the codeword using
exclusive-or, XOR, data generated by per-
forming one or more XOR operations on
codewords stored in corresponding loca-
tions of one or more NVM devices is per-
formed and, in response to decoding the
codeword using the XOR data and deter-
mining that the codeword is invalid, gener-
ating an XOR data recovery trigger event;
characterized in that the nonvolatile stor-
age system further comprises means (110)
for :

monitoring a plurality of trigger events
for detecting possible defects in at least
one of the one or more NVM devices,
each of the plurality of trigger events
having an associated type;

having monitored the plurality of trigger
events, determining types of the trigger
events, wherein the types of the trigger
events include the soft bit read trigger
event, the XOR data recovery trigger
event, and a predetermined number of
hard bit read trigger events; and
applying at least one defect manage-
ment policy to the NVM device based
on the monitored types of the trigger
events, wherein the applying of the at
least one defect management policy to
the NVM device includes retiring an
NVM storage location of the codeword
for which the host processor (102) is-
sued the data read request.

The system of claim 4, wherein the nonvolatile stor-
age system , having monitored the soft bit read trig-
ger event, the XOR data recovery trigger event and
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the predetermined number of hard bit read trigger
events, further comprises means (110) for retiring a
physical memory page that includes the NVM stor-
age location of the codeword for which the host proc-
essor (102) issued the data read request.

6. Machine-readable storage including machine-read-
able instructions executable by a processor that,
when executed, cause the processor to implement
a method as claimed in any of claims 1-3.

Patentanspriiche

1. Verfahren zum Verwalten von Defekten in einem

nichtfliichtigen Speichersystem (104), wobei das
nichtfliichtige Speichersystem ein oder mehrere
NVM-(Nonvolatile Memory)-Vorrichtungen
(108.1-108.n) enthalt, wobei das Verfahren Folgen-
des beinhaltet:

Empfangen harter Daten von einem Harte-Da-
ten-Generator und weicher Daten von einem
Weiche-Daten-Generator;

Decodieren eines Codeworts, fiir das ein Host-
Prozessor (102) eine Datenleseanforderung
ausgegeben hat,

(i) wobei ein erster Versuch zum Decodie-
ren des Codeworts anhand der harten Da-
ten durchgeflihrt und als Reaktion auf das
Decodierendes Codeworts anhand derhar-
ten Daten und das Feststellen, dass das Co-
dewort ungliltig ist, ein Hard-Bit-Lesetrigge-
rereignis erzeugt wird,

(ii) wobei als Reaktion auf ein erfolgloses
Decodierendes Codeworts anhand derhar-
ten Daten ein zweiter Versuch zum Deco-
dieren des Codeworts anhand der weichen
Daten durchgeflihrt wird und als Reaktion
auf das Decodieren des Codeworts anhand
der weichen Daten und das Feststellen,
dass das Codewort ungliltig ist, ein Soft-Bit-
Lesetriggerereignis erzeugt wird, und

(iii) wobei als Reaktion auf ein erfolgloses
Decodieren des Codeworts anhand der
weichen Daten ein dritter Versuch zum De-
codieren des Codeworts anhand von
XOR-(Exklusive-Or)-Daten, erzeugt durch
Ausflihren einer oder mehrerer XOR-Ope-
rationen an an entsprechenden Stellen ei-
ner oder mehrerer NVM-Vorrichtungen ge-
speicherten Codewdrtern, durchgefiihrt
wird, und als Reaktion auf das Decodieren
des Codeworts anhand der XOR-Daten und
das Feststellen, dass das Codewort ungul-
tig ist, ein XOR-Datenwiederherstellungs-
Triggerereignis erzeugt wird;
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gekennzeichnet durch:

Uberwachen (302) mehrerer Triggerereig-
nisse zum Erfassen mdglicher Defekte in

18

nem Weiche-Daten-Generator;

Decodieren eines Codeworts, fiir das ein
Host-Prozessor (102) eine Datenleseanfor-
derung ausgegeben hat, (i) wobei ein erster

mindestens einer der ein oder mehreren 5 Versuch zum Decodieren des Codeworts
NVM-Vorrichtungen, wobei mit jedem der anhand der harten Daten durchgefiihrt und
mehreren Triggerereignisse ein Typ asso- als Reaktion auf das Decodieren des Co-
ziiert ist; deworts anhand der harten Daten und das
Bestimmen, nach dem Uberwachen der Feststellen, dass das Codewort ungiiltig ist,
mehreren Triggerereignisse, von Typender 10 ein Hard-Bit-Lesetriggerereignis erzeugt
Triggerereignisse, wobei die Typen der wird, (ii) wobei als Reaktion auf ein erfolg-
Triggerereignisse das Soft-Bit-Lesetrigger- loses Decodieren des Codeworts anhand
ereignis, das XOR-Datenwiederherstel- der harten Daten ein zweiter Versuch zum
lungs-Triggerereignis und eine vorbe- Decodieren des Codeworts anhand der
stimmte Anzahl von Hard-Bit-Lesetrigger- 15 weichen Daten durchgefiihrt wird und als
ereignissen umfassen; und Reaktion auf das Decodieren des Code-
Anwenden mindestens einer Defektverwal- worts anhand der weichen Daten und das
tungsrichtlinie auf die NVM-Vorrichtung auf Feststellen, dass das Codewort ungiiltig ist,
der Basis der Uberwachten Typen der Trig- ein Soft-Bit-Lesetriggerereignis erzeugt
gerereignisse, wobei das Anwenden der 20 wird, und (iii) wobei als Reaktion auf ein er-
mindestens einen Defektverwaltungsricht- folgloses Decodieren des Codeworts an-
linie auf die NVM-Vorrichtung das Zurtick- hand der weichen Daten ein dritter Versuch
ziehen einer NVM-Speicherstelle des Co- zum Decodieren des Codeworts anhand
deworts beinhaltet, fir das der Host-Pro- von XOR-(Exklusive-or)-Daten, erzeugt
zessor (102) die Datenleseanforderung 25 durch Ausfiihren einer oder mehrerer XOR-
ausgegeben hat. Operationen an an entsprechenden Stellen
einer oder mehrerer NVM-Vorrichtungen
Verfahren nach Anspruch 1, wobei das Anwenden gespeicherten Codewdrtern, durchgefiihrt
der mindestens einen Defektverwaltungsrichtlinie wird, und als Reaktion auf das Decodieren
auf die NVM-Vorrichtung das Zuriickziehen einer 30 des Codeworts anhand der XOR-Datenund
physischen Speicherseite beinhaltet, die die NVM- das Feststellen, dass das Codewort ungul-
Speicherstelle des Codeworts enthalt, fir das der tig ist, ein XOR-Datenwiederherstellungs-
Host-Prozessor (102) die Datenleseanforderung Triggerereignis erzeugt wird;
ausgegeben hat.
35 dadurch gekennzeichnet, dass das nicht-
Verfahren nach Anspruch 2, das ferner Folgendes flichtige Speichersystem ferner Mittel (110) um-
beinhaltet: fasst zum:
Programmieren einer Region von nichtflichtigem
Speicher, die die zurlickgezogene physische Spei- Uberwachen mehrerer Triggerereignisse
cherseite enthalt, das Folgendes beinhaltet: Pro- 40 zum Erfassen moglicher Defekte in mindes-
grammieren eines vorbestimmten Zufallsmusters tens einer der ein oder mehreren NVM-Vor-
von Daten auf die zuriickgezogene physische Spei- richtungen, wobei mit jedem der mehreren
cherseite. Triggerereignisse ein Typ assoziiert ist;
Bestimmen, nach dem Uberwachen der
Nichtflichtiges Speichersystem (104), das Folgen- 45 mehreren Triggerereignisse, von Typen der
des umfasst: Triggerereignisse, wobei die Typen der
Triggerereignisse das Soft-Bit-Lesetrigger-
einen NVM-(Nonvolatile Memory)-Controller ereignis, das XOR-Datenwiederherstel-
(106); lungs-Triggerereignis und eine vorbe-
eine oder mehrere NVM-Vorrichtungen 50 stimmte Anzahl von Hard-Bit-Lesetrigger-
(108.1-108.n), die kommunikativ mit dem NVM- ereignissen umfassen; und
Controller gekoppelt sind; und Anwenden mindestens einer Defektverwal-
einen Fehlerkorrektur-Decoder (122) des NVM- tungsrichtlinie auf die NVM-Vorrichtung auf
Controllers, wobei der Fehlerkorrektur-Decoder der Basis der Gberwachten Typen der Trig-
dient zum: 55 gerereignisse, wobei das Anwenden der

Empfangen harter Daten von einem Harte-
Daten-Generator und weicher Daten von ei-
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mindestens einen Defektverwaltungsricht-
linie auf die NVM-Vorrichtung das Zuriick-
ziehen einer NVM-Speicherstelle des Co-
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deworts beinhaltet, flir das der Host-Pro-
zessor (102) die Datenleseanforderung
ausgegeben hat.

System nach Anspruch 4, wobei das nichtfliichtige
Speichersystem, das das Soft-Bit-Lesetriggerereig-
nis, das XOR-Datenwiederherstellungs-Triggerer-
eignis und die vorbestimmte Anzahl von Hard-Bit-
Lesetriggerereignissen uberwacht hat, ferner Mittel
(110) zum Zuriickziehen einer physischen Speicher-
seite umfasst, die die NVM-Speicherstelle des Co-
deworts enthalt, fir das der Host-Prozessor (102)
die Datenleseanforderung ausgegeben hat.

Maschinenlesbarer Speicher, der maschinenlesba-
re Befehle enthalt, die von einem Prozessor ausge-
fuhrt werden kénnen, die bei Ausfiihrung bewirken,
dass der Prozessor ein Verfahren nach einem der
Anspriche 1-3 implementiert.

Revendications

Un procédé de gestion de défauts dans un systeme
a espace mémoire non volatile (104), le systéme a
espace mémoire non volatile comprenant un ou plu-
sieurs dispositifs a mémoire non volatile, NVM,
(108.1-108.n), le procédé comprenant :

la réception de données dures a partir d’'un gé-
nérateur de données dures et de données mol-
les a partir d’'un générateur de données molles,
le décodage d’'un mot de code pour lequel un
processeur héote (102) a émis une demande de
lecture de données,

(i) ou une premiere tentative de décodage
du mot de code au moyen des données du-
res est exécutée et, en réponse au décoda-
ge du mot de code au moyen des données
dures et a la détermination que le mot de
code est non valide, un événement de dé-
clenchement de lecture de bits durs est gé-
néré,

(i) ou, en réponse a un décodage infruc-
tueux du mot de code au moyen des don-
nées dures, une deuxiéme tentative de dé-
codage du mot de code au moyen des don-
nées molles est exécutée et, en réponse au
décodage du mot de code au moyen des
données molles et a la détermination que
le mot de code est non valide, un événe-
ment de déclenchement de lecture de bits
mous est généré, et

(iii) ou, en réponse a un décodage infruc-
tueux du mot de code au moyen des don-
nées molles, une troisieme tentative de dé-
codage du mot de code au moyen de don-
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1"

nées OU exclusif, XOR, générées par I'exé-
cution d’'une ou de plusieurs opérations
XOR sur des mots de code conservés en
mémoire dans des emplacements corres-
pondants d’un ou de plusieurs dispositifs
NVM est exécutée et, en réponse au déco-
dage du mot de code au moyen des don-
nées XOR et a la détermination que le mot
de code est non valide, la génération d’'un
événement de déclenchement de récupé-
ration de données XOR,

caractérisé par :

la surveillance (302) d’'une pluralité d’éveé-
nements de déclenchement en vue de la
détection de défauts possibles dans au
moins un des un ou plusieurs dispositifs
NVM, chaque événement de déclenche-
ment de la pluralité d’événements de dé-
clenchement possédant un type associé,
aprées la surveillance de la pluralité d’évé-
nements de déclenchement, la détermina-
tion de types des événements de déclen-
chement, ou les types des événements de
déclenchement comprennent I'événement
de déclenchement de lecture de bits mous,
I'événement de déclenchement de récupé-
ration de données XOR et un nombre pré-
déterminé d’événements de déclenche-
ment de lecture de bits durs, et
I'application d’au moins une politique de
gestion de défauts au dispositif NVM en
fonction des types surveillés des événe-
ments de déclenchement, ou I'application
de la au moins une politique de gestion de
défauts au dispositif NVM comprend le re-
trait d’'un emplacement d’espace mémoire
NVM du mot de code pour lequel le proces-
seur héte (102) a émis la demande de lec-
ture de données.

Le procédé selon la Revendication 1, ou I'application
de la au moins une politique de gestion de défauts
au dispositif NVM comprend le retrait d’'une page de
mémoire physique qui comprend I'emplacement
d’espace mémoire NVM du mot de code pour lequel
le processeur hote (102) a émis la demande de lec-
ture de données.

Le procédé selon la Revendication 2, comprenant
en outre :

la programmation d’'une zone de mémoire non vola-
tile contenant la page de mémoire physique retirée
comprenant : la programmation d’'un modele aléa-
toire prédéterminé de données vers la page de mé-
moire physique retirée.



21 EP 3 072 134 B1 22

4. Un systéme a espace mémoire non volatile (104),

comprenant :

un dispositif de commande de mémoire non vo-
latile, NVM, (106),

un ou plusieurs dispositifs NVM (108.1-108.n)
couplés en communication au dispositif de com-
mande NVM, et

un décodeur de correction d’erreurs (122) du
dispositif de commande NVM, ou le décodeur
de correction d’erreurs est congu de fagon a :

recevoir des données dures a partird’un gé-
nérateur de données dures et des données
molles a partir d’'un générateur de données
molles, et

décoder un mot de code pour lequel un pro-
cesseur hote (102) a émis une demande de
lecture de données, (i) ou une premiére ten-
tative de décodage du mot de code au
moyen des données dures est exécutée et,
en réponse au décodage du mot de code
au moyen des données dures et a la déter-
mination que le mot de code est non valide,
un événement de déclenchementde lecture
de bits durs est généré, (ii) ou, en réponse
a un décodage infructueux du mot de code
au moyen des données dures, une deuxie-
me tentative de décodage du mot de code
au moyen des données molles estexécutée
et, enréponse au décodage du mot de code
au moyen des données molles et a la dé-
termination que le mot de code est non va-
lide, un événement de déclenchement de
lecture de bits mous est généré, et (iii) ou,
en réponse a un décodage infructueux du
motde code au moyen des données molles,
une troisieme tentative de décodage du mot
de code au moyen de données OU exclusif,
XOR, générées par I'exécution d’'une ou de
plusieurs opérations XOR sur des mots de
code conservés en mémoire dans des em-
placements correspondants d’un ou de plu-
sieurs dispositifs NVM est exécutée et, en
réponse au décodage du mot de code au
moyen des données XOR et a la détermi-
nation que le mot de code est non valide, la
génération d’un événement de déclenche-
ment de récupération de données XOR,
caractérisé en ce que le systeme a espace
mémoire non volatile comprend en outre un
moyen (110) destiné a :

la surveillance d’une pluralité d’événe-
ments de déclenchement en vue de la
détection de défauts possibles dans au
moins un dispositif NVM des un ou plu-
sieurs dispositifs NVM, chaque événe-
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ment de déclenchement de la pluralité
d’événements de déclenchement pos-
sédant un type associé,

aprés la surveillance de la pluralité
d’événements de déclenchement, la
détermination de types des événe-
ments de déclenchement, ou les types
des événements de déclenchement
comprennent I'événement de déclen-
chement de lecture de bits mous, I'évé-
nement de déclenchement de récupé-
ration de données XOR et un nombre
prédéterminé d’événements de dé-
clenchement de lecture de bits durs, et
I'application d’au moins une politique
de gestion de défauts au dispositif NVM
en fonction des types surveillés des
événements de déclenchement, ou
I'application de la au moins une politi-
que de gestion de défauts au dispositif
NVM comprend le retrait d’'un emplace-
ment d’espace mémoire NVM du mot
de code pour lequel le processeur hote
(102) a émis la demande de lecture de
données.

Le systeme selon la Revendication 4, ou le systeme
a espace mémoire non volatile, aprés la surveillance
de I'’événement de déclenchement de lecture de bits
mous, I'événement de déclenchement de récupéra-
tion de données XOR et le nombre prédéterminé
d’événements de déclenchement de lecture de bits
durs, comprend en outre un moyen (110) de retrait
d'une page de mémoire physique qui comprend
I'emplacement d’espace mémoire NVM du mot de
code pour lequel le processeur hbte (102) a émis la
demande de lecture de données.

Un espace mémoire lisible par ordinateur contenant
des instructions lisibles par ordinateur exécutables
par un processeur qui, lorsqu’elles sont exécutées,
amenent le processeur a mettre en oeuvre un pro-
cédeé selon I'une quelconque des Revendications 1
as3.
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Monitor plurality of trigger
events for detecting possible
defects in selected NVM device
302

Type of trigger
event corresponds to SBR
trigger event or XOR data
recovery trigger event?
304

Type of trigger
event corresponds to
predetermined number of HBR
trigger events?
308

Yes
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Apply at least one policy, including
policy of retiring NVM storage
location of LDPC codeword for

which host processor issued data

read request, or retiring physical
memory page that includes NVM
storage location of LDPC codeword
for which host processor issued
data read request
306

Apply at least one policy,
including policy of retiring
NVM storage location of
LDPC codeword for which
host processor issued one

or more data read

requests, or retiring
physical memory page

that includes NVM
storage location of LDPC
codeword for which host
processor issued data

read requests
310

|

A 4

FIG. 3
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