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(57) Abstract: The disclosed computer-implemented methods and
systems provide solutions for mitigating misdetection of display de-
vices in connection with a subscription service. In some examples,
the described methods and systems receive a content request from a
display device, where the content request is correlated with a partic-
ular subscription service account. [n some examples, the systems and
methods further determine that the display device is not associated
with the particular subscription service account. To verify the display
device, the systems and methods utilize display timings and scan tim-
ings associated with a verification token to prove that the display de-
vice is validly located and can therefore be trusted in connection with
the subscription service account. Various other methods, systems, and
computer-readable media are also disclosed.

[Continued on next page]



WO 2024/059592 A | [I00] 0000000 00 O 0 0O

SL, SK, SM, TR), OAPI (BF, BJ, CF, CG, CIL, CM, GA, GN,
GQ, GW, KM, ML, MR, NE, SN, TD, TG).

Published:
—  with international search report (Art. 21(3))
—  with amended claims and statement (Art. 19(1))



(]

[N
W

WO 2024/059592 PCT/US2023/074012

SYSTEMS AND METHODS FOR MITIGATING MISDETECTION OF
MULTI-HOUSEHBOLD USAGE OF A SUBSCRIPTION SERVICE

CROSS-REFERENCE TO RELATED APPLICATION

This application claims the benefit of U.S. Application No.: 18/465,4381, filed
September 12, 2023, which claims priority under 35 U.S.C. §11%{e} to U.S. Provisional
Application No. 63/375,516, filed September 13, 2022, the contents of which are incorporated
herein by reference i their entirety.

BACKGROUND

Consumer clectronics are more widely available and affordable now than they
have ever been. In particular, display eclectronics {c.g., digual televisions) show
exponential increases in display resolution, color rendering, and picture clarity.
Because of this, users often add or replace such display electronics within their homes.

Frequent additions and upgrades to home electronics such as TVs, however, are
often problematic in connection with various subscription services. To dlustrate,
subscription services that enable subseribers to stream digital media content 1o their
electronic devices often attempt to validate a new device as being associated with a
subscriber’s sireaming account. But, validating new devices is a tedious and
frustrating process for users. To sircamline this process, subscription services often
attempt to agtomate validation by determining whether 3 new TV 15 using an Internet
Protocol (1P} address associated with a subscriber’s account. i so, subscription
services will enable the TV to use the account. Unfortunately, using IP addresses for
validation sometimes results i false-positive detection of multi-household usage of a
sabscriber’s account.

Validation processes that rely on P address comparisons fail when a
subscription system does not have a compleie or current record of 1P addresses used
by a houschold. For example, some households use two or three different IP addresses,
buat only one of those addresses 1s known to a subscription service as belonging to that
houschold. In such situations, the subscription scrvice sometimes incorrectly
determines that a new TV belongs to a differcut houschold wheon a user attempts to
connect the new TV to the subscription service via an IP address that is unknown to
the subscription service. This type of false-positive multi-household usage detection

is frustrating for users and costly for subscription services as processing and network
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resources are wasted in incorrectly detecting and notifving users regarding supposed
muglti-houschold usage.
SUMMARY

As will be descrnibed o greater detail below, the present disclosure describes
mmplementations in which misdetection multi-houschold usage of a sabscnption
service account by a display device is mutigated by validating the location of the
display device through the use of a validation token.

In one example, a computer-implemented method for mitigating misdetection
of multi-household usage of a subscription service account includes detecting, at a
subscription service server and from a display device, a content request correlated
with a subscription service account. In response to determining that the display device
s not associated with the subseription service account, the method includes verifving
the display device by receiving scan timing associated with a verification token
displayed by the display device, and determining that the scan timing relative to the
display device displaying the verification token satisfies a predetermined threshold.
The method also includes generating a content request response based on the display
device being verified.

In some examples, the method further mncludes determining that the display
device 18 not associated with the subscription service account by identifving an
mternet protocol address of the display device, identifving an internet protocol address
of another device associated with the subscription service account, and determuning
that the internet protocol address of the display device fails to match the nternet
protocol address of the other device associated with the sebscription service accouant.

In some examples, verifying the display deviee further includes gencerating the
verification token for display on the display device, and causing the display device to
display the verification token according to a known offset. Additionally, in some
cxamples receiving scan timing associated with the verification token displayved by
the display device mcludes receiving one or more scan timestamps from a mobile
device associated with the subscription service account.

Moreover, tn some cxamples, causing the display device to display the
verification token according to the known offset includes synchronizing a time of the
display device to a tume server associated with the subscription service, and causing
the display device to display the verification token at a display timing based on the

known offset and the synchronized time. Additionally, in some examples, determining
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that the scan timing relative to the display device displaving the verification token
satisties the predetermined threshold inclodes determining that a difference between
the display timing and the scan timing 1s within the predetermined threshold. o at
feast one example, generating the content request response based on the display device
being verified includes generating a success message for display on the display device,
and transmitting a subscription service account verification to the display device
cnabling the display device to display a subscription service menu.

Some examples described herein include a system with at least one processor
and physical memory including computer-executable instructions that, when exgcuted
by the at least one processor, cause the at least one processor to perform acts. In at
feast one example, the computer-executable 1nstructions, when executed by the at least
one physical processor, cause the at least one processor to perform an act including
determining that a content request correlated with a subscription service account
comes from an unknown display device that is not associated with the subscription
service account. The computer-executable instructions further cause the at least one
physical processor to perform an act including venfving the usknown display devige
by generating an amimated verification token for display on the unknown display
device, receiving, from a mobie device associated with the subseription service
account, scan timings associated with the ammated verification token displayed by the
unknown display device, and determining that the scan timings associated with the
animated verification token relative to the unkonown display device displaying the
animated verification token satisfy a predetermined threshold. In some examples, the
computer-execatable instructions further cause the at least one phyvsical processor to
perform an act wincluding, in respounse to verifving the unknown display device,
gencrating a content request response for the unknown dispiay device and the mobile
device.

In onc or more examples, the animated verification token includes a series of
guick response codes, where cach quick response code displays according 1o a known
offset. Additionally, in some examples, receiving the scan timings associated with the
animated verificaton token displayed by the unknown display device mcludes
receiving a series of scan timestamps, wherein ¢ach scan timestamp corresponds to
when a guick response code is displayed by the unknown display device as scanned

by the mobile device associated with the subseription service account.
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In one or more examples, the computer-executable instructions further cause
the at least one physical processor to perform an act inclading determining that the
mobile device is a trusted device by identifying a sub-network occupied by a known
display device associated with the subserniption service account, and determining that
the mobile device 1s on the sub-network occupied by the known display device.
Additionally, in some examples, the computer-executable instructions further cause
the at lcast onc physical processor to perform an act including determining that the
mobile device is an untrusied device by wdentifving a sub-network occupied by a
konown display device associated with the subscription service account, and
determining that the mobile device is not on the sub-network occupied the known
display device.

In one or more examples, the computer-executable instructions further cause
the at ieast one physical processor to perform acts including, prior to gencrating the
content request response and in response to determining that the mobile device is an
untrusted device, causing the known display device to display a second verification
token, and recetving, from the mobile device, scan timings associated with the second
verification token. In some examples. the second venfication token maiches the
antmated verification token.

In additional examples, the computer-executable tnstructions further cause the
at least one physical processor to perform an act including verifyving the unknown
display device in response to determining that scan timings associated with the second
verification foken relative to the known display device displaying the second
verification token satisfics the predetermined threshold. Moreover, in at least one
cxample, generating the content request response includes generating a first success
message for display on the unknown display device, generating a second success
message for display on the mobile device, and transmitting a subscription service
account verification to the display device enabling the unknown display device to
display a subscription service menu.

In some examples, the above-described method 13 encoded as computer-
readable mstroctions on a computer-readable mediam. In one example, the computer-
readable instructions, when executed by at least one processor of a computing device,
causc the computing device to: detect, at a subscription service server and from a
display device, a content request correlated with a subscription service account, in

response to determining that the display device 18 not associated with the sabscription
4
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service account, verifving the display device by receiving scan timing associated with
a verification token displaved by the display device and determining that the scan
timing relative to the display device displaying the verification tokern satisfies a
predetermined threshold, and generate a content request response based on the display
device being verified.

In some examples, the computer-readable mediom further includes computer-
exccutable instructions that, when executed by the at least one processor of the
computing device, cause the computing device to generate the verification token
comprising a series of quick response codes that display according to a2 known offset
on the display device. In one or more examples, receiving the scan timing associated
with the verification token mmcludes receiving, from a mobile device, a senes of scan
timestamps wherein each timestamp reflects when a guick response code in the series
of quick response codes was displayed by the display device as viewed by the mobile
device. Additionally, in at least one example, determining that the scan timing relative
to the display device displaying the verification token satisfies a predetermined
threshold includes determining display timings for when the display device displaved
cach of the series of quick response codes according to the known offset, and
determining whether differences between corresponding display tivungs and scan

timestamps are within the predetermined threshold.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings illustrate a number of exemplary embodiments
and are a part of the specification. Together with the following description, these
drawings demonstrate and explam various principles of the present disclosure.

FIG. 1 is a diagram illustrating how a display device is misdetected by a
subscription service as not being associated with a subscription service accounti in
accordance with one or more implementations.

FIG. 2 1s a schematic diagram of an environment in which a misdetection
mitigation system operates in accordance with one or more implementations.

FIG. 3 is a sequence diagram of the misdetection mitigation system determining
whether to verify an unknown display device 1 accordance with ong or more

implementations.
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FIGS. 4A-40 are user interface diagrams on both the unknown display device
and a mobile device illustrating a verification process implemented by the
misdetection mitigation systen 1o accordance with one or more implementations.

FIG. 5 1s a sequence diagram of the misdetection mitigation system further
vernfying an untrusted mobile device in accordance with one or more implementations.

FIGS, 6A-6P are user interface diagrams on both a known display device and
the mobile device iHustrating additional steps in the verification process implemented
by the misdetection mitigation svsiem in  accordance with one or more
implementations.

FIG. 7 1s a detatied diagram of the misdetection mitigation system 1
accordance with one or more implementations.

FIG. 8 is a flow diagram of steps taken by the misdetection mitigation system
iy verifving an unkunown display device in connection with a particular subscription
service account in accordance with one or more itmplementations.

Throughout the drawings, identical veference characters and descriptions
mdicate simtlar, but not necessarily identical, elements. While the exemplary
impiementations described herein are susceptible to various medifications and
alternative forms, specific implementations have been shown by way of example
the drawings and will be described i detail herein. However, the exemplary
tnplementations described herein are not intended to be limited to the particular forms
disclosed. Rather, the present disclosure covers all modifications, equivalents, and

alternatives falling within the scope of the appended claims.

DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENTS

As mentioned above, improperly detecting multi-household usage often results
i end-uscr dissatisfaction and wasted subscription service resources. The following
disclosure first highlights various challcnges in dealing with such misdetection and
then shows how using a verification process that relies on scan timing provides a more
cfficient and effective approach to validating display devices for subscription services.

Many options for preventing or addressing misdetection are burdensome,
mettective, or both. In one example that involves IP-based validation, a conventional
validation system blocks a newly added TV within a particular houschold simply
because a previously-validated TV used the howschold’s old 1P address. In this
situation, the validation system asks the user to turn on the previcusly-validated TV

&
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to update the IP address associated with it. This process is inconvenient for end users
and 1s not effective in situations where a hoaschold uses multiple IP addresses.

To address misdetection anising from a houschold’s use of multiple 1P
addresses, a traditional validation svstem prompts the end user to switch the newly
added TV to the same access point {¢.g., a WiFi router} as a previously-validated TV.
This often requires an end user to find the proper TV secttings, identify the correct
network for the switch, and cuter a password using a TV remote. In other cases,
conventional validation systems prompt the end user to connect both the previously-
validated TV and the newly added TV to a mobile device’s hotspot. Many users,
however, do not have access to a mobile device hotspot. For those who do, the process
of reconnecting multiple devices to a hotspot 18 often confusing and burdensome. In
cases where an end user attempts to access a subscription service via a newly added
TV that utilizes a Virtual Private Network {(VPN), conventional validation systems
may ask the end user to turn off the VPN, which 1s often techmically challenging and
feaves the network vulnerable.

As these examples demonstrate, addressing misdetection of multi-houschold
usage of a subscription service is challenging, particularly when detection relies on P
addrcss comparisons or uses VPNs. This suggests that an alternative to [P address-
based detection is desirable. However, many available aliernative vahidation processes
are also problematic-often because such alternatives are ecasily bypassed or are
unreliable. As an example, a vahidation system that shows an on-screen passcode {e.g.,
on a previcuslyv-validated TV) to be entered on a newly added TV 15 eastly bypasse
by the user taking a screenshot of the passcode and forwarding the screenshot to
someone outside of their houschold. As another example, a validation system that
validates a newly added TV based on comparing average network package travel time
from a streaming server to a previousiv-vabidated TV against the same average
network package travel time associated with the newly added TV is only effective in
cormection with devices that are hundreds or thousands of miles apart. More precise
options that rely on network latency compansons {e.g., asking a user to scan a sample
stream and then comparing the latency of the scan to the latency of the stream) are
typically computing resource-intensive and costly for subscription scrvices to
implement.

These examples show that because example subscription services are limited to

determining TV locations based on IP addresses or other ineffective procedures, TVs
7
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arc sometimes misidentified and biocked from receiving streamed media content even
though these TVs are legitimately located. In contrast, the misdetection mitigation
systems described herein are user-friendly, cfficient, and cffective at addressing
misdetection. Furthermore, in some examples, the misdetection mitigation systems
engage in validation processes that are independent of IP address concerns.

Asg described in greater detail below, a misdetection mitigation gsystem uses
timing gaps between displaying a QR code on a vew or blocked TV and scanning the
QR code with a mobile device to authenticate the legitimate location of the TV and
vahidate it or unblock . In one exemplary workflow, the misdetection mitigation
system generates an animated QR code for display on a blocked TV, The musdetection
mitigation system further enables a mobile device (e.g., a user’s smariphone} to scan
the amimated QR code through the mobde device’s camera and provide scan
timestamps associated with the animated QR code. By comparing the display timing
of the animated QR code on the blocked TV against the provided scan timestamps
from the mobile device, the misdetection mitigation sysiem determines that the
blocked TV and the mobile device are in the same place. If the mobile device 18 using
an 1P address that is known to the subscription scrvice, the nusdetection mitigation
system validates the blocked TV and then unblocks that TV from receiving streamed
media content from the subscription service.

A tvpical usc case of the misdetection mitigation system that arises in
connection with IP-based validation processes i1s idlustrated in FIG. 1. As shown in
FIG. 1, example subscription services sometimes determine that a display device 106

{c.g.,a TV} is not in the same location 102 {s.g.,

, same house, same geofenced area)
as other devices associated with a subscription service account corresponding to a
particular subscriber 104, In some examples, the display device 106 is connected to
an internet access point {e.g., such as a set top box 108 on an exclusive IP address),
while other devices associated with the account of the subscriber 104 are connected
to a different tnternet access point {e.g., a WiFi router 110 on a different 1P address).
Thus, the example subscription service incorrectly determines that the display device
106 is not in the same location 102 as the other devices associated with the subscriber
104, but rather is in a different location altogether {¢.g , a separate house or geofenced
arca}. In response to this determination, the example subscription service blocks the

requested streamed content from the display device 106 following the incorrect
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determination that the subscniption service account of the subscriber 104 1s associated
with multi-houschold use.

To correct this situation, the misdetection nutigation svstem provides a way to
prove that a display device 1s 1n the same location as other devices associated with a
subscription servige account—even when the display device is on a different IP
address than other devices at that location. As such, the misdetection mitigation
svstem avoids the techuological issues associated with example subscription services.
For example, the misdetection mitigation system provides a tlexible solution that
enables multiple devices to be associated with a subscription service account, even
when they are not on the same 1P address. By avoiding such a reliance on IP addresses
to determine co-location, the misdetection mitigation system improves the accuracy
of example subsecription services by accurately asscciating display devices with
subscription service accounts.

Features from any of the implementations deseribed herein may be used in
combination with one another in accordance with the general principles described
herein. These and other implementations, features, and advantages will be more fully
understood apon reading the following detatled description in conjunction with the
accorapanying drawings and claims.

The foliowing will provide, with reference to FIGS. 2-8, detailed descriptions
of a misdetection mitigation system. For example, FIG. 2 is an overview diagram of
an environment where the misdetection mitigation system operaies in connection with
a known display device, an unknown display device, and a mobile device. FIG. 3
Hlustrates a sequence diagram of the misdeiection mitigation system interacting with
the unknown display device and the mobile device to verify the location of the
unknown display device, while FIGS. 4A-40 illustrate user interfaces displaved by
the unknown display device and the mobile device during this venfication process.
FIG. 5 illastrates a sequence diagram of additional steps taken by the misdetection
mitigation svstem when the mobile device is untrusted, while FIGS. 6A-6P illustrate
additional user interfaces displaved by the known display device and the mobile device
during these further vertfication steps. FIG. 7 illustrates additional details of the
misdetection mitigation system, and FIG. 8 includes an overview flow diagram of the
features provided by the nusdetection mitigation system.

As mentioned above, FIG. 2 mcludes a diagram of an environment 200

tmplementing aspects of the present disclosure. For example, the network environment
9
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200 includes a subscription service server(s) 202, a mobile device 214, a known
display device 220, and an usnknown display device 222 In one or more
immplementations, the mobile device 214, the known display device 220, and the
unknown display device 222 are communicatively coupled to the subscription service
server(s) 202 through a network 226, In many exampics, the network 226 represents
any type or form of communication network, such as the Internet, and may comprise
one or more physical connections, such as a LAN, and/or wireless connections, such
as a WAN,

In more detail, and in one or more implementations, the subscription servige
server{s) 202 include a memory 204, additional clements 210, and a physical processor
212, Tn at least one implementation, the memory 204 1s mstalled with a misdetection
mitigation system 206 and a sebscription service 208, In some implementations, the
additional clements 210 mclude media content repositories, subscription service
account information, and so forth

In one or more implementations, as shown i FIG. 2, the subscription service
server{s} 202 includes one or more physical processors, such as the physical processor
212. The physical processor 212 generally represents any type or form of hardware-
implemented processing unit capable of interpreting and/or execuiing computer-
readable instructions. In one embodiment, the physical processor 212 accesses and/or
modifics one or more compounents of the misdetection mitigation system 206,
Examples of physical processors include, without limitation, microprocessors,
microcontrotlers, Central Processing Units (CPUs), Field-Programmable Gate Arravs
{FPGAs) that implement softcore processors, Apphication-Specific Integrated Circuits
{ASICs), portions of one or more of the same, variations or combinations of one or
more of the same, and/or any other suitable physical processor.

Additionally, the memory 204 generally represents any type or form of volatile
or non-volatile storage device or medium capable of storing data and/or computer-
readable instructions. In one example, the memory 204 stores, loads, and/or maintains
one or more of the components of the misdetection mitigation system 206 and/or the
subscription service 208, Examples of the memory 284 include, without hmitation,
Random Access Memory (RAM), Read Only Memory (ROM), flash memory, Hard
Disk Drives (HDDs), Solid-5tate Drives (58Ds), optical disk drives, caches, vanations

or combinations of one or more of the same, and/or any other suitable siorage memory.
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In one or more implementations, the subscription service 208 within the
memory 204 includes a networked digital media system that provides or sircams
digital content to subscribers. For example, in one implementation, the subscription
service 208 streams digital content {e.g., digital movies, digital TV episodes, digital
video games) over the network 226 to one or more of the known display device 220
and the unknown display device 222. As further shown in FIG. 2, the known display
device 220 and the unknown display device 222 include a subscription system
application 224a, 224b, respectively. Accordingly, in one or more implementations,
psers of the known display device 220 and/or the unknown display device 222 mnteract
with the subscription service 208 via the subscription system applications 224a, 224b.

In one or more implementations, the known display device 220 and the
unknown display device 222 are any tvpe of display device. For example, in some
waplementations, one or more of the known display device 220 and the unknown
display device 222 arc televisions that access the subscription system applications
2243, 2240 via a set top box. In additional implementations, the known display device
220 and/or the unknown display device 222 are “smart” televisions with the capability
to stream content off of the internet via one or more applications {¢.g., the subscription
system application 224a or the subscription system application 224b). In other
mplementations, one or more of the known display device 220 and the unknown
display device 222 are other types of display devices such as mobile dovices {e.g.,
smart phones), tablets, laptops, smart wearables, etc.

In one or more implementations, the known display device 220 15 “known”
because it is a seed device associated with a subscriber’s subscription service account
within the subscription service 208 In at least one implementation, the known display
device 220 becoraes a seed deviee by being the first display device that the subsernber
uses in connection with their subseription service account. It follows that the unknown
display device 222 1g “unknown” because it has not previously been associated with
the subscriber’s subscription service account. In some 1mplementations, the unknown
display device 222 1s 1n the same physical location as the known display device 22
{c.g., within a predetermined geofence including the known display device 220} In
other implementations, the unknown display device 222 is not in the same physical
tocation as the known display device 220, In these other implementations, a bad actor

may be attempting to game the subscription service 208 by piggv-backing on a
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legitimate subscriber’s subscniption service account from a location not associated
with the legitimate subscriber.

{n one or more implementations, the mobile device 214 s a mobile computing
device such as, but not limited to, a smart phone, a tablet, and/or a smart wearable. In
at least one implementation, the mobile device 214 includes a camera 216 and a web
browser 21%. For example, the camera 216 is front facing and/or rear facing.
Additionally, the web browser 218 includes the ability to access and display 1nternct
mformation such as websites and webpages.

While FIG. 2, shows the misdetection mitigation system 206 operating on the
subscription service server{s) 202 along with the subscription service 208, other
arrapgements are possible. For example, 1 additional implementations, the
misdetection mitigation system 206 resides on a separate server from the subscription
service 208, In that implementation, the misdetection mitigation systerm 206 receives
data either from the subscription service 208 or directly from the mobile device 214,
the known display device 220, and/or the unknown display device 222 across the
network 226, Additionally, although the environment 200 illastrated in FIG. 2
mcludes a given number of devices and servers connected by the network 226, other
implementations include any number of computing devices and servers in any
arrangement.

In one or more mmplementations, the methods and steps performed by the
misdetection mitigation system 206 reference muliiple terms. For example, in some
implementations the term “content request” refers to a request for a subscription
service to transmit digital content. In one or more implementations, a content request
mcludes, but is not himited, a request for one or more subscription service displays or
menus to be transmitted to a display device, a request for a digital move to be streamed
to the display device, a reguest for a digital TV episode to be streamed to the display
device, and/or a request for a digital video game 1o be streamed to the display device.
In one or more implementations, a “content request response” refers to a digital
response that either provides the requested content or denies the request. In some
implementations, a content request response includes one or more displays, messages
for dispiav, and/or a subscription service accoumnt verification that authorizes the
display device to recewve content from the subscription service.

In one or more implementations, a “subscription service account” refers to an

account within the subscription service that is associated with a particular subscriber.
12



W

WO 2024/059592 PCT/US2023/074012

In at least one implementation, a subscription service account includes one or more
subscriber 1dentifiers {e.g., an email address, a phone number, a username), login
information, identifiers associated with one or more seed display devices or known
display devices, IP addresses associated with the one or more seed display devices or
known display devices, one or more locations {¢.g., addresses, geofenced areas)
associated with the subseriber, and so forth.

In one or more implementations, the term “scan timing” refers to when a camera
of a mobile device views a verification token. For example, in one implementation, a
scan timing includes a scan timestamyp noted by the mobile device indicating when the
camera of the mobie device viewed at lcast one image of a verification token.
Additionally, the term “display timing” refers to when a display device displays a
verification token. In at least one implementation, a display timing is based on a
synchronized transmission time of when the display device received the verification
token in conmection with a known offset. For example, in owe or more
implementations, a known offset is an amount of time during which an image of a
verification token is displayved by a display device.

In one or more implementations, a “sub-uctwork” refers to an internet
conunection point. For example, 1w at least one implementation, a sub-network s
associated with a single IP address provided via an internet connection such as a Wiks
router, a set top box, and so forth,

As mentioned above, the misdetection mitigation system 206 provides ways to
prove that an unknown display device {e.g., such as the unknown display device 222)
s in a known lecation associated with a specific subscription service account. In one
or more implementations, the misdetection mitigation system 206 utilizes the mobile
device 214 n connection with the unknown display device 222 to verify the unknown
display device 222, For example, FIG. 3 illustrates a sequence diagram of steps taken
by the misdetection mitigation system 206 in verifying that the unkonown display
device 222 s in the same location as other devices associated with a specific
subscription service account.

For example, in one or more implementations, at step 302 the unknown display
device 222 generates a content request that i1s correlated with a subscription service
account. Io onc example, the content request ts a request for the subscription service
208 to stream digital content to the unknown display device 222 under the subscription
service account. In at least one implementation, the musdetection mitigation sysiem
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206 detects the conient request correlated with the subscription service account
received from the unknown display device 222.

Then, at step 304 the misdetection mitigation system 206 deterounes that the
unknown display device 222 13 not associated with the subscription service account
indicated by the content request. For example, in one or more implementations, the
misdetection mitigation system 206 determines that the voknown display deviee 222
15 not associated with the subscription service account by wdentifving an 1ntemct
protocol address {¢.g., an [P address) associated with one or more devices currently
assoctated with one or more display devices indicated by the subscription service
account. To illustrate, in one or more examples, the subscriber associated with the
mndicated subscription service account has previously watched content streamed from
the subsecription service 208 on a particular display device (e.g., the known display
device 220}, In response to the subscriber watching streamed content on the known
display device 220, the subscription service 208 notes an IP address associated with
the known display device 220 within the subscriber’s subscription service account. As
such, the misdetection mitigation system 206 determines that the unknown display
device 222 1s not associated with the subscriber’s account by comparing an 1P address
of the unknown display device 222 against the 1P address noted in the subscriber’s
subscription service account. If the two IP addresses do not mateh, the misdetection
mitigation system 206 determines that the unkpnown display device 222 is not
associated with the subscriber’s subscription service account.

In response to this determination, at step 306 the misdetection mifigation
system 206 denies the content request. In one or more implementations, this demal
causcs the subscription system application 224b on the unknown display device 222
to display a verification opiion at siep 308, In at least one implementation, the
vertfication option includes instructions for the user of the unknown display device
222 to utilizes a mobile device (2.g., the mobile device 214} to scan a code to begin a
verification process that will enable the unknown display deviee 222 1o be associated
with the subscription service account. Accordingly, at step 310, the mobile device 214
scans the verification option, thereby triggering the misdetection mitigation system
206 to begin the verification process in connection with the unknown display deviee

233

In omne or more implementations, the misdetection mitigation svstem 206

feverages specific timing gaps to prove that the unknown display device 222 is
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positioned 1m a known location associated with a subscription service account. As
such, in at least one implementation, at step 312 the misdetection mitigation system
206 synchronizes the unknown display device 222 and the mobile device 214 to a
central time server to ensure that the internal clocks of both devices are accurate to a
shared time source.

Following this synchronization, at step 314 the misdetection mitigation system
206 generates a verification token. In one or more implementations, the misdetection
mitigation system 206 generates the verification token in manv ways. For example, in
one implementation, the misdetection mitigation system 206 generates the verification
token as a single umique image. In certain implementations, the wvusdetection
mitigation system 206 generates the single unique image such that it is encoded with
various information.

In a preferred implementation, the misdetection mitigation system 206
generates the venfication token as a senes of umages {e.g., QR codes) where each
image is displayed within the senies for a specified amount of time. To tllustrate, in
the preferred implementation, the misdetection mitigation system 206 generates the
verification token including a series of eight QR codes that animate after a known
offset. In onc example, the wnusdetection mifigation svsiem 206 generates the
verification token including eight QR codes and an offset that instructs the unknown
display device 222 on how long to display cach of the eight 3R codes. In additional
implementations, the misdetection mitigation svstem 206 generates the verification
token mcluding any number of images such as, but not hmited to, QR codes, image
frames from one or more TV shows or movies available for streaming wvia the
subscription service 208, image frames from one or more TV shows or movies watched
under the subscriber’s subscription service account, tmage frames from one or more
TV shows or movies recommended for the subscriber by the subscription service 208,
and so forth.

The misdetection mitigation system 206 transmits the generated verification
token to the unknown display device 222 such that, at step 316 the anknown display
device 222 displays the verification token according to the known offset. For exampie,
in a preferred implementation, the usnknown display device 222 (e.g., via the
subscription svstem application 224b) displays the verification token via the
subscription syvstem application 224b such that cach QR code in the series displays in

sequence according to the known offset. To ilustrate, if the known offset is 300
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mitliseconds, the unknown display device 222 will display the first QR code in the
series for 500 milliseconds, then display the second QR code for 500 milliseconds,
then display the third QR code for 500 milliseconds, and so forth. As such, the
misdetection mitigation systermn 206 can expect the QR codes to have been displaved
at display timings including: a timestamp to corresponding to the {ransmission time of
the verification token being transmitied to the anknown display device 222, followed
by timestamp t: = te + 500 milliseconds, timestamp 2 = 1 + 300 milliscconds, and so
forth.

In additional implementations, the misdetection mitigation system 206 displays
the verification token {c.g., via the subscription system application 224b on the
uoknown display device 222} according to the known offset in other ways. For
example, in one implementation, the vertfication token includes a single image or QR
code that displays for the koaown offset. in that implementation, the misdetection
mitigation system 206 can expect the single image to begin display at a display timing
including timestamp to corresponding to the transmission time of the vernification token
being transmitted to the unknown display device 222, and end display at a display
timing including t1 = to + the known offset. In vet another implemeniation, the known
offset may be different for cach tmage in a sequence of tmages within the verification
token. In that implementation, the misdetection mitigation system 206 can expect cach

tmage to display according to the known offsct that is specific o that image. In one

display device 222 displayvs the verification token (e.g., including any number of
tmages) to display in a loop for a given amount of time {&.g., two minutes).

In one or more implementations, the uoknown display device 222 displays the
verification token along with instructions for the user ot the mobile device 214 to scan
the vernification token with the mobile device 214, Accordingly, at step 318 the mobile
device 214 scans the verification token. For example, inn at least one implementation,
the mobile device 214 scans the verification token by noting scan timings {e.g., scan
timestamps) associated with when cach of the one or more images within the
verification token is viewed by the camera 216 of the mobile device 214, To tllustrate,
i an implementation with a verification token including a series of eight QR codes,
the mobtle device 214 scans the verification token by generating a list of scan timings
where each scan timing is a scan timestamp corresponding to when the camera 216 of

the mobile device 214 viewed or perceived a particular QR code in the series. In a
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different implementation where the vernification token includes a single image, the
mobile device 214 scans the verification token by gencrating a list of two scan timings
where the first scan timing is a scan timestamp correspounding to when the camera 216
of the mobile device 214 began viewing or perceiving the image, and the second scan
tirming is g timestamp corresponding to when the camera 216 of the mobile device 214
stopped viewing or perceiving the image.

In onc or more mmplementations, at step 320 the mobile deviee 214 transmits
the generated scan timings to the misdetection mitigation svstem 206 at the server(s}
202. In at least one implementation, the misdetection mitigation system 206 next
determines that the scan timing relative to the voknown display device 222 displaving
the venification token satisfies a predetermined threshold. For example, at step 322
the misdetection mitigation sysiem 206 determines a difference between the display
timings and the scan timings. To illustrate. as mentioned above, the misdetection
mitigation svstem 206 determines display timings based oun when the verification
token is transmitted to the unknown display device 222 and the known offset. Thus, if
the verification token includes three images, the misdetection mitigation system 206
determines three display timings including to = time of transmission. T1 = to + known
offsct, t2 = 11 + known offset. Also as mentioned above, the misdetection mitigation
aystem 206 receives the scan timings from the mobile device 214 including scan
timestamps for when cach image in the verification token is viewed by the camera 216
of the mobile device 214 In one or more implementations, the misdetection mitigation
svatem 206 determines differences between pairs of display timings and scan timings,
where the display timing and the scan timing in each pair correspond to the same
mmage {e.g., QR code) 1n the verification token.

The misdetection mifigation system 206 further determines whether the
differences between the display timings and the scan timings satisfy a predetermined
threshold at step 324, For example, in one implementation, the misdetection mitigation
svstem 206 determines that the predetermined threshold s satisfied when at least one
of the differences between the pairs of display timings and scan timings i¢ less than
the predetermined threshold. In other implementations, the misdetection mitigation
system 206 determines that the predetermined threshold is satisfied when all of the
differences between the pairs of display timings and scan timings arc less than the
predetermined threshold. In vet further implementations, the misdetection mitigation

system 206 determines that the predetermined threshold is satisfied when a
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predetermined percentage {e.g., at least half) of the differences between the pairs of
display timings and scan fimings are less than the predetermined threshold.

in one or more implementations, the misdelection mitigation svstem 206
generates the predetermined threshold in various ways. For example, in one
mmplementation, the misdetection mitigation system 206 generates the predetermined
threshold inciuding an amount of time that is less than a combination of the fastest
expected QR code scanming time plus the lowest reasonable video lag time. To
tliustrate, the misdetection mitigation system 206 seeks to generate the predetermined
threshold sach that a video share application cannot be used to circumvent
authentication. For instance, the misdetection mitigation system 206 geuerates the
predetermined threshold to be an amount of time that is less than the time it would
take for a first person to share live video of the validation token with a second person
who is frying to authenticate a TV in a location outside of an account holder’s
houschold.

Additionally, the misdetection mitigation system 206 generates the
predetermined threshold including an amount of time that is higher than the amount
of time it takes the slowest expected mobile device to scan a QR code. In some
implementations, the misdetection mitigation system 206 generates the predetermined
threshold 1o between 2180 milliseconds and 290 milliseconds. In a preferred
implementation, the misdetection mitigation system 206 geonerates the predetermingd
threshold including 300 milliseconds. In additional implementations, the misdetection
mitigation system 206 allows for the predetermined threshold to be user-selectable
and/or user-adjastable.

Based on the outcome of step 324, the misdetection mitigation system 206
unblocks the unknown display device 222 or continues 1o block the unknown display
device 222, For cxample, 1f the determined difference{s} are more than the
predetermined threshold (¢ .g., “No™ at step 324}, the misdetection mitigation system
206 continucs to block the unknown display device 222 from receiving streamed
content from the subscription service 208 under the subscriber’s account at a step 328,

Alternatively, if the determined difference(s} are less than the predetermined
threshold {e.g.. “Yes” at step 324), the misdetection mitigation system 206 unblocks
the unknown display device 222 at a step 326, ln one or more implementations, the
misdetection mitigation svsiem 206 unblocks the unknown display device 222 by

generating a success message for both the unknown display device 222 and the mobile
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device 214, Additionally, the misdetection mitigation system 206 transmiis a
subscription service account verification to the unknown display device 222 that

2. 1In

cnables transmission of the requested countent to the usknown display device 22
some implementations, the misdetection mitigation system 206 also adds the unknown
display device 222 and/or the IP address associated with the unknown display device
2272 to the subscriber’s subscription service account. in at least one implementation,
the misdetection mitigation systern 206 adds the unknown display device 222 and/or
the 1P address associated with the unknown display device 222 to the subscriber’s
subscription service account for a threshold amount of ime {¢.g., 30 days, 120 days).

As discussed above, the misdetection mitigation svstem 206 gencrates and
provides a verification process that proves or disproves that the unknown display
device 222 is located in the same houschold as the known display device 220, In one
or more implementations, the misdetection mitigation system 206 generates and
provides multiple user interfaces to one or more of the unknown display device 222
and the mobile device 214 1n connection with this verification process. As such, FIGS.
4A-40 illostrate example wser interfaces generated by the misdetection mitigation
system 206 as part of the verification process.

For example, FIG 4A tllustrates a user interface 402 generated by the
misdetection mitigation system 206 and transmitted to the subscription system
application 224b of the wonknown display device 222, To illustrate, in response to
determining that the uoknown display device 2272 is not on the same [P address as a
seed display device associated with the subscniber’s subscription service account, the
misdetection nutigation system 206 generates and provides the user mterface 402, In
one or more implementations, the misdetection mitigation system 206 generates the
user interface 402 mceluding language informing the user that the unknown display
deviee 222 is not verified in association with a valid subscriber’s subscription service
account. As such, in response to a detected selection of the details option 404, the
misdetection mitigation system 206 provides additional information with regard to
why the unknown display device 222 is not verified.

In response to a detected sclection of the learn more option 406, the
misdetection mitigation system 206 initiates the verification process in connection
with the unknown display device 222, For cxample, as shown in FIG. 4B, the
misdetection mitigation system 206 can update the user interface 402 to mmclude a

replace home option 410 and a troubleshooting option 412, as well as a back button
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408 and a sign out option 414, In response to a detected selection of the replace home
option 410, the misdetection mitigation sysiem 206 provides options for replacing an
cxisting display device associated with the subscriber’s subscription scrvice account
with the unknown display device 222, Additionally, the misdetection mitigation
aystem 206 signs the unknown display device 222 out of the carrent subscription
service account or moves back to a provicus user interface in response to detectad
sclections of the sign out option 4 14 or back button 408, respectively.

In response fo a detected selection of the troubleshooting option 412, the
misdetection mitigation svstem 206 updates the user interface 402 as shown in FIG.
4C. In one or more embodiments, the misdetection mitigation system 206 updates the
user interface 402 including a verification option 4240, as well as instructions for the
vernfication process. The misdetection mitigation system 206 also generates the aser
mnterface 4902 including a help option 416 and the back button 408, In response to a
detecied selection of the help option 416, the misdetection mitigation system 206
provides additional information associated with the verification process bevond what
is already displaved.

In ong or more implementations, as discussed above, the misdetection
mitigation system 206 verifies the location of the vnknown display device 222 based
on scan timing from the mobile device 214, Accordingly, in response to detecting the
mobile device 214 scan the verification option 420, the misdetection mitigation system
206 provides additional information about the verification process to the mobile
device 214, For example, as shown in FIG. 4D, in response to the mobile device 214
scanning the verification option 420 displaved on the noknown display deviee 222,
the misdetection mifigation system 206 directs the mobile device 214 to a web page
{c.g., via the web browser 218 on the mobile device 214} specific to the verification
process. For instance, the misdetection mitigation sysiem 206 generates a webpage
422a including inmitial instructions for the user of the mobile device 214 at the
beginning of the vernification process. In one or more implementations, these
instructions include ensuring that the mobile device 214 i1s on the subscriber’s home
WiFi network, and allowing access to the camera 216 of the mobile device 214, In at
feast one implementation, the misdetection mitigation system 206 also synchronizes
system clocks of both the unknown display device 222 and the mobile device 214 in

response to the mobile device 214 scanning the verification option 420,

20



W

WO 2024/059592 PCT/US2023/074012

In one implementation, and in response to a detected selection of the next
button 424, the misdetection mutigation system 206 determines whether the mobile
device 214 is using the same IP address as 1s used by a seed display device associated
with the subscription service account. In vesponse to determuning that the mobile
device 214 1s on this IP address, the misdetection mitigation system 206 generates and
provides the webpage 422¢, as shown in FIG. 4F. Alternatively, in response fo
determining that the mobile device 214 1s not on the correct 1P address, the
misdetection mitigation system 206 generates and provides the webpage 422b shown
in FIG. 4E, incloding additional instructions for adding the mobile device 214 to the
WiFi connection associated with the desired P address. In response to a detected
sclection of the next button 424, the misdetection mitigation system 206 then generates
and provides the webpage 422¢, as shown in FIG. 4F.

In one or more implementations, the nusdetection mitigation system 206
generates the webpage 422¢ including final instructions about scanning a verification
token. For example, in at least one implementation, the final instructions include
language explaining what the user of the mobile device 214 is about to sce on the
pnknown display device 222, In response to a detected selection of a gencrate code
option 426, the misdetection mitigation system 206 generates a verification token
{e.2., as descnibed 1n connection with the step 314 discussed above with reference to
FiG3. 3} In at least one implementation, the nusdetection mitigation system 206
provides an animated demonstration of a verification token being displaved on a TV
within the webpage 422¢.

Mgoreover, in response to a detected selection of the generate code option 426
within the webpage 422¢ as shown in FIG. 4F, the misdetection mitigation system 206
can provide a webpage 422d on the mobile device 214 as shown 1o FIG. 4G, For
example, the misdetection mitigation sysiem 206 generates and provides the webpage
422d including a camera viewfinder 432 and instructions to point the camera 216 of
the mobile device 214 at the unknown display device 222 while the unkoown display
device 222 displayvs the venfication token. In at least one implementation, the
misdetection mitigation system 206 provides the camera access notification 428 in
response to deterpuning that the webpage 422d does not have access to the camera
216, The misdetection mitigation system 206 accesses the camera 216 in response to

a detected selection of the OK button 430,
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{Once the misdetection mitigation system 206 has access to the camera 216, the
webpage 422d updates to show the image stream from the camera 216 in the camera
viewfinder 432, as shown in FIG. 4H. As discussed above, in a preferred embodiment,
the misdetection mitigation system 206 generates the verification token including a
serigs of images {(e.g., QR codes). As such, the misdetection mitigation system 206
can continually update a status bar 434 on the webpage 422d while the unknown
display device 222 (e.g.. the subscription system application 224b of the unknown
display device 222) generates scan timings associated with each of the images in the
verification token. In one example implementation, the misdetection mitigation
system 206 updates a border of the camera viewfinder 432 (e g., from gray to green}
to indicate that the camera 216 1s correctly pointed at the unknown display device 222,

As shown in FIG. 41 the misdetection mitigation system 206 generates and
transmits 3 verification token 436 to the unknown display device 222 in one or more
implementations, as discussed above, the misdetection mitigation system 206
generates the verification foken 436 including instructions for displaving the
verification token 436 according to a known offset. As such, the unknown display
device 222 displays the verification token 436 by showing each image included in the
verification token 436 for an amount of time indicated by the known offset
Additionally, in some implementations, the unknown display device 222 displays the
images of the verification token 436 1n a loop for a predetermined amount of time
{e.g., two minutes). In at least one implementation, the misdetection mitigation svstonm
206 exits the venification process in response to a detected selection of the dismiss
option 438.

While the unknown display device 222 displays images of the verification token
436 10 a loop, the misdetection mitigation svstem 206 continually updates the status
bar 434 within the webpage 422d on the mobile device 214, as shown in FIGS. 41, 4K,
and 4L. Additionally, in one or more implementations, the misdetection mitigation
svstem 206 updates instructions within the webpage 4224 informing the user of the
mobile device 214 about the progress of the verification token scan {e.g., “Hold steady
for 2 seconds,” 1 more second,” “Just a moment,” etc.). As discussed above, 1 at
feast one implementation, the mobile device 214 gencrates scan timings during the
verification token scan including scan timestamps for when cach image of the
verification token 436 1s viewed or perceived by the camera 216 of the mobile device

214.
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As shown in FIG. 4M, the misdetection mitigation system 206 generates and
provides the webpage 422¢ via the web browser 218 of the mobile device 214 while
determining whether the scan timing relative to the usknown display device 222
displaving the verification token 436 satisfies the predetermined threshold. For
example, as discussed above with regard to step 322 and step 324 shown in connection
with FIG. 3, the misdetection mitigation system 206 makes this determination by
calculating a difference between display timings associated with the unknown display
device 222 and scan timings from the unknown display device 222, then determining
whether that difference is less than the predetermined threshold.

in response to determining that the predetermined threshold is satisfied, the
misdetection mitigation system 206 updates the mobile device 214 with the webpage
422f mcluding a success message, as shown in FIG. 4N, Additionally, as shown in
FIG. 40, the misdetection mitigation system 206 also updates the user interface 402
mncluding the success message. In one or more implementations, the misdetection
mitigation system 206 also provides a start watching option 440 as part of the update
aser mterface 402 In response to a detected selection of the start watching option 440,
the misdetection mitigation system 206 cnables access to the subscriber’s account via
the subscription system application 224b by transmitting a subscription service
account verification to the unknown display device 222 that enables the unknown
display device 222 to access subscription service content——such as a subscription
service menu of available content tems.

As discussed above, in some immplementations, the misdetection mitigation
syatem 206 requests that the mobile device 214 be on the sebscription service user’s
home sub-network {(e.g.. WiFi connection}—in other words, on the sub-network
indicated by the subscriber’s subscription service accouni. In one or more
implementations, the misdetection mitigation system 206 considers a mobile device
on the subscription service user’s home sub-network to be a “trusted” mobile device.
It 1s possible for the mobile device 214 to be on a different sub-network, even though
it 18 located at the subscriber’s home (1.e., the mobile device 214 15 validly located).
In that implementation, the misdetection mitigation sysiem 206 considers the mobile
device 214 to be an “untrusted” mobile device.

In one or more implementations, when the mobile device 214 is “untrusted,”
the misdetection mitigation system 206 provides additional steps in the verification

process that serve to prove the valid location of the mobile device 214, For exampie,
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in one or more implementations as shown in FIG. 5, the misdetection mitigation
system 206 provides additional verification steps in connection with the known
display device 220, Tn more detatl, following the determination that the scan timings
relative to the unknown display device 222 displaving the verification foken {e g., the
verification token 436) satisfies the predetermined threshold {¢.g., following the step
324 “Yes” as shown in FIG. 3}, the misdetection mitigation system 206 can determing
that the mobile device is untrusted tn step 502, as shown n FIG. 5. As mentioned
above, 1n one or more mmplementations, the misdetection mitigation system 206
determines that the mobile device 214 i1s untrusted in response to determining that the
mobile device 214 1s on neither the sub-network associated with the unknown display
device 222 nor the sub-network associated with the known display device 220,

In one or more implementations, at step 504, the misdetection mitigation
system 206 further generates a list of known display devices associated with the
subscription service account. For cxample, in at least onc implementation, the
subscription service account is associated with multiple known display devices {e.g.,
additional TVs located within the subscriber’s household). In some examples, the
misdetection mitigation system 206 generates the list of known display devices to give
the user of the mobite device 214 an option of which display device to use 1o
connection with the additional verification steps shown in connection with FIG. 5. In
response to the misdetection mitigation system 206 generating this list, the mobile
device 214 {¢.g., via the web browser 218) displays the list and additional verification
mstructions at step 506, In at least one embodiment, the additional verification
mstructions tell the aser of the mobile device 214 to turn on the known display devige
220. At step 508, the known display device 220 initializes a subscription system
application associated with the subscription service 208 (e.g., the subscription systers
application 224a).

In response to detecting initialization of the subscription system application
224a, the misdetection mitigation system 206 generates an additional verification
token at step 310 For example, in at least one implementation, the misdetection
mitigation system 206 generates the additional verification token such that it 1s similar
to the previcus verification token 436. To illustrate, the misdetection mitigation
system 206 gencrates the additional verification token ncluding one or more images

{c.g., QR codes} and a known offset. In an alternative implementation, rather than
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generating an additional verification token, the misdetection mitigation system 206
reuses the previcusly gencrated verification token 436.

In response to receiving the additional verification token, the known display
device 220 (e .g., via the subscription system application 224a) displays the additional
verification token according to the known offset associated with the additional
verification token in step 512, As discussed above with regard to step 316 in FIG. 3,
the known display device 220 displays the additional verification token such that cach
image in the verification token 1s displaved for an amount of time corresponding to
the known offset. Moreover, at step 514, the mobile device 214 scans the additional
verification token via the camera 216, In one or more implementations, as discussed
above with regard to step 320 in FIG. 3, the mobile device 214 generates scan timings
at step 516,

Additionally, at step 518 and step 320, the misdetection mitigation system 206
determines whether the difference between the display tunings and the scan timings
satistyv the predetermined threshold. For example, as discussed above with reference
to step 322 and step 324 in FIG. 3, the misdetection mitigation svstem 206 determines
that the scan timings associated with the additional venfication token relative to the
known display device 220 displaving the additional verification token cither satisfies
the predetermined threshold or fails to satisfy the predetermined threshold.

In response to detcrnuning that the predetermined threshold is not satisfied
{e.g.. “No” at step 520}, the misdetection mitigation sysicm 206 assumes that the
mobile device 214 13 not located m the subscriber’s home. In response to this
assumption, the misdetection mitigation system 206 further determines that the
pnknown display device 222 is also not located in the subscriber’s home. Accordingly,
at step 524, the misdetection mitigation system 206 continues to block the unknown
display device 222,

In response to determining that the predeternuned threshold is satisfied (e g.,
“Yes” at step 520), the misdetection mutigation system 206 further determines that the
mobile device 214 and the unknown display device 222 are located in the subscriber’s
home. Accordingly, at step 522, the misdetection mitigation system 206 unblocks the
unknown display device 222 and transmits a subscription service account verification
to the unknown display device 222 cnabling the uvnknown display device 222 to display
subscription service content, such as a digital content menu. In at least one

mmplementation, the misdetection mitigation system 286 adds the anknown display
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device 222 to the subscnber’s subscription service account. Moreover, in one or more
implementations, the misdetection mitigation system 206 further generates success
messages for display on one or more of the mobile device 214, the kvown display
device 220, and the unknown display deviee 222

In one or more wmplementations, the misdetection mitigation system 206
gonerates and provides user interfaces in connection with the untrusted mobile device
verification process. FIGS. 6A-6P illustrate user iwnterfaces generated by the
misdetection mitigation system 206 for displav on the mobile device 214 and the
konown display device 220 durning the untrusted mobile device verification process. In
at least one implementation and m response to determining that the mobile device 214
s an untrusted mobile device (¢.g., the step 502 m FIG. 3) the misdetection mitigation
aystem 206 generates and provides a webpage 422g via the web browser 218 on the
mobile device 214, As shown, the misdetection mitigation system 206 generates the
webpage 422g including additional wnstructions for verifying another display device
at the current location.

In one or more implementations, the misdeiection mitigation system 206
simultancously generates and provides the updated user interface 402 on the unknown
display device 222, as shown in FIG. 6B. For cxample, the susdetection mitigation
system 206 updates the user interface 402 with instructions for the user of the mobile
deviee 214 to keep the unknown display device 222 turned on uatil the verification
process is finished in connection with the known display deviee 220, in at least one
implementation, the misdetection mitigation syvsiem 206 cancels the verification
process in response to a detected selection of the cancel option 604 or the sign oot
button 606.

In response to a detected sclection of the next button 602 within the webpage
422%g as shown in FIG. 6A, the misdetection mitigation system 206 generates the
updated webpage 422h for display via the web browser 218 of the mobile device 214
as shown in FIG. 6C. In one or more implementations, the misdetection mitigation
svatem 206 generates the updated webpage 422h including additional nstructions
informing the user of the mobile device 214 what to expect during the remainder of
the verification process. Additionally, in at least ong implomentation, the misdetection
mitigation system 206 adds identifiers for known display devices associated with the

subscriber’s subscription service account,

26



W

WO 2024/059592 PCT/US2023/074012

In response to a detected selection of the finish verifying option 608, the
misdetection mitigation system 206 again determines whether the mobile device 214
is on the same sub-network (e.g., WiFi conncction) as the known display device 220,
If the mobile device 214 is on the same sub-network, the misdetection mitigation
aystem 206 unblocks the unknown display device 222 and the verification process
ends. If the mobile device 214 is still not on the same sub-network, the misdetection
mitigation systern 206 generates and provides the webpage 42721 with more mformation
about the rest of the verification steps, as shown in FIG. 613

In response to a detected selection of the next button 602 from the webpage
42721, the misdetection mitigation system 206 generates and provides the webpage 4225
as shown in FIG. 6E. In one or more implementations, the misdetection mitigation
aystem 206 generates the webpage 4225 including a selectable list 610 of identifiers
for the known display devices associated with the subscriber’s subscription service
account. In response to a detected sclection of one of the itoms of the selectable list
610 followed by a selection of the next button 602, the misdetection mitigation system
206 assigns the selected 1dentifier as the known display device 220 where the rest of
the verification process steps will take place.

For example, as shown tn FIG. 6F, the misdetection mitigation systermn 206
generates and provides the additional webpage 422k with mstructions specifie to the
selected device from the webpage 4225 In at least one implementation, the
misdetection mitigation svstem 206 coables a change i selected device in response 1o
a detected selection of the go back option 612, Moreover, in at least one
implementation, the misdetection mitigation system 206 moves forward with the
verification steps in response to a detected sclection of the next button 602, For
cxample, as shown 1n FIG. 6, the misdetection nutigation system 206 generates and
provides the webpage 4221 including final instructions for receiving and scanning an
additional or second verification token on the known display device 228,

In response io detecting an inttiation of the subscription system application
224a on the known display device 220, the misdetection mitigation system 206
provides mena options enabling the user of the mobile device 214 to navigate to the
additional or second verification token. For example, as shown in FI{z. 6H, the
misdetection mitigation system 206 provides a verification token menu option 616 via
the subscription system application 224a on the known display device 220, In response

to a detected selection of the verification token menu option 616, the misdetection
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mitigation svstem 206 generates the second verification token 618 and provides the
second verification token to the known display device 220, as shown in FIG. 61 In an
alicrnative implementation, the misdetection mitigation system 206 re-uses the
verification token 436 rather than generating a second verification token.

Stmlar to the scan process described above with reference to FIGS. 4J-4L in
response to a detected selection of the scan code option 614 shown in FIG. 66, the
misdetection raitigation system 206 displavs tmages of the second verification token
618 in a loop according to the known offset for a predetermined amount of time on
the known display device 220, Additionally, the misdetection mitigation system 206
simultancousty scans the second verification token 618 with the camera 216 of the
mobile device 214, For example, as shown in FIG. 6], the misdetection mitigation
aystem 206 provides the webpage 422d on the mobile device 214 including the camera
viewfinder 432 and the status bar 434, While the user of the mobile device 214 poinis
the camera 216 at the sccond verification token 618, the misdetcction mitigation
svatem 206 updates the webpage 4224 as shown in FIGS. 6K, 6L, and 6M.

In response to receiving scan timings from the mobile device 214, as described
above, the misdetection mitigation system 206 determines whether the scan timings
associated with the second verification token 618 relative o the known display device
220 displaying the second verification token 618 satistfies the predetermined threshold.
In at least one implementation, as shown in FIG. 6N, while the misdetection mitigation
svstem 206 makes this detcrmination, the misdetection mitigation svstem 206 provides
the webpage 422¢ via the web browser 218 on the mobile device 214, In response to
determining that the predetermined threshold is satisfied, as shown i FIG. 60, the

misdetection mitigation system 206 updates the web browser 218 with the webpage

implementation, as shown in FI{G. 6P, the misdetection mitigation svstem 206 also
simultancousty updates the user interface 402 on the unknown display device 222 with
a success message and the start watching option 440,

As mentioned above, FIG. 7 is a block diagram of the musdetection mitigation
systemr 206 operating on the subscription server(s} 202. In one or more
mmplementations, the misdetection mitigation system 206 performs many functions in
connection with verifving unknown display devices in connection with subscription
service accounts. Accordingly, FIG. 7 provides additional detail with regard to these

functions. For example, in one implementation as shown m FIG. 7, the misdetection
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mitigation system 206 includes a location manager 702, a verification token manager
704, and a timing manager 706, In one or more implementations, the misdetection
mitigation sysiem 206 further operates in connection with additional clements 210
imncluding subscription service account data 708 and verification token data 710.

In certain implementations, the misdetection mitigation system 206 represents
ong or more software applications or programs that, when executed by a computing
device, cause the computing device to perform one or more tasks. For example, and
as will be described 1n greater detail below, one or more of the components 702-706
of the misdetection mitigation system 206 represents software stored and configured
to run on one or more computing devices, such as the subscription server{s) 202, In
certain implementations, one or more of the components 702-706 of the misdetection
mitigation system 206 shown i FIG. 7 also represent all or portions of one or more
special-purpose computers configured to perform one or more tasks.

As mentioned above, and as shown in FIG. 7, implementations of the
misdetection mitigation system 206 include the location manager 702, In one or more
implementations, the location manager 702 makes determinations regarding locations
of mobile devices and display devices based on sub-networks {¢.g.. WiFi connections}
associated with the various devices. For example, in one implementation, the location
manager 702 determines that a display device is upknown by comparing an [P address
of the display device against [P addresses of known display devices associated with a
particular subscription serviee account. In response to detcrouning that there 15 a
match, the location manager 702 adds the display device as a known display device o
the subscription service account. In response to determining that there is no match,
the location manager 702 triggers the verification process described herein

Furthermore, in some imaplementations, the location manager 702 can verify ag
unknown display device based on use histories. For example, the location manager
702 accesses use histories associated with an unkoown display device and a known
display device associated with a subscription service account to identify previous [P
addresses associated with both devices. Based on a comparison of the previous IP
addresses, the location manager 702 verifies the unknown display device, for example,
when there is a match between one or more of the previous P addresses.

Addutionally, in some implementations, the location manager 702 determines
whether a mobile device is trusted or untrusted based on a sub-network associated

with the mobile device. For example, as discussed above, the location manager 702
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identifies a sub-network associated with a mobile device during the verification
process, and compares that sub-network to sub-networks associated with the goknown
display device (e .g.. the unknown display device 222) and one or more known display
devices {¢.g., the known display device 220) associated with a particular subscniption
service account. If there is a match between the mobile device and a knowsn display
device, the location manager 702 determines that the mobile device is trusted. If there
1s no match between the mobile device and the known display device, the location
manager 702 determines that the mobile device 18 untrusted.

In some implementations, the misdetection mitigation System 206 utilizes other
methods to determine whether a mobile device is trusted. For cxample, in one
implementation, the misdetection mitigation syvstem 206 utilizes use histories to
determine that a mobile device 1s trasted. To iHustrate, the misdetection mitigation
system 206 utilizes use histories to determine that a mobile device and known display
devices associated with a particular subscription service account have historically
been on the same IP address. In response to this determination, the misdetection
mitigation system 206 identifics the mobile device as a trusted device. In one or more
implementations, the misdetection mitigation sysiem 206 generates and trains a
machine learning model to receive inputs including historical use data associated with
a subscription service account io generate a prediction as to whether a particular
mobile device is trusted in connection with that subscription service account.

As mentioned above, and as shown in FIG. 7, implementations of the
misdetection mitigation svstem 206 include the verification token manager 704, In one
or more implementations, the verification token manager 704 generates verification
tokens as well as offsets. For example, in at least one implementation, the verification
token manager 704 generates verification tokens including a series of images. In other
implementations, the verification token manager 704 gencrates verification tokens
mncluding single images. In example implementations, the verification token manager
704 gencrates tmages of the verification tokens including, but not limuted to, QR
codes, bar codes, point clouds, encoded 1tmages, digital image frames extracted from
movies and television shows, and/or other digital images.

Moreover, the verification token manager 704 gencrates offsets associated with
the verification tokens. For example, in some implementations, the verification token
manager 704 utilizes a random number generator to generate a new offset for cach

venfication token. In some implementations, the verification token manager 704
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generates an offset for each image in a venification token. Alternatively, in at least
one impiementation, the verification token manager 704 utilizes the same offsct for
all verification tokens for a predetermined period of time {e.g., one hour), then updates
to a new offset.

As mentioned above, and as shown in FIG. 7, implementations of the
misdetection mitigation system 206 include the timing manager 706. In one or more
implementations, the timing manager 706 determines display timings and scan
timings. The timing manager 706 further determines whether scan timing relative to a
display device displaying a verification token satisfies a predetermined threshold. For
cexample, in one implementation, the fiming manager 706 determines display tioungs
based on a time corresponding to transmuission of a verification token to a display
device and the known offset associated with that venification token. To illustrate, for
a verification token including three images that cach display for an amount of time
corresponding to the offset, the timing manager 706 determines three display timings:
to = transmission time; t1 = to + offset; and t» = 41 + offset. Moreover, in some
implementations, the timing manager 706 determines scan timings by receiving scan
timestamps from a2 mobile device viewing a verification token, where cach scan
timestamp corresponds to when the camera of the mobile device viewed or perceived
gach tmage in the verification {oken.

As meuntioned above, the timing manager 706 also determines differences
between correspounding display timaings and scan timings. Next, the timing manager
706 determines whether these differences satistv a predetermined threshold amount of
time. In response to determining that the predetermined threshold is satisfied, the
timing manager 706 verifies the display device. In response to determining that the
predetermined threshold 1s vot satisfied, the tiraing manager 706 continues to block
the display device. As mentioned above, in a preferred implementation, the timing
manager 706 sets the predetermined threshold at 300 milliseconds. In one or more
mmplementations, the timing manager 706 maintains a vernification of a display device
for a predetermined amount of time {e.g., 90 davs). Following this predetermined
amount of time, in some implementations, the timing manager 706 re-triggers the
verification process in conunection with that display device.

As meontioned above, the additional elements 210 include subscription service
account data 708, In one or more implementations, subscription service account data

708 includes account mmformation for the accounts mantained by the subscription
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service 208, For example, in some implementations, account information includes, but
s not limated to, subscriber names, subscriber locations, subscriber display devices,
and 1P address associated with the subscriber display devices. Also as moentioned
above, the additional elements 210 include verification token data 710, In one ormore
tmplementations, verification token data 710 includes generated verification tokens
and/or images for use in verification tokens.

In additional implementations, the raisdetection mitigation system 206 further
serves in other capacities bevond proving that a display device 1s legitimately located.
For example, in one implementation the misdetection mutigation system 206 uses the
same timing gap approach to establish a connection between a mobile device and a
TV that are physically co-located but associated with different [P addresses. To
Hlustrate, the misdetection mitigation system 206 establishes a connection between
the mobile device and the TV in response to determining that a timing gap between
when the TV displays a verification token and when the mobile device scans the
verification token satisfies a predetermined threshold.

Mgoreover, in some implementations, the misdetection mitigation system 206 is
used independently to validate devices i contexts beyond IP address nus-matches.
For example, tn those implementations, the misdetection nutigation system 206
utilizes the same verification token scanning approach to add other types of devices
{¢.g.. tablets, laptops} to a subscription service account-gven though the other types
of devices arc on a known 1P address. To illusirate, in one impicmentation, the
misdetection mitigation system 206 generates a verification token for display on a
tabiet. The misdetection mutigation svstem 206 further enables the user’s mobile
device to scan the verification token and provide scan timings. By comparing the
verification token’s display timings on the table against the scan timings from the
user’s mobie device, the misdetection mitigation system 206 determines that the
tabict should be added as a known device in connection with the user’s subscription
service account.

As mentioned above, FIG. 8 1s a flow diagram of an exemplary computer-
implemented method 800 for verifying an unknown display device in association with
a subscription service account. In one or more implementations, the steps shown in
FIG. 8 are performed by any suitable computer-exccutable code and/or computing
aystem, including the system(s) illustrated in FIG. 7 {e.g., the misdetection mitigation

aystem 206). In one example, cach of the steps shown in FIG. 8 represents an algorithm
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whose structure includes and/or is represented by multiple sub-steps, examples of
which are discussed in greater detail above,

As illustrated in F1G. 8, at step 802 one or more systems described herein
detect, at a subscription service server and from a display device, a content request
correlated with a subscription service account. For example, as discussed above, the
misdetection mitigation system 206 receives a content request that indicates the
subscription service account as well as one or more subscription service content tterns
and/or displays {¢.g., a subscription service menu),

As further tlustrated in FIG. B, at step 304 one or more systems described
herein verify the dispiay device, in response to determining that the display device 1s
not associated with the subscription service account, by receiving scan timing
associated with a verification token displayed by the display device at step 806, and
determining that the scan timing relative to the display device displaying the
verification token satistfies a predetermined threshold at step 808, For example, as
discussed above, the misdetection mitigation system 206 determines that the display
device is not associated with the subseription service account by determining that the
display device s IP address does not match an IP address of at least one known device
indicated by the subscription service account. Additionally, as discussed above, the
misdetection mitigation sysiem 206 receives the scan timing from a mobile device
mdicating when the mobile device viewed the verification token. In some
implementations, as discussed above, the misdetection mitigation system 206 further
determines a display timing based on when the venfication token was displayed by
the display device and calculates a difference between the scan timing and the display
timing. If the differcnce is less than the predetermined threshold. the misdetection
mitigation system 206 verifies the display device.

As further Hustrated 1 FIG. &, at step 810 one or more systems described
herein gencrate a content request response based on the display device being verified.
For example, as discussed above, the misdetection mitigation system 206 generates a
content request response including one or more success messages for display on the
mobile device and the display device, along with a subscription service account
verification that cnables the display device to display a subscription service menu.

As such, the misdetection mitigation systera 206 presents a streambined and
efficient venfication process for verifying a display device in connection with a

subscription servige account. By utilizing an animated verification token {e.g., a
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verification token including one or more images that display for an offeect amount of
time), the misdetection mitigation system 206 can prove that the display device 15 in
a location that corresponds with other known display devices associated with the
subscription service accouni—even when an IP address of the display device is
different from IP addresses of the known display devices. The misdetection mitigation
system 206 further utilizes the animated verification token to prove that a mobile
device is located along with a known display device when the mobile device 1s also
assoctated with a different IP address. In this way, the misdetection mitigation system
206 can mitigate the issues that arise when a legitimately located dispiay device 1s
misdetected based on its {P address in connection with a subscription service.

As detailed above, the computing devices and systems described and/or
Hlustrated herein broadly represent any type or form of computing device or sysiem
capable of executing computer-readable instructions, such as those contained within
the modules described hercin. In their most basic configuration, these computing
device(s) may cach include at least one memory device and at least one physical
ProOCcessor.

In some examples, the term “memory device™ generally refers to any type or
form of velatile or non-volatile storage device or medium capable of storing data
and/or compuicr-readable instructions. In one example, a memory device may store,
foad, and/or maintain one or more of the modules described bherein. Examples of
memory devices include, without limitation, Random Access Memory {(RAM), Read
Only Memory (ROM), flash memory, Hard Disk Drives (HDDs), Solid-5State Drives
{S5Ds}, optical disk drives, caches, variations or combinations of one or more of the
same, or any other suitable storage memory.

in some examples, the term “physical processor” generally refers to any tvpe
or form of hardwarc-implemented processing unit capable of interpreting and/or
executing computer-readable instractions. In one example, a physical processor may
access and/or modify one or more modules stored in the above-described memory
device. Examples of physical processors include, without mitation, microprocessors,
microcontroblers, Central Processing Units (CPUs), Field-Programmable Gate Arrays
{FPGAs) that implement softcore processors, Apphication-Specific Integrated Circuits
{ASICs), portions of one or more of the same, variations or combinations of onc or

more of the same, or any other suitable physical processor.
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Although illustrated as separate clements, the modules described and/or
tliustrated herein may represent portions of a single module or application. In addition,
in certain embodiments one or more of these modules mayv represent one or more
software applications or programs that, when executed by a computing device, may
cause the computing device to perform one or more tasks. For example, one or more
of the modules described and/or dlustrated herein may represent modules stored and
configured to run on one or more of the computing devices or systems described and/or
tustrated herein. One or more of these modules may also represent all or portions of
one or more special-purpose computers configured to perform one or more tasks.

in addition, one or more of the modules described herein may transform data,
physical devices, and/or representations of physical devices from one form to another.
Additionally or alternatively, one or more of the modules recited herein may transform
a processor, volatile memory, non-volatile memory, and/or any other portion of a
physical computing device from one form to another by executing on the computing
device, storing data on the computing device, and/or otherwise mteracting with the
computing device.

In some embodiments, the term “computer-readable medium”™ generally refers
to anv form of device, carrier, or mediurn capable of storing or carrving computer-
readable instructions. Examples of computer-readable media include, without
Hmitation, transmission-type media, such ag carrier waves, and non-iransifory-type
media, such as magnetic-storage media {¢.g., hard disk drives, tape drives, and floppy
disks), optical-storage media {e.g., Compact Disks (CDs), Digital Video Disks
{DVDs), and BLU-RAY disks), clectronic-siorage media {¢.g., solid-staie drives and
fiash media), and other distribution systems.

The process parameters and sequence of the steps described and/or illustrated
herein are given by way of example only and can be varied as desired. For example,
while the steps illustrated and/or described hercin may be shown or discussed in a
particular order, these steps do not vecessarily need to be performed in the order
tustrated or discussed. The various exemplary methods described and/or illustrate
herein may also omit one or more of the steps deseribed or tllustrated herein or inelade
additional steps in addition to those disclosed.

The preceding description has been provided to enable others skilled in the art
to best utilize various aspects of the exemplary embodiments disclosed hercin. This

exemplary description i1s not intended to be exhaustive or to be limited to any precise
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form disclosed. Many modifications and variations are possible without departing
from the spirit and scope of the present disclosare. The embodiments disclosed herein
should be considered 10 all respects illustrative and not restrictive. Reference should
be made to the appended claims and their equivalents in determining the scope of the
present disclosure.

33

Unless otherwise noted, the terms “connected to” and “coupled to” {and their
derivatives), as used in the specification and claims, are to be construed as permitiing
both direct and indirect (1.¢., via other elements or componenis) connection. In
addition, the terms “a”7 or “an,” as used in the specification and claims, are to be
construsd as meaning “at least one of 7 Finally, for case of use, the terms “including”
and “having” {and their derivatives}), as used in the specification and claims, are

interchangeable with and have the same meaning as the word “comprising.”
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WHAT IS CLAIMED IS
I A compuoter-implemented method comprising:
detecting, at a subscription service server and from a display device, a content
request correlated with a subscription service account;
in response to determining that the display device is not associated with the
subscription service account, verifying the display device by:
receiving scan timing associated with a verification token displaved by
the display device; and
determining that the scan timing relative to the display device displaying
the verification token satisfies a predetermined threshold; and
gengrating a content request response based on the display device being

vertfied.

2. The computer-implemented method of claim 1, further comprising
determining that the display device is not associated with the subscription service
account by:

ideuntifying an internet protocol address of the display device;

identifying an mnternet protocol address of another device associated with the
sabseription service account; and

determining that the interncot protocol address of the display device fails to
match the internet protocol address of the other device associated with the subscripiion

Service account,

3. The computer-impiemented method of claim 1, whercin verifving the
display device further comprises:

generating the verification token for display on the display device; and

causing the display device to display the verification token according to a

known offset.

4. The computer-tmplemented method of claim 3, wherein receiving scan
timing associated with the verification token displayed by the display device
COmMPprises receiving one or more scan timestamps from a mobiue device associated

with the subscription service account.
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5. The computer-implemented method of claim 4, wherein causing the
display device to display the verification token according to the known offset
COmprises:

synchronizing a time of the display device to a time server associated with the
subscription service; and

causing the display device to display the verification token at a display timing

based on the known offset and the svnchronized time.

6. The computer-implemented method of claim 3, wherein determining that
the scan timing relative 1o the display device displaying the verification tokeun satisties
the predetermined threshold comprises determining that a differcnce between the

display timing and the scan timing is within the predetermined threshold.

7. The computer-tmplemented method of claim 6, wherein gencerating the
confent request response basced on the display device being verified comprises:

generating a success message for display on the display device; and

transmitting a subscription service account verification to the display deviee

enabling the display device to display a subscription service menu.

8. A system comprising
at least one processor; and
physical memory comprising computer-executable istructions that, when
executed by the at least one processor, cause the at least one processor to perform acts
comprising:
determining that a couotent request corrclated with a subscription service
account comes from an unknown display device that is not associated with the
subscription service account;
verifving the unknown display device by:
generating an animated verification token for display on the unknown
display device;
receiving, from a mobile device associated with the subscription service
account, scan timings associated with the animated verification token displaved

by the unknown display device; and
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determining that the scan timings associated with the animated vernfication
token relative to the anknown display device displaving the animated verification
token satisfy a predeternmined threshold: and

in response to verifying the unknown display device, generating a content

request response for the unknown display device and the mobile device.

9, The system of claim 8, wherein the amimated verification token
comprises a series of quick response codes, where each quick response code displays

according to a known offset.

10, The system of claim 9, wherein receiving the scan timings associated
with the animated verification token displayed by the unknown display device
comprises receiving a series of scan timestamps, wherein cach scan timestamp
corresponds to when a quick response code 1s displayed by the unknown display device

as scanned by the mobile device associated with the subscription service account,

11, The system of claim 8, further comprising computer-executable
mstructions that, when executed by the at least one processor, cause the at least one
processor to perform an act comprising determining that the mobile device is a trusted
device by

wdentifying a sub-network occuptied by a known display device associated with
the subscription service account; and

determining that the mobile device is on the sub-network occupied by the

koown display device.

12, The svstem of claim 8, further comprising computer-executable
structions that, when executed by the at least one processor, cause the at least one
processor to performn an act comprising determining that the mobile deviee is an
untrusted device by:

identifying a sub-network occupied by a known display device associated with
the subscription service account; and

determining that the mobile device is not on the sub-network occupicd by the

known display device.
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3. The svstem of claim 12, further comprising computer-executable

mstructions that, when executed by the at least one processor, cause the at least one
processor to perform acts comprising, prior to generating the content request response
and in response to determining that the mobie device 1s an untrusted device:
causing the known display device to display a second verification token; and
receiving, from the mobile device, scan timings associated with the second

verification token.

14, The system of claim 13, wherein the second verification token matches

the animated vernfication token.

15, The system of claim 13, further compnsing computer-executable
structions that, when executed by the at least one processor, cause the at least one
processor to perform an act comprising verifyving the unkvown display device in
response to determining that scan timings associated with the second verification
token relative to the known display device displaying the second verification token

satisfies the predetermined threshold.

16.  The system of claim 15, wherein gencrating the content request response
COMPrises.

zenerating a first success message for display on the unknown display device;

generating a second success message for display on the mobile device; and

transmitting a subscription service account verification to the unknown display

device cnabling the unknown display device to display a subscription service menu.

7. A non-transitory computer-readable medium comprising one or more
computer-cxecutable mstructions that, when executed by at least one processor of a
computing device, cause the computing device o

detect, at a subscription service server and from a display device, a content
request correlated with a subscription service account;

in response to determining that the display device is not associated with the
subscription service account, verifying the display device by:

receiving scan timing associated with a verification token displaved by

the display device; and
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determining that the scan timing relative to the display device displaying
the verntfication token satisfies a predetermined threshold; and

gencrate a content request response based on the display device being verified.

18. The non-trassitory computer-readable medium of claim 17, further
comprising compuicr-cxecutable insiructions that, when executed by the at least one
processor of the computing device, cause the computing device to generate the
verification token comprising a series of gquick response codes that display according

to a known offset on the display device.

19, The son-transitory computer-readable medium of claim 18, wherem
receiving the scan timing associated with the venfication token comprises receiving,
from a mobile device, a series of scan timestamps wherein each timestamp reflects
when a quick response code in the serigs of guick response codes was displayed by

the display device as viewed by the mobile device.

20, The non-transitory computer-readable mediom of claim 19, wherein
determining that the scan timing relative to the display device displayving the
verification token satisfies a predetermined threshold comprises:

determining display timings for when the display device displayed cach of the
series of guick response codes according to the known offset; and

determining whether differences between corresponding display timings and

sean fimestamps are within the predetermined threshold.
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AMENDED CLAIMS
received by the International Bureau on 06 February 2024 (06.02.2024)

This listing of claims will replace all prior versions, and listings, of claims in the
application.

1. A computer-implemented method comprising:
detecting, at a subscription service server and from an untrusted display device, a
content request correlated with a subscription service account;
in response to the subscription service server determining that the untrusted display
device is not associated with the subscription service account, verifying the untrusted display
device by:
receiving, by the subscription service server from a trusted device, scan timing
associated with a verification token displayed by the untrusted display device according
to a known offset; and
determining, by the subscription service server that the scan timing relative to
the untrusted display device displaying the verification token according to the known
offset satisfies a predetermined threshold; and
generating, by the subscription service server, a content request response based on the

untrusted display device being verified.

2. The computer-implemented method of claim 1, further comprising determining
that the untrusted display device is not associated with the subscription service account by:

identifying an internet protocol address of the untrusted display device;

identifying an internet protocol address of another device associated with the
subscription service account; and

determining that the internet protocol address of the untrusted display device fails to
match the internet protocol address of the other device associated with the subscription service

account.

3. The computer-implemented method of claim 1, wherein verifying the untrusted
display device further comprises:

generating the verification token for display on the untrusted display device; and
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causing the trusted display device to display the verification token according to the
known offset, wherein the known offset comprises an amount of time during which each of

one or more images of the verification token are displayed by the untrusted display device.

4. The computer-implemented method of claim 3, wherein receiving, by the
subscription service server from the trusted device, scan timing associated with the verification
token displayed by the untrusted display device comprises receiving one or more scan

timestamps from a mobile device associated with the subscription service account.

5. The computer-implemented method of claim 4, wherein causing the untrusted
display device to display the verification token according to the known offset comprises:

synchronizing a time of the untrusted display device to a time server with which the
subscription service server is already synchronized; and

causing the untrusted display device to display the verification token at a display timing

based on the known offset and the synchronized time.

6. The computer-implemented method of claim 5, wherein determining, by the
subscription service server, that the scan timing relative to the untrusted display device
displaying the verification token satisfies the predetermined threshold comprises determining
that a difference between the display timing and the scan timing is within the predetermined

threshold.

7. The computer-implemented method of claim 6, wherein generating, by the
subscription service server, the content request response based on the untrusted display device
being verified comprises:

generating a success message for display on the untrusted display device; and

transmitting a subscription service account verification to the untrusted display device

enabling the untrusted display device to display a subscription service menu.

8. A system comprising:
at least one processor; and
physical memory comprising computer-executable instructions that, when executed by

the at least one processor, cause the at least one processor to perform acts comprising:
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determining, by the at least one processor, that a content request correlated with a
subscription service account comes from an unknown display device that is not associated with
the subscription service account;

verifying, by the at least one processor, the unknown display device by:

generating, by the at least one processor, an animated verification token for
display on the unknown display device, wherein the animated verification token
comprises one or more images that display for a known offset amount of time;
receiving, by the at least one processor and from a known mobile device
associated with the subscription service account, scan timings associated with the
animated verification token displayed by the unknown display device; and
determining, by the at least one processor, that the scan timings associated with the
animated verification token relative to the unknown display device displaying the animated
verification token satisfy a predetermined threshold; and

in response to verifying the unknown display device, generating, by the at least one

processor, a content request response for the unknown display device and the known mobile

device.

9. The system of claim 8, wherein the one or more images of the animated

verification token comprise a series of quick response codes.

10.  The system of claim 9, wherein receiving, by the at least one processor, the scan
timings associated with the animated verification token displayed by the unknown display
device comprises receiving a series of scan timestamps, wherein each scan timestamp
corresponds to when a quick response code is displayed by the unknown display device as

scanned by the mobile device associated with the subscription service account.

11.  The system of claim 8, further comprising computer-executable instructions
that, when executed by the at least one processor, cause the at least one processor to perform
an act comprising determining, by the at least one processor, that the mobile device is a trusted
device by:

identifying a sub-network occupied by a known display device associated with the
subscription service account; and

determining that the mobile device is on the sub-network occupied by the known

display device.
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12. The system of claim 8, further comprising computer-executable instructions
that, when executed by the at least one processor, cause the at least one processor to perform
an act comprising determining, by the at least one processor, that the mobile device is an
untrusted device by:

identifying a sub-network occupied by a known display device associated with the
subscription service account; and

determining that the mobile device is not on the sub-network occupied by the known

display device.

13.  The system of claim 12, further comprising computer-cxecutable instructions
that, when executed by the at least one processor, cause the at least one processor to perform
acts comprising, prior to generating the content request response and in response to determining
that the mobile device is an untrusted device:

causing, by the at least one processor, the known display device to display a second
verification token; and

receiving, by the at least one processor and from the mobile device, scan timings

associated with the second verification token.

14.  The system of claim 13, wherein the second verification token matches the

animated verification token.

15.  The system of claim 13, further comprising computer-cxecutable instructions
that, when executed by the at least one processor, cause the at least one processor to perform
an act comprising verifying, by the at least one processor, the unknown display device in
response to determining that scan timings associated with the second verification token relative
to the known display device displaying the second verification token satisfies the

predetermined threshold.

16.  The system of claim 15, wherein generating, by the at least one processor, the
content request response comprises:
generating, by the at least one processor, a first success message for display on the

unknown display device;
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generating, by the at least one processor, a second success message for display on the
mobile device; and

transmitting, by the at least one processor, a subscription service account verification
to the unknown display device enabling the unknown display device to display a subscription

service menu.

17. A non-transitory computer-readable medium comprising one or more computer-
executable instructions that, when executed by at least one processor of a computing device,
cause the computing device to:

detect, at a subscription service server and from an untrusted display device, a content
request correlated with a subscription service account;

in response to the subscription service server determining that the untrusted display
device is not associated with the subscription service account, verifying the untrusted display
device by:

receiving, by the subscription service server from a trusted device, scan timing
associated with a verification token displayed by the untrusted display device according
to a known offset; and

determining, by the subscription service server that the scan timing relative to
the untrusted display device displaying the verification token according to the known
offset satisfies a predetermined threshold; and

generate, by the subscription service server, a content request response based on the

untrusted display device being verified.

18.  The non-transitory computer-readable medium of claim 17, further comprising
computer-executable instructions that, when executed by the at least one processor of the
computing device, cause the computing device to generate, by the subscription service server,
the verification token comprising a series of quick response codes that display according to the
known offset on the unknown display device, wherein the known offset comprises an amount
of time during which each of one or more images of the verification token are displayed by the

untrusted display device.

19.  The non-transitory computer-readable medium of claim 18, wherein receiving,
by the subscription service server and from a trusted device, the scan timing associated with

the verification token comprises receiving, from a mobile device, a series of scan timestamps
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wherein each timestamp reflects when a quick response code in the series of quick response

codes was displayed by the untrusted display device as viewed by the mobile device.

20.  The non-transitory computer-readable medium of claim 19, wherein
determining, by the subscription service server, that the scan timing relative to the untrusted
display device displaying the verification token satisfies a predetermined threshold comprises:

determining display timings for when the untrusted display device displayed each of
the series of quick response codes according to the known offset; and

determining whether differences between corresponding display timings and scan

timestamps are within the predetermined threshold.
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AMENDED CLAIMS STATEMENT UNDER ARTICLE 19(1)

Applicant submits that, since support for the proposed Article 19 amendments
contained herein can be found variously throughout the specification and original claims,
these amendments do not exceed the scope of the original application or otherwise impact

the description or drawings.
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