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Description

TECHNICAL FIELD

[0001] The present disclosure relates to the field of
wireless networking, particularly a method of authorizing
new devices to join an existing network.

BACKGROUND

[0002] Wireless networking has allowed an increasing
number of devices to join the same local area network in
ahome, business, school, or otherlocation. Forexample,
a single home can have computers, smartphones, tablet
computers, gaming consoles, televisions, set-top boxes,
media streaming devices, Internet-connected applianc-
es, IP security cameras, and other devices connected to
a single Wi-Fi router.

[0003] With multiple devices connected to a single Wi-
Firouter that may access it at any time of day, many Wi-
Fi routers are kept on and active at all times. Unfortu-
nately, doing so can increase the chances unauthorized
users have to hack into the router and use the Wi-Fi net-
work. For example, unauthorized users can access a Wi-
Fi network to access sensitive files or download pirated
movies or other large files. Such activity can impact the
privacy of the network’s owner, and/or take up bandwidth
on the network, thereby costing the network owner mon-
ey.

[0004] Wi-Fi networks are often protected with pass-
words. However, unauthorized users who guess or gain
access to a legitimate password can often join a Wi-Fi
network and abuse it without the network owner’s knowl-
edge. Forexample, ahackercan use brute force methods
to try numerous passwords until one works, and then use
the network for their own purposes. As another example,
hackers can use social engineering to trick legitimate us-
ers into providing their Wi-Fi passwords. While Wi-Fi
passwords can be reset periodically to improve security,
most home users do not do so regularly because the new
password must be entered into all of their connected de-
vices.

[0005] Inother cases Wi-Fi networks can be protected
with stronger enterprise-level security, such as WPA-
802.1x, that requires the connecting device to be provi-
sioned with a digital certificate. However, conventional
processes for provisioning new devices with such digital
certificates can be complex and beyond many home us-
ers. They can also be difficult to do quickly to establish
temporary connections, such as when a guest comes
over and wants to join their smartphone to the home’s
Wi-Fi network. As such, most home users are unlikely to
use such stronger methods of protecting their Wi-Fi net-
works.

[0006] Even if home users were more likely to secure
their Wi-Fi networks using digital certificates, many ex-
isting provisioning systems use a server to send a digital
certificate to the new client device along with a private
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key. Although the private key can be obfuscated and then
stored in relatively secure data location in the client de-
vice, the private key is still exposed as it is transported
over the network. US 2013/309971 A1 describes exam-
ple method, apparatus, and computer program product
to enable granting access rights to guest devices.
[0007] What is needed is a new system and method
for approving or denying new connections to a Wi-Fi net-
work.

SUMMARY

[0008] According to the invention, there is provided a
method according to claim 1. Preferred embodiments are
set out in the dependent claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] Further details of the present invention are ex-
plained with the help of the attached drawings in which:

FIG. 1 depicts an exemplary local area network
(LAN).

FIG. 2 depicts an embodiment in which a client de-
vice connected to a LAN has been designated as a
trusted authenticator.

FIG. 3 depicts an embodiment of a trusted zone.
FIG. 4 depicts a first exemplary process for using a
trusted authenticator to grant or deny a new client
device access to a LAN.

FIG. 5 depicts a second exemplary process for using
a trusted authenticator to grant or deny a new client
device access to a LAN.

FIG. 6 depicts an embodiment in which a new client
device and a trusted authenticator can establish a
direct connection using near field communication
(NFC), Bluetooth, or another type of direct connec-
tion without passing data through the gateway.
FIG.7 depicts an exemplary process for provisioning
a new client device with a digital certificate for ac-
cessing a LAN via a direct connection with a trusted
authenticator.

FIG. 8 depicts an alternate embodiment of process
for granting or denying a new client device access
to a LAN.

FIG. 9 depicts a process for approving or denying
the activity of client devices with trusted authentica-
tors after the client devices are connected to a LAN
100.

DETAILED DESCRIPTION

[0010] FIG. 1 depicts a non-limiting example of a local
area network (LAN) 100. A LAN 100 can comprise one
or more client devices 102 connected to a gateway 104.
[0011] A client device 102 can be a device that can
connect to a LAN 100 to send and/or receive data with
other devices using one or more communication proto-
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cols, such as communications using the Internet Protocol
(IP). By way of non-limiting examples, client devices 102
can be computers, smartphones, tablet computers, gam-
ing consoles, televisions, set-top boxes, media stream-
ing devices, Internet-connected appliances, IP security
cameras, or any other type of device that can be con-
nected to a LAN 100.

[0012] A gateway 104 can connect the client devices
102 in the LAN 100 to each other and/or to another net-
work. By way of a non-limiting example, a gateway 104
can connect client devices 102 to a service provider's
network that itself connects to the Internet, such that the
clientdevices 102 in the LAN 100 can access the Internet
via the gateway 104.

[0013] A gateway 104 can comprise a modem, router,
wireless access point, and/or other elements that are
configured to transmit data between network elements
using communications protocols. In some embodiments
some or all elements of the gateway 104 can be sepa-
rated into different devices, such as a standalone modem
that connects to a separate wireless router. In other em-
bodiments elements of the gateway 104 can be com-
bined into a single device, such as a device that incor-
porates a cable modem directly with a wireless router.
[0014] Client devices 102 can connect to the gateway
104 over a wired and/or wireless connection. By way of
a non-limiting example, a client device 102 can be con-
nected to the gateway 104 with a wired connection using
an Ethernet cable. By way of another non-limiting exam-
ple, a client device 102 can be connected to the gateway
104 wirelessly using a Wi-Fi connection.

[0015] Wireless connections between a client device
102 and the gateway 104 can be secured using network
credentials such as keys, passphrases, and/or digital cer-
tificates. Client devices that are not connected to the LAN
100 can receive a Wi-Fi signal from the gateway 104
through which they can attempt to join the LAN 100 by
providing such network credentials to the gateway 104.
Client devices 102 that have invalid network credentials
can be denied access to the LAN 100.

[0016] By way of a non-limiting example, key-based
security protocols include WEP (Wired Equivalent Priva-
cy), WPA (Wi-Fi Protected Access), and WPA2 (Wi-Fi
Protected Access Il). In many such key-based security
protocols, the client device 102 sends a key of hexadec-
imal values that was either inputted directly or translated
from a passphrase of ASCII characters. If the gateway
104 validates the key, the client device 102 can be al-
lowed to access the LAN 100 if approved by a trusted
authenticator 202 as described below.

[0017] By way of another non-limiting example, WPA-
802. 1x is a security protocol that uses a digital certificate
held by a client device 102 that can be authenticated
using EAP-TLS (Extensible Authentication Protocol -
Transport Layer Security). In such embodiments the
gateway 104 can comprise an authentication server,
such as a Remote Authentication Dial-In User Service
(RADIUS) server, that is configured to grant or deny client
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devices 102 access to the LAN based on digital certifi-
cates provided by the client devices 102. As such, if the
authentication server validates a digital certificate pro-
vided by a client device 102, the client device 102 can
be allowed to accessthe LAN 100 if approved by a trusted
authenticator 202 as described below.

[0018] FIG. 2 depicts an embodiment in which a client
device 102 connected to a LAN 100 has been designated
as atrusted authenticator 202. One or more clientdevices
102 connected toa LAN 100 can be designated as trusted
authenticators 202. By way of a non-limiting example, a
trusted authenticator 202 can be a smartphone that is
already connected to a LAN 100.

[0019] A trusted authenticator 202 can at least partially
control other client devices’ access to the LAN 100, such
as assisting in granting or denying network access to a
new client device 102 that attempts to join the LAN 100,
or by approving or denying network access to a client
device 102 that is already connected to the LAN 100.
[0020] In some embodiments trusted authenticators
202 can also view information about other client devices
connected to the LAN 100, such as their device type,
their name and/or nickname, information about their
proximity to the gateway 104 or other devices, whether
or not they have also been designated as a trusted au-
thenticator 202, and/or unique identifiers for the devices
such as MAC addresses or IP addresses. In some em-
bodiments the gateway 104 can provide such information
about new clientdevices 102 to the trusted authenticators
202 when the new client devices 102 are approved and
are granted access to the LAN 100, or at any other time.
[0021] A client device 102 connected to the LAN 100
can be designated as a trusted authenticator 202 using
an enrollment process. In some embodiments a user-
name, password, and/or other credentials can be input
into a client device 102 via an application or settings
menu, and the credentials can be sent to the gateway
104 such that it can verify the credentials and enroll the
client device 102 as a trusted authenticator in the LAN
100. In other embodiments, an application or settings
menu at the gateway 104 can be used designate specific
clientdevices 102 that are already connected to the gate-
way 104 as trusted authenticators 202. In some embod-
iments the gateway 104 can track a unique identifier for
each enrolled trusted authenticator 202, such as a MAC
address or IP address, such that the gateway 104 can
identify which connected client devices 102 have been
designated as trusted authenticators 202 in the LAN 100.
[0022] In some embodiments, when a trusted authen-
ticator 202 is disconnected from the LAN 100 for a pre-
determined period of time, it can be disenrolled from be-
ing a trusted authenticator 202. If desired, disenrolled
trusted authenticators 202 can connect to the LAN 100
as normal client devices 102 and then be re-enrolled as
trusted authenticators 202 through the enroliment proc-
ess. In alternate embodiments client devices 102 can
remain enrolled as trusted authenticators 204 when they
are not connected directly to the LAN 100. By way of a
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non-limiting example, when a smartphone is designated
as a trusted authenticator 202 for a home’s LAN 100, in
some embodiments the gateway 104 can communicate
with the smartphone over a general internet connection
available to the smartphone via cellular data when the
smartphone is away from the home LAN 100, such that
the smartphone can remotely be used to control other
client devices’ access to the home LAN 100.

[0023] FIG. 3 depicts an embodiment of a trusted zone
300. A trusted zone 300 can be a physical area that is
within range of Wi-Fi signals broadcast by the gateway
104. The boundaries of the trusted zone 300 can be
known to the gateway 104 and/or trusted authenticators
202, such that the physical location of a client device 102
can be reviewed to determine whether the client device
102 is inside or outside the trusted zone 300. As such,
in some embodiment clientdevices 102 inside the trusted
zone 300 can be treated differently by the gateway 104
and/or trusted authenticators 202 than client devices 102
outside the trusted zone 300. By way of a non-limiting
example, when the boundaries of a trusted zone 300 sub-
stantially match the physical boundaries of a house, in
some embodiments client devices 102 outside the house
can be subject to more stringent security checks before
they can join the LAN 100 than client devices 102 inside
the home. By way of another non-limiting example, in
some embodiments client devices 102 outside the trust-
ed zone 300 can be denied access to the LAN 100, while
client devices 102 inside the trusted zone 300 can be
granted access to the LAN 100 if approved by a trusted
authenticator 202 as described below.

[0024] In some embodiments the boundaries of the
trusted zone 300 can be determined through physical
coordinates, such as latitude, longitude, and/or altitude
coordinates. In such embodiments, the trusted zone 300
can be set up by physically moving a mobile location-
aware device around the desired boundaries of the trust-
ed zone 300 and periodically reporting the coordinates
ofits location to the gateway 104. By way of a non-limiting
example, a field engineer, customer, or other user can
carry a client device 102, such as a trusted authenticator
202 or other specialized client device 102, around the
edges of a desired trusted zone 300. As the client device
102 is moved around the boundaries of the trusted zone
300, it can periodically report the physical coordinates of
its location to the gateway 104 using Location Configu-
ration Information (LCI) according to 802.11k or another
wireless protocol. The gateway 104 can thus store re-
ported coordinates by the mobile location-aware device
as positions that are along the boundaries of the trusted
zone 300. In some embodiments the gateway 104 can
share the boundaries of its trusted zone 300 with trusted
authenticators 202.

[0025] In other embodiments the boundaries of the
trusted zone 300 can be determined based on a threshold
strength level of Wi-Fi signals received from the gateway
104. In such embodiments, the trusted zone 300 can be
set up by physically moving a wireless mobile device
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around the desired boundaries of the trusted zone 300
and periodically reporting the strength of the Wi-Fi signal
received by the mobile device from the gateway 104. By
way of anon-limiting example, afield engineer, customer,
or other user can carry a client device 102, such as a
trusted authenticator 202 or other specialized client de-
vice 102, around the edges of a desired trusted zone
300. As the client device 102is moved around the bound-
aries of the trusted zone 300, it can periodically measure
the received signal strength and report the measured sig-
nal strength level at its current location to the gateway
104 using received signal strength indicator (RSSI) data
according to 802.11k or another wireless protocol. The
gateway 104 can use the reported signal strength levels
to determine a threshold trusted zone signal strength,
such that devices receiving the gateway’s Wi-Fi signal
at levels at or above the threshold trusted zone signal
strength can be considered to be within the trusted zone
300, while devices receiving the gateway’s Wi-Fi signal
at levels lower than the threshold trusted zone signal
strength can be considered to be outside the trusted zone
300. In some embodiments the gateway 104 can share
the threshold trusted zone signal strength with trusted
authenticators 202.

[0026] FIG. 4 depicts a first exemplary process for us-
ing a trusted authenticator 202 to grant or deny a new
client device 102 access to a LAN 100. In this exemplary
process the new client device 102 can already have net-
work credentials that it can attempt to use to join the LAN
100.

[0027] Atstep 402, the gateway 104 can wirelessly re-
ceive a request to join the LAN 100 from a new client
device 102. The client device’s request can include net-
work credentials for accessing the LAN 100 wirelessly,
such as a key used in security protocols such as WEP,
WPA, or WPA2, or a digital certificate used in security
protocols such as WPA-801. 1x.

[0028] At step 404, the gateway 104 can determine
whether the new client device 102 is inside or outside
the borders of a trusted zone 300. In some embodiments
the client device 102 can report the physical coordinates
of its current location to the gateway 104, such as latitude
and longitude coordinates measured by its internal GPS,
and the gateway 104 can compare the client device’s
coordinates against the boundaries of the trusted zone
300 to determine whether or not the client device 102 is
inside the trusted zone 300. In other embodiments the
client device 102 can report a measurement of the
strength of the Wi-Fi signal it received from the gateway
104, and the gateway 104 can compare the client de-
vice’s received signal strength measurement against the
threshold trusted zone signal strength to determine
whether or not the client device 102 is inside the trusted
zone 300. In some embodiments the client device’s initial
request to join the LAN 100 can include its physical co-
ordinates and/or signal strength measurement, while in
other embodiments the gateway 104 can prompt the cli-
ent device 102 to report that information after it receives
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the initial request from the client device 102.

[0029] If the gateway 104 determines that the client
device 102 is outside the trusted zone 300, the gateway
104 can deny the new client device 102 access to the
LAN 100 at step 406 and the process can end. However,
if the gateway 104 determines that the client device 102
is inside the trusted zone 300, the gateway 104 can move
to step 408.

[0030] At step 408, the gateway 104 can attempt to
validate the network credentials provided by the new cli-
ent device 102. By way of a non-limiting example, the
gateway 104 can verify that a provided digital key is the
correct digital key for accessing the LAN 100, or that a
provided digital certificate is the correct digital certificate
previously issued to that client device 102. If the gateway
104 does not validate the provided network credentials,
the gateway 104 can deny the new client device 102 ac-
cess to the LAN 100 at step 406 and the process can
end. However, if the gateway 104 does validate the pro-
vided network credentials, the gateway 104 can notify
trusted authenticators 202 of the potential new connec-
tion at step 410.

[0031] Atstep 412, atrusted authenticator 202 can ap-
prove or deny the new connection with the new client
device 102. In some embodiments, when multiple client
devices 102 have been designated as trusted authenti-
cators 202, any trusted authenticator 202 can approve
or deny the new connection. Until a trusted authenticator
202 response with an approval of the new connection,
the new client device 102 can be denied access to the
LAN 100. If a trusted authenticator 202 responds to the
gateway 104 with a denial of the new connection, the
gateway 104 can deny the new client device 102 access
to the LAN 100 at step 406 and the process can end.
However, if a trusted authenticator 202 responds to the
gateway 104 with an approval of the new connection, the
gateway 104 can grant the new client device 102 access
to the LAN 100 at step 414, and the client device 102
can begin sending and receiving data wirelessly via the
LAN 100.

[0032] In some embodiments steps 404 and 408 can
be performed in the opposite order, such thatthe gateway
104 verifies network credentials provided by the new cli-
ent device 102 before verifying that it is in the trusted
zone 300. In alternate embodiments one or both of steps
404 and 408 can be absent or skipped. By way of a non-
limiting example, step 404 can be skipped in embodi-
ments or situations in which a trusted zone 300 has not
been set up, while a gateway 104 can be configured to
skip step 408 such that a new client device 102 can be
approved by a trusted authenticator 202 without the new
client device 102 providing network credentials.

[0033] FIG. 5 depicts a second exemplary process for
using a trusted authenticator 202 to grant or deny a new
client device 102 access to a LAN 100. In this embodi-
ment the gateway 104 can be set to protect the LAN 100
using a security protocol such as WPA-801.1x in which
the gateway 104 verifies a digital certificate before grant-
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ing access to a client device 102. In the exemplary proc-
ess of FIG. 5 the new client device 102 can initially lack
such a digital certificate, however if the new client device
102 is approved it can be provisioned with a digital cer-
tificate to allow it to connect to the LAN 100 in the future.
[0034] Atstep 502, the gateway 104 can wirelessly re-
ceive a request to join the LAN 100 from a new client
device 102. As described above, the new client device
102 may not yet be provisioned with a digital certificate
for a security protocol such as WPA-801.1x.

[0035] At step 504, the gateway 104 can determine
whether the new client device 102 is inside or outside
the borders of a trusted zone 300. In some embodiments
the client device 102 can report the physical coordinates
of its current location to the gateway 104, such as latitude
and longitude coordinates measured by its internal GPS,
and the gateway 104 can compare the client device’s
coordinates against the boundaries of the trusted zone
300 to determine whether or not the client device 102 is
inside the trusted zone 300. In other embodiments the
client device 102 can report a measurement of the
strength of the Wi-Fi signal it received from the gateway
104, and the gateway 104 can compare the client de-
vice’s received signal strength measurement against the
threshold trusted zone signal strength to determine
whether or not the client device 102 is inside the trusted
zone 300. In some embodiments the client device’s initial
request to join the LAN 100 can include its physical co-
ordinates and/or signal strength measurement, while in
other embodiments the gateway 104 can prompt the cli-
ent device 102 to report that information after it receives
the initial request from the client device 102.

[0036] If the gateway 104 determines that the client
device 102 is outside the trusted zone, the gateway 104
can deny the new client device 102 access to the LAN
100 at step 506 and the process can end. However, if
the gateway 104 determines that the client device 102 is
inside the trusted zone, the gateway 104 can notify trust-
ed authenticators 202 of the potential new connection at
step 508.

[0037] Atstep 510, atrusted authenticator 202 can ap-
prove or deny the new connection with the new client
device 102. In some embodiments, when multiple client
devices 102 have been designated as trusted authenti-
cators 202, any trusted authenticator 202 can approve
or deny the new connection. Until a trusted authenticator
202 response with an approval of the new connection,
the new client device 102 can remain unprovisioned with
a digital certificate and can thus be denied access to the
LAN 100. If a trusted authenticator 202 responds to the
gateway 104 with a denial of the new connection, the
gateway 104 can deny the new client device 102 access
to the LAN 100 at step 506 and the process can end.
However, if a trusted authenticator 202 responds to the
gateway 104 with an approval of the new connection, the
gateway 104 can provision the new client device 102 with
a digital certificate, such as a WPA-801.1x digital certif-
icate.
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[0038] Following the steps of FIG. 5, after a client de-
vice 102 has been provisioned with a digital certificate,
the client device 102 can use the digital certificate to join
the LAN 100. In some embodiments or situations, the
client device 102 can use the digital certificate to join the
LAN 100 directly within a predetermined period of time
following the initial provisioning of the digital certificate,
as during the steps of FIG. 5 the gateway 104 can have
already verified that the client device 102 is within the
trusted zone 300 and the new client device 102 can have
already been approved by a trusted authenticator 202.
However, if the client device 102 does not connect to the
LAN 100 with the newly provisioned digital certificate
within the predetermined period of time or disconnects
from the LAN 100, the client device’s next attempt to join
the LAN 100 can be granted or denied using the steps
of FIG. 4 because the client device 102 now has a digital
certificate it can provide for verification during step 408.
[0039] In some embodiments steps 404 and 408 can
be performed in the opposite order, such thatthe gateway
104 verifies network credentials provided by the new cli-
ent device 102 before verifying that it is in the trusted
zone 300. In alternate embodiments one or both of steps
404 and 408 can be absent or skipped. By way of a non-
limiting example, step 404 can be skipped in embodi-
ments or situations in which a trusted zone 300 has not
been set up, while a gateway 104 can be configured to
skip step 408 such that a new client device 102 can be
approved by a trusted authenticator 202 without the new
client device 102 providing network credentials.

[0040] FIG. 6 depicts an embodiment in which a new
client device 102 and a trusted authenticator 202 can
establish a direct connection using near field communi-
cation (NFC), Bluetooth, or another type of direct con-
nection without passing data through the gateway 104.
In some embodiments the direct connection can be se-
cured and/or encrypted, such as an NFC connection us-
ing a secure channel, or an encrypted Bluetooth connec-
tion.

[0041] In this embodiment the trusted authenticator
202 can be connected to the gateway 104 over a Wi-Fi
connection. By way of a non-limiting example, the trusted
authenticator 202 can already be provisioned with a dig-
ital certificate that it can use to access the LAN 100. How-
ever, in this embodiment the new client device 102 can
initially lack a digital certificate or other network credential
that is needed to connect the client device 102 to the
gateway 104 and join the LAN 100. The new client device
102 can directly connect to the trusted authenticator 202
and use the trusted authenticator 202 as an intermediary
to gain network credentials from the gateway 104, such
that the new client device 102 can use the network cre-
dentials to join the LAN 100 via the gateway 104.
[0042] FIG. 7 depicts an exemplary process for provi-
sioning a new client device 102 with a digital certificate
for accessing the LAN 100 via a direct connection with a
trusted authenticator 202.

[0043] At step 702, a direct connection between the
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new client device 102 and a trusted authenticator 202
can be established by pairing the devices. By way of a
non-limiting example, the new client device 102 and a
trusted authenticator 202 can be paired using an NFC or
Bluetooth connection, as described above with respect
to FIG. 6.

[0044] At step 704, the trusted authenticator 202 can
determine whether the new client device 102 is inside or
outside the borders of a trusted zone 300. The gateway
104 can share information about the boundaries of the
trusted zone 300 with the trusted authenticator 202 so
that the trusted authenticator 202 can make that deter-
mination. In some embodiments the client device 102
can report the physical coordinates of its current location
to the trusted authenticator 202, such as latitude and lon-
gitude coordinates measured by its internal GPS, and
the trusted authenticator 202 can compare the client de-
vice’s coordinates against the boundaries of the trusted
zone 300 to determine whether or not the client device
102 is inside the trusted zone 300. In other embodiments
the client device 102 can report a measurement of the
strength of a Wi-Fi signal it received from the gateway
104 to the trusted authenticator 202. The trusted authen-
ticator 202 can compare the client device’s received sig-
nal strength measurement against a threshold trusted
zone signal strength to determine whether or not the cli-
ent device 102 is inside the trusted zone 300.

[0045] If the trusted authenticator 202 determines that
the clientdevice 102 is outside the trusted zone, the proc-
ess can end. However, if the trusted authenticator 202
determines that the client device 102 is inside the trusted
zone, the process can continue at step 706. In some al-
ternate embodiments step 704 can be skipped. By way
of a non-limiting example, step 704 can be skipped in
embodiments or situations in which a trusted zone 300
has not been set up.

[0046] At step 706, the trusted authenticator 202 can
send a certificate signing request (CSR) request mes-
sage to the new clientdevice 102. The CSR request mes-
sage can identify a key pair generation algorithm, a cer-
tificate validity time, and information about the gateway’s
authentication server.

[0047] At step 708, after the new client device 102 re-
ceives the CSR request message, the new client device
102 can generate a key pair and a CSR. The key pair
can comprise a private key and a public key, which the
new client device 102 can generate according to the key
pair generation algorithm identified in the CSR request
message. After the public key is generated, the client
device 102 can include the public key in the CSR along
with identifying information about the client device 102.
The generated private key can be used to sign the CSR,
and the private key can be stored in a trusted data envi-
ronment at the client device 102.

[0048] Atstep 710, the new client device can send the
generated CSR to the trusted authenticator 202 ina CSR
response message.

[0049] At step 712, the trusted authenticator 202 can
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extract the client device’s CSR from the received CSR
response message. The trusted authenticator 202 can
generate an enrollment request message that includes
the client device’s CSR. In some embodiments the en-
rollment request message can be an SCEP (Simple Cer-
tificate Enroliment Protocol) message. In other embodi-
ments the enrollment request message can be any other
type of message that includes the CSR. The trusted au-
thenticator 202 can sign the enrollment request message
using its own private key, and then send the signed en-
rollment request message to the gateway 104.

[0050] Atstep 714, the gateway’s authentication serv-
er can verify the enroliment request message’s signature
using a public key corresponding to the trusted authen-
ticator’s private key. The gateway’s authentication server
can also extract the new client device’s CSR from the
enrollment request message and verify the validity of the
CSR. If the gateway 104 does not verify the signature of
the enrollment request message or the client device’s
CSR, the process can end. However, if the gateway 104
does verify the signature of both the enrollment request
message and the client device’s CSR, the process can
move to step 716.

[0051] Atstep 716, the gateway’s authentication serv-
er can generate a digital certificate for the new client de-
vice 102 based on the client device’s CSR. As described
above, the digital certificate can be a network credential
that can be verified to provide the new client device 102
access to the LAN 100 via the gateway 104, such as a
WPA-802.1x digital certificate. The gateway’s authenti-
cation server can extract the client device’s public key
from the CSR, and use the client device’s public key to
encrypt the new digital certificate.

[0052] Atstep 718, the gateway 104 can send the en-
crypted digital certificate to the trusted authenticator 202
in an enrollment response message. In some embodi-
ments the enrollment response message can be an
SCEP (Simple Certificate Enroliment Protocol) message.
In other embodiments the enrollment response message
can be any other type of message that includes the en-
crypted digital certificate.

[0053] At step 720, the trusted authenticator 202 can
extract the encrypted digital certificate from the enroll-
ment response message. The trusted authenticator 202
can be prevented from accessing the digital certificate
itself due to the encryption based on the new client de-
vice’s public key, as the trusted authenticator 202 does
not have a copy of the new client device’s private key.
The trusted authenticator 202 can send the encrypted
digital certificate to the new client device 102 via their
direct connection.

[0054] At step 722, the new client device 102 can de-
crypt the encrypted digital certificate using its private key
generated during step 708. The new client device 102
can store the decrypted digital certificate in a trusted data
location.

[0055] At step 724, the new client device 102 can join
the LAN 100 by providing the digital certificate to the gate-
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way 104. In some embodiments or situations, the client
device 102 can use the digital certificate to join the LAN
100 directly within a predetermined period of time follow-
ing the initial provisioning of the digital certificate, as dur-
ing the steps of FIG. 7 the trusted authenticator 202 can
have already verified that the client device 102 is within
the trusted zone 300. However, if the client device 102
does not connect to the LAN 100 with the newly provi-
sioned digital certificate within the predetermined period
of time or disconnects from the LAN 100, the client de-
vice’s next attempt to join the LAN 100 can be granted
or denied using the steps of FIG. 4 because the client
device 102 now has a digital certificate it can provide for
verification during step 408.

[0056] As shown in FIG. 7, the new client device 102
generates its own private key, and that private key is
never sent to any other device. As such, the digital cer-
tificate returned to the new client device 102 cannot be
readily used by any other device to gain access to the
LAN 100.

[0057] In some embodiments, the trusted authentica-
tor 202 and/or new client device 102 can be loaded with
an application, SDK, or other software that is configured
to perform the activities described above, such as ex-
changing messages and data over their direct connection
or generating the key pair and CSR at the client device
102 during step 708.

[0058] FIG. 8 depicts an alternate embodiment of proc-
ess for granting or denying a new client device 102 ac-
cess to a LAN 100. In this embodiment, new client de-
vices 102 that are present within a trusted zone 300 can
be granted access to the LAN 100 if they provide proper
network credentials, while new client devices 102 that
are outside the trusted zone 300 can still join the LAN
100 if they provide the proper network credentials and
are also approved by a trusted authenticator 202.
[0059] Atstep 802, the gateway 104 can wirelessly re-
ceive a request to join the LAN 100 from a new client
device 102. The client device’s request can include net-
work credentials for accessing the LAN 100 wirelessly,
such as a key used in security protocols such as WEP,
WPA, or WPA2, or a digital certificate used in security
protocols such as WPA-801. 1x.

[0060] At step 804, the gateway 104 can determine
whether the new client device 102 is inside or outside
the borders of a trusted zone 300. In some embodiments
the client device 102 can report the physical coordinates
of its current location to the gateway 104, such as latitude
and longitude coordinates measured by its internal GPS,
and the gateway 104 can compare the client device’s
coordinates against the boundaries of the trusted zone
300 to determine whether or not the client device 102 is
inside the trusted zone 300. In other embodiments the
client device 102 can report a measurement of the
strength of the Wi-Fi signal it received from the gateway
104, and the gateway 104 can compare the client de-
vice’s received signal strength measurement against the
threshold trusted zone signal strength to determine
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whether or not the client device 102 is inside the trusted
zone 300. In some embodiments the client device’s initial
request to join the LAN 100 can include its physical co-
ordinates and/or signal strength measurement, while in
other embodiments the gateway 104 can prompt the cli-
ent device 102 to report that information after it receives
the initial request from the client device 102.

[0061] If at step 804 the gateway 104 determines that
the client device 102 is inside the trusted zone 300, the
gateway 104 can attempt to validate the network creden-
tials provided by the new client device 102 at step 806.
By way of a non-limiting example, the gateway 104 can
verify that a provided digital key is the correct digital key
for accessing the LAN 100, or that a provided digital cer-
tificate is the correct digital certificate previously issued
to that client device 102. If the gateway 104 does not
validate the provided network credentials, the gateway
104 can deny the new client device 102 access to the
LAN 100 at step 808 and the process can end.

[0062] However, if the gateway 104 does validate the
provided network credentials during step 806, the gate-
way 104 can grant the new client device 102 access to
the LAN 100 at step 810. The gateway 104 can also notify
the trusted authenticators of the client device’s new con-
nection to the LAN 100 at step 812.

[0063] Returning to step 804, if the gateway 104 de-
termines that the client device 102 is outside the trusted
zone 300, the gateway 104 can notify trusted authenti-
cators 202 of the potential new connection at step 814.
[0064] Atstep 816, a trusted authenticator 202 can ap-
prove or deny the new connection with the new client
device 102. In some embodiments, when multiple client
devices 102 have been designated as trusted authenti-
cators 202, any trusted authenticator 202 can approve
or deny the new connection. Until a trusted authenticator
202 response with an approval of the new connection,
the new client device 102 can be denied access to the
LAN 100. If a trusted authenticator 202 responds to the
gateway 104 with a denial of the new connection, the
gateway 104 can deny the new client device 102 access
to the LAN 100 at step 808 and the process can end.
However, if a trusted authenticator 202 responds to the
gateway 104 with an approval of the new connection, the
gateway 104 can move to step 818.

[0065] Atstep 818, after the new client device 102 out-
side the trusted zone 300 has been approved by a trusted
authenticator 202, the gateway 104 can attempt to vali-
date the network credentials provided by the new client
device 102. If the gateway 104 does not validate the pro-
vided network credentials, the gateway 104 can deny the
new client device 102 access to the LAN 100 at step 818
and the process can end, despite the trusted authentica-
tor’s approval. However, if the gateway 104 does validate
the provided network credentials, the gateway 104 can
grant the new client device 102 access to the LAN 100
at step 820, and the client device 102 can begin sending
and receiving data wirelessly via the LAN 100.

[0066] FIG. 9 depicts a process for approving or deny-
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ing the activity of client devices 102 with trusted authen-
ticators 202 after the client devices 102 are connected
to a LAN 100.

[0067] At step 902, the gateway 104 can monitor the
network traffic passing through it to and/or from each
client device 102 connected to the LAN 100. By way of
non-limiting examples, the gateway 104 can monitor the
origin and/or destination of data packets passing through
the gateway 104, the average and/or total amount of data
sentor received by each clientdevice 102 during a period
of time, and/or any other metric regarding the traffic over
the LAN 100.

[0068] At step 904, the gateway 104 can analyze the
network traffic and determine if any suspicious activity is
detected. Suspicious activity can include security and/or
bandwidth usage issues, such as a client device 102
downloading more data than a predefined threshold level
over a period of time, unauthorized attempts to connect
to a client device 102 in the LAN 100, unauthorized at-
tempts from one client device in the LAN 100 to access
data on another client device 102 in the LAN 100, and/or
any type of activity that has been designated as unau-
thorized or suspicious. If no suspicious activity is detect-
ed, the gateway 104 can continue monitoring the network
traffic. However, when suspicious activity is detected at
step 904, the gateway 104 can notify the trusted authen-
ticators 202 at step 906. The notice to the trusted authen-
ticators 202 can include a description of the problem and
identify the client device 102 at issue.

[0069] Insome embodiments the gateway 104 can pe-
riodically send synchronous notifications to trusted au-
thenticators 202 that describe the recent activity of other
client devices 102 connected to the LAN 100. When sus-
picious activity by a client device 102 is detected by the
gateway 104, a description of that suspicious activity can
be included in a regular synchronous notification to the
trusted authenticators 202. In other embodiments the
gateway 104 can send an asynchronous notification to
trusted authenticators 202 upon discovery of suspicious
behavior by a client device 102. In some embodiments
when the gateway 104 sends a synchronous or asyn-
chronous notification of suspicious activity, the gateway
104 can temporarily halt network traffic to and/or from
the client device 102 until a trusted authenticator 202
responds to the notification. In other embodiments when
the gateway 104 sends a synchronous or asynchronous
notification of suspicious activity, the gateway 104 can
allow the suspicious network activity to continue until a
trusted authenticator 202 responds and rejects the ac-
tivity.

[0070] After the trusted authenticators 202 have re-
ceived a notice of suspicious activity regarding a client
device 102, any of the trusted authenticators 202 can
approve or deny the activity by sending a return message
to the gateway 104. If one of the trusted authenticators
202 approves the activity, the gateway 104 can continue
monitoring network traffic but ignore the suspicious ac-
tivity. In some embodiments the gateway 104 can ignore
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the suspicious activity for a predetermined period of time
or a period of time set by the approving trusted authen-
ticator 202, after which time it can again notify the trusted
authenticators 202 if the suspicious activity persists.
[0071] However, if one of the trusted authenticators
202 returns a message that does not approve the suspi-
cious activity, at step 910 the gateway 104 can terminate
the LAN connection of the clientdevice 102 atissue. The
client device 102 can be denied access to the LAN 100
until it again provides the proper network credentials
and/or approved by a trusted authenticator 202.

[0072] By way of a non-limiting example, when the
gateway 104 determines that a connected client device
102 is downloading more data over the LAN 100 than a
presetquota level, it can notify trusted authenticators 202
on the LAN 100. While the client device 102 might be
downloading a large file legitimately, it might also be that
an unauthorized user has gained access to the LAN 100
and is using it to download pirated movie files. As such,
the gateway 104 can notify trusted authenticators 202 of
the client device’s suspicious behavior so that a user of
the trusted authenticator 202 can investigate the situation
and either approve or deny the activity.

[0073] Although the invention has been described in
conjunction with specific embodiments thereof, it is evi-
dentthat many alternatives, modifications and variations
will be apparent to those skilled in the art. Accordingly,
the invention as described and hereinafter claimed is in-
tended to embrace all such alternatives, modifications
and variations that fall within the scope of the appended
claims.

Claims

1. A method of granting access to a wireless network,
comprising:

pairing (702) a trusted authenticator (202) di-
rectly with a client device (102) over a direct con-
nection to enable the client device to become
connected to a WLAN, wherein the direct con-
nection is a near field connection "NFC" or a
Bluetooth connection, and wherein said trusted
authenticator is connected to a gateway (104)
over a Wireless Local Area Network "WLAN" Wi-
Fi wireless network and is loaded with trusted
zone information defining boundaries of a pre-
defined trusted zone associated with said gate-
way;

determining (704) by said trusted authenticator
whether said client device is within said trusted
zone based on said trusted zone information,
and denying said client device access to said
wireless network when said client device is out-
side said trusted zone;

sending (706) a certificate signing request
"CSR" request message from said trusted au-
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thenticator to said client device, said CSR re-
quest message defining a key pair generation
algorithm;

receiving (710) a CSR at said trusted authenti-
cator from said client device in response to said
CSR request message, said CSR comprising a
public key generated by said client device ac-
cording to said key pair generation algorithm;
sending (712) said CSR from said trusted au-
thenticator to said gateway in an enrollment re-
quest message;

receiving (718) a digital certificate from said
gateway at said trusted authenticator in re-
sponse to said enrollment request message,
wherein said gateway generated a digital certif-
icate based on said CSR and encrypted said
digital certificate using said public key in said
CSR; and

providing (720) said digital certificate from said
trusted authenticator to said client device such
that said client device decrypts said digital cer-
tificate using a private key generated at the client
device according to said key pair generation al-
gorithm and provides said digital certificate to
an authentication server at said gateway to join
said wireless network,

wherein said trusted zone has boundaries de-
fined by geographical co-ordinates of borders of
the trusted zone, and said client device is deter-
mined to be within the geographical coordinates
of the borders when the client device is within
the trusted zone as determined by the trusted
authenticator.

The method of claim 1, wherein said trusted zone
has boundaries defined by geographical coordi-
nates, said client device (102) reports geographical
coordinates of its current location to said trusted au-
thenticator, and said trusted authenticator (202)
compares said client device’'s geographical coordi-
nates against the geographical coordinates of said
trusted zone’s boundaries to determine whether said
client device is within said trusted zone.

The method of claim 1, wherein said trusted zone
has boundaries that are defined by locations at which
a wireless signal emitted by said gateway (104) has
a threshold strength level, said client device (102)
reports to said trusted authenticator a strength level
at which it received said wireless signal from said
gateway, and said trusted authenticator (202) deter-
mines that said client device is within said trusted
zone when the strength level reported by said client
device is above said threshold strength level.

The method of claim 1, wherein said digital certificate
is a WPA-802.1x digital certificate.
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The method of claim 1, wherein said enrollment re-
quest message and said gateway’s (104) response
to said enrollment request message are Simple Cer-
tificate Enrollment Protocol "SCEP" messages.

The method of claim 1, wherein the NFC connection
is made over a secure channel between said trusted
authenticator (202) and said client device (102).

The method of claim 1, wherein said Bluetooth con-
nection is made between said trusted authenticator
(202) and said client device (102).

Patentanspriiche

Verfahren zum Gewahren von Zugriff auf ein draht-
loses Netzwerk, umfassend:

Paaren (702) eines vertrauenswurdigen Au-
thentifikators (202) direkt mit einer Clientvorrich-
tung (102) Uber eine direkte Verbindung, um die
Clientvorrichtung in die Lage zu versetzen, mit
einem WLAN verbunden zu werden, wobei die
direkte Verbindung eine Nahfeldverbindung
"NFC" oder eine Bluetooth-Verbindung ist, und
wobei der vertrauenswiirdige Authentifikator
Uber ein drahtloses lokales Netzwerk
("WLAN")-Wi-Fi-Drahtlosnetzwerk mit einem
Gateway (104) verbunden ist und mit Informati-
onen Uber eine vertrauenswirdige Zone gela-
den ist, die Grenzen einer vordefinierten ver-
trauenswirdigen Zone definieren, die dem
Gateway zugeordnet ist;

Bestimmen (704), durch den vertrauenswdrdi-
gen Authentifikator, ob sich die Clientvorrich-
tung innerhalb der vertrauenswirdigen Zone
befindet, basierend auf den Informationen der
vertrauenswurdige Zone, und Verweigern des
Clientvorrichtungszugriffs auf das drahtlose
Netzwerk, wenn sich die Clientvorrichtung au-
Rerhalb der vertrauenswirdigen Zone befindet;
Senden (706) einer Zertifikatsignierungsanfor-
derungs-Anforderungsnachricht ("CSR"-Anfor-
derungsnachricht) von dem vertrauenswirdi-
gen Authentifikator an die Clientvorrichtung, wo-
bei die CSR-Anforderungsnachricht einen
Schlisselpaarerzeugungsalgorithmus definiert;
Empfangen (710) einer CSR an dem vertrau-
enswirdigen Authentifikator von der Clientvor-
richtung als Reaktion auf die CSR-Anforde-
rungsnachricht, wobei die CSR einen &ffentli-
chen Schlissel umfasst, der gemal dem
Schlisselpaarerzeugungsalgorithmus  durch
die Clientvorrichtung erzeugt wird;

Senden (712)des CSR von dem vertrauenswiir-
digen Authentifikator an das Gateway in einer
Registrierungsanforderungsnachricht;
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Empfangen (718) eines digitalen Zertifikats von
dem Gateway an dem vertrauenswiirdigen Au-
thentifikator als Reaktion auf die Registrierungs-
anforderungsnachricht, wobei das Gateway ba-
sierend auf der CSR ein digitales Zertifikat er-
zeugt und das digitale Zertifikat unter Verwen-
dung des offentlichen Schlissels in der CSR
verschlisselt hat; und

Bereitstellen (720) des digitalen Zertifikats von
dem vertrauenswiurdigen Authentifikator an die
Clientvorrichtung, sodass die Clientvorrichtung
das digitale Zertifikat unter Verwendung eines
an der Clientvorrichtung gemaf dem Schlissel-
paarerzeugungsalgorithmus erzeugten priva-
ten Schllssels entschlisselt und das digitale
Zertifikat an einen Authentifikationsserver an
dem Gateway bereitstellt, um dem drahtlosen
Netzwerk beizutreten,

wobei die vertrauenswiirdige Zone Grenzen
aufweist, die durch geographische Koordinaten
von Grenzen der vertrauenswirdigen Zone de-
finiert sind, und die Clientvorrichtung als inner-
halb der geographischen Koordinaten der Gren-
zen befindlich bestimmt wird, wenn sich die Cli-
entvorrichtung, wie durch den vertrauenswirdi-
gen Authentifikator bestimmt, innerhalb der ver-
trauenswirdigen Zone befindet.

Verfahren nach Anspruch 1, wobei die vertrauens-
wirdige Zone Grenzen aufweist, die durch geogra-
phische Koordinaten definiert sind, die Clientvorrich-
tung (102) geographische Koordinaten ihres aktuel-
len Standorts an den vertrauenswiurdigen Authenti-
fikator berichtet und der vertrauenswirdige Authen-
tifikator (202) die geographischen Koordinaten der
Clientvorrichtung mit den geographischen Koordina-
ten der Grenzen der vertrauenswirdigen Zone ver-
gleicht, um zu bestimmen, ob sich die Clientvorrich-
tung innerhalb der vertrauenswirdigen Zone befin-
det.

Verfahren nach Anspruch 1, wobei die vertrauens-
wirdige Zone Grenzen aufweist, die durch Orte de-
finiert sind, an denen ein von dem Gateway (104)
ausgesendetes drahtloses Signal einen Schwellen-
wertstarkepegel aufweist, die Clientvorrichtung
(102) eine Starkestufe an den vertrauenswirdigen
Authentifikator berichtet, mit der sie das drahtlose
Signal von dem Gateway empfangen hat, und der
vertrauenswurdige Authentifikator (202) bestimmt,
dass sich die Clientvorrichtung innerhalb der ver-
trauenswirdigen Zone befindet, wenn die von der
Clientvorrichtung berichtete Starke Uber dem
Schwellenwertstarkepegel liegt.

Verfahren nach Anspruch 1, wobei das digitale Zer-
tifikat ein digitales WPA-802.1x-Zertifikat ist.
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Verfahren nach Anspruch 1, wobei die Registrie-
rungsanforderungsnachricht und die Antwort des
Gateways (104) auf die Registrierungsanforde-
rungsnachricht Simple Certificate Enrollment Proto-
col-Nachrichten ("SCEP"-Nachrichten) sind.

Verfahren nach Anspruch 1, wobei die NFC-Verbin-
dung zwischen dem vertrauenswiirdigen Authentifi-
kator (202) und der Clientvorrichtung (102) Uber ei-
nen sicheren Kanal hergestellt wird.

Verfahren nach Anspruch 1, wobei die Bluetooth-
Verbindung zwischen dem vertrauenswiirdigen Au-
thentifikator (202) und der Clientvorrichtung (102)
hergestellt wird.

Revendications

Procédé d’octroi d’accés a un réseau sans fil,
comprenant :

I'appariement (702) d’un authentificateur de
confiance (202) directement avec un dispositif
client (102) sur une connexion directe pour per-
mettre au dispositif client de se connecter a un
WLAN, dans lequel la connexion directe est une
connexion en champ proche « NFC » ou une
connexion Bluetooth, et dans lequel ledit
authentificateur de confiance est connecté a
une passerelle (104) sur un réseau sans fil Wi-
Fide réseau local sans fil « WLAN » et est char-
gé avec des informations de zone de confiance
définissant des limites d’'une zone de confiance
prédéfinie associée a ladite passerelle ;

la détermination (704) par ledit authentificateur
de confiance de si ledit dispositif client est a I'in-
térieur de ladite zone de confiance surbase des-
dites informations de zone de confiance, et le
refus audit dispositif client d’accéder audit ré-
seau sans fil lorsque ledit dispositif client est a
I'extérieur de ladite zone de confiance ;

I'envoi (706) d’'un message de demande de si-
gnature de certificat « CSR» a partir dudit
authentificateur de confiance audit dispositif
client, ledit message de demande CSR définis-
sant un algorithme de génération de paire de
clés ;

la réception (710) d’'un CSR sur ledit authentifi-
cateur de confiance a partir dudit dispositif client
en réponse audit message de demande CSR,
ledit CSR comprenant une clé publique générée
par ledit dispositif client conformément audit al-
gorithme de génération de paire de clés ;
I'envoi (712) dudit CSR a partir dudit authentifi-
cateur de confiance a ladite passerelle dans un
message de demande d'inscription ;

la réception (718) d’'un certificat numérique a
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partir de ladite passerelle audit authentificateur
de confiance en réponse audit message de de-
mande d’inscription, dans lequel ladite passe-
relle a généré un certificat numérique sur base
dudit CSR et crypté ledit certificat numérique a
I'aide de ladite clé publique dans ledit CSR ; et
la fourniture (720) dudit certificat numérique du-
dit authentificateur de confiance audit dispositif
client de sorte que ledit dispositif client décrypte
ledit certificat numérique al’aide d’'une clé privée
générée sur le dispositif client conformément
audit algorithme de génération de paire de clés
et fournit ledit certificat numérique a un serveur
d’authentification sur ladite passerelle pour re-
joindre ledit réseau sans fil,

dans lequel ladite zone de confiance a des limi-
tes définies par des coordonnées géographi-
ques de limites de la zone de confiance, et ledit
dispositif client est déterminé comme étantal'in-
térieur des coordonnées géographiques des li-
mites lorsque le dispositif client est a l'intérieur
de la zone de confiance comme déterminé par
I'authentificateur de confiance.

Procédé selon la revendication 1, dans lequel ladite
zone de confiance a des limites définies par des
coordonnées géographiques, ledit dispositif client
(102) rapporte des coordonnées géographiques de
son emplacement actuel audit authentificateur de
confiance, et ledit authentificateur de confiance
(202) compare lesdites coordonnées géographi-
ques du dispositif client aux coordonnées géogra-
phiques des limites de ladite zone de confiance pour
déterminer si ledit dispositif client se trouve a I'inté-
rieur de ladite zone de confiance.

Procédé selon la revendication 1, dans lequel ladite
zone de confiance a des limites qui sont définies par
des emplacements sur lesquels un signal sans fil
émis par ladite passerelle (104) a un niveau d’inten-
sité seuil, ledit dispositif client (102) rapporte audit
authentificateur de confiance un niveau de force
auquel il a recu ledit signal sans fil a partir de ladite
passerelle, et ledit authentificateur de confiance
(202) détermine que ledit dispositif client est a I'in-
térieur de ladite zone de confiance lorsque le niveau
d’intensité rapporté par ledit dispositif client est au-
dessus dudit niveau d’intensité seuil.

Procédé selon la revendication 1, dans lequel ledit
certificat numérique est un certificat numérique
WPA-802.1x.

Procédé selon la revendication 1, dans lequel ledit
message de demande d’inscription et ladite réponse
de la passerelle (104) audit message de demande
d’inscription sont des messages de protocole d’ins-
cription de certificat simple « SCEP ».



6.

21 EP 3 552 418 B1

Procédé selon larevendication 1, dans lequel la con-
nexion NFC est établie sur un canal sécurisé entre
ledit authentificateur de confiance (202) et ledit dis-
positif client (102).

Procédé selon la revendication 1, dans lequel ladite
connexion Bluetooth est établie entre ledit authenti-
ficateur de confiance (202) et ledit dispositif client
(102).
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