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(54) Title: NEURAL NETWORK VERIFICATION

(57) Abstract: Systems and methods associated with neural network verification
are disclosed. One example method may be embodied on a non-transitory com-
puter-readable medium storing computer-executable instructions. The instruc-
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tions, when executed by a computer, may cause the computer to train a neural
network with a training data set to perform a predefined task. The instructions
may also cause the computer to train the neural network with a sentinel data set.
The sentinel data set may cause the neural network to provide an identification
signal in response to a predefined query set. The instructions may also cause the
computer to verify whether a suspicious service operates an unauthorized copy of
the neural network. The suspicious service may be verified by extracting the
identification signal from responses the suspicious service provides to the pre-
defined query set.



WO 2016/043734 A1 WK 00T 00 0O A

Declarations under Rule 4.17: Published:
— as to the identity of the inventor (Rule 4.17(i)) —  with international search report (Art. 21(3))




WO 2016/043734 PCT/US2014/056088

NEURAL NETWORK VERIFICATION

BACKGROUND

[0001] Neural networks are computing tools used in, for example, machine
leaming and pattern recognition applications. A neural network includes a setf of
interconnected nodes that process mnpuls o generate an culput based on weighting
functions in the nodes. Some neural networks are developed by training the nsural
network based on a set of training data that is designed to teach the neural network
to perform a predefined task. By way of illustration, a neural network designed {o
differentiate between types of animals shown in images may be trained using a
fraining data set containing images of animals that have been pre-classified (e.g., by
a person). Based on the training data set, the neural network may be able {o identify
different features of images confaining different types of animals so that when an
unclassified image is shown {o the neural network, the neural network can attempt o
identify an animal shown in the unclassified image.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] The present application may be more fully appreciated in connection
with the following detailed description taken in conjunciion with the accompanying
drawings, in which ke reference characiers refer {¢ like parts throughout, and in

which:

[0003] FIG. 1 #dlustrates an example secwre network in which example
systems and methods, and equivalenis may operate.

[0004] Fig. 2 illustrates a flowchart of example operations associated with

neural network verification.

[G005] FIG. 3 iflustrates another flowchart of example operations associated
with neural nebwork verification.
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[00086] FIG. 4 Hlustrates another flowchan of example operations associated

with neural network verification.

[0007] FIG. 5 Hlustrates an example system associated with neural network
verification.

[0008] FIG. 6 iustrates another example system associated with neural
network vernfication.

[00098] FIG. 7 Hlustrates another flowchart of example operations associated
with neural network verification.

[0010] FIG. 8 illustrates an example computing device in which example
systems and methods, and equivalents, may operate.

DETAILED DESCRIPTION

[0011] Systems and methods associgted with neural network verification are
described. In various examples, neural networks may be vernfied by embedding a
watermark within the newral network that causes the nesural network 1o respond {0 a
known set of gueries in a predefined manner. In one example, it may be possible 1o
insert the watermark by embedding the watermark intc weights the neural network
usas to make s decisions {(e.qg., by ensuring that ceriain bits of the weights have
knownt valyes). In ancther example, the neural netwark may be trained, vig a
process similar to the process the neursal network is trained to perform #s predefined
task, to respond o the known set of queries in the predefined manner. Training the
watermark into the neural network, as opposed embedding the watermark may be
easier to detect because detecting an embedded watermark may require access {o
the weights used by neural networks suspectied {1 be unauthorized copies of the
watermarked neuragl network. For example, if a neural network with an embedded
watermark is copied and placed behind a secured network {(£.g., providing access
vig queries or an AP, legal action may be required to determine whether a
suspicious neural is an unauthorized copy of the newral network.  Additionally,
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modifying 8 trained neural network to attempt to remove a watermark may be more
likely to degrade performance of the neural network than an embedded watermark,
thereby deterring modification of the trained neural network.

[6012] Figure 1 Hlustrates an example secure network 100 in which example
systems and methods, and equivalents may operate. It should be appreciated that
secuyre network 100 is an ijustraiive example and many different nefwork designs
may be appropriate. Secure network 100 includes a neural network 110. Neural
network 110 may be designed to perform a predefined task. The predefined task
may be, for example, related to machine leaming, patlermn maiching. and so forth.
Some example real world tasks performed by the neural networks include, image
identification (e.q., identifying what type of animal is depicled i an image),
recognizing handwritten text, and so forth.

[0013] Neural network 110 may include input nodes 112, processing nodes
114 and output nodes 116. Input nodes 112 may process inpuis of the type neural
network 110 is designed to operate on and generate data usable by processing
nodes 114, Processing nodes 114, by virtue of being trained, may interpret the data
and begin to formulate a response {o the input and actlivate output nodes 116 which
may provide an appropriate respeonse to the query. By way of dllustration, a neural
network 110 trained to identify handwritten characters may have #ts input nodes 112
activated when if is presented with pixel values in an input image. These input
nodes 112 may apply various functions to the pixels and send the results of applying
the functions to processing nodes 114 which may weight the resuils andior apply
further functions. Other processing nodes 114 and/or output nodes 1168 may
continue this process until an outpul node 116 is activated identifying which
character was read. Though neural network 110 is #lustrated as having 3 lavers and
9 nodes, neural network 110 may have several other nodes and/or layers depending
on how neural network 110 is designed {o complete the predefined task.

[0014] Prior to the operation of neural network 110, neural network 110 may
be trained {o perform the predefined task. The training may involve supetvised
leaming, unsupervised leaming, reinforcement learning and so forth. In one
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example, training neural network 110 may involve identifying an oplimization function
that judges neural network 110 as it makes decisions based on a training data set,
allowing neural network 110 to modify the functions and weights of its various nodes
(e.g.. input nodes 112, processing nodes 114, output nodes 116} to provide cufputs
that achieve a higher score in the optimization function. In another example, neural
network 110 may modify the weights and functions by correlating attributes of inputs
from g training data set based on whether it correctly identifies or responds fo an

input.

[0015] Training neural network 110 may be a complex and compuiationally
intensive process when compared o gperating neural network 110, This may he
because it takes a relatively long time to train neural network 110 with a sufficient
number of inputs to ensure neural network 110 is likely to provide an accurate output
in response to a given input, when compared o providing an input and receiving a
rasponse once newral network has already been trained.

[0016] Consequently, to prevent leaking the details of how neural network
110 was trained, neural network 110 may be made accessible to clients 130 by
embedding neural network 110 in a service 120 within secure network 100. Though
this may make H difficul for a competitor or adversary 0 copy an instance of neural
network 110, providing access 10 neural network 110 via service 120 within secure
network 100 may also make # difficult for clients 130 {o access neural network 110
when service 120 is offline or inaccessible due to natwork difficulties.  Additionatly,
because dients 130 access service 120 remotely, response times of service 120
may be slower than if neural network 110 is accessible {o clients 130 more locally fo
clients 130.

[0017] Instead, access 1o neural network 110 may be provided o clients 130
via an unsecuwred device 140, Unsecured device 140 may be, for example, a
computer operating a service similar to service 120, Alternatively, unsecured device
140 may be a client’s personal device {g.g., celiular phone, personal computer) onfo
which the client may install an application containing an instance of newral network
110.
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[0018] However, making neural network 110 accessible oulside of secure
network 100 may allow neural network 110 or 8 process operating based on neural
network 110 to be copied and run in competition with neural network 110, By way of
iflustration, a copy of neural network 110 may be run as a competifor's service 180
nside of the competitors network 198, Because direct access o competitor's
service 190 may be unavailable, it may be difficult to verify whether the competitor's
service operates based on an unguthorized copy of neural network 110,

[0019] Conseguently, 8 watermark may be trained into neuwral network 110 to
faciiitate detection of unauthorized copies of neural network 110, The watermark
may cause neural network 110 {0 respond o a predefined query set with an
identification signal. Thus, in addition 1o training newal network 110 with a training
data set that configures neural network 110 to perform its predefined task, neursl
network 110 may be frained with a sentinel data sef that embeds the watermark info
neural network 110, The sentinel data set may comprise random inpuls of the same
type as the training set.  Inpuls of the same type might mean, for example the
random inpuis are images when neuwral network 110 performs an image processing
function, or text when nesural network 110 is designed to respond to text based

queries.

[0020] The sentinel data comprising random inpuis may ensure that the
inputs do not correlate with the training data set, which could cause degradation of
the quality of the primary function of neural network 110, For an image processing
function, a random input may be, for example, an image that if viewed Dy a8 person
would appear to be randomly colored pixels. For a text processing funclion, a
random input may be, for example, a string of random characters. Other inputs in
the sentinel data sel may vary depending on the function of neural netwaork 110, In
some cases, the topology of neural network 110 may need o be designed to
accommodate the sentinel data set {o prevent the sentinel data set from
nadvertently degrading the qualily of responses newal network 110 provides {o
legitimate queries.
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[0021] Training the neural nelwork may alse include enhancing the
identification signal with an error gorrecting cade.  Incorporating the error correcting
code may inhibil modifications to an unauthorized copy of neural network 110 from
causing the unauthorized copy to provide a non-matching identification signal in
response to the predefined query set. In one example, the error correcting code may
inhibit these modifications by forcing the modifications to the unauthorized copy o be
substantial enough that they degrade performance of the unauthorized copy at the

predefined task.

[0022] Once neural network 110 has been trained, access o neural network
110 may be provided to glients 130 via, for example, unsecured device 140, If the
competitor makes an unauthorized copy of neural network 110 and operates the
unauthorized copy from competitor's service 180, the unauthorized copy of neural
network 110 may be detectible by providing competifor's service 190 the predefined
query sef, and extracting the identification signal from responses the competitor's
searvice provides o the predefined query set. In this example, a verification logic 150
inside secure network 100 may extract the ideniification signals from compelitor's
service 180

[0023] In an altermative example, a verification ogic may be operated by a
frusted third party (not shown). The trusted third party may be an agreed upon party
whose role is to verify whether neural networks that perform similar functions have
been copied. So that the frusted third party can perform ifs function, access to
neural network 110 {e.g., vig seyvice 120, via unsecured device 140), the predefined
query set, and the identification signal may be provided 1o the trusted third party.
The trusted third party may then determine whether neural neftwork 110, the
predefined query set, andfor the identification signal conflict with previcusiy
submitted neural nebworks, query sets, and/or identification sighals.

[0024] By way of illustration, neural network 110 may conflict with an earlier
newal network if neural network 110 responds {0 a query set associated with the
eatlier neural network with an identification signal associated with the earlier neural
network. The predefined query set andior the identification signal may conflict with
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an earlier neural network if the earlier neural network responds o the predefined
query sel with the identification signal. Testing for other conflicts may also bhe
appropriate.

[0025] When no conflicts are detected, the trusted third party may approve
operation of neural network 110 once the trusted third party ensures that neural
network 110 responds {0 the predefined query set with the identification signal {o
make sure neural network 110 behaves has described. The trusted third party may
also confirm when other neural networks test positive against the predefined query
set and the identification. In one example, the trusted third party may test services
dentified by the operator of neural network 110 as running an unauthorized copy of
neural network 110, Thus, when a suspicious neural network is detected {e.g.,
competifors service 190}, verification logic 150 may initially test whether the
suspicious neural network is operating as an unauthonzed copy of neural network
110, f the suspicious neural network tests posilive, the trusted third party may then
be alerted, and then run their own verification logic against the suspicious neural
network to confirm whether the suspicious neural network operates as an
unauthorized copy of neural network 110,

[0028] In general, the enlire watermarking process described herein may be
useful to an operator of neural network 110 that wants o provide offline access {©
neural network 110 {e.g., via an unsecured device 140 instead of via a service 120
within a secure natwork 100} while stif preventing competitors from copying neural
network 110 and providing access via the competifors service 190, By exiracting
the identification signal from responses competifor's service 180 provides to the
predefined query set, evidence of the copying may be oblained both against the
competitor and potentially against an enily {e.g., person, company, device) that
facilitated creation of the unauthorized copy of neural network 110. This may allow
the appropriate remedial action to be taken {e.g., termination of services, legal
action, public relations actions) against the competlifor andfor the entity that
facilitated creation of the unauthorized copy of neural network 110,



WO 2016/043734 PCT/US2014/056088

[0027] In ancther example, it may be appropriate to train neural network 110
using several different sentinel dala sels to generate copies of neurat network 118
that respond to potentially differing predefined query sets with differing identification
signals. These copies may then be embedded in to different unsecured devices 140.
if competitor's service 190 responds 10 one of these predefined query sels with the
appropriste identification signal, it may be possible to identify which unsecured
device 140 the unauthorized copy of neural network 110 was copied from. This may
allow an operator of neural network 110 {0 take an appropriate action against the
user of the unsecured device 140 from which the unauthorized copy of neural
network 110 was created. In one example, it may be efficient for the predefined
query sets to he the sams, and each copy of neural network 110 be configured fo
respond with differing identification signals. In other sttuations it may be appropriate
for each copy neural network 110 o respond to differing guery sets with differing
identification signals, or for certain subsets of the copies of neural network 110 o
respond o certain predefined query sets.

[0028] it is appreciated that, in the following description, numerous specific
details are set forth to provide a thorough understanding of the examples. However,
it is appreciated that the examples may be practiced without limitation to these
specific details. In other instances, methods and structures may not be described in
detail {0 avoid unnecassarily obscuring the description of the examples. Also, the
examples may be used in combination with each other.

D029} Figure 2 illustrales a method 200 associated with neural network
verification. Method 200 may be embodied on a non-transitory computer-readable
medium storing computer-executable instructions.  The instructions, when exscuted
by a computer may cause the compuier to perform method 200. Method 200
includes fraining a neural network with a fraining data set at 210. The training data
set may be configured 1o train the neural network 1o perform a predefined task. The
predefined task may be related to, for example, image identification, handwriting
identification, text analysis, and so forth.
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[0030] Method 200 also includes training the neural network with a sentinel
cata set at 220. The senlinel data set may cause the neural network o provide an
identification signal in response 1o a predefined query set. Thus, the sentinel data
set may effectively embed s watermark in the neural network that causes the neural
network to respond in a specified manner o specific inputs. In some cases, the
neural network topology may need o be designed {o accommodate the sentinel data
sel to prevent undenfitiing the neural network. An underfitied neural network may
not perform the predefined task as well as a network that has an appropriately sized
fopology. Consequently, compared to 2 {opology of a neural network that s not
frained by the sentinel dala sel, the neural network operated on by method 200 may
be designed to have, for example, differing numbers of weights, ayers, nodes, and
50 forth.

{0031] In ons exampie, the sentinel dala set may be uncorrslated with the
training data set. This means that though inputs associated with the training data set
and the sentinel data set may share a similar format {e.g., image, text, video), the
inpuis associated with the sentinel data set may be unrelated {0 the sentinel data
set. By way of illusitration, a neural network trained at action 210 {o differentiate
between different types of animals based on images of the animals may be
programmed with 8 sentinel data set of images unrelated to animals. In one
exampile, the sentinel data set may comprise randomly generated inputs.
Consequently, in the example where the neural network is trained to differentiate
between animals, the randomly generated inputs, if viewed by a person, may appear
{o be images of randomiy colored pixels. In an example where the neural network is
frained to respond to textual queries, the randomly generated inputs may be random
strings of characters.

[G032] Method 200 also includes verifying whether a suspicious service
operates an unauthorized copy of the neural network at 250. The suspicious sefvice
may be verified by extracting the identification signal from responses the suspicious
seyvice provides to the predefined query set. i the predefined query set is a single
query, the identification signal may be provided in the response the suspicious
service provides to thatl single query. Where the predefined query set confains
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muitiple queries, the identification signal may comprise portions of the responses the

suspicious service provides {o the queries.

[06033] In one example, exiracting the identification signal comprises hiding
the predefined query set within a masking query set. Hiding the predefined query set
within the masking query set may prevent an operator of the suspicious sewvice from
identifying the predefined gquery sel, the identification signal, and so forth.
Preventing the operalor from identifying the predefined query set andior the
identification signal may make it more difficult for the operator to provide a signal
other than the identification signal when the suspicious service is responding {o the
predefined query set.  Additionally, if the operator does ndt know the predefined
query set and/or the identification signal, it may be difficult for the operatfor {o block
the suspicious newral network from receiving and/or responding to the predefined
query sef.

{0034] H should be appreciated that many actions of method 200, and other
methods disclosed herein, may be performed substantially in parailel despite their
fustrations in the various figures. For example, in method 200, training the neural
network with training data at 210 and training the newural network with the sentinel

data at 220 may occur at substantially the same time.

[00358] Figure 3 illustrales a msthod 300 associated with neural network
verification. Method 300 includes several actions similar o those described above
with reference to method 200 (figure 2). For example, method 300 includes training
a neural network with training data at 310, training the neural network with sentingl
data at 320, and verifying a suspicious service at 350,

{0036] Method 300 alse includes enhancing the identification signal with an
error correcting code at 330, The error correcting code may inhibit modifications o
the unauthorized copy of the newral network from causing the suspicious semvice ©
provide a non-matching wentification signal in response to the predefined guery set.
Consequently, the error correction code may inhibit modifications by causing the
modifications to degrade performance of the unauthorized copy of the neural
network at the predefined task.

A0-
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[0037] Figurs 4 illustrates a method 400 associated with neural network
verification. Method 400 includes several actions similar fo those described above
with reference to method 200 (figure 2). For example, method 400 includes training
a neural network with training data at 410, training the neural network with sentinel
data at 420, and verifying the suspicious service at 450.

[0038] Method 400 also includes providing the predefined query set, the
identification signal, and access {o the neural network 1o a trusted third parly at 440,
In one example, a copy of the neural network may be provided {o the trusted third
party. In another example, access to a service operating a copy of the neural
network may be provided {0 the trusted third party. The trusted third party may then
confirm whether the predefined guery set, the identification signal, and the neura!
network conflict with an archived query set, an archived identification signal, and an
archived newral network. i any conflicts are found, it may be necessary to, for
exampie, retrain the neural network o provide different identification signals in

response to the predefined guery set, change the predefined query set, and so forth.

{0039] Method 400 also includes receiving a confirmation from the trusted
third parly at 460. The trusted third party may provide the confirmation when the
trusted third party determines the suspicious service operates the unauthorized copy
of the neural network. The trusted third party may venfy whether the suspicious
service operates the unauthorized copy of the neural network by exiracling the
identification signal from responses the suspicious neural network provides o the
predefined query set. Using the frusted third party mode! may allow 3 large number
of neural network operators to ensure that their neural networks are not stolen by

other neural network operators.

[0040] Figure 5 illustrates a system 500. System 500 includes a fraining
fogic 510 o train a neural network 589 according {o a training data set. Though
neural network 589 is llustrated as a component of system 500 in this example, in
other examples, neural network 588 may operate outside the context of system 500.
Training logic 510 may train neural network 598 to perform a predefined task. The
predefined task may involve, for example, image analysis, text analysis, and so forth.

e I
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[0041] System 500 also includes a neural network security logic 520. Neural
network security logic 520 may train neural network 598 according 0 a first sentinel
data sel. Training neural network 598 according to the first sentinel data set may
create a first secured neural network. The first sentinel data set may cause the first
secured neural network (o provide a first identification signal in response o a first
predefined query set.

[0042] System 50¢ also includes an embedding logic 530. Embedding logic
530 may embed the first secured neural network into a first unsecured device 580.
The unsecured device may be, for example, a device associated with a usser, a
server associated with a company, and so forth, Embedding first secured neural
network into a device associated with a user may include, for example, allowing the
user to install an app containing the first secured neural network onto the user's
cellular phone. Embedding the first secured neural network into a server associated
with a company may include selling the company a server appliance that operates
the first secured neural network.

{0043] Embedding the first secured neural network into first unsecured
device 530 may allow unsecured device 5380 to operate outside of a secure network
o which system 500 may be incorporated. This may allow users of unsecurad
device 580 to access the first secured neural network when access to the secure
network is otherwise unavailable. For example, if neural network 599 responds o
text based queries, users of the nsural nelwork may not bhe able 0 access neural
network 598 if they are withou! internet access. Mowever, if the first secured neursl
network operates on the users’ devices, the users may access neural network 598

when a network connection is unavailable.

[0044] System 500 also includes a verification logic 540. Verification logic
540 may identify whether a suspicious service 585 operates an unauthorized copy of
the neural network by extracting the first identification signal from response
suspicious service 595 provides o the first predefined query sel. Thus, verification
logic 540 may query suspicious services with the first predefined guery set, o see if
the suspicious service provides the first identification signal.

A2
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[0045] In one example, neural network secuwity logic 520 may also train
neural network 599 according 10 a second sentinel dala set This may creale a
second secured neural network. The second sentinel data set may cause the
second secured neural network to provide a second identification signal in response
o a second predefined query set. Embedding logic 530 may then embed the
second secured neural network inte a second unsecured device (not shown).
Consequently, verification logic 540 may identify whether suspicious service 585
operates the unauthorized copy of neural network 599 by the second identification
signat in a response suspicious sarvice 595 provides o the second predefined query
set. in one example, the second sentine! data set and the first sentinel data set may
be the same sentinel data sst, and the first and second secured neural networks
may bhe configwred 10 respond o this same sentingl data sel with differing
identification signals.

{0048] When suspicious service 585 provides the first identification signal in
response o the first predefined query set, this may indicate the unauthorized copy of
neural network 589 was copied from first unsecured device 580, When suspicious
service 595 provides the second identification signal in response {o the second
predefined query set, this may indicate unauthorized copy of the neural nehwork 599
was copied from the second unsecured device. In one example, first unsecured
device 580 and the second unsecured device may be associated with specific
persons, instances of a service, companies, and so forth. Based on which
identification signal is responded to, the source of the unauthorized copy of neural
network 589 may be identified, allowing the appropriate action {0 be taken to prevent
further unauthorized copies from being created. These actions may include, for
exampie, a suspension of services, legal action, and so forth.

[G047] Figure © illustrates g system 600 associated with neural network
verification.  System 600 includes several items similar 1o those described above
with reference to system 500 (figure 5). For example, system 600 includes a training
logic 810 to frain a neural network 699 {o perform a predefined fask, a neursl
network security logic 620 to generate a first secured neural network, an embedding
logic 830 to embed the first secured neural network info an unsecured device 690,
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and a verification logic 840 o determine whether a suspicious service 695 operates
an unauthorized copy of neural network 698,

[0048] System 600 also includes an error correction logic 666,  Error
correction logic 660 may embed an error comrecting code inte the identification
signals of the first secured newral network. The error correcling code inhibits
modifications to the unauthorized copy of the newral network that would affect the
provision of the first identification signal in response o the first predefined query set.
As described above, the error correcting code may ensure that modifications to the
unauthorized copy of neural network 699 that are sufficient to affect the provision of
the first identification signal will aiso be sufficient to degrade the quality of responses
the unauthorized copy of neural network 892 provides when responding {o legitimate
queries associated with the predefined task.

[0049] Figure 7 illustrates a method 700 associated with neural network
verification. Method 700 includes smbedding a watermark in a neuwral network at
710. The walermark may be embedded using a sentinel data set. The watermark
may cause the neural network to respond o a predefined guery set with an
identification signal.

[0050] Method 700 also includes providing access to the neural network at
720. Access to the neural network may be provided by embedding the neural
network in an unsecured device.

[0051] Method 700 also includes verifying whether a suspicious service is an
unauthorized copy of the neural network at 730. This may be verified by determining
whether the suspicious service provides the dentification signal in response 10 the
predefined query set,

[0082] FIG. 8 illustrates an example computing device in which example
systems and methods, and squivalents, may operate. The example computing
device may be a computer 800 that includes a processor 810 and a memory 820
connected by a bus 830, The computer 800 includes a nueral network verification
logic 840. In different examples, neural network verification logic 840 may be

A4
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implemented as a non-fransitory computer-readable medium storing computer-
executable instructions in hardware, software, firmware, an application specific
integrated circuit, and/or combinations thereof.

[G083] The instructions may aiso be presented to computer 800 as data 850
and/or process 860 that are temporarily stored in memory 820 and then executed by
processor 810. The processor 810 may be a variety of various processors including
dual microprocessor and other muiti-processor architectures. Memory 820 may
include volatile memory (e.q., read only memory} and/or non-volatile memory {e.g.,
random access memory). Memory 820 may also be, for example, a magnetic disk
drive, a solid state disk drive, a floppy disk drive, a tape drive, a flash memory card,
an optical disk, and so on. Thus, Memory 820 may store process 860 and/or data
850. Computer 800 may also be associated with other devices including other
computers, peripherals, and so forth in numerous configurations {not shown).

[00564] it is apprecigted that the previous description of the disclosed
examples is provided to enable any person skilled in the art to make or use the
present disclosure. Various modifications to these examples will be readily apparent
{fo those skilled in the art, and the generic principles defined herein may be applied to
other examples without departing from the spirtt or scope of the disclosure. Thus,
the present disclosure is not intended {o be limited to the examples shown herein but
is to be accorded the widest scope consistent with the principles and novel features
disclosed herein.
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WHAT IS CLAIMED IS;

1. A non-transitory computer-readable medium storing computer-
exscutable instructions that when executed by a computer cause the computer to:
train a neural network with a training data set {o perform a predefined task;

frain the neural network with a sentine! data set, where the sentine! data set
causes the neural network o provide an identification signal inresponse to &
predefined query st and

verify whether & suspicious service aperates an unauthorized copy of the
neural network by extracting the identification signal from responses the suspicious
service provides upon receiving the predefined query seat,

2. The non-transiory compuder-readable medium of claim 1, where the
instructions further cause the computer {o:

enhance the identification signal with an error correcting code, where the error
correcting code inhibits modifications (0 the unauthorized copy of the nsural network
from causing the suspicious service to provide a non-maiching identification signal in
response to the predefined guery set.

3. The non-transitory computer-readable medium of claim 2, where the
error correction code inhibits modifications by causing the modifications 1o degrade
performance of the unauthorized copy of the neural network at the predefined task.

4, The non-transitery compuler-readable medium of claim 1, where
gxtracting the identification signal comprises hiding the predefined query setwithin a
masking query sei to prevent an operator of the suspicious service from identifying
the predefined query set.
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5, The non-transitory computer-readable medium of claim 1, where the
sentinel data setl is uncorrelated with the training dalg set.

8. The non-transitory computer-readable medium of claim 5, where the

sentine] data set comprises randomly generated inpuds.

7. The non-transitory computer-readable medium of claim 1, where the
neural network topology is designed to accommaodate the sentingl data set to prevent
under-fitting the neural network,

8. The non-transitory computer-readable medium of claim 1, where the
mstructions further cause the computer to:

provide the predefined query set, the identification signal, and access {o the
neural network o g frusted third party, where the trusted third party confirms whether
the predefined query set, the identification signal, and the neural netwark conflict
with an archived query set, an archived identification signal, and an archived neural
natwork, and where the trusted third parly confirms wheather the neural network
provides the identification signal in response {o the predefined query set; and

receive a confirmation from the trusted third party when the suspicious sertvice
operates the unauthorized copy of the neural network.

g, The non-transitory computer-readable medium of ¢laim 8 where the
trusted third party verifies whether the suspicious service operates the unauthorized
copy of the neural network by extracting the identification signal from responses the
suspicious service provides io the predefined query set.

10. A system, comprising:
& training logic to train g neural network according 1o a raining data set o
perform a predefined task;
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a neural network security logic to train the neural network according {o a first
sentinel data sel, creating a first secured neural netwark, where the first sentinel data
set causes the first secured neural network o provide a first identification signal in
response to a first predefined query set;

an embedding logic to embed the first secured neural netwark into a first
unsecured device; and

a verification logic to identify whether a suspicious service operates an
unauthorized copy of the neural network by extracting the first identification signat
from responses the suspicious service provides to the first predefined query set.

11. The system of claim 10,

where the neural network security logic also trains the neurst network
according to a second sentine! data set, creating a second secured neural network,
where the second sentingl daia set causes the second secured neural network to
provide a second identification signal in response {0 a second predefined query set,

where the embedding logic embeds the second secured neural network info a
second unsecuwred device,

where the verification logic identifies whether the suspicious service operates
the unauthorized copy of the neural network by extracting the second identification
signal in a response to the suspicious service provides 1o the second predefined
query sef.

12. The systerny of claim 11, where the suspicious service providing the
first identification signal in response 10 the first predefined query set indicates the
unauthorized copy of the neural network was copied from the first unsecured device,
and where the suspicious service providing the second identification signal in
response o the second predefined query set indicates the unauthorized copy of the
neural network was copied from the second unsecured device.
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13.  The system of claim 10, comprising an error correction logic 1o embed
an eror correcting code into the first secured neural network, where the error
correcting code inhibits modifications 1o the unauthorized copy of the neural network
that affect the provision of the first identification signal in response o the first
predefined query set.

14, The system of claim 10, where the first device is associated with one or

more of a person, an instance of a service, and a company.

15, A method, comprising:

aembedding, within a neural network, using a sentinel data set, a watermark
that causes the neural network {o respond o a predefined query set with an
identification signal;

providing access to the neural network by embedding the neural network in an
unsecurad device;

verifying whether a suspicious service is an unauthorized copy of the neural
network by determining whether the suspicious service provides the identification
signatl in response {0 the predefined query set.
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