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EMAIL RECIPIENTS DETERMINATIONS

BACKGROQUND
{0001} Computer generated communications, such as email applications, may

be a regular form of communication for users in work and social interactions.
Email applications may allow a user {o send an email message to a single recipient
or multiple recipients. Further, email addresses may be used fo identify the
recipients of the email messages. The email addresses may be stored in an
electronic database {e.g., an emaill address book). Further, when a sender
composes a hew email, the sender may sslect the recipients for the email using
the electronic database.

BRIEF DESCRIPTION OF THE DRAWINGS
{0002} Examples are describad in the following detailed description and in

reference to the drawings, in which:

00031  FIG. 1 is a block diagram of an example computing device including a
non-transitory machine-readable storage medium, storing instructions to determine
whether an email message can be permissible to send o a recipient based on a
policy;

{0004} FIG. 2A is an example graphical user interface, depicting an email
massage and a notification including a recommendation to add ancther recipient
{0 the email massage basad on a content type;

{0008} FIG. 2B is an example graphical user interface, depicting another email
massage and a notification indicating that the email message is not permissible to

send 1o a recipient;

[0008] FIG. 3 is a block diagram of an example computing device including a
non-transitory machine-readable storage medium, storing instructions to detect an
unintended recipient of an email message based on a whitelisting policy;
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{0007} FIG. 4 is an example graphical user interface, depicting an email
message and a8 prompt indicating an unintended recipient of the email message

based on a whitelisting policy;

[0008] FIG. 5 is a block diagram of an example computing device including a
non-transitory machine-readable storage medium, storing instructions to detect an
unintended recipient of an email message based on domain addresses of recipient
email addresses;

[0009] FIG. 8 is an example graphical user interface, depicting an email
message and a notification indicating an unintended recipient of the email message
hased on domain addresses of recipients; and

[0010] FIG. 7 is a block diagram of an example email system, including an
email client application to determine whether an emall message can be sentio a

recipient entered in a recipient field.

{0011} Emails may be used to convey messages, documents, pictures, and the
like from a sender o a single recipient or mulliple recipients. The recipients that
the sender frequently corresponds with may be stored in an electronic database
{e.g., an email address book), and when the sender composes g new email, the
sender can select the recipients for the new email using the electronic database.
In some examples, to select the recipients, the sender can sither scroll through the
electronic database o identify the desired email addresses and/or can utilize a

predictive input text feature or an awtocomplete feature of an email application.

{0012] The autocomplete feature may be a tool to predict a list of polential
recipients, however, such predictions may lead to inadvertent copies 1o recipients.
The autocomplete feature may work by matching the characters typed by a sender
to a list of previous email addresses the sender has experienced. For example,
when the sender bagins to input first few charactars of the recipient’s name andfor
email address in 3 recipient field {e.g., a2 "To" field, "CC” field, "BCC” field, or the
lika), a list of potential recipients malching the inputted characters may be

2



WO 2022/046029 PCT/US2020/047731

determinad and presented to the sender for selection. The polential recipients that
rmake up the list may be determined based upon a correspondence belween a

potential recipient’s name or email address and the inputted first few characters.

[0013] Thus, the autocomplete feature may facilitate to complete the email
address by matching against recently used email addresses, email addresses in
the electronic address book, list of conlacts, or the like. Even though
autocomplating the email addresses may be heipful, the autocomplete feature may
not be able fo provide accurate potential recipients, for instance, when the intended
recipient is not in contact with the sender for a significant time, when
the email message is to be seni to a particular recipient for the first ime, or the like.

[0014] Therefore, autocompleting the email addresses can present a risk of
saending the emaill to an incorrect or unintended recipient, which may lead to
undesirable consequences. Whaen the sender’s input is incorrect or whan multiple
possible email addresses maich the partial input, the sender may inadveriently
select an incorrect email address from the list. For example, consider that a priority
of the potential recipients in the list may be assigned based on recently used email
addresses. in this case, the first complete match in the list may be an incorrect or
unintended recipient of the email message and the sender may inadvertently send

a copy of the email message to the unintended recipient.

{0015]  Thus, emall messages with confidential information can be accidentally
sent to the unintended recipient, such as a recipient outside the sender's domain,
organizational network, or the like. Hence, privacy may be compromised by the
wrong recipient receiving confidential information contained in an srroneously sent
email message. Also, receiving such irrelevant email messages can be annoying
fo the recipients and may also consume a significant amount of time to ascertain

that the email message is erroneously received.

{0016} Examples described herein may determine that a recipient entered in a
recipient field of an email message is an unintended recipiant prior to sanding the
email message. In an example, content and a recipient of an email message may
be determined prior to sending the email massage. Further, the content of the email

3
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meassage may be svaluated against a policy. The policy may include rules to
determine what action to be igken with respsct to the email message based on a
type of the content. For exampls, the policy may flag sensitive content in the email
message may not be appropriate for sending to email sddresses outside the
sendetr's domain, may insist to include another recipient to the emall message, or
the like.

{00171 Furthermore, the content of the email message may be determined as
being not permissible to send to the recipient based on the evaluation. Further, a
natification may be generated on a user interface in response o the determination
that the content of the emaill message is not permissible to send 1o the recipient.
Thus, examples described hergin may prevent sending inadvertent copies {o
unintended recipients, without compromising on benefits of the autocomplete
feature in the email applications or calendar invitation programs.

{0018] In the following description, for purposes of explanation, numerous
specific details are set forth in order {o provide a thorough understanding of the
present techniques. it will be apparent, however, to one skilled in the art that the
present apparatus, devices, and systems may be practiced without these specilic
details. Reference in the specification to "an example” or similar language means
that a particular feature, structure, or characteristic described is included in at least

that one example, but not necessarily in other examples.

[0019] Turning now 1o the figures, FIG. 1 is a block diagram of an example
computing device 100 including a non-transitory machine-readable storage
medium 104, storing instructions {o determine whether an email message can be
permissible to send to a recipient based on a policy. Computing device 100 may
include a processor 102 and machine-readable storage medium 104
communicatively coupled through a system bus. Processor 102 may be any type
of ceniral processing unit {CPU), microprocesser, or processing logic that
interprets and executes machine-readable instructions stored in machine-readable
storage medium 104, Machine-readable storage medium 104 may be a random-
access memory (RAM) or anather type of dynamic storage device that may slore
information and machine-readable instructions that may be exscuted by processor

4
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102. For example, machine-readable storage medium 104 may be synchronous
DRAM (SDRAM), double data rate (DDR), rambus DRAM (RDRAM), rambus RAM,
efc., or storage memory media such as a floppy disk, a hard disk, a CD-ROM, a
DVD, a pen drive, and the like. In an example, machine-readable storage medium
104 may be a non-transitory machine-readable medium. In an example, machine-
readable storage medium 104 may be remote but accessible to computing device
100.

{0020] As shown in FIG. 1, machine-readable storage medium 104 may store
instructions 106-112. In an exampls, instructions 106-112 may be executed by
pracessor 102 to generate a notification in response to a determination that content
of an emall message s not permissible to send {o the recipient.

{0021} Instructions 106 may be executed by procsssor 102 fo delermins
content and a recipient of an email message prior to sending the emall message.
In an example, a sender may add or edit a participant or a list of recipients for the
email massage, for instance, in a recipient fleld (e.g., 8 "To" field, "CC" field, or the
fike).

[0022] The content may refer to text data, image data, or a combination thereof
included in a body of the emall message. Example inage data may include security
marks such as a topographical watermark, a fogo, a symbol, a hologram, a bar
code, a photograph, an emblem, or the like. For example, the content may include
confidential information {e.g., project related information, inteliectual property (iP)
related information, and the like), sensitive information {e.g., privileged information,
customer data, supplier data, program codes, information indicating a promise!/
commitment, and the like}, financial information (e.g., price estimates, transactional

nformation, and the like), or the like.

f0023] Instructions 108 may be sxecuted by processor 102 {o evaluate the
content of the email message against 8 policy. In one axample, instructions ©
gvaluate the content of the emaill message against the policy may include
instructions {o delermine a content type of the email message and evaluate the
content type against the policy to determine whether the email message is
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permissible to send to the recipient. In an example, the content type may bs
determined based on confidential information, sensitive information, financial
information, or a combination thersof in the content of the email message. For
example, the content type may be determined based on words/phrases in the
content such as secret, dollars, quote, new project, sensitive, privileged, or the like.

[0024]  In one example, the policy may flag that the sensitive information in the
email message may not be appropriate for sending to an email address outside the
sender's domain (e.g., @xyz.com). In this example, the policy may indicate that
sending the content including confidential information, sensitive information, or
financial information o an emall address outside the company's domain or
sender’'s domain may be contrary to company’s policy. in another example, the
policy may indicate that the email message copied to an attorney may have to be
copied to another aftomey or a director to comply with the company's policy. In this
example, the content may include terms such as “privileged”, "Attorney”, or the like,
which may indicate that the email message is copied to the attormney {ie., the
recipient).

{0025] In some examples, the content of the email message may be evaluated
against the policy by applying a machine learning model, a rule-based grouping
algorithm, or the like. Instructions 110 may be executed by processor 102 fo
determine that the conlent of the emaill message is not permissible to send to the
recipient based on the evaluation. Instructions 112 may be executed by processor
102 to generate a notification on a8 user interface in response 1o the determination

that the content of the emall message is not permissible to send o the recipient.

[0028] In an example, the notification may indicate a refusal te send the email
message o the recipient based on a type of the content (i.e., the content type). In
this example, the notification may indicate a refusal o send the email message fo
the recipient when the type of the content indicates the confidential information

stich as a trade secrel, sensitive information, and the like.

{00271 In another example, the notification may provide a recommendation to
include another recipiant to the email massage based on a type of the content. In
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this example, the notification may provide a recommendation to include ancther
recipient to the email message when the type of the content includes the privileged
information {i.e., legal information). In yet ancther example, the nofification may
indicate a replacement or removal of the recipient from the email message based
on a type of the content. In this example, the nofification may indicate the
replacement or removal of the recipient when the recipient’'s domain is outside the
sender’s domain and the type of the content includes the confidential information
such as the project related information,

{0028] Thus, examples described herein may determine the type of content of
the email message (e.g.. based on confidential/sensitive words in the content) and
generate the notification indicating a remediation action to send the email message
hased on the type of the content. An example user inferface depicting an email
massage and a notification is explained in FIG. 2A

{00291  FiG. 2A iz an example graphical user interface 2004, depicting an email
message 202 and a notification 208 including & recommendation to add ancther
recipient to email message 202 based on a content fype. As shown in the FIG. 2A,
content 206 in an email body and recipient 204 in a recipient field may be
determined prior to sending email message 202 {e.g., when a sender selects a

send option in email message 202).

{0030] In the example shown in FIG. 2A, content 206 may include
confidentialisensitive words such as ‘astiomney privilege’ 206A. In this example,
content 206 can be determined as a confidential type. Further, content 208
inchuding the confidential /sensitive words 206A may be evaluated against a policy.
In this example, the policy may indicate that email message 202 may have to be
copied to another attorney or a director to comply with company’s policy based on

the type of content 206.

{0031} Furthermore, content 206 of email message 202 may be determined as
being not permissible to send to recipient 204 based on the gvaluation. Further,
notification 208 may be generated on graphical user interface 200A {e.g.. on a
display of a computing device}. Notlification 208 may indicate that content 206

7
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includes confidential information and provide a recommendation to copy emall
message 202 to the company’s allorney {e.g., haris@xyz.com as shown in
notification 208) in order to send email message 202 o recipient 204. Thus, when
content of an email message includes confidential/sensitive words such as
‘aftorney privilege’, examples described herein may indicate refusal to send the
gmail message and/or provide a recommendation to copy the emall message to

another recipient so as o send the email message to an intended recipient:

{0032} FIG. 2B is an example graphical user interface 2008, depicting another
example email message 252 and a notification 260 indicating that email message
252 is not permissible {0 send {o a recipient 254. As shown in the FIG. 2B, content
258 in an email body and recipient 254 i a recipient field may be determined prior
to sending emaill message 252 (e.g., when a sender selecls a send option in email
message 252).

{0033] In the example shown in FIG. 2B, content 258 includes confidential/
sensitive words such as “project details” 258A and “inteflectual property” 256B. In
this example, content 256 can be determined as a confidential type. Further,
content &56 including the confidential/sensitive words 2506A and 2568 may be
gvaluated against a policy. In this example, the policy may indicate that the
confidential/sensitive information in the email message may not be appropriate for

sending to an emall address oulside the sender’s domain,

{0034] Furthermaore, content 256 of email message 252 may be determined as
being not permissible 1o send to recipient 254 based on the evaluation. As shown
in FiG. 2B, sender 258 may have an emaill address “mikearr@xyz.com” and a
domain address "@xyz.com” and recipient 254 may have an emaill address
Yoy ke@abf.com” and a domain address "@abf.com”. Therefore, the recipient's
domain address is different from the sender’'s domain address. For example, users

from the same company or office may have the same domain address.

{0035]  Further, notification 260 may be generated on graphical user interface
200B. Notification 260 may indicate that content 258 includes confidential
information and a refusal to send email message 252 to recipient 254 as recipient’s

3
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domain address is different from the sender's domain address. In other examples,
notification may also provide 3 recommendation to remove recipient 254 or replace
reciplent 254 with an email address within the sender's domain. Thus, when
content of an email message includes confidential/sensitive words such as "project

N 35

details”, "quote”, "price”, or the lke, examples described herein may indicate a
refusal to send the emaill message or provide a recommendation to remove or

replace a recipient.

{0036} FIG. 3 is a block diagram of an example computing device 300 including
a non-transitory machine-readable storage medium 304, storing instructions to
detect an unintended recipient of an email message based on a whitelisting policy.
Computing device 300 may include a processor 302 and machine-readable
storage medium 304 communicatively coupled through a system bus. Processor
302 may be any type of central processing unit {CPU), microprocessor, or
processing logic that interprets and execules machine-readable instructions stored
in machine-readable storage medium 304, Machine-readable storage medium 304
may be a random-access memory (RAM) or another type of dynamic slorage
device that may store information and machine-readable instructions that may be
gxecuted by processor 302, For example, machine-readable storage medium 304
may be synchronous DRAM (SDRAM), double data rate {DDR]}, rambus DRAM
{(RDRAM), rambus RAM, efc., or storage memory media such as a floppy disk, a
hard disk, a CD-ROM, a DVD, 2 pen drive, and the like. In an example, machine-
readable storage medium 304 may be a non-transitory machine-readable medium.
In an example, machine-readable storage medium 304 may be remote but

accessible to computing device 300.

{00371  As shown in FIG. 3, machine-readable storage medium 304 may store
mstructions 306-312. In an example, instructions 306-312 may be executed by
processor 302 to detect an unintended recipient of an email message. instructions
308 may be executed by processor 302 {o determine a first recipient emait address
inputted in a2 recipient field of an email message prior to sending the email
message.
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{0038] Instructions 308 may be executad by processor 302 {o compare the first
recipient email address with a second email address associated with the email
message of client data in a body of the email message. in an example, the second
email address may include an email address of a sender, a second recipient in the
recipient field, or a previous recipient associated with an email thread of the email

massage.

{0038] Instructions 310 may be executed by processor 302 {fo detect that a
recipient associated with the first recipient email address is an unintended recipient
of the email message by applying a whitelisting policy o the comparison. In an
example, the whitelisting policy may indicate a permitted email address
corresponding o the second email address or the client data.

{0040]  Inons example, instructions to compare the first recipient email address
with the second email address may include instructions to compare a domain
address of the first recipient email address to a domain address of the second
amail address to detect the unintended recipient. In this example, the whitelisting
policy may include the domain address of the second email address mapped to a
domain address that is permitted o send the email message.

{0041} For example, consider that the domain address of second email address
"@xyz.com”. In this example, the whitelisting policy may indicate that domain
address “@xyz.com’ is mapped to "@stu.com’ and “@gyo.com’. Therefore,
recipients with domain addresses "@stu.com”™ and “@gyo.com” may be permitied
o send the ematl message along with domain address "@xyz.com”. Particulatly,
the first recipient email address belongs o the domain address "@xyz.cony’,
“‘@stu.com”, or “@gyo.com”, then the email message may be permitted to send to
{he first recipient email address. If the first recipient email address does not belong
to the domain address "@xyz.com’”, “@stu.com”, or "@gyo.com’, then the recipient

may be detecied as the unintended recipient.

{0042] In another example, instructions to compare the first recipient email
address with the clienf data in the body of the emaill message may include
instructions to compare a domain addrass of the first recipient email addrass with

10
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the client data provided in the body of the email message. Example client data may
include a client name {&.g., & competitor name}. in this example, the whitslisting
policy may include the client data mapped to a domain address that is permitted fo

gsend the email message.

{0043] Forexample, consider that the content in the body of the email messags
may include a client/competitor name “xyz”. In this example, the whitelisting policy
may indicate that the client name “xyz" is mapped to “@stu.com” and “@gyo.cont’,
Therefore, recipients with a domain address “@stu.com” or “@gyoc.com” may be
parmitted o send the email message when client name "XYZ" is mentioned in the
body of the email message. In the above example, i the first recipient emall
address belongs to the domain address "@stu.com’” or "“@gyo.com’, then tha email
message may be permilied to send 10 the first reciplent email address. if the first
recipient email address does not belong to the domain address “@stu.com” or

‘@avo.com’, then the recipient may be detected as the unintended recipient.

{0044] Instructions 312 may be executed by processor 302 to generale a
prompt to amend the first recipient email address in response to the detection. in
an example, instructions to generate the prompt may include instructions to
generate a recommendation o replace or remove the first recipient email address
in response (o an attempt to send the email message. An example user inferface

depicting an emaill message and a notification is explained in FIG. 4.

{0045] FiG. 4 is an example graphical user interface 400, depicting an email
message 402 and a prompt 414 indicating an unintended recipient of email
message 402 based on a whitelisting policy. As shown in FIG. 4, a recipient email
address 404 “randy@rmmm.com” inpufted in a recipient field of email message 402
may be determined prior fo sending email message 402. Recipient email address
404 may be a new recipient added by a sender 408 fo a list of recipients {e.g.,
recipient email address 408) associated with an email thread of email message
402 or added t© a8 new amail message.

{0048} Further, recipient emall address 404 may be compared with a second
email address associated with email massage 402 or client data 412 in a body of

11
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email message 402. Example client data 412 may include a client name {e.g.,
‘LMN company limited” as shown in FIG. 4). Example sscond email address may
include an email address of sender 408 {e.g., mike.rmr@xyz.com), a sscond
recipient 408 (2.g., john@abec.com) in the recipient field, or a previous recipient
410 {e.g., joy kr@abf com) associated with the email thread of email message 402.

[0047]  Furthermore, a recipient associated with first recipient emall address
404 may be detected as an unintended recipient of email message 402 by applying
a whitelisting policy o the comparison, The whitelisting policy may indicate a
parmitted emall address corresponding to the second email address or client data
412. For example, the whitelisting policy may indicate recipients with domain
addresses “@abf.com” and “@xyz.com” may be permitted to send email message
402 for domain address “@abe.com”™ of second recipient 406, Similarly, the
whitelisting policy may alse indicate domain addresses that can be permitted to
send email message 402 corresponding 1o a domain address of sender 408, a
domain address of previous recipient 410, or client data in the body of email
message 402,

{0048] In the example shown in FIG. 4, domain address "@mmm.com” of
racipient emall address 404 may nol be malched with domain addresses
‘@abfcom” and "@xyz.com” that may be permitied to send email message 402
as per the whitelisting policy. Therefore, prompt 414 indicating that the whitelisting
policy may not permit o send email message 402 fo recipient 404 may be
generated. Prompt 414 may also provide a recommendation to amend recipient
email address 404. In other examples, prompt 414 may seek confirmation from
sender 408 to send email message 402 to recipient email address 404, Thus,
examples described herein may determine whether email message 402 may
nclude domain addresses of known clients or competitors and generals
notification 414 to avoid unintentional sharing of emall message 402 between the
clients or competitors. For example, simultanecus copy of competifors on email
massage 402, or sharing of a relationship with other customers can be avoided by
detecting the domain addresses of recipients (e.g., including prior recipients of the
email thread) or client data 412,

12
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{00491 FIG. 5is a block diagram of an example computing device 500 including
a non-ransitory machine-readable storage medium 504, storing instructions o
detect an unintended recipient of an email message based on domain addresses
of recipient email addresses, Computing device 500 may include a processor 502
and machine-readable storage medium 504 communicatively coupled through a
system bus. Processor 502 may be any type of central processing unit (CPU},
microprocessor, or processing logic that interprets and executes machine-readable
instructions stored in machine-readable storage medium 504, Machine-readable
storage medium 504 may be a random-access memory (RAM) or ancther type of
dynamic siorags device that may siore information and machine-readabls
mstructions that may be executed by processor 502, For example, machine-
readable storage medium 504 may be synchronous DRAM (SDRAM), double data
rate (DDR), rambus DRAM (RDRAM), rambus RAM, elc., or storage memary
madia such as a floppy disk, a hard disk, a CD-ROM, a DVD, a pen drive, and the
ke, In an example, machine-readable storage medium 504 may be a non-
transitory machine-readable medium. In an example, machine-readable storage
medium 504 may be remote but accessible to computing device 500,

{00501 As shown in FIG. §, machine-readable storage medium 504 may store
mstructions 508-514. In an example, instructions 506-514 may be executed by
processor 502 o detect the unintended recipient of the email message. Instructions
508 may be executed by processor 502 to enable to create an email message, for
instance, via a user interface of computing device 500,

[0061]  Instructions 508 may be executed by processor 502 1o determine a first
recipient email address, a second recipient smail address, and a third recipient
email address inputied into a recipient field of the emaill message, for instance,
prior to sending the emall message. instructions 510 may be executed by
processor 502 to analyze a first domain address, a second domain address, and a
third domain address of the first recipient email address, the second recipient email

address, and the third recipient email address, respectively.

{0052} Instructions 512 may be executed by processor 502 to detect that the
first recipient email address is in a different domain compared to the sscond
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recipient email address and the third recipient email address that are in a same
domain based on the analysis, Instructions 514 may be executed by processor 502
to generate a notification indicating that the first recipient email address is an
unintended recipient email address of the email message in response to the
detection.

[0053] In an example, instructions to generate the notification that the first
recipient email address is the unintended recipient email address may include
instructions to:
- determine that a number of recipient email addresses in a domain of the
first recipient email address is less than a threshold, and
~ generaie the notification indicating that the first recipient email addrass
is the unintended recipientwhen the number of recipient email
addresses in the domain of the first recipient email address is less than
the threshoid,

{0054] In one example, instruclions 1o generate the notification may include
instructions {o provide a recommendation to replace or remove the first recipient
gmail address. In another example, instructions to generale the notification may
include instructions to provide an option o seek confirmation to send the email

message to the first recipient email address.

{0085] FIG. 6 is an example graphical user interface 800, depicting email
message 602 and a notification 620 indicaling an unintended recipient of email
message 602 based on domain addresses of recipients {e.g., recipients 804-618).
in the example shown in FIG. 6, recipient email addresses 604-818 inputted in
a recipient field of email message 802 may be determined in response {o an
attempt to send email message 802, In this example, recipient email addresses
808 and 818 may be in a first domain “@xyz.com” and recipient email addresses
804, 808, 810, 612, 814, and 618 are in a different domain “@abc.com”,

{0056] Further, the domains of recipient addressees 0508-618 may be
compared 1o identify a minority of inconsistent domains. In this example, recipient
email addresses 808 and 616 are in a minonty domain compared {o other

14
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recipient email addresses 604, 808, 610, 812, 614, and 618, Le., the number of
recipient email addresses 608 and 616 in the first domain may be less than the
number of recipient email addresses 804, 608, 810, 812, 614, and 818 in the
different domain,

{00587} in this case, the number of recipient email addresses 608 and 616 in the
first domain may be determined as being less than a threshold. The threshold may
be user defined. For example, the threshold may be 10%. In this case, consider
that less than 10% of recipient email addresses or g single recipient may be in the
first domain compared {0 other recipients who are in the different domain.
Furthermore, a nolification 620 indicating that the recipient email addresses 608
and 616 are unintended recipients may be generated when the number of
recipient emaill addresses 608 and 610 in the first domain are less than the
thrashold. Further, notification 820 may sesk confirmation from the sender to send
email message 602 {o recipient email addresses 608 and 610, Thus, examples
described herein may detect an unusual balance of domain addresses in the
recipient field of email message 602.

{0058] FIG. 7 is a block diagram of an example email system 700, including an
email client application 708 {o determine whether an email message can be sent
to a recipient entered in a recipient fleld. Example email system 700 may include
an emall userfsender 702 who interacts with an email user interface 704 of email
client application 708 running on a computing device 708. Example email client
apphication 706 may be a stand-alone email application or part of & combined

scheduling and calendar application.

{0058] Email client application 708 may communicate via a network 710 with
other computing devices {e.g., computing device 712}, sach running an associated
own email client application. A server 714 may provide an email server application
718 for email client application 706. Email client application 708 may include an
amail analyzer 720 {0 determine content in a body of the email message andfora
list of racipients in the email massage created by email user 702 {o check if the list
of recipients is likely to include any incorrect recipienis. In ong example, email
analyzer 720 may use a policy {(g.g., a policy 722, a whitelisting policy 724, or the
15
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like) stored in a repository 726 to detect the incorrect recipients. Repository 726
may be internal 10 computling device 708 or accessible to email client application
706 via network 710,

{0080} Example network 710 can be a local area network {LAN) or a wids area
network (WAN). Network 710 can include any suitable technology, such as Public
Switched Telephone Network (PSTN), Ethernet, Wi-Fi, or the like. For simplicity,
example email system 700 depicts two computing devices 708 and 712 and server
714 connected fo network 710. However, any number of computing devices and
ssrvers can be connected to network 710.

f0061} In an example, email analyzer 720 may svaluate the content andior the
fist of recipients using an algorithm, a machine leaming model, or the like, For
example, maching learning may refer to an application of artificial intelligence {(Al)
that provides sysiems an ability to automatically lsarn and improve from experiencs
without being explicitly programmed. In an example, the machine learning model
may be trained on input words and/or strings of words using machine learning and
natural language processing methods to implement the functionalities described
with respect to FiGs. 1-6.

fone2]  For example, the machine learning model may be trained fo evaluate
the content of the emall message against a policy {e.4., as described in FIG. 1),
compare a first recipient email address with a second email address associated
with the email message or client data in the body of the email message (e.g., as
described in FIG. 3), or analyze domain addresses of racipient email addresses
{e.g., as described in FIG, §), Further, the machine learning model may be frained
to detect an unintended reciplentconfidential data in the emall message and

generate a prompt 718 in response {o the detection.

[0063] Example prompt 718 may be provided in the form of a dialogue box on
the email user interface 704 when email analyzer 720 determines that the email
massage cannot ba permissible to send fo the recipient (e.g., an incorrect
recipient). Prompt 718 on email user interface 704 may include appropriate
recornmendations, warnings, confrmations, and the lke. Email user 702 can

16
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select the relevant/irrelevant addressees, amend the email message appropriately,

or may decide 1o disregard prompt 718.

[0064] Further, emal] analyzer 720 can be provided as part of the emall client
application 706. Alternatively, emaill analyzer 720 can be provided as a service
provided aver network 710 from server 714, In other examples, email analyzer 720
may also be implemented as part of a server within the user's organization. Email
analyzer 720 can be selectively enabled {e.g., by emall user 702 or an
administrator) to provide the prompls tailored to user's reguests or company's

palicies.

{0065 The asbove-described examples are for the purposs of ilusiration.
Although the above examples have been described In conjunction with example
implementations thereof, numerous modifications may be possible without
materially departing from the teachings of the subject matller described herein.
Other substitutions, modifications, and changes may be made without departing
from the spirit of the subject matier. Also, the features disclosed in this specification
{including any accompanying claims, abstract, and drawings), andfor any method
or process so disclosed, may be combined in any combination, except

combinations where some of such Teatures are mutually exclusive.

[0086] Theterms “include,” “have,” and variations thereof, as used herein, have
the same meaning as the term “comprise” or appropriate variation thersof.
Furthermaore, the term "hased on”, as used herein, means “based at isast in part
on.” Thus, a feature that is described as based on some stimulus can be based on
the stimulus or a combination of stimuli including the stimulus. In addition, the terms
“first” and “second” are used to wentify individual elements and may not meant to

[00E7] The present description has been shown and described with reference
to the foregoing sxamples. it is understood, however, that other forms, detalls, and
examples can be made without departing from the spirit and scope of the present
subject matter that is defined in the following claims.
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WHAT IS CLAIMED 1S:

1. A non-transitory computer-readable storage medium encoded  with
instructions that, when executed by a processor of a computing device, cause the
processor to:

determine content and a recipient of an email message prior 1o sending the
email message;

gvaluate the content of the email message against a policy;

determine that the content of the email message is not permissible to send
{o the recipient based on the evaluation; and

generate a notification on a user inferface in response to the determination
that the content of the email message is not permissible 10 send to the racipient.
2. The non-transitory computer-readable storage medium of claim 1, wherain
the notification may indicate a refusal to send the email message o the recipient
based on a type of the content.
3. The non-ransitory computer-readable storage medium of claim 1, wherein
tha notification is {0 provide a recommendation 1o include another recipient {o the

email message based on a type of the content.

4. The non-ransitory computer-readable storage medium of claim 1, wherein
the notification may indicate a replacement or removal of the recipient from the
email message based on a type of the content.

5. The non-transitory computer-readable storage medium of claim 1, wherein
mstructions o evaluate the content of the emaill message against the policy
comprise instructions to:

determing a content type of the email message, wherein the contenttype is
determined based on confidential information, sensitive information, financial
information, or g8 combination thereof in the content of the email message; and

evaluate the content type against the policy 1o determine whather the email
message is permissible to send to the recipient.

18
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8. The non-transitory computer-readable storage medium of claim 1, wherein
instructions fo evaluste the content of the email message against the policy
comprise instructions to:

evaluate the content of the email message against the policy by applying a

machine learning model.

7. A non-fransitory computer-readable storage medium encoded with
instructions that, when exscuted by a processor of a computing device, cause the
processor {o:

determine a first recipient email address inputied in a recipient field of an
email message prior to sending the email message,

compare the first recipient email address with a second email address
associated with the email message or client data in a body of the email message;

detact that a recipient associated with the first recipient email address is an
unintended recipient of the emaill message by applying a whitelisting policy to the
comparison, wherein the whitelisting policy is to indicate a permitted email address
corresponding to the second email address or the client data; and

generate a prompt to amend the first recipient email address in response to
the detection.

8. The non-transitory computer-readable storage medium of claim 7, wherein
instructions to generate the prompt to amend the first recipient email address
comprise instructions to:

generate a recommendation o replace or remove the first recipient email

address in response o an attempt to tranamit the email message.

9. The non-transitory computer-readable storage medium of claim 7, wherein
msfructions to compare the first recipient email address with the second emal
address comprise instructions to:

compare a domain address of the first recipient email address to a domain

address of the second email address to detect the unintended recipient.
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10.  The non-ransitory computer-readable storage medium of claim 7, wherein
nstructions to compare the first recipient email address with the client data in the
body of the email message comprise instructions to:

compare a domain address of the first recipient email address with the client
data provided in the body of the email massage, the client data comprises a client

famns,

11. The nore-transitory computer-readable storage medium of claim 7, wharein
the whitelisting policy includes:

a domain address of the sscond email address mapped to a domain
address that is permitted to send the email message; or

the client data mapped to a domain address that is permitted to send the

email message.

12.  The non-transitory compiter-readable storage medium of claim 7, wherain
the second emaill address comprises an email address of a sender, a second
recipient in the recipient field, or a previous recipient associaled with an email
thread of the email message.

13. A non-ransitory compulerreadable storage medium  encoded with
instructions that, when executed by a processor of 8 computing device, cause the
processor to:

enable to create an email message;

determine g first recipient email address, a second recipient email address,
and a third recipient email address inputted inio a recipient field of the email
message;

analyze a first domain address, a second domain address, and a third
domain address of the first recipient email address, the second recipient email
address, and the third recipient email address, respectively;

detect that the first recipient email address is in a different domain compared
to the second recipient email address and the third recipient emall address that are
1 a same domain based on the analysis; and
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gensrate a notification indicating that the first recipient email address is an
unintended recipient email address of the email message in response o the

detection.

14.  The non-transitory computer-readable storage medium of claim 13, wherein
mstructions to generate the notification comprise instructions fo:

provide a recommendation {o replace or remove the first recipient email
address; or

provide an option to seek confirmation to send the semail message fo the
first recipient amail address.

15.  The non-fransttory computer-readable storage medium of claim 13, wherein
instructions to generate the notification that the first recipient emait address is the
unintended recipient email addrass comprise instructions o

determing that a number of recipient email addresses in a domain of the first
recipient email address is less than a threshold; and

generate the notification indicating that the first reciplent emall address is
the unintended recipient when the number of recipient email addresses in the
domain of the first recipient email address is iess than the threshold.
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