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Al sk sht o) RES XFE 4 vk EdH, A7) BAR(1200=, AW(100)E sty o] e UEH A
A= sht oo mES EFD 5
A (100) 9F AFSAF & Alo] E AB(100)2F 9F AWE Atole FAIS dZ3te WESAE F5H wdk
(PSTN:Public Switched Telephone Network), xDSL(x Digital Subscriber Line), RADSL(Rate Adaptive DSL),

MDSL(Multi Rate DSL), VDSL(Very High Speed DSL), UADSL(Universal Asymmetric DSL), HDSL(High Bit Rate
DSL) ¥ AT BAIE(LAN) 53 22 s 4 B4 AR"EES AHEE 5

o]
AR

L3, 7|4 AAFH= UEYA(600)= CDMA(Code Division Multi Access), TDMA(Time Division Multi
Access), FDMA(Frequency Division Multi Access), OFDMA(Orthogonal Frequency Division Multi Access), SC-
FDMA(Single Carrier-FDMA) ¥ U2 A|A®lE3} 728 thkglh A EA A 2858 AL&3 5= Q).

2 A A S W2 YEYIE 4 9 FA 53 22 I 54 YHE JHEA €31 FA4E F e,
GAE BAID(LAN: Local Area Network), ¥UAZ EAIY(WAN: Wide Area Network) & UhF3F BAIW o= 1A
g 5 o @, A UESAE IR d=go| = (WiW:World Wide Web)o‘ Foolen, AHed
(IrDA:Infrared Data Association) T EHFF2(Bluetooth)9} #o] @AE] Falo] o]&EHE= FA A% 7|&
< o8& Fx Ut}
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2 Aol AE 7|5 oA dFE UEHASET oly, o2 EYAEAAE AHEE 5 9.
A (100)2] WlEE(130)& Z2AA(110)9] 2s 9 Z2as AT F i, /e doHES
oA EE gF ARY £x . W2 (130)= Z#A] w2 e (flash memory type), dt=TlA= B Y

(hard disk type), HE|H|To] 7= nmlo]A2 E}Y(multimedia card micro type), 7+= EFlel Wizl (d& &
o] SD == XD #W®eZ %), #(Random Access Memory, RAM), SRAM(Static Random Access Memory), & (Read-
Only Memory, ROM), EEPROM(Electrically Erasable Programmable Read-Only Memory), PROM(Programmable
Read-Only Memory), =b7] ===, #7] tl==, Fojz=a F 4 ok o] Bele AdwAE £33 +
Ath. olefet MR (130)% ZEAA (110)9] Alofol o5t F2 & 5 QUr}.

A EoIZRl @l ostd, ¥ WAAA dYEe da B 7led 22 |

HEEE 788 F Ao A7 2ZES BEE 442 2 gAAdA ARHE sty ol e o S
Fest ook, A TR dojR 2oy AXEY ofZgFeldor AXEY IVt FHE
ATk, A7) AZEO] == AW (100)9] WX (130)0] A=, AW (100)2] ZZAA(110)] <3 Hh=

F 9.

£ 2 R A 2R Axelo] e AEA wekiAs Bl dels Awar] 9 =l

= > =]
T 28 ‘}io}

AR (10002 Z2AA(110)+= 719 ¢bd(Safety) 7 W2 th$ste Bt

kil
Fre 458 F AT(S110).

ez, AH(10009] Z2ZAA(L0)E Z19A) H AL PEES ol §3tel, 47] 719Ae) okl 57 I5
@ 5 oadvh @, TRAMIE o SRl 7] MAE Ak okl FF el A5, 7] A48 Ha oA
ol thgsts vz ok R WHES H5F 5 Ak, agx, ZZAAI0E J1E 4R A FEEd
Yot wet £2S 958 & vk o, o @AEE AL ohr

te daz, AE100)9 Z2AA10E AGA W A% PEES olgstel, 47 A S FES
952 5 ok, agm, TEAMAI)E P F£E0l 7] AFE Ha A F£F olgd A%, 719Ale] 3]
S A Mg R tlgeht wot FES 5T 4 Utk thw, ool @AHE e okt

AR (100) 2] ZZAM(110)= HelE =50l V%o, HohWAls BEES F58 4= Jrh(S120).

TAHSZ, AW (100)2] Z2ZAHAM(110)= HehlAst WHED SA 7)dk Bok W Eo] v Eo] Aaw do]
EHjo] 2o A Bl &0 h$atE BehAs WHES F58 = grh. tivk, ol FAEE AL o),
A8 (100)2] T2 A (110)+= BehiAst By E 2 obd 7 a2 583 4 Ak(S130).
FAFoRZ, M (100)2] Z2AM(110)E 47 BAsE WA Az s 3Ed Hojx e &
4 FEe AT S . T3, Z2AH10)E Hox e 54 FFoM AEat Adm #dE Hojx
shite] F8 5SS F5T 5 vk, aga, TERAA(110)E Holk e 3 g% Z=A N ¥F F
Aol o}b‘r—é HJ& stod, AHEA Bkt 49%1 EES AAE F .

Lo

T

o FAF R, LT2AM(110)= A Ay fdd Fojx e 3 5 F5 ), ok 3o
54 #3e x3E Holm shte] e B 71E=E o) &ste], AEAt 7HHEW+ HEE A7) A= she
T3 F5e FEL 5 AU T, T2AAN(110)E A B Z2As 55S AT o), Hoj= s
o] 3 ey PHEE Hojx el Al 1 N1Y=et AR BT AFEe ®WobY BFE, 7Y Hely dHEE ¥F
A AR Hy B BE 9 AT 71T AN BHE mE 449 #dE Holm st A 2 7)9=
o 71x&te], Hojx el 3 FEo] v HR HE AF B BE, 7Y Bety #EE ®5FE, A
AR weky B FFE 2 AEA 7% AR #EE ¥ F F Foj® suE wjEd 5= vk gk, o]d
FAE = A oft}.

A7, Holx e EX BFL AZEo0 utm ey 53, A2d" suy oeEe 33, 7)o 2y
Atglel #EE 25 2 ATak 2oy #AEE B2F F Hol® shuE XS - gk o, old @A s = A
2 oYt}

S, AH(100)2] Z2AA(110)E B3e ARES dolgmo]a(Ei, wEe(130)d A 4
(S140). o714, AHES 2FH A1F Ht AL Z2Als, Jojx el 2y 1ok Y 8 &% 2 2L
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[0075]
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22 TRY 5 A, B, 9FF A wek AW Tedsi, wek wgy gdm 4 19, F5 9 A
g3 pad A 2 A, LTA B3 gdw A 3w, 953 pad A 4 9, A7 gdd A 5 v
A, FEd Bd® A 6 @A, A5 BdE A 7 oA, MEe pdE A 8 WA, £gu BEE A 9 9
2 w79 g A 10 9 F Aolw s xdF Ao

o)}, WE g Hol A ZEAAE & 6 Fzdte] T

3o B ONAY By Aalde] mE AEA mek UAE HES Ade] 98 Evelth. & 4= B A9
29 AN do] BE F2 Secure SILC EE BEE Holth, % 5& E Ao B AXd] we Zw s

r&ﬂ
Bl
S
£

¥ (Evidence-based standards)$} ##

= 38 #xsH, A8 (100)9) T2AA(110)= 8 Secure SDLC EFO 2 RE AHa 7y T2~ #d 5
g BT 5T 5 At o714, F8 Secure SDLC EFS & 49 Fo| =A1" ulel Zo], Microsoft SDL,

NIST SSDLC, OWASP CLASP 2 SAE J3061 z}zte] m&S ¥ ad 4= gitt.

TAAo R, ZZAMA(110)= Trustworthy Automotive SDLC(R1ZE] H<SF /WHhHE 53517 98] 4 71K FL&

Secure SDLC ZEFolA Apsak /s #Hdo] Qe 5E5s 58 4 vk, 9714, Trustworthys 7 Al Al

’\Eﬂoﬂ gigk Hebd, b, A S BT A Fo RN AlzElo] diddiR 5% Zolgte AlFE AlEeth
= 9HE 2358 4 Q).

3 A8 (100)9] Z2AA(110)+= =4 719 TFo2HE Bopd & AR 32 9 Tryustworthy Automotive
SDLCS] 84S E5% = k. o7, TA 7u B35 & 59 Xl =AE vke} o], 7% <k
#HE CC, ISMS, PIMS % FSMS Z}7+e] A& &858 xge 4 Q).

=1

, Z2AA(110)= & Secure SDLC ®TolA Absak 7da} #de] e d5ES 5 9
7t F5S ITAES Hokd H7F #hwdl =4 352 CC(Common Criteria, ISO/IEC 15408), AHH
A A 520 ISMS(Information Security Management System, ISO/IEC 27001), Zz}olHA| %E‘i
¥<2 PIMS(Privacy Impact Management System, ISO/IEC 27701)¢} A&zt 7|5 obdAd #AH =A| I+
FSMS(Functional Safety Management System, I1SO 26262)2] A& Q-FAMSH(AFEE (output), AlF- s Sl v

2% % 9k,

N-HJ

=) M
£0 X W

F7FE, AW(100)¢] ZE2AA(110)E AsaF Aol ERE fAl H st 7e bdA #E 5 (IS0/SAE
21434) © 2 R-E] Trustworthy Automotive SDLCY L7AFEFS 53 4= il o714, st Ao Kot A&
UNECE(United Nations Economic Commission for Europe)olA AAE A5z} Ao Hol HAE ¥g3 4
ATt

A7IA, LA A ="I(BtEdo] 2 A ESJo]) e ZEA~ T A 1
ALAE g5ohe HAS Xk A #HdE A 2 74}, Trustworthy &
3 QFANE, AEA7E Q= Sk g 2 B Fre T55he A R

e FALS guste A BEE Al 5 8FAE W ZEA s BE A diE dAlsE g
A fddE Al 6 SFANY T A& shvE T

%, ZEAN10E AFR Alnuet A % AFR /% Ay B BFoRVH 44 Al 1 LTAY
WA A6 8P F AelE st £EF 4 . agm, TRAAINE EEH Ao shie a7
o)

512 Trustworthy Automotive SDLCOl wre3sk <= Qith.

u

o, TEAA(110)E A o] wredE Trustworthy Automotive SDLCE AFEAFO Al A& 4 v},
=

wEhA 2 A1 Trustworthy Automotive SDLCE IS0 262629] 715 FAA L ZAAE 7|Hto & 317] wliEo]

71E Asak 7 b N R AL gigk s JEo] o) 4 Q).
7H1\]4 Trustworthy Automotive SDLCE AEx} 7ol QHE BFIA ) oA, B =HES
B

iR
e

K r
et

w3, H 7fA]9 Trustworthy Automotive SDLCE AFsx} 7dte|A Q33 FH3I Hol =58 Aydozy
Hol el st AAHE R ¢ A& Byt oy, AAMFE EF5S AAToEZN AEAF Alo]H Bt gf
Al &&€E = 9},
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[0080]
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[0088]

[0089]

[0090]
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e

3 | o]# 3 Trustworthy Automotive SDLCE &£ 10719 &S 2338 4 Q). olo tish AL & 68 %

2 NAle] 2 AAde] mEY, AFatE AZEee} EAE xFEE Alxgle] FEE s, ot
rustworthy Automotive SDLCE A]~El 7]Hto] T2 M| A~82 FFE 4 9]

>
e
=)
>

o
=

FHH R, Absar AxAbE AEake] BE FASAE AAH R NEshA @i, 1-Tier, 2-Tiere} & §
g AAE B 53 FAHLAE 83, wab, 2 A9 Trustworthy Automotive SDLCE Third-party
T8 Ao e Trustworthiness® F13t7] Y&l Third-party 7484 S 3k %S F3H8 = Q).

il

w oAe g AAdel wEw, Aea JpdeAs AR, hdA, R Suol mF ¥t
T s il

o~
Trustworthy ¥do] ¥ ojof 3ttt oju] AHFAF <kdA #HE 7|E Asat 7]

obd i B E 1SO
262627} Al¢kel= obd Nk W79 ekAA 425<l ASIL(Automotive Safety Integrity Level)S 3 iid
Ho] g}, wabd, B JJAle] Trustworthy Automotive SDLCEE o] 7]wko 2 HOMYS HWdr = = A7

.
2 5 o

o714, 1S0 26262014 L73F= ASIL 532 AEake] 52 71%d we g2A XAA=EY, 253 75 ok
Ak T2 AqAE Z 715 BodE ASIL 55 7oz AEaE st

g, AFatbel] tig Hetd BRE YsiM e 7 UM SHEE nEsor gk, A, AEAk Al=E A 8FE)
T FAL 55 FFalok st EAL FFole AlFe] Bebd B7F @ 54 £F<) (0o BE 55 v
o}, IS0 262622] ASIL C 4~ CC9] EALS 5ol agatth. wala, & 7§Al2] Trustworthy Automotive SDLC
v Ak el i3] FEe BHAAS grety] fEA 7)e bHA Wl ASIL C el dEEts EALS9

=
= =z O Zz35 2~
BT 58 352 5 U

i

= 6a WA E6erx E Al HH AAoo] wE Trustworthy Automotive SDLCS] &Fo] ddd tdt E S0
oh. = 7S B OJAlY "2 A A Ao wE Trustworthy Automotive SDLCO &E3 9 7wt TS wF3t:=
dels AWsy] g =deltt. & 82 E Al EE HAlde] wE Trustworthy Automotive SDLCS| At&E&
o ddls Agstr] f1g mwioln

WA, L 6as Fxstd, B JHA1Y Trustworthy Automotive SDLCE 3 (Training) @AI(S1)E E3+ed
ATt

B A1) Trustworthy Automotive SDLCE W& ©HA|OA %2 FALS Ao ® obdA, HekAd 2 Zgloly
Alell tigh 9148 grsta MY Z2A2E FstHA] 2agk 3d X2s wsE § 9t

L3, 2 A9 Trustworthy Automotive SDLCE XS ©AolA] HeHgoly tAAY #E 7|5 /NEshAY
HEete dF "o Ae oo gk wiAXAS UMK JAXARE, "I e O 9o FAHYL

%
Trustworthinessoll T3+ X2 o] RA e H9-7} B7] wFo] HopH WSS T ZTEAA 3o 275+ F4

o
wag % 9uh,

it

TAReE, g A= kg, Bekd B ZebolmAldl tid 14 S A FAE wEshe A v
7|2 wES X S vt e, wg dAE 2Fo FAYEC] ZEAAE S fsktte] =S 9
FEA T} 2 i Z2AA YA P FAC gig 7|3 A wSs 23 5 odvk. 1Y, wg oA
T Hbe] SHA BW T o] Hek A D AlFe] 3Y, HuME dide] A 9 534 24, Eet"
el wot W melo]lmA] #H A AT e FAE 53 7+ AFA7F @S Trustworthy Automotive
SDLCE] AR &3S Fdste PSS wSsie A #H" 43 uSs 9T ¢ k. oqrA, Ag g
2 il FojEe= MR S ¢ vk, ok, o]o] g4 == A& ofyr

F7hR, af wle] ¥9hd BE aS5 RS g wEd ¢ A B, w woe] 9kd BE
55 Zkzbe]l W% 4 o F-E s, W A oFo dig FAALESE FRE 4 drt

= 3l | Trustworthy Automotive SDLCE] W& GA|E= o Z Eo], ISMS9 Leadership®} v 2 <
o E=g, w% 9A9] Trustworthy Automotive SDLCi= FSMSS] Management of functional safety$} vi=d =
ATk, gk, olel @A E = A2 obyht.

S #Z3d | Trustworthy Automotive SDLCS] S @A|= Hopd 7B w8 4

4 32

o
)
tH
oo
e

28k als 54
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WAl Trustworthy Automotive SDLCE &=
A

3]
sl

B 7§A)e] Trustworthy Automotive SDLC

[0091]
[0092]
[0093]

T
=K

N

2]

2]

oy
Plo

N

A

H

4
e

L
K
o
B

el
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[0094]

g
& 7

o] ] 3l

A

L

(Initiation) A

3)
gl

Al

=i}
=

=
T

=}
=y

[e)

Jol el wek Aol MER FAsy) i

2

=

B

[<)

e}

Ede],

v

AXE

[e)
8t Al=H

It

k)

i oF
webd | = 79 Z=AlE vlel o] Trustworthy Automotive SDLCE

AzgoH ol
[¢)

[0095]
[0096]

B wjx

i
o
N
N
Il

N

1, Trustworthy Automotive SDLCE]

°

8& F=x

juy
_

[0097]

B o

Mo
!
zel
x4
&
K
zel
W
O

o)

=
=5
Hr
W)

=
2]

Bl
Hr

)

Gy

g

<
=

a7k A3, ®

i

S
g

3}, 7% A2y
3]

S T =
= =

&

24 (Requirements) e A (S3)

2

o] (CC9 General modeZ} wj3

27k

L=
=

L

L

=

=

S|
A
7oz Fopd QA

GAN A Third-party 74 LA

&

=

=

=
=

3}

8TAG 2

A

(Requirements) A= o

7 2, 8TAF

=
T

LS|
a1/

=
WAl Trustworthy Automotive SDLCE &5 (Acquisition)©HA|(S4)E

&

p=h

7hA1e] Trustworthy Automotive SDLC

F ek,

)

1.

o =3
274}

=
=

=, 274}

7hA1e] Trustworthy Automotive SDLC

v Appdel o
ATt
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[0108]

[0109]

[0110]

[0111]
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[0113]

[0114]

[0115]

[0116]

[0117]

[0118]
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5 = Aot aFAES ZRte® g dAVE AES "WA dis 37 2 HAEE 53

st MF GAE XFE & drk. 9714, Third-party 78484+ 1-Tier, 2-Tier 59 @4 JAE 3 ¢
g k. E=S, E5 WA= AsA AZzARe] QALY 2Eo] A& Third-party

T8RS HAE V|WoR AFat AXAE 59AQ H7E 2 HAES Fdse AN dAE 2T F

po i u Mt By
ek,

B oA BE Aol we 85 v A5 e 7
ol 2 WFS AAehy] el AFHoE s ook iz

Lo

& &3 B Al=E Zke] A A

[e)
o
A
T

T 8% Hx3W, d5(Acquisition)DAlE 85 A8 9 QFANY T Third-party 74840 gk H7F 2 |
2E ANE A2 4 Qv gk, old dgH= AL ol

= 6cE #x3H, E A9 Trustworthy Automotive SDLCE A A (Design)©HAI(S5)E E3dHsk 4= it}

£ A9l Trustworthy Automotive SDLCE A @AlA olZIEIAE AAISAL o]& 7|We 2 3 Fopd I
As FT 4 Q. dirgoR Ak e A AR AAgE TRt R shue T3 Al&ES A5
wjitoll, AA gAE A" B3 A uigh oprEld AAE 1T 5 ).

FAHoR, AA WAt £EH o UAE Vo Fopd SURHS FaAste] AxY el B4 5w 9
Fol el gahgere wESE AN BAE 2T & Aok, E@, A4 @AE STAG B @AGHG 2
e gqom Popd gspyeld] i MY W FE oVE VAFOEA olF /% 4@ A ZEAsg B
SF M LA b9 FEO] WASRA BES =AY WAE TIF 5 vk, =W, A WAL 8T
o mek oblEAY Awy W HAYES AFTFORA LT B WAS AA @A 1o FAYEL Fug
F vt
AN

% 8% Az, AADesig) WAL B9 L B obIeA, Fobd YR Az L ghsbyet, wopd o)
WF 2 AFA L FE R B A3, AT mE A A%y U AAY AF AARE BEL 5 9

E 7§19l Trustworthy Automotive SDLCE & wAA] A G@AE (ST WA S5H)A
1A E 7|Hto 2 A|2~ES FEE 5 gy, o] Ag-, MdAE 39 srol=EelEs S A
AT, oA7A, ZH Trol=gledl= 7]Ee e MISRA C 59 9 nTol xg=

W EE A AES AFE A 7F AFREE w] Trustworthiness?} EHE 29 7S

e 5TE QYT 5 Aok

S, T BAE olrlaAs P k] Ang 2 SAHS PEgozH HA wAsh A WA ke 33
Ao dua 5 g

% 8% #=xshd, 78 (Implementation)@Al= A28l & A}, ALEAF 7lol= &A] 2 =50, AAlo &
ol ddg 9 SdA HE: AFE AET = . gk, oo dAEE S ol

% 6dE #FxEH, B JHA9 Trustworthy Automotive SDLCE HZ(Verification)©A(S7)E E&3F 4= g},

7219 Trustworthy Automotive SDLCE o TAloA T3 E A|~gE 7|ite =g HAE 9 HEE 73y

B
7 At oM, HAEE AA R 4 24, dF HAESE 23S ¢ v

AnH o 4B An A2EL WeR FHHE FF ALWBRE PF WA A29e TR Y
oA BAZE WA @S Wuss BY HAES FAsE AN @AS THE & At oA, Bge
Ay AzE e B9 gu@ & ok o, ol @gsE A2 ohla, sudelst ATES ] s)ue

/\]Z:E‘ﬂ =2 T = M

As e 7 Az"el dis] Bt §fo] EAGtEAE Adey] As AT HEEE Fdsts AR A
= XA 5 v =13, S e AEEs FAstaA v)Ee] AAG W& WAEE Aol A o
v AAARE ] H, b H EZetolHA] B EAE HAATIAE FEAE HES] s ZEAE A4
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FA FEolv AEE A FdolA AEsE AR dAE 28T F Ao

% 89 Aze, AF(Verificatio) WAl HAE #a A3, U4 A% GaE S A3, Axg 7d
of We WA uE Pobd A% AE AvE AEY 4 vk thy, olo] @4HE e ohd),

2 WA 9 Trustworthy Automotive SDLC:= A8AF 2 v Ao
7bFest Atate] s disAES FHE & vk A7|A, LS Al=E AL TGS ou|sked, Abs
T st 11 A 3AE B Adete AAHES AAT] dindd e A dig RS viEA] Frsjof

G

>
>,
N
<
tlo
0
>
ol
ol
=
=)
F
o
>,
>
W)
o
>
T
i

=

FE, AL R WME QA YAl SRR AXUS Wt B Bet BAVL BAREAE AR
AR BAE ERE 5 Ak,

= 75 #FxsiA, AL 2 vl¥E(Production & Release) @Al ol& 9], FSMS9] Product development at the
system level (Part 4) % Product development at the software level(Part 6)3} vjsd = 4= Q). tjwk, o]
S = A2 oYt

o, = 8% W, AAF 9 wiE(Production & Release) @GAl= A8l A4 AE 2 Mk, Akl Al2g]
o "3 AS 8 A, A=F wiE o]F dEALE A= = Sdvk. vk, oldd FAHE A2 ofy

o
6es FxstH, X 7fA)2] Trustworthy Automotive SDLCE &9 (Operation)@A(S9)E X3 4= A},

ki

B JHA ] Trustworthy Automotive SDLCE 29 whA|o|A] B]E o]Zio] AlxEloA wAE 4= gl FHoPHS B
U st dad HAgdd dis] osd 5 .

TAASR, &4 dAE EUHY AFS FH3ta, o]E 7|Wrem A|AH gtk A& RUHPS 73
AR gAE 2388 ¢ Jrk. wmg, &9 dAlE A DA digk Ao Y EEE F5ta ol & BUtste]
& WetE =Este AR dAE 2T £ vk, olF Y] tE ek #A] e fUHlEE T3 T8 2
viEg 4l

dukAl o2 zbsake] A9 A Aol 1Y Hfot AP ddd & JoBE 24ANIF dfE e HEEE A
A3k Aol F8E F Utk &9 e &G T Alawdd WAAN o] RS A, G HAAN ] diF]
A HaS Aesto g AlaEd ggk 48 FuE ¢ Qo

T 78 #AzsE, $9(Operation) A= dE £, ISMS9| Operation 2 Improvement$} v 2 4= o}, =
3k, £ W= FSMS9] Production operation, service and decommissioning(Part 7)3 wi=3d = 4= 9t} t}
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9= B JAle W AAde] wE Trustworthy Automotive SDLCY L7AE WEEZ AHwlstry] 93 Twol

2 AAlde 2, AW (100)9] ZZAA(110)E A2k AFIHREQE 514l 2 AFAF 7] A
© 25H Trustworthy Automotive SDLCS] L.7AFEHS E53 4 Uk, o714, A&=} Aol KL HF
+ UNECE(United Nations Economic Commission for Europe)ollA] AAE AE2} Alo]vjH el A4S X -
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Bdesrs g5 AAS ETdeks A w-E Al 2 @AY, Trustworthy ¥& ks A3 ddd Al
3 87, AAEAE Bew sk kg B B FEE FHeke A wEE Al 4 ey, 9 3o
02 FALE Sushe 29 #EE A 5 QAN B a2 BE g giE dAlste E5s s
A HhE Al 6 A F Aok stuE X 5 v

B Aol € AA g mEW ) 2 /A Trustworthy Automotive SDLCE 6719 L FAES 7|wto 2 XA H
] A 6719 Q7FAES 25 wEE 4 vk, o]k Trustworthy
xF 2 7E ATEY AR %58 AASHY ZAEA et Hge 4= Q.
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I

= 9= E 7fA1Y Trustworthy Automotive SDLCS Z+ & 4-A}&tel] thal] 7] Secure SDLC E+ % 7]& A9
T 55 va B3 171 EAE 9l

vH)al 4t Secure SDLC EF 2 2+ Microsoft SDL, NIST SSDLC, OWASP CLASP, SAE J3061= A A3, vlald)
A AdTE N Z2A2 AAE gtoR e AdTFE AASA.

= 9o =AE %o AR 7|EE AFE olete} .
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(1116) ¥ 33 g3 =go]H (1120)= 7tz sl= tlA3 =glolB Qg #H o]~ (1124), A7) tyAF =golr <l
B o]~ (1126) 2 3 =glolH A H o]~ (1128)0] 2] A~ W2(1108)0] IZ24€E 4 Stk 943 =g
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£

=

Microsoft SDL NIST SSDLC OWASP CLASP SAE 13061
Target Software System Best Practice Vehicle
- . Complies with the process
Focuses on requirements Focuses on third-party Provides real-world of 10 26262, the
Feature and design phase components acquisition | enterprise activities in the automotive functional
and system disposal form of best practices safety standard
+ Can be used to evaluate + Easy to apply security-
+ Provides tools for information systems that |- Identifies the role of the | related activities according
Pros performing activities like | require certification when| person in charge of to the automotive function
&Cons | rigk analysis(P) performing certification | each activity(P) safety development process(P)
(P:Pros, | Not in and accreditation(P) |, |1y of
C:Cons) [ Notinclude Lack of updates and
disposal phase(C) + Lack of activity for related information(C) |- Not include security training

implementation phase(C)

and disposal phase(C)
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£

=

CC ISMS PIMS FSMS
Target Product Environment Privacy Functional safety
.| Standards for security | Standards providing Standards presenting
Description ﬁmmw_wﬂmnm_:ﬂom:ﬂ ww___wﬂﬂm and reliability certification | detailed criteria for processes for automotive
of IT 8%«\% Y| of an organization's performance of privacy | functional safety
P assets impact assessment development
Mapping i
phases 2,3,5-10 1-10 2,58,10 1-10
Source ISO/IEC 15408 ISO/IEC 27001 ISO/IEC 27701 IS0 26262
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Secure SDLC standards Existing studies Trustiorthy
Requirement Microsoft | NIST | OWASP |  SAE Automotive
soL | ssoic | cuasp | nogr | (| [T | D81 DSII66Tspic
Targets on system X 0 X 0 0 0 0 0 0 0
Includes the procedure
of third-party X 0 0 0 X X X X X 0
components acquisition
Considers aspect of
trustworthiness X X X O O O O O O O
mmﬂ%mm ﬁwm level of
safety and security
required by automotive X X X X X X X X X 0
development
Ensures traceability
between phases 0 0 X 0 X X 0 X X 0
Provides detailed
activities for every phase X X X X X X X X X 0
of the process
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