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(54) Title: TRUSTED FIELD-PROGRAMMABLE LOGIC CIRCUITRY

(57) Abstract: In one embodiment, a method for trusted booting of a cryp-
tographic processor system is disclosed. Default image(s) is loaded into a
field-programmable logic chip (FPLC). The default image(s) cannot per-
form cryptographic processing, but can perform a first algorithm that is un-
classitied. A processor, internal or external to the FPLC, can be used with
the default image. A multi-layer or multi-part key has portions stored in
two different places. A protected image is decrypted with the multi-layer
key using the first algorithm and loaded into the FPLC. Cryptographic pro-
cessing is performed using a second algorithm classified or produced by
the government. In another embodiment, a method for securing a field-pro-
grammable logic chip (FPLC) is disclosed. Information is cryptographical-
ly processed within the FPLC. An error condition is detected outside of the
FPLC and the error condition is communicated to the FPLC to disrupt an
image(s) within the FPLC. Optionally, at least a portion of a key can be
erased such that cryptographic processing is curtailed or eliminated. In yet
another embodiment, a method for operating a field-programmable logic
chip (FPLC) is disclosed. Operation of the FPLC includes a configuration
state and a cryptographic processing state. Switching between states is
controlled by a state machine. Each state has one or more images. Trans-
ferring between states causes some or all images from the other state being
overwritten.
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