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DESCRIPTION
COMMUNICATION APPARATUS AND COMMUNICATION METHOD

THEREFOR

TECHNICAL FIELD
- [0001] The present invention relates to a
communication apparatus and a communication method

therefor.

BACKGROUND ART

[0002] In wireless communication represented by a
wireless LAN complying with the IEEE802.11 standard
series, there are many setting items to be sét in
advance. The setting items include communication
parameters necessary for wireless communication, such
as an SSID (Service Set IDentifier) as a network
identifier, an encryption method, an encryption key, an
authentication method, and an authentication key. It
is very troublesome for a usér to set them by manual
input.

[0003] Various manufacturers have proposed
automatic setting methods for easily setting
communication parameters in a wireless apparatus. In
those automatic setting methods, one apparatus provides
another apparatus with communication parameters using a
procedure predetermined between these connected

apparatuses and a message, thereby automatically



WO 2009/028635 PCT/JP2008/065473

setting the communication parameters.

[0004] As for the communication parameter
automatic setting method, each manufacturer often
employs its propriétary method. Procedures for setting
communication parameters or interpretable messages are
different betwéen apparatuses.which do not support a
common communication parameter automatic setting
method. 1In this case, it is imposéible to set
communication parameters using the automatic setting
method. On the other hand, between apparatuses which
support a common communication parameter autoﬁatic
setting method, it is possible to easily set
communication parameters using the automatic setting
method.

[0005] | Japanese Patent Laid-Open No. 2003-338821
has disclosed an example of communication parameter
automatic setting.

[0006] A communication parameter automatic setting
method requires a role of "provider" which provides
another wireless apparatus with communication
parameters and a role of "acceptor" which receives the
communication parameters provided by the provider and
sets them in the acceptor itself.

[0007] Therefore, when a wireless apparatus needs
to receive communication parameters by automatic
setting, it must search fof a provider that can provide

those communication parameters.
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[0008] However, since the provider does not
necessarily respond to a signal for searching for a
provider, it is impossible to easily seérch for a
provider of the communication parameters.

[0009] In an ad-hoc network (IBSS: Independent
Basic Service Set) complying with the IEEE802.11
standard, a station which has transmitted a beacon last
returns a response to a probe request as a search
request signal. This means even if a given apparatus
transmits a probe request to search for a provider, an
apparatus other than the provider may respond. It is
therefore difficﬁlt to find a provider of the
communication parametefs. A problem which results is
that processing for setting communication parameters

cannot be executed.

DISCLOSURE OF INVENTION
[0010] According to one aspect of the present
invention, a communication apparatus comprises: a
setting means which executes processing for setting
communication parameters with another communication
apparatus; a determination means which determines a
network identifier that is unigue among networks in the
vicinity; and a creating means which, when the
processing for setting communication parameters with
another communication apparatus is executed by said

setting means, creates a network having the network
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identifier determined by said determination means as

. being unique among networks in the vicinity.
[0011] According to another aspect of the present
invention, a communication method in a communication
apparatus, said method comprises the steps of:
determining a network identifier that is unique among
networks in the vicinity; and creating a network having
the network identifier determined as being unique among
networks in the vicinity when the processing for
setting communication parameters with another
communicatibn apparatus is executed.
[0012] In accordance‘with the present invention,
processing for setting communication parameters can be
executed with ease even in the case of a network on
which it is difficult to specify a provider.
[0013] " Further features of the present invention
will become apparent from the following description of
exemplary embodiments (with reference to the attached

drawings) .

BRIEF DESCRIPTION OF DRAWINGS
[0014] The accompanying drawings, which are
incorporated in and constitute a part of the
specification, illustrate embodiments of the invention
and, together with the description, serve to explain
the principles of the invention.

[0015] FIG. 1 is a block diagram illustrating the
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configuration of a terminal;

[0016] FIG. 2 is a block diagram of software
functions within a terminal according to an embodiment
of the present invention;
- [0017] FIG. 3 is a configuration diagram in a case
where an ad-hoc network is formed by three terminals in
an embodiment;

[0018] FIG. 4 is a flowchart illustrating
operation of a communication-parameter receiver in an
embodiment;

[0019] FIG. 5 is a flowchart illustrating
operation of a communication-parameter provider in an
embodiment; and

[0020] FIG. 6 is a sequence diagram illustrating

operation of terminals A, B and C in an embodiment.

BEST MODE FOR CARRYING QOUT THE INVENTION

[0021] <First Embodiment>

A wireless communication apparatus according to
the présent invention will be described in detail below
with reference to the accompanying drawings. Although
a case in which a wireless LAN sysﬁem complying wiﬁh
the IEEE802.11 standard series is used will be
explained blow, a communication method is not
necessarily limited to a wireless LAN.
[0022] A hardware configuration in the preferred

embodiment will be described.
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[0023] FIG. 1 is a block diagram showing a
configuration of each terminal (to be described later)
according to embodiments to which the present invention
is applicable. Reference numeral 101 denotes a
terminal as a whole; and 102, a control unit which
controls the terminal as a whole by executing control
programs stored in a storage unit 103. The control
unit 102 also controls communication parameter setting
with another terminal. The storage unit 103 stores the
control programs executed by the control unit 102 and
various pieces of information such as communication
parameters. Various operations (to be described later)
are performed when the control unit 102 executes the
control programs stored in the storage unit 103.
Reference numeral 104 denotes a wireless unit for
wireless communication; 105, a display unit which
provides various displays and has a function capable of
outputting visually perceivable information like an LCD
(Liquid Crystal Display) or LED (Light Emitting Diode),
or a function capéble of outputting a sound like a
loudspeaker; and 106, a setting button which triggers a
start of the communication parameter setting. The -
control unit 102 starts a communication parameter
setting operation (to be described later) by detecting
a user operation of the setting button 106. Reference
numeral 107 denotes an antenna control unit; and 108,

an antenna.
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[0024] FIG. 2 is a block diagram showing a
configuration of software functional blocks executed by
each terminal (to be described later) according to this
embodiment. |

[0025] Reference nuﬁeral 201 denotes a terminal as
a whole; and 202, a communication parameter automatic
setting function. In this embodiment, communication
parameters necessary for wireless communication, such
as an SSID as a network identifier, an encryption
method, an encryption key, an authentication method,
and an authentication key are automatically set.
Reference numeral 203 denotes a packet receiving unit
which receives packets associated with various
communications; 204, a packet transmitting unit which
transmits packets associated with wvarious
communications; and 205, a search signal transmitting
unit which controls transmission of apparatus search
signals such as a Probe Request signal. It should be
noted that a Probe_Request signal can also be referred
to as a network search signal for searching for a
desired network. Transmission of a Probe Request
signal, described later, is performed by the seafch
signal transmitting unit 205. Further, transmission of
a Probe Response signal, which is a signal that is in
response to the received ?robe_Request signal, also is
performed by the search signal transmitting unit 205.

[0026] Reference numeral 206 denotes a search
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signal receiving unit which controls reception of
apparatus search signals such as a Probe Request signal
from another terminal. The search signal receiving
unit 206 executes reception processing of a

Probe Response signal (to be described later).

Further, reception of the Probe Response signal also is
performed by the search signal receiving unit 206. The
Probe Regsponse signal is a response signal to the
Probe Request signal, and various pieces of information
(self-information) on an apparatus that transmitted the
Probe Response signal are added to the Probe_Response
signal.

[0027] A network identifier generating unit 207
generates a network identifier. Generation of the
network identifier, described later, is performed by
the network identifier generating unit 207.

[0028] Reference numeral 208 denotes a duplicate
checking unit 208 for checking to determine whether the
network identifier generated by the. network identifier
generating unit 207 duplicates that of a network
existing in the vicinity. Using ﬁhe search signal
transmitting unit 205, the duplicate checking unit 208
broadcasts fhe Probe Request signal containing the
generated network identifier to the surroundings and
inquires as to whether a network having this network
identifier exists. When the Probe Response signal that

is in response to this Probe Request signal is received
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by the search signal receiving unit 206, the content of
this Probe Response signal is checked. Whether the
network having the network identifier generated by the
network identifier generating unit 207 exists or not is
determined by the result of the check. Further, if the
Probe Response signal is not received by the search
signal receiving unit 206, then a determination is
rendered to the effect that the network having the
network identifier generated by the network identifier
generating unit 207 does not exist.

[0029] A network creating unit 209 creates a
network. Creation of a network, described later, is
performed by the network creating unit 209. A network
joining unit 210 joins in a network. Joining in a
network, described later, is performed by the network
joining unit 210. In processing for automaticélly
setting communication parameters, a network specifying
unit 211 specifies a network in which an opposing
terminal is participating. Specification of a network,
described later, is performed by the network specifying
unit 211.

[0030] - The function block that automatically sets
communication parameters includes a communication
parameter receiving unit 212 for receiving
communication parameters sent from a provider of
communication parameters; a communication parameter

providing unit 213 for providing communication
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parameters to a device of another party in a case where
the apparatus functions as a proviaer of communication
parameters; and an automatic setting control unit 214
for controlling various protocols in automatic setting
of communication parameters. Processing for
automatically setting communication parameters,
described later, is executed by the communication
parametef receiving unit 212 and communication
parameter providing unit 213 based upon control by the
automatic setting control unit 214.

[0031] It should be noted that all of the function
blocks are inter-related in terms of software or
hardware. Further, the abéve—mentioned function blocks
are examples, and it may be so arranged that a
plurality of function blocks construct a single
function block, and any function block may be broken
down further into blocks that perform a plurality of
funﬁtions. |

[0032] FIG. 3 is a diagram illustrating a terminal
301 ("terminal A" below), a terminal 302 ("terminal B"
below), a terminal 303 ("terminal C" below) and a
shared network 304 constructed by the terminals A, B
and C. Also illustrated in FIG. 3 are a first network
305 constructed by the terminals A and B, a second
network 306 constructed by the terminals A and C, and a
third network 307 constructed by terminal A.

[0033] Each terminal is equipped with a wireless
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LAN communication function compliant with IEEE 802.11,
performs wireless communication by wireless LAN ad-hoc
communication ("ad-hoc communication" below) and is
configured as illustrated in FIGS. 1 and 2 described
earlier.

[0034] ‘ Considered in FIG. 3 is a situation in
which the shared network 304 has been set up by
terminal A and is joined by terminals B and C by the
automatic setting of communication parameters.

[0035] Terminal A is the provider of communication
parameters and provides terminals B and C with
communication parameters needed in order to join the
shared network 304. In this case terminals B and C are
the receivers of communication parameters. |

[0036] FIG. 4 is an operation flowchart for
describing processing executed when a receiver of
communication parameters receives communication
parameters from a provider of cohmunication parameters
by processing for automatic setting of communication
parameters. In the description that follows, the
receiver of communication parameters shall be referred
to as a "receiver", and the provider of communication
parameters shall be referred to as a "provider”.
Further, the processing illustrated in FIG. 4 starts
when a setting button at a terminal that is the
receiver is operated by a user.

[0037] .After processing starts, the search signal
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trénsmitting unit 205 of the receiver transmits the
Probe Request signal (S401) .

[0038] Thereafter, the search signal receiving
unit 206 of the receiver waits for the provider to
transmit a Probe Request signal that carries additional
information signifying automatic setting of
communication parameters (S402). If the Probe_Response
signal’carryiné additional information signifying
automatic setting of communication parameters is not
received upon elapse of a fixed period of time, then
the search signal receiving unit 206 repeats the
transmission of the Probe_Request signal.

[0039] If the Probe Response signal is received,
the network specifying unit 21 of the receiver
specifies, based uﬁon the information contained in the
Probe Response signal, the network identifier of the
network in which the provider is participating (S403).
[0040] When the network identifier is specified,
the network joining unit 210 of the receiver joins the
network in which the provider is participating (S404).
[0041] After the network is joined, the
communication parameter receiving unit 212 of the
receiver transmits a message indicative of start of
automatic setting of communication parameters and
receives communication parameters provided by the
provider that has received the message (S405).

[0042] FIG. 5 is an operation flowchart for
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describing processing executed when a provider provides
communication parameters to a receiver by processing
for automatic setting‘of communication parameters. The
processing illustratéd in FIG. 5 starts when a setting
button at a terminal that is the provider is operated
by a user.

[0043] The network identifier generating unit 207
of the provider generates a network identifier that
includes a random character string (S501). Owing to

the inclusion of the random character string, the
network identifier generating unit 207 generates a
network identifier that is unique among network
identifiers set for networks that exist in the vicinity.
It should be noted that instead of utilizing a random
character string as the network identifier at step S501,
the network identifier generating unit 207 may use
provider-specific information such as a MAC address. A
network identifier that is unique among network
identifiers set for networks that exist in the vicinity
may be generated similarly by methods other than these.
[0044] Next, using the duplicate checking unit 208,.
the provider makes sure that the generated network
identifier is not a duplicate of an identifier of a
network existing in the vicinity (S502). In other
words, the provider broadcasts a Probe Request signal
to the surroundings and determines whether a

Probe Response signal, which is a signal that is a
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response to the Probe Request signal, is sent back.
If a Probe Response signal has been sent back, the
provider checks the content thereof to thereby
determine whether the generated network identifier
duplicates that of a network in the vicinity (S502).
[0045] If the result of the check is that a
ﬁetwork for which a duplicate network identifier has
been set exists, control returns to step S501 and the
provider generates a network idéntifier again.

[0046] If a network for which a duplicate network
identifier has been set does not exist, then the
network creating unit 209 of the provider creates the
network for which the network identifier has been
generated (S503). It should be noted that if the
Probe Response signal is not sent back, a determination
is rendered to the effect that the generated network
identifier is not a duplicate of that of a network in
the vicinity. |

[004°7] If the search signal receiving unit 206 of
the provider receives the Probe Request signal after
the network is created, then the search signal
transmitting unit 205 sends back a Probe Request signal
that carries additional information signifying the
automatic setting of communication parameters.

[0048] Thereafter, the automatic setting control
unit 214 waits a fixed period of time for the receiver

to transmit a message indicative of start of automatic
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setting of communication parameters (S504, S506).

[0049] Upon receivihg the message indicative of
start of automatic setting of communication parameters,
the automatic setting control uﬁit 214 provides the
receiver with communication parameters by means of the
communication parameter providing unit 213 (S505).
After the communication parameters are provided, the
provider returns control to S501 and repeats the
processing for providing communication parameters.
[0050] If a fixed period of time elapses without
receipt of the message indicative of start of automatic
setting of communication parameters, then the common
network is joined (S507) and processing is exited.
[0051] It should be noted that it may be so
arranged that an upper-limit value on the number of
times communication parameters are provided (namely an
upper-limit value on the number of receivers) is set in
the storage unit 103 and the processing of FIG. 5 is
exited when the provision of communication parameters
is performed the number of times set as the upper-limit
value, by way of example. In other words, the
processing of FIG. 5 may be exited when communication
parameters have been provided to receivers, the number
of which has been set beforehand as the upper-limit
value. In this case, the communication parameter
providing unit 213 increments the provision count

whenever communication parameters are provided to a
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receiver, and the processing of FIG. 5 ends when the
number of times communication parameters have been
provided reaches the upper-limit value.

[0052] FIG. 6 is a sequence diagram regarding
processing by which terminals B and C receive the
communication parameters of the shared network 304 from
terminal A and join the shared network 304.

[0053] When the setting button of terminal A is
operated by the user, terminal A starts the processing
of FIG. 5. When terminal A starts processing, terminal
A creétes the network 305 for which a network
identifier that is unique at least among network
identifiers of networks that exist in the vicinity has
been set (F601).

[0054] When the setting button of terminal B is
operated by the user, terminal B starts the processing
of FIG. 4 and transmits a Probe Request signal (F602)
and searches for a provider.

[0055] Upon receiving the Probe Request signal
transmitted at F602, terminal A sendé back a

Probe Response signal to which has been appended an
identifier indicating that it has a function for
automatic setting of communication parameters (F603).
[0056] Upon receiving the Probe Response signal to
which has been appended the identifier indicating
possession of the function for automatic setting of

communication parameters, terminal B detects and
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specifies the network 305 that has been created by
terminal A and joins this network (F604).

[0057] On the network 305, ferminal A provides
terminal B with the communicaﬁion parameters of the
shared network 304 by automatic setting of the
communication parameters (F605).

[0058] After the communication parameters are
received, terminal B joins the shared network 304
(F606) .

[0059] After the communication parameters are
provided to terminal B, terminal A creates the network
306 for which a network identifier that is unique at
least among network identifiers of networks that exist
in the vicinity has been set (F607).

[0060] When the setting button of terminal C is
operated by the user, terminal C starts the processing
of FIG. 4. Terminal C then transmits a Probe_Request
signal (F608) and searches for a provider.

[0061] Upon receiving the Probe Request signal
transmitted at F608, terminal A sends back a

Probe Response signal to which has been appended an
idéntifier indicating that it has a function for
automatic setting of communication parameters (F609).
[0062] Upon receiving the Probe Response signal to
which has been appended the identifier indicating
possession of the function for automatic setting of

communication parameters, terminal C detects and
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specifies the network 306 that has been created by
terminal A and joins this network (F610). |
[0063] On the network 306, terminal A provides
terminal C with the communication parameters of the
shared network 304 by automatic setting of the
communication parameters (F611).

[0064] After the communication parameters are
received, terminal C joins the shared network 304
(F612) .

[0065] Aftér the communication parameters are
provided to-terminal C, terminal A creates the network
307 for which a network identifier that is unique at
least among network identifiers of networks that exist
in the vicinity has been set (F613).

[0066] If a fixed period of time elapses without
receipt of the message indicative of start-of automatic
setting of communication parameters, then terminal A
ends processing and joins (returns to) the shared
network 304 (8614).

[0067] Thus, when a provider provides a receiver
with communication parameters, the provider creates a
network having a network identifier that is unique
among networks that exist in the vicinity. That is,
when a receiver detects the network of a provider, only
the provider exists in the network in which the
provider is participating. This makes it possible for

the provider to respond reliably to a Probe Request
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signal that is transmitted by the receiver. By
adopting this arrangement, even if a network is one (an
ad-hoc network) on which it is difficult to specify a
provider, a receiver can find and determine the
provider easily and quickly., Accordingly, the
automatic setting of communication parameters for the
purpose of providing and receiving communication
parameters can be performed efficieﬁtly and with ease.
[0068] Although the preferred embodiments of the
present invention have been described above, they are
merely examples for explaining the present invention,
and are not intended to 1limit the scope of the present
inventidn. Various modifications can be made to the
embodiments without departing from the spirit and scope
of the present invention.

[0069] For example, in the above explanation of
the embodiments, Probe_Request and Probe_Response
signals are used. However, signals to be transmitted
are not limited to them, and other signals playing the
same roles may be used.

[0070] An IEEE802.11 wireless LAN has been
explained as an example. The present invention may,
however, be implemented in another wireless medium such
as wireless USB, MBOA, Bluetooth®, UWB (Ultra Wide
Band), or ZigBee. The present invention may also be
implemented in a wired communication medium such as a

wired LAN.
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[0071] Note that MBOA is an abbreviation for Multi
Band OFDM Alliance. UWB includes wireless USB,
wireless 1394, and WINET.

[0072] Although a network identifier, encryption
method, encryption key, authentication method, and
authentication key are used as examples of
communication parémeters, another information may be
used and also included in communication parameters.
[0073] In the present invention, a storage medium
which stores software program codes for implementing the
above-described functions may be supplied to a system or
apparatus, and the computer (or the CPU or MPU) of the
system or apparatus may read out and execute the program
codes stored in the storage medium. In this case, the
program codes read out from the storage medium implement
the functions of the above-described embodiments, and
the storage medium whiéh stores £he program codes
constitutes the present invention.

[0074] The storage medium for supplying the program
codes includés a flexible disk, hard disk, optical disk,
magnetooptical disk, CD-ROM, CD-R, magnetic tape,
nonvolatile memory card, ROM, and DVD.

[0075] The above-described functions are
implemented when the computer exécutes the readout
program codes. Also, the above-described functions may
be implemented when an OS running on the computer

performs some or all of actual processes on the basis of
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the instructions of the program codes. O0OS is an
abbreviation for Operating System.

[0076] Furthermore, the above-described functions
may be implemented when the program codes read out from
the storage medium are written in the memory of a
function expansion board inserted into the computer or
the memory of a function expansion unit connected to
the computer, and the CPU of the function expansion
board or function expansion uﬁit performs some or all
of actual processes on the basis of the instructions of
the program codes. |

[0077] While the present invention has been
described with reference to exemplary embodiments, it
is to be understood that the invention is not limited
to the disclosed exemplary embodiments. The scope of
the following claims is to be accorded the broadest
interpretation so as to encompass all such
modifications and equivalent structures and functions.
[0078] This application claims the benefit of
Japanese Patent Application No. 2007-219921, filed
August 27, 2007, which is hereby incorporated by

reference herein in its entirety.
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CLAIMS
1. A communication apparatus comprising{

a setting means which executes processing for
setting communication parameters with an§ther
communication apparatus;

a determination means which determines a network
identifier tﬁat is unique among networks in the
vicinity:; and

a creating means which, when the processing for
setting communication parameters with another
communication apparatus is executed by said setting
means, creates a network having the network identifier

~determined by said determination means as being unique
among networks in the vicinity.

2. The apparatus according to claim 1, wherein said
creating means creates a network that is unique among
networks in the vicinity when the processing for
providing communication parameters with another
communication apparatus is executed'by said setting
means. )
3. The apparatus according to claim 1 or 2, wherein
said setting means provides another communication
apparatus with communicatioﬁ parameters for joining a
network that was being participated in before the
network created by said creating means.

4. The apparatus according to any one of claims 1 to

3, further comprising a generating means which
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generates a network identifier that is unique among
networks in the vicinity;

wherein said creating means creates a netw0rk
having the network identifier generated by said
generating means.
5. The apparatus according to claim 4, wherein said
determination means determines a network identifier
that is unique among networks in the vicinity by
checking to determine whether the network having the
network identifier generated by said generating means
exists in the vicinity.
6. The apparatus according to any one of claims 1 to
5, wherein said creating means creates a network that
is unique among networks in the vicinity again after
the processing for setting communication parameters is
executed by said setting means.
7. = The apparatus according to any one of claims 1 to
6, wherein if the processing for setting eommunication
parameters with another communication apparatus is not
executed even upon elapse of a fixed period of time
following creation of a network by said creating means,
then the communication apparatus join in a network that
was being participated in before the network created by
said creating means.
8.. The apparatus according to any one of claims 1 to
7, wherein if communication parameters have been

provided to a predetermined number of other
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communication»apparatuses, then the communication
apparatus join a network that was being participated in
before the network created by said creating means.
9. | A communication method of a communication
apparatus, said method comprising the steps of:
determining a network identifier that is unique
among networks in the vicinity; and
creating a network having the network identifier
determined as being unique among networks in the
vicinity when the processing for setting communication
parameters with another communicatioh apparatus is
executed.
10. A computer program for causing a communication
apparatus to execute the communication method set forthA
in claim 9, said program being stored on a computer-
readable storage medium.
11. A storage medium storing the computer program set

forth in claim 10.
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