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(57) ABSTRACT

The present invention provides a detachable add-on card unit
to a host system that combines mass storage capability and a
processor on the same card. The card can receive data from
the host, process the data, and store it in processed form, as
well as the reverse process of retrieving stored data, process-
ing it, and supplying it to the host. The non-volatile mass
storage memory may contain program storage as well as card
system data and user data. The end user of the card can
program applications into the program storage. The combi-
nation of mass storage and a processor also adds to the capa-
bilities of the on-card processor, allowing the card to store and
execute programs. The present invention is able to provide a
programmable add-on card unitto ahost system. A number of
applications can be stored in the card’s mass storage and
loaded as needed by the on-card micro-controller.
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REMOVABLE COMPUTER WITH MASS
STORAGE

BACKGROUND OF THE INVENTION

[0001] 1. Field of the Invention

[0002] The present invention relates to digital media, and
more particularly to digital media such as cards and modules
and combinations. Particularly, the present invention relates
to an add-on card unit detachably coupled to a host unit where
the card unit contains mass data storage and is capable of
providing additional processing power to the host unit.
[0003] 2. Background Information

[0004] In recent years, there are a variety of add-on cards
and modules developed for use in digital systems such as
personal computers (“PC”). They have enjoyed a measure of
success in various memory-intensive applications. Some of
these memory add-on cards use flash memory, and are known
as flash memory cards. Flash memory cards have become
widely used for mass data storage applications, and are a
popular alternative for conventional add-on card imple-
mented non-volatile memory solutions such as rotating hard
disks and battery-backed SRAM, especially for notebook
computers, personal data assistants (“PDA”), and some high-
end digital cameras. As an alternative to rotating hard disk PC
cards, flash memory cards are more rugged and space effi-
cient, are silent, consume less power, provide higher perfor-
mance (in most cases), and provide a removable form-factor.
As an alternative to battery-backed SRAM PC cards, flash
memory cards typically offer higher-densities and lower cost
per bit and are not as limited by reliability and temperature
issues associated with batteries used in the battery-backed
SRAM PC cards.

[0005] Generally, these memory cards perform only auxil-
iary storage functions for the host systems. In some cases,
some simple data processing functions are performed in this
card. There are currently various standards on these PC cards
developed by different vendors. Each of these memory card
standards defines a card type that is able to perform some
storage functions. The following is a brief summary of vari-
ous standards in the memory cards industry

[0006] Flash PC cards are compliant with the Personal
Computer Memory Card International Association (“PCM-
CIA”) standard. While flash PC cards can provide sufficient
amounts of memory for a broad range of applications, they
have not been widely accepted for use in applications such as
mobile and portable electronics, or for use in applications
having significant cost sensitivity. PC cards simply tend to be
too large for many portable applications such as pagers, voice
recorders, mobile telephones, and hand-held meters. In addi-
tion, PC cards are also too bulky and heavy for carrying in a
pocket or wallet, as would be desirable for many consumer
applications.

[0007] An example of a PC card that adds functionality to
the host system is described in U.S. Pat. No. 6,047,342 of
Depew. The device of this patent receives data from the host,
operates on the data, and returns the processed data to the
host. This system provides no mass storage on the card and
stores the data being processed only in RAM for buffering
purposes.

[0008] Compact flash card is a small format flash memory
card that was initially announced by SanDisk Corporation in
1994. The compact card supports the IDE/ATA interface stan-
dard by means of an on-card ATA controller IC. Memory
capacity of up to 256 Megabytes is currently available. Both
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5 volt and 3.3 volt power supplies are supported. A compact
flash card is interfaced to notebook computers and PDAs by
inserting the card into a special PC card adapter.

[0009] Miniature card is a small format card that was ini-
tially announced by Intel Corporation in 1995. The miniature
card supports a linear addressing range of up to 64 Megabytes
of memory using a 16-bit data bus. The miniature card speci-
fication allows for flash, DRAM and ROM memory types.
Both 5 volt and 3.3 volt power supplies are supported by the
specification. A miniature card is interfaced to notebook com-
puters and PDAs that support the standard PC card interface
with a special PC card adapter. A miniature card specification
is described in Miniature Card Specification, Release 1.0,
February 1996, available from Intel Corporation of Santa
Clara, Calif.

[0010] Solid state floppy disk card, or SSFDC, is a small
format card initially announced by Toshiba Corporation in
1995. The SSFDC has 22 flat contact pads, some of which are
1/0 pads for both address and data input and output as well as
for command inputs. The card specification is dedicated to
byte serial NAND-type flash memory. The specification
accommodates 5 volt or 3.3 volt power supplies. An SSFDC
is interfaced to notebook computers and PDAs that have the
standard PC card interface with a special PC card adapter. An
illustrative device is type TC5816ADC, which is described in
Preliminary TC5816ADC Data Sheet No. NV16030496,
April 1996, available from Toshiba America Electronic Com-
ponents, Inc. of Irvine, Calif. The device is said to be suitable
for such applications as solid state file storage, voice record-
ing, image file memory for still cameras, and other systems
which require high capacity, non-volatile memory data stor-
age

[0011] Siemens Components of Cupertino, Calif. has
described a device known as MultiMediaCards, or MMC; see
Portable Design, July 1996, p 23 et seq. The original Multi-
MediaCard package had 6 edge-mounted contact pads and
users a serial bus. This format has been extended into a 7 pin
format as described in “The MultiMediaCard System Speci-
fication” produced by the Technical Committee of the Mul-
tiMediaCard Association (MMCA) and available at the web
site http://www.mmca.org. The specification accommodates
a various range of voltage supply. The device is suitable for
such applications as games, talking toys, automobile diagnos-
tics, smart phones, PDAs (tailored operating systems or spe-
cial programs), and notebooks through a PDA adapter. These
cards provide mass non-volatile storage, but lack processing
capabilities. The MultiMediaCard design has been further
developed as the Secure Digital, or SD, card. This design adds
additional data pins and security features to the MultiMedi-
aCard package. Further information on the SD format is
available at the web site http://www.sdcard.org.

[0012] Integrated Circuit (IC) card format and the similar
Identification (ID) card format, commonly known as smart
cards, were introduced in the mid 1980°s and have been
standardized by the International Organization for Standard-
ization, Identification Cards—Integrated Circuit Cards with
Contacts, Part 1: Physical Characteristics, Document No. ISO
7816-2, May 1988; and International Organization for Stan-
dardization, Identification Cards—Integrated Circuit Cards
with Contacts, Part 3: Electronic Signals and Transmission
Protocols, Document No. ISO 7816-3, September 1989.
Smart cards are credit card sized and typically contain a
microcontroller with a small amount, on the order of a few
kilobytes, of EEPROM memory. The cards are popular in
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Europe and are making inroads into the U.S. market. Primary
application are smart telephone calling cards and stored value
cards, the later application being promoted by credit card
companies like Visa and MasterCard as a replacement for
paper currency. Although these cards have some processing
ability on the card, it is not available to the user and does not
let the user add ability to the combined system. Any process-
ing ability is fixed by the card’s issuer along with the initial
data prior to the user receiving the card. The smart card
system does not execute any additional functions for the user
and are just for the secured storage of data, either for security
uses or for keeping a stored value, and the processing ability
of'the card is relegated to managing these functions based on
the issuer’s determination. This allows for a secure link only
between the card and the host.

[0013] Another low memory capacity card format is known
as the Subscriber Identification Module (“SIM”), which is
used in conjunction with mobile telephones based on the
Global System for Mobile Communication (“GSM”) stan-
dard. The SIM specification is set forth in a publication of the
European Telecommunication Standard Institute entitled
European Digital Cellular Telecommunication System, Glo-
bal System for Mobile Communications, Phase 2: Specifica-
tion of Subscriber Identity Module—Mobile Equipment
Interface, Document No. GSM 11.11 Reference (RE/
SMG)—091111PR3, ICS 33.060.50 Dec. 1995. SIMs offer
only a very limited amount of memory, typically less than one
kilobit. However, this small amount of memory is sufficient to
provide a GSM mobile phone with secure identification of the
GSM subscriber, and may also hold a small amount of data for
call metering, phone number storage, and in some cases very
short data messages (less than a few hundred bytes of data).
The plug-in SIM typically is housed in a small hinged smart
card connector similar to the type CCMO3 available from ITT
Cannon Corporation of Santa Ana, Calif. The small form
factor allows the GSM SIM to be placed inside the phone as
a plug-in module.

[0014] Other memory technologies have not been widely
used in insertable/removable memory modules and cards
because of their inherent shortcomings relative to such suc-
cessful technologies such as flash memory. For example,
battery-backed SRAM or DRAM memories require supple-
mental battery power when the main power is removed, while
flash memory is non-volatile (no battery is needed) and is
more reliable over temperature. Flash memory is available in
higher densities and at lower cost/bit than SRAM and
EEPROM memory, and is cost-competitive with DRAM
memory.

[0015] In some cases, data processing is performed on the
data before being transmitted to the PC card for storage. In
these cases, data is processed in the host unit and then trans-
mitted from the host unit to the card unit for storage. For
example, data can be encrypted in the host and then the
encrypted data is sent to the memory card for storage. Another
example is data being compressed in the host and then sent to
the memory card for storage.

[0016] FIG. 1 shows a conventional system having data
processed by the host unit and then transmitted to the PC card
for storage. As shown in the figure, the system comprises two
units: a host unit 160 and a card unit 100, for example a
standard MultiMediaCard or SD card. Generally, the host unit
can be a consumer apparatus such as a cellular phone, a PDA,
a Palm Pilot, or a personal computer. The host unit 160
comprises a processor 162 and other supporting components,

Nov. 27,2008

such as a host memory 163, atimer 164, and anumber of other
standard elements not shown here. Furthermore, the host unit
further comprises a card interface 161 for communicating
with the card unit 100. The host interface 161 can be imple-
mented using any of the above-mentioned protocols defined
by the various manufacturers or associations.

[0017] As shown in FIG. 1, the card unit 100 generally
comprises a host interface 141, memory storage and, in some
cases, an on-card micro-controller. For the example shown,
the host interface 141 of the card unit is used for communi-
cating with the host unit 160. The on-card micro-controller
131 isused to control the loading of data from the host unit to
the memory storage. In addition, the controller is designed for
handling memory functions such as addressing and buffering.
The controller 131 and host interface 141 are connected to the
card bus 153, to which may also be connected some non-
programmable ROM memory 123 for program storage and a
RAM memory 121, usually volatile, that can act as a cache, as
described for example in U.S. Pat. No. 5,418,752 and No.
5,172,338, which are both hereby incorporated by this refer-
ence. The mass storage memory 111, that will be FLASH
memory on an MultiMediaCard or SD card, is not connected
directly to the bus 153, but is instead connected through 155
to mass storage interface 115, which is in turn connected to
bus 153. The mass storage interface 115 serves as a “non-
linear” or “non-random” access interface for controlling the
FLASH memory where data is stored in a non-linear fashion.
The contents in the mass storage memory 111 can not be
addressed randomly by the controller 131, or, more accu-
rately, can only be accessible in blocks that are too large for
the controller to utilize without first reading out and caching
the whole block.

[0018] However, the system design as shown in FIG. 1
suffers from performance problems when data is required to
be processed (e.g. compression/decompression and/or
encryption/decryption) before being stored in the memory
storage. The data processing usually requires intensive math-
ematical computation that can greatly degrade the perfor-
mance of the processor in the host unit. Additionally, operat-
ing sequences stored on the card are in ROM 123. In a actual
card, the physical size of the ROM 123 portion is relatively
quite large and costly, so that the number of operating
sequences that can be stored are restricted by the desire to
minimize the amount of ROM.

SUMMARY OF THE INVENTION

[0019] The present invention provides a detachable add-on
card unit to a host system that combines mass storage capa-
bility and a processor on the same card. Further, the mass
storage can store operating sequences programmed by the
user as well as the user data and card system data. This allows
the card to better utilize its storage capability as the card can
receive data from the host, process the data, and store it in
processed form, as well as the reverse process of retrieving
stored data, processing it, and supplying it to the host. For
example, the card may have compression or encryption capa-
bilities lacking in the host: The card can receive data from the
host, compress or encrypt it, and store it in this processed
form. The processed data can then be retrieved, decom-
pressed or decrypted, and supplied to the same or a different
host.

[0020] The combination of mass storage and a processor
also adds to the capabilities of the on-card processor, allowing
the card to store and execute programs. These programs can
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be preloaded or user loaded so that the present invention is
able to provide a programmable add-on card unit to a host
system. A number of applications can be stored in the card’s
mass storage and loaded as needed by the on-card micro-
controller. These applications can be loaded on the card from
the host as selected by the user as well as pre-loaded onto the
card. In addition to storing applications programmed by the
user, the mass storage can hold programs related to the basic
functionality of the card, thereby reducing ROM require-
ments. The processor in the card thus provides additional
processing power to the host, both in terms of adding func-
tionality and in terms of adding capability within an existing
functionality. This allows the card’s processor and host’s
processor to work together on both the instructional and
application level. The mass storage capability can addition-
ally store portions of programs as a card system software
virtual memory to extend the cards ROM.

[0021] In addition to general user programmed applica-
tions, particular examples of the use of such a card include
assisting a host system in data encryption/decryption, provid-
ing security features to a host system, providing an on-line
secure link to a communication system, and providing a
secured storage to a host system.

[0022] The present invention discloses an add-on card sys-
tem comprising a host unit and a card unit. According to one
aspect of the present invention, the card unit can be detach-
ably coupled to the host unit to provide additional processing
power to the host unit. The card unit is programmed with at
least one operating sequence for processing data provided by
the host unit. Particularly, the host unit is capable of down-
loading new operating sequence, or upgrading existing oper-
ating sequence, into the card unit. In one embodiment of the
present invention, the card unit is provided with a main stor-
age for storing processed data for future retrieval by the host
unit. In some cases, the processed data will be re-processed
before returning to the host unit. By using the card unit to
provide additional processing power to the host unit, different
schemes of data security features can be implemented.
[0023] Additional objects, features and advantages of vari-
ous aspects of the present invention will become apparent
from the following description of its preferred embodiments,
which description should be taken in conjunction with the
accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0024] FIG. 1 shows a conventional system having data
processed by the host unit and then transmitted to the PC card
for storage.

[0025] FIG. 2 shows an exemplary embodiment of an add-
on card system according to the present invention.

[0026] FIG. 3 is a flow chart showing the card used as a
smart storage device.

[0027] FIG. 4 is a flow chart showing the card performing a
data processing algorithm only.

[0028] FIG. 5 illustrates another aspect of the present
invention by showing a secured communication system com-
prising two host units.

[0029] FIG. 6 is a flow chart of an embodiment where the
card receives, encrypts, and stores the message in encrypted
form in the mass storage memory.
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DESCRIPTION OF REPRESENTATIVE
EMBODIMENTS

[0030] FIG. 2 shows an exemplary embodiment of an add-
on card system according to the present invention. The card
system as shown in FIG. 2 comprises two units: the host unit
260 and the card unit 200. The host unit 260 as shown in FIG.
2 is similar to the host unit 160 as shown in FIG. 1, although
a different set of its elements are explicitly shown. The card
unit 200 according to the present invention is designed dif-
ferently when compared to the card unit 100 as shown in FIG.
1

[0031] Asshown in FIG. 2, the card unit 200 again includes
host interface 241 for communicating with the host unit and
which in turn communicates to the rest of the card through bus
201. The on-card micro-controller 231 performs the same
functions as the controller 131 of FIG. 1 and is used to control
the loading of data from the host unit to the memory storage,
but now has additional capabilities as a processing unit. A
mass storage interface 217 is again connected between the
mass storage memory 210 and the bus 201. RAM memory
221 can act as a cache or buffer for data being written into or
read from the mass storage 210 and ROM 223 serves as
program memory. The program memory in an MultiMedi-
aCard or SD embodiment is usually non-volatile FLASH
ROM and stores operating sequences to be performed in the
on-card micro-controller 231 and may, in some cases, also
provides storage area for storing relevant data during data
processing. Data processing unit 205 is generally non-con-
figurable by the host and performs specific functions, such as
mathematical functions that may be required by the controller
231 in the execution of a particular operating sequence
thereby enhancing its performance.

[0032] The card unit of FIG. 2 differs from that of FIG. 1 in
several respects. Card 200 now allows controller 231 to pro-
cess data received from the host unit 260 or the mass storage
memory 210 according to the operating sequences from pro-
gram storage, possible in conjunction with data processing
unit 205. Mass storage interface 217 again supplies the hard-
ware needed for the controller to communicate with the mass
storage 210. Also, the mass storage memory 210 is now
subdivided into a portion 211 for storing user data, which may
have been processed by unit 205 before storage, a portion 215
to hold card system data, and, in some embodiments, a pro-
gram memory portion 213. The card system data portion 215
stores data needed by programs during the execution that is
generally not for the user’s access and is here distinguished
from the user data portion 211. For example, the relevant data
stored in the card system data portion 215 might include
encryption key, voice signature, key sequences, biometric
data, and so on, which in some cases, such as an encryption
key, may be user provided.

[0033] Program memory portion 213 is card system soft-
ware and can store portions of programs, in effect allowing
the card to have a larger ROM for its various applications.
This is shown in FIG. 2 by the broken line extension of ROM
223 as the virtual memory 223'. As ROM is typically a rela-
tively large and costly portion of the physical size of a card,
the ability to reduce ROM requirements can be quite useful.
For example, in addition to user programmed applications,
many of the basic functionalities ofthe card itself (such as test
programs, defect management, formatting, configuration,
and so on) that are not frequently used and take up a lot of
space can be stored in program memory portion 213.
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[0034] The ability to store both user data and user pro-
grammed applications in mass storage 210 makes the present
invention powerful and flexible. The user can program the
operating sequence the user causes to be executed as well as
the data, instead being restricted to the operating sequences
loaded by the manufacturer or card issuer that is not the
ultimate user of the card, as is the case in prior art systems
such as the smart card. As mass storage 210 stores data in a
non-linear structure, a sequence to be executed is retrieved by
the interface 217 and stored in a linear form usable by con-
troller 231. In this linear form it may be stored in RAM 221 or
ina ROM cache for those embodiments with a cache structure
for ROM 223.

[0035] According to the present invention, the card unit 200
is detachably connected to the host unit 260. After the card
unit is attached to the host unit, data is transmitted from the
host unit to the card unit through the two interfaces (i.e. host
interface 241 and card interface 261). When the card unit
receives the data from the host unit, the card unit processes the
data according to the operating sequence stored in the pro-
gram storage. Depending on the type of instructions enabled
from those configured on the card unit, the processed data is
either transmitted back to the host unit or stored in a main
storage of the card unit. For example, if the host unit requests
data processing from the card unit only, the card will then
transmit the processed data back to the host unit without
storing the processed data in the card unit. In this case, the
card unit is not required to have a main storage. On the other
hand, if the host unit requests the processed data to be stored
in the card unit, the processed data will be stored in the main
storage of the card unit after processed. It should be noted that
in this case, the processed data is then portable because the
card unit can be detached with the host unit after the data is
processed.

[0036] Although the present invention is implementable to
varying degrees in any of the formats discussed in the Back-
ground section and using the various corresponding proto-
cols, it will be described mainly in terms of an MultiMedi-
aCard or SD card embodiment in order to make the discussion
more concrete. More details on MultiMediaCard cards are
described in U.S. patent application Ser. No. 09/185,649,
“Voltage Negotiations in a Single Host Multiple Cards Sys-
tems”, and Ser. No. 09/186,064, “Multiple Mode Communi-
cation System”, both filed on Nov. 11, 1998, and both of
which are hereby incorporated by this reference. More details
on SD cards are described in U.S. patent application Ser. Nos.
08/641,023, “Multiple Removable Non-Volatile Memory
Cards Serially Communicating with a Host”, filedon Aug. 17,
2000, which is hereby incorporated by this reference. In addi-
tion to a card-type implementation, the various aspects of the
present invention may also be implemented in an embodi-
ment as an embeddable component, such as that know as
TriFlash that has the structure of an MultiMediaCard or SD
card but in the form factor of an embeddable chip.

[0037] These cards are removable flash memory cards that
include the memory array and a processor based controller
that performs the memory control functions and the host
interface function. When added to an application it increases
the amount of memory available to the application and
enables new, memory intensive, functions. Similarly the on-
card processor can be used for application related functions
rather than memory control functions and, serving as a
removable co-processor, enhance the computing power of the
application. The combination of removable computer that
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includes large memory space and available (to the applica-
tion) additional computing power is very powerful. The dis-
cussion below describes the concept of the new device, lists
several examples for applications, and describes some of
them in detail.

[0038] The idea of a co-processor, such as 265 of FIG. 2,
that implements specific functions which the main, generic,
processor is not very effective in executing, is known in the
art. In the present invention differs in that the co-processor
comes in a form of a removable card that includes the hard-
ware, software, and the storage space. Thus, in the exemplary
SD or MultiMediaCard card embodiment, systems designed
to use the card will be capable of utilizing the new functions,
with the new features accessible through the pins of the serial
communication channel. Allocating the specific functions to
the processor-card will decrease the complexity and price of
the main processor of the applications, will allow add-ons
application that can be developed, distributed, and priced
separately and enable the users to tailor the equipment to their
needs. For example, as discussed below, this arrangement
allows continuous media, such as audio, video, or other
streamable content, to be stored in compressed form on the
card along with decompression capability lacking in the host,
so the continuous media can be supplied to the host in decom-
pressed form. In addition to continuous media, other
examples of compressed data may include other large data
files, for example a high-resolution X-ray.

[0039] In this way, the card can add both functionality and
power to the host. An example of an added functionality is the
ability to decompress data, whether from the mass storage on
the card or supplied to the card, that is lacking in the host
system. The card can also increase the power of a function-
ality already found in the host. In this way, a function can be
partially or entirely oft-loaded by the host on to the card as
decided by the user, allowing increased flexibility in the
application level software of the host/card system.

[0040] In a standard coprocessor arrangement as shown in
the host unit 260 of FIG. 2, the main CPU 263 and coproces-
sor 265 work in parallel, more or less independently. When
CPU 263 fetches an instruction from ROM 269, if the CPU
does not understand this instruction it suspends operation and
the instruction is picked up off the bus and executed by
coprocessor 265. Thus, the main CPU and coprocessor are
cooperating on the instructional level. In contrast, the present
invention allows the card 200 and the host to work together on
the application level where the main CPU 263 of the host is
now aware of the on-card controller 231 and, if needed, data
processing unit 205 when executing the program. When
working on a problem together in this manner on an applica-
tion level, the host will be explicitly allocating processing
tasks to the card. In this case, part of the application may be
stored, either preloaded or by the user, in program memory
213 and from there loaded for the card’s data processing unit
205.

[0041] A number of examples are given below. Many of
these are fairly standard applications chosen to illustrate how
they may be utilized with various aspects of the invention. As
the card is programmable, is should be kept in mind that the
applications a user can program in to the card extend far
beyond these examples.

[0042] As afirst example, consider the host to be a portable
phone with a limited internal phone book and with the mass
storage on the card serving as a larger, supplemental phone
book. In the prior art, the search in both of these phone books
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would be conducted in the host. If the user enters a requested
name that is not found in the internal phone book, the supple-
mental phone book would be searched by getting each name
in the supplemental book, passing it through the interfaces to
the host, and examining it in the host. This process is repeated
for each name in the supplemental phone book until the
sought for name is found, consequently resulting in passing a
large amount of data across the interfaces. In the present
invention, the card can employ a search application on the
card, either after the host searches its internal memory or at
the same time. In this way, only the requested name is passed
across the interfaces to the card, the card itself performs the
search of the mass storage, and only the result is sent back to
the host.

[0043] Another example is the use of the card as navigation
data base, such as maps, that can interface with, for example,
a global positioning system (GPS). The data base could con-
sist of a series of maps on differing scales having a hierarchi-
cal structure, with the entire map algorithm on the card. Based
on the GPS information supplied by the host, the card could
then determine and supply the map for the appropriate area at
the appropriate scale back to the host.

[0044] The data search application for use with the phone
book or map data bases are examples of applications that may
be stored in the either ROM 223 or program memory 213. As
already noted, these applications can be preloaded on the card
or, in the case of program memory 213, supplied by the user.
By having a number of applications stored partially or com-
pletely in mass storage 210, these applications can be loaded
as needed by controller 231. This differs from the prior art,
such as the smart card, where a functionality cannot be off-
loaded from the host on to the card by the end user. Addition-
ally, traditional prior art card designs lack the mass storage
capability for both program data and user stored data.
[0045] Before considering a number of additional
examples in more detail, consider the example again of a card
with a decompression application with continuous media
stored in its mass storage in compressed form, say music in
MP3 format. The card may be supplied with the content and
application pre-recorded. The card could then be used in a
host, such as a personal data assistants (“PDA”), with a card
slot, a CPU, and audio capability, but without decompression
or extensive storage capacity, to provide music. Alternately,
the decompression capability and the data, either already in
compressed form or to be compressed on-card, can be loaded
by the user from another host, such as a personal computer. In
either case, the card would read the stored media from the user
data 211, supply it through mass storage interface 217 to bus
201, decompress it in controller 231 using program memory
of either ROM 223 or virtual ROM 223 (from program
memory 213), and supply it to the PDA through interface 241
for play back.

[0046] Thus, the present invention has the ability to modify
the operating sequence stored in the card unit. In other words,
new and updated operating sequences can be added to those
already in the program storage of the card unit. In one
embodiment, the program storage in the card unit for storing
the operating sequence is a rewritable memory. Preferably, it
is also a non-volatile memory such as a Flash EEPROM. By
having a rewritable non-volatile memory as its program stor-
age, the host unit is able to download new operating
sequences, from the host or the card’s mass storage, or update
the current operating sequences in the card unit. For example,
in a card unit programmed for data encryption and decryp-
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tion, different and/or new encryption/decryption schemes can
be loaded into the system by the user of the card. This allows
the user to update or customize their security applications.
[0047] It should be noted that the present invention is not
limited to a specific protocol to handle the communications
between the host unit and the card unit. According to the
present invention, each of the host and card interfaces in the
system can be designed to run any protocol as discussed in the
previous paragraph. For example, any of the MMCA, PCM-
CIA, PC card or SIM protocols can be used in the present
invention for handling the communications between the host
unit and the card unit.

[0048] According to the present invention, data can be
downloaded from the host unit to the card unit either for
storage, or for processed and retransmitted back to the host. In
addition, new or upgraded software can be downloaded from
the host unit to the program storage of the card unit for
instructing the card unit to handle the data provided by the
host unit.

[0049] In addition to processing data already stored on the
card, the combined system of host and card can operate on
data from the host. Returning to FIG. 2, the card unit 200 as
shown comprises an interface 241 for communication with
the host, an on-card controller 231 for controlling and coor-
dinating different components within the card unit as well as
for processing data provided by the host unit 260 or stored on
card, a program storage ROM 223 coupled to controller 231
for storing at least one processing sequence, a data processing
unit 205, mass storage 210, such as a flash memory, that may
be optional in some embodiments, a mass storage interface
217 for controlling the operations of the main storage 210,
and a memory buffer RAM 221 as a temporary storage for the
card unit. In the exemplary embodiment shown in FIG. 2, the
card interface 261 and the host interface 241 work together
for handling the transferring of data and commands between
the host unit 260 and the card unit 200. These two interfaces
work as a host-slave card environment capable of running any
available protocol. For example, the above-mentioned Mul-
tiMediaCard protocol can be implemented so that the card
unit can be designed to conform to the physical specification
of the MultiMediaCard specification.

[0050] The controller 231 is a general computational unit
that can handle different processing needs. In the following
examples, this data processing unit can handle encryption,
decryption, compression, decompression, voice verification,
and so on, as well as other applications programmed by the
end user. In each particular case, at least one operating
sequence will be stored in the program storage 223 or 223' of
the card unit. The details of different processing will be dis-
cussed in the following examples.

[0051] Another aspect of the present invention is the use of
the program memory section 213 for storing applications
accessible by the controller 231. In the prior art, the program
storage is a non-rewritable memory such as a ROM 223 so
that the operating sequence stored inside is pre-programmed
by the card unit manufacturer or issuer. For example, a spe-
cific encryption/decryption operating sequence is pre-stored
in the ROM 223 by the manufacturer. In this case, the data
received by the card unit 200 from the host unit 260 will be
processed only according to the pre-stored operating
sequence. If new operating sequence is desired by the user, a
different card unit is required.

[0052] Instead, in an embodiment of the present invention,
the program storage 213 is a rewritable non-volatile memory



US 2008/0295167 Al

such as a flash memory. By using the mass storage 210 as the
program storage instead of, or in addition to, using ROM 223
as discussed in the previous paragraph, the host unit 260 can
download a new or upgraded operating sequence to the card
unit 200 so that new or upgraded operating sequences can be
executed in the card. According to this aspect of the present
invention, the host unit sends a new or upgraded operating
sequence to the card unit through the two interfaces according
to aprotocol. The card unit then stores or updates the program
storage attached to the data processing unit. By providing this
downloading and updating feature, a general card unit is able
to satisfy various needs of the host unit.

[0053] Inanother embodiment, the program storage can be
designed to store multiple operating sequences. For example,
the program storage of a card unit can store both encryption/
decryption sequence and compression/decompression
sequence. By having multiple operating sequences stored in
the program storage in the card unit, the host unit can select
one or more sequences from the list of the pre-stored
sequences for data processing. In this case, one or more of the
operating sequences in the program storage 223 or 213 can be
selected by the host to process data received from the host
unit. In another design, the card unit can be preprogrammed
so that multiple operating sequences (e.g. encryption and
compression) will be applied to the data received from the
host unit.

[0054] Operating sequences stored in program memory
213 are stored non-linearly through the mass storage interface
217 to achieve higher storage density. When a sequence is
needed for execute, thereby forming part of the extended
memory 223', the code needs to be retrieved and put into
linear form for controller to be able to utilize it.

[0055] Consider a case where the controller 231, in con-
junction with data processing unit 205 if needed, operates on
the data from the host 260 without storing the data on card
except for buffing. For example, in some cases the host unit
can request the card unit to perform data compression only
(without storing the compressed data in the card unit). After
the data is compressed in the card unit, the compressed data is
returned to the host unit. In other cases, the host unit can
request both compression or encryption performed on any
data received before retransmitted back to the host unit. It
should be noted that each of the requested operating
sequences is stored in the program memory 213, and of
course can be pre-stored or downloaded from the host unit.

[0056] Thus, the present invention can function in two
complementary ways. In either case, the card can add power,
functionality, or both not found or designed into the original
host systems. In the first mode, the card unit comprises a flash
or other mass storage memory for storing the processed data,
retrieving data to be processed, or both. In the storing case,
after the card unit can receive the data from the host unit, the
data processing unit of the card unit processes the data
according to an operating sequence stored in the program
storage. In the retrieval case, the stored data, whether previ-
ously processed or not, will be stored in the mass memory for
future retrieval by the same or another host unit. According to
this aspect of the present invention, the card unit can be
detached from the host unit and be transferred to another host
unit when needed. In other words, data can be provided by a
first host unit to the card unit for processing and storage; then,
the processed data can be retrieved using a second host unit by
attaching the card unit to the second host. It should be noted
that, under this aspect of the present invention, all the data
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processing can be performed in the card unit instead of in the
host unit as shown in FIG. 1. Thus, in this case, the entire data
processing will be transparent to the host unit, and most
importantly, will not load the processor of the host unit.

[0057] In the second mode of operating the invention, the
card unit may not utilize, and so need not contain, the user
data portion 211 of the mass storage main memory for storing
processed data. In this embodiment, data is received from the
host unit for processing only. After the processing unit of the
card unit processes the data received from the host unit, the
card unit will transfer the processed data back to the host unit
through the two interfaces (i.e. host interface and card inter-
face). Since the processed data is not stored in the card unit,
the card unit does not require a main memory for storing
processed data. In other words, the card unit acts as a “remov-
able computer” for assisting the host unit to perform some
specific data processing functions. For example, the host can
send the data to the card unit and request the card unit to
perform a specific processing function such as encryption or
compression. After the processing unit processes the data, the
card unit transmits the processed data back to the host unit. In
this embodiment, the host unit simply supplies the data to the
card unit for processing according to the operating sequence
(s) stored in the card unit. Because the host unit “downloads”
the data processing operations to the card unit, the entire data
processing is transparent to the host unit. This feature of the
present invention is particularly useful for assisting the host
unit in a specific data processing function such as encryption,
decryption, compression, decompression, data security, and
so on. Thus, the card unit acts as an add-on feature to any host
unit. For example, an encryption/decryption card can be sold
to a PDA user for encrypting or decrypting data transmitted
from the host unit in order to provide additional security to the
data stored in the PDA. Similarly, a compression/decompres-
sion card can be sold to a PDA user for performing data
compression in order to conserve limited memory spaces
inside the PDA. One of the advantages of this preferred
embodiment is the ability to supplement the host unit with
additional computational functions while preserving the pro-
cessing power of the host unit. Another example according
this aspect of the present invention is the ability to provide
security features to host unit. In this case, the card unit can
supplement the host unit with additional security features
such as password, keyword or biometric protections. Addi-
tionally, it should be noted that even if the card does not store
the data being processed in the mass storage, the data may be
processed with a program stored in the program memory 213
of the mass storage, may use data in the card system data
section 215, or both.

[0058] These two modes of card usage are described in the
flow charts of FIGS. 3 and 4. In FIG. 3, the data is processed
before being written in the mass storage, after being read out
of the mass storage, or both. As already discussed, these two
processes are independent, but are combined in this discus-
sion. In FIG. 4, the data is sent from the host, processed, and
sent back to the host without being placed in the card’s mass
storage.

[0059] FIG. 3 shows an example of the card used as a smart
storage device. The process starts for the host at 301 and for
the card at 302. After the card unit is attached to the host unit,
the host configures the card at 311 and 312 by down loading
an application to the card if the card lacks the needed appli-
cation. The application may instead have been previously
placed on the card. Once the card is configured, the applica-
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tion then needs to be enabled or disabled, depending on
whether the data is to be processed. The host may be trans-
ferring data on and off the card for many purposes and it may
not want to invoke a particular application configured on the
card for all of the transfers. For example, the card may be
configured to encrypt data, but the user may not want of the
data being placed on the card encrypted. Consequently, for
every data transfer to be encrypted the application will be
enabled, and disabled for the non-encrypted data.

[0060] At321 thehost sends an enable command to the card
unit to activate the configured card unit for data processing at
322. Then, the host unit sends data to the card unit according
to a protocol at 331, such as discussed in the MultiMediaCard
and SD card applications incorporated by reference above.
After the data is received by the card unit, at 332 the card unit
processes the data according to at least one of the pre-stored
operating sequence and stores the data in the mass storage
already compressed, encrypted, or otherwise processed.
Reading is the reverse operation. While the data processing
unit is enabled (configured to do the inverse of the original
data processing algorithm) the data is read from the flash at
342. The host will get back uncompressed, decrypted, and so
on data at 341 and the process ends at 351 and 352.

[0061] FIG. 4 shows an example of how the card is used to
perform the data processing algorithm only. This algorithm
may have been previously programmed into the program
memory 213 by the user. This process is similar to that of F1G.
3, although some of'the steps are made more explicithere. The
process starts for the host and card at 401 and 402 respec-
tively. If the card is not previously configured for the desired
application, this is done in 411, 412.

[0062] Inthe example of FIG. 4, the application on the card
is enabled, data is transferred to the card, processed and
buffered, the application is then disabled and the processed
data returned to the host. For example, in the case of, say,
encryption, the application is turned on so that a packet of data
is encrypted as it comes onto the card; the application is then
turned off prior to reading the data so that the data is not
decrypted when it is transferred back to the host. In this way,
data keeps flowing in a parallel encrypt/transfer process. If
instead the card was being used for the inverse decryption
process, the processing would be instead be disabled at 421/
422 and enabled at 441/442.

[0063] Atd421 thehost sends an enable command to the card
unit to activate the configured card unit for data processing at
422. At 431 the data are sent to the card, but not for placement
in the mass storage. After receiving the data, at 432 the data
are processed on the card and placed in memory buffers, not
mass storage. The host then sends the disable command at
441, thereby disabling the card at 442. The processed data is
read back from the card buffers at 452 and 451. The data are
now, for example, encrypted. When the host unit does not
have any more data for processing, the host unit sends an end
signal to the card unit. When all of the processed data are
received by the host unit, the entire operation ends at 461 and
462. In the process of FIG. 4, even though the data is neither
stored in nor read from the mass storage memory, the appli-
cation used to process the data may be an application stored in
the mass memory.

[0064] Several examples will now be given, beginning with
the compression and decompression of data as already dis-
cussed to some extent above. As discussed above, the data can
also be supplied already recorded on the card. The compres-
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sion algorithms can be optimized for data files or, in case of a
multi-media system, for Audio/Video data according to, e.g.,
MPEG algorithms.

[0065] When the card unit processes the data without plac-
ing it in mass storage, the card receives the data sent from the
host unit, the card unit then compresses or decompresses the
data provided. According to this aspect of the present inven-
tion, the host unit provides the data to the card unit for data
compression or decompression. After the card processes the,
the compressed or decompressed data is transmitted back to
the host for use in the host unit or to be re-transmitted to other
external components.

[0066] If the card unit is going to store the data, the card
compresses the data received from the host unit before they
are stored in mass storage memory. When the host requests
data, the compressed data can be decompressed in the card
unit before transferring back to the host unit. It should be
noted that both the data compression and encryption can be
performed on the card before the data is stored in the non-
volatile memory. The card unit can then perform both decryp-
tion and decompression of the stored data accordingly when
it is read back to a host.

[0067] Another application example is voice recognition.
Voice recognition is a process of sampling voice commands
and processing the digitized data to generate a signature that
is stored along with the “meaning” of the command. When the
user attempts to activate the device, vocally, the audio com-
mand will be sampled and processed again and the signature
compared to the command database. If a match is found the
command will be executed. A processor card capable of gen-
erating voice signatures, storing them, and maintaining the
data base can be used to add voice activation functionality to
devices that record voice as part of their main functionality,
such as voice recorders, telephones, and most of the desk-top
and hand-help computers that have sound recording and play
back capabilities. The voice signatures may be stored on the
same memory card or on other system memory banks. In the
later case the application is using only the voice signature
generation capability of the card, not necessarily combined
with the storing/retrieving capability.

[0068] This aspect of the present invention also relates to a
method(s) of screening user access to the system. According
to this aspect, when attached to the host unit, the card unit can
function as an add-on user verification device to screen user
access to the host unit. In one embodiment, some or all of the
functions performed by the host unit are protected by a user
authorization procedure. For example, when the host unitis a
cellular phone, the host unit only allows a selected group of
authorized users to make long distance calls. In this embodi-
ment, information such as voice signature, user password,
and/or biometric data of the authorized user(s) is stored in the
card unit in its card system data section. Thus, authorization
to use the long distance function is only granted by the
attached card unit, with the corresponding user’s input
accepted.

[0069] In a voice signature authorization embodiment, the
card unit stores the voice signature of all authorized user(s) of
the host unit. In addition, the card unit also stores a voice
verification sequence for verifying whether an input voice
capture agrees with any of the voice signatures stored.
[0070] Specifically, in order to gain access to all or aportion
of'the host unit, the user is required to produce a voice capture
sample for the host system to verify. Once the host unit
obtains the input voice capture provided by the user, the
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digitized input voice capture is transmitted from the host unit
to the card unit for verification. The card unit then compares
the received input voice capture with the voice signature(s)
stored in its program storage. After the verification result is
generated, the result is returned to the host unit indicating
whether the corresponding user is permitted to access the
secured portion of the host unit. If the voice capture sample
does not agree with the voice signature stored in the card unit,
the card unit will instruct the host unit to deny access of the
corresponding user. On the other hand, when the voice cap-
ture sample agrees with the voice signature stored in the card
unit, the card unit will instruct the host unit to grant access to
the system to the corresponding user.

[0071] It should be noted that the card unit according to this
invention is detachable and portable. Thus, it can be used with
any generic host unit to provide voice signature verification
for the host unit.

[0072] In one embodiment of the present invention, the
program storage of the card unit can also be operated similar
to the SIM module as discussed above. According to this
aspect of the present invention, the program storage of the
card unit can store user defined phone number(s) and
accounting information for that specific user. By storing per-
sonal information of the user in the system data storage area
of the card unit, the entire system can be tailored to any
specific user.

[0073] Another example is data encryption. Memory cards
may store sensitive data that the user will find it necessary to
protect. The most effective way of protecting data is to
encrypt it. Encryption is the algorithm of generating the
cipher-text, a non-readable stream of data, from the plain-
text, a stream of data in a readable form. Decryption is the
algorithm of generation the plain-text from the cipher-text.
[0074] There are standard ‘“key based” algorithm for
encryption that, assuming the key is kept secret, have a well
established and proven security level. Key based algorithms
include both secrete (also known as symmetric) key cryptog-
raphy and public (also known as asymmetric) key cryptogra-
phy. Secrete key cryptography is family of algorithms which
use a single key for encryption and decryption. The recipient
of' the cipher-text must have the key that was used to encrypt
the data to be able to decrypt it. Public key cryptography is a
family of algorithms that use a pair of keys, one for encryption
one for decryption. The key pairs are generated in a way that
a message that was encrypted with one of them can be
decrypted only with the other. One key is openly published
and becomes the public key. The other is kept secrete and
serves as a private key.

[0075] Examples ofkey based algorithms include DES and
RSA. DES is an established standard for secrete key cryptog-
raphy. It is a block cipher algorithm which uses a 64 bitkey to
encrypt/decrypt 64 bit data blocks. RSA is a widely used
public key algorithm using a long (128 to 1024 bits) keys and
used mainly for digital signature and authentication. A hybrid
system is crypto-system that uses RSA to securely transmit a
DES key that is then used to encrypt the balk of the data.
[0076] A processor card that includes the encryption engine
as well as the memory will be able to encrypt data on write and
decrypt on read. The keys may be generated on the card or
provided by the application, similarly they may be stored on
the card in the system data area or kept elsewhere. If the
secrete, the key, is not on the card the code is unbreakable.
[0077] The processor card can be used in conjunction with
the memory (protect the data on the card) or serve as an
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encryption engine for the application. As an example a phone
can use the card to encrypt decrypt outgoing/incoming data
packets, respectively. This is a very easy mechanism to estab-
lish a secure data link between two phone subscribers.

[0078] Another usage of encryption algorithms (public key
algorithms in this case) is to generate personal digital signa-
tures and to authenticate identification. A digital signature is
amethod of, digitally, binding a person or legal entity with the
content of a document. For example, a hashed version of a
data file can be generated, concatenated with the name of the
signee, and encrypted with the signee’s private key. To verify
the signature, decrypt it with the signee’s public key and
compare the result with the hashed version of the document,
where hashing is an algorithm of generating a (relatively)
small bit stream that represents a data file in a way that it is
infeasible to find a different data file that hashes to the same
string. Authenticating is a method of digitally verifying the
identification of someone and is similar to digital signature
but without the need of binding it to a document. On a phone
system, as an examples, the encryption engine on the proces-
sor card, can be used to implement these functions with very
little added to the basic phone.

[0079] An encryption card can include all hardware and
software building blocks required to generate DES and RSA
keys and to encrypt/decrypt data using RSA and DES. It will
enable an application such as, for example, a cellular tele-
phone to perform a number of tasks without adding hardware
to the phone and without involving the service provider or
cellular switching board. These tasks include encrypting
incoming sensitive data and securely storing it on the card,
and, conversely, decrypting outgoing sensitive data and
securely transmitting it. It can also establish an online secure
link with another subscriber and transmit/receive encrypted
data, such as is described below with respect to FI1G. 5. Due to
the mass storage capability of the card, it can receive, and
store on the card, encrypted data for future use. This data can
then be decrypted when listened to. It can also send and
receive singed messages while making sure that the content of
the message and the identity of the sender are both unforge-
able and non repudiatable. Further, it can verify caller iden-
tification by making sure the caller is who they claim to be.
With added functionality on the phone, the card can also
function as a locking key to the phone, where the phone will
not work unless the card is inserted. Similarly the card can be
locked from being accessed by another application, so that it
can be used only in one phone.

[0080] The card can be capable of generating keys and
communicating them to the phone. The application may
choose to store the keys off-card to increase the security level
of the data stored on the card or transmit it to the other
subscriber. The card can also be able to receive the keys from
the telephone, or other host, in the case where they are gen-
erated or stored elsewhere, for example the transmitter of an
encrypted data message.

[0081] A complete crypto-system requires two additional
functions that may not be supported by the card. The first of
these is key management and distribution, a function that
takes care of storing the keys and matching public keys with
the true owners. The second additional function is to secure
protocols for retrieving public keys and/or transmitting the
secrete keys to the receiving parties. Both of these functions
can be carried out by the phone subscribers in case of a direct
phone to phone links. When the secure links are provided as
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a centralized service by the cellular service provider, they will
be implemented as part of the switching board capabilities.
[0082] FIG. 6 is a flow chart of an embodiment where the
card receives, encrypts, and stores the message in encrypted
form in the mass storage memory. The host starts the process
in the card at step 601. In step 603 the key is generated and
stored on the card. The algorithm, in this case DES, is enabled
in step 605. The card begins to receive the message in step
607, which is then encrypted according to the algorithm,
stored in the mass memory at 609. Steps 607 and 609 are
repeated until, in step 611, all of the message has been stored.
The algorithm is then disabled, step 613, and the key removed
is removed at step 615, at which point the process is complete
and stopped by the host, step 617.

[0083] When the data is requested by the host unit, the card
unit decrypts the encrypted data before transferring back to
the host unit in the inverse of the process of FIG. 6. Alter-
nately, the card could be supplied to the user with the
encrypted data as well as the decryption ability already on the
card. It should be noted that, in this embodiment, the key(s)
for the data encryption and decryption as well as the applica-
tions themselves can be stored in the card unit for portable
purposes in the mass storage. In another embodiment, the
key(s) for the decryption of the encrypted data can be pro-
vided by the host unit or the user of the host unit for additional
security purposes.

[0084] In its aspects as an application card, the message
need not be stored in the mass storage. In this case, after the
card unit receives the data from the host unit, the card unit
encrypts or decrypts the data. After the data is encrypted or
decrypted (depending on needs), the encrypted or decrypted
data is transmitted back to the host unit for use in the host unit
or re-transmit to other external component(s). For example,
when the host unit receives the encrypted data, the host can
transmit the encrypted data to another host unit through a
regular communication channel (e.g. cellular telephone air-
waves) so that a secured communication link can be estab-
lished between these two host units. In this case, when the
second host unit receives the encrypted data from the first host
unit, the second host unit can request its own card unit to
perform the data decryption. Although according to this
aspect of the present invention it is not required to contain the
main memory for permanently storing the processed data, the
encryption/decryption applications and keys may be stored in
the program storage section of the main memory. In this case,
the card unit acts as an auxiliary processor for the host unit to
perform a specific operation according to the operating
sequence stored in the program storage in the card unit.
[0085] FIG. 5 shows this embodiment as an on line secure
link, where the host unit is a communication device such as a
cellular telephone capable of communicating with another
host unit. The card unit is a portable device designed to
provide a secured communication link to a host unit when the
card unit is attached to the host unit. FIG. 5 shows the on line
secure link system comprising of two cellular phones (i.e. two
host units). As shown in the figure, the secured communica-
tion link is established between the first host unit, cellular
phone A 501, and the second host unit, cellular phone B 511.
According to the present invention, the first host unit is
attached to a detachable first card unit, Card A 503, whereas
the second host unit is attached to a detachable second card
unit, Card B 513.

[0086] According to this aspect of the present invention, the
two card units attached to the two host units perform encryp-
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tion/decryption functions for the communications between
the two host units. For example, all communications trans-
mitted from the first host unit to the second host unit are
encrypted by the first card unit before transmission. On the
other hand, the second card unit attached to the second host
unit decrypts all the encrypted data transmitted from the first
host unit. Since all the data transmitted between the two host
units are encrypted, the communication link established
between the two host units is secured.

[0087] As shown in the figure, the first host unit 501 is
provided with voice from a user, for example, for transmitting
to the second unit 511. When host A 501 detects that a first
card unit 503 is attached to assist in this security function, the
first host unit 501 then transfers the voice data to card A 503
forencryption. Specifically, the encryption of the voice data is
performed in the first card unit according to an encryption
sequence stored in the program storage, either ROM 223 or
Program Memory 213 in FIG. 2, of Card A 503. After the
voice data is encrypted, the first card unit 503 will then trans-
mit the encrypted voice data back to the first host 501. When
host A 501 receives the encrypted data from card A 503, the
first host unit then transmits the encrypted data to the second
host unit, host B 511, through a communication link estab-
lished between the first host unit and the second host unit.
When host B 511 receives the encrypted signal, the second
hostunit then transmits the encrypted voice data to the second
card unit, card B 513, for decryption. The second card unit
will then decrypt the encrypted voice data based on a decryp-
tion sequence stored in the program storage of the second card
unit 513. The decrypted voice data will then be transmitted
back to second host unit such that the corresponding voice
messages can be reproduced by the second host unit to a
second user.

[0088] It should be noted that the first card unit and second
card unit are add-on detachable units to the two host units.
Without these two card units, the two host units should still be
able to communicates, however, without the secured link.
Because of these detachability and transportability features,
specific encryption/decryption algorithms can be selected by
the users to satisfy different needs. For example, different
encryption/decryption schemes can be implemented by the
two card units by synchronizing the encryption/decryption
algorithms and having agreeable keys.

[0089] Although the encryption and decryption can be per-
formed within the host units (i.e. the first host unit and the
second host unit), there are several advantages to placing
these capabilities on the card. As already noted, the encoded
data canbe securely stored on the card. Besides this, it is often
preferable to market a mobile telephone or other application
in a low-end version lacking advanced capabilities such as
encryption/decryption or, say, the phonebook ability
described above. This can be done to reduce cost or size of the
host. If a user wishes to upgrade the host at a later date, by
simply supplying a card interface, these capabilities can be
added as desired.

[0090] Additionally, the conventional designs are not as
portable as the present invention. It is difficult to modify
and/or upgrade the encryption and decryption sequences in
the host unit when the encryption/decryption programming
sequences and the encryption/decryption keys are pre-stored
in the host units. According to the present invention, since the
card units are portable with respect to the host units, the user
can simply carry the card unit around without the need to be
used with a designated host unit. In addition, different encryp-
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tion procedures can be employed by purchasing additional
card units, or storing additional sequences in the program
storage of the current card, without the need to update the host
unit (e.g. cellular phone). Thus, the present invention pro-
vides tremendous flexibility in the system design. In particu-
lar, it easily allows for security upgrades by changing the card
while using the same phone.

[0091] It is to be understood that while the invention has
been described above in conjunction with preferred specific
embodiments, the description and examples are intended to
illustrate and not limit the scope of the invention, which is
defined by the scope of the appended claims.

What is claimed is:

1. A secured apparatus, comprising:

a host unit having an input mechanism for receiving user
inputs from an user, wherein said user inputs comprise
security data for user verification; and
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a card unit detachably coupling to said host unit, wherein
said host unit transmits said security data to said card
unit for said user verification, wherein said card unit
performs said user verification using said security data
received from said host unit, and wherein an user veri-
fication result is returned to said host unit from said card
unit,

wherein when said user verification result indicates that
said user is an authorized user, said user is authorized to
use said secured apparatus.

2. The secured apparatus according to claim 1, wherein
said security data comprises a voice sample captured from
said user.

3. The secured apparatus according to claim 1, wherein
said security data comprises a password.

4. The secured apparatus according to claim 1, wherein
said security data comprises biometric data of said user.
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