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conditions are met, the processing logic generates a redirect 
message. 

110 

130 

y SWITCH 
FABRIC 

  



Patent Application Publication Sep. 29, 2011 Sheet 1 of 6 US 2011/0235643 A1 

2 2 2. 

s s s 

8 

  



US 2011/0235643 A1 Sep. 29, 2011 Sheet 2 of 6 Patent Application Publication 

  



US 2011/0235643 A1 Sep. 29, 2011 Sheet 3 of 6 Patent Application Publication 

#Z9 ÅRHOVNE W 

SOld O_1_ 

Z?.9) O|SOOTI 5) NISSE OORHd 

SOICH WO}}-{ 

  

  

  

  

    

  

  



Patent Application Publication Sep. 29, 2011 Sheet 4 of 6 US 2011/0235643 A1 

S 

S 

  



Patent Application Publication Sep. 29, 2011 Sheet 5 of 6 US 2011/0235643 A1 

510 
RECEIVE DATA PACKET FROM WAN 

DETERMINE NCOMING INTERFACE INDEX 520 
ASSOCATED WITH DATA PACKET 

GENERATE NEXT HOP NFORMATION FOR 530 
DATA PACKET 

FORWARD NEXT HOPINFORMATION 540 
AND IF INDEX 

550 
RETRIEVE PREFIXLENGTHVALUE, HASH 

VALUE AND OF INDEX 

560 

E OF IF NDEX - OF ENDEX 570 

FWD PACKET 
NO REDIREC 

NO 

DATA PACKET 
CAME FROM SATHAT IS PART OF 

THE SAME SUBNET AS 
THE NEXT HOP2 

YES 

FG 6 

FIG. 5 

  

      

    

  



Patent Application Publication Sep. 29, 2011 Sheet 6 of 6 US 2011/0235643 A1 

FORWARD DATA PACKET 610 
REDIRECT MESSAGE RECURED 

FORWARD FRST TWO D CELLS OF DATA 62O 
PACKET TO HOST PROCESSOR 

GENERATE AND TRANSMT REDIRECT MESSAGE 630 
TO ORIGINATING STATION 

FIG. 6 

  



US 2011/0235643 A1 

REDIRECT CHECKING IN ANETWORK 
DEVICE 

BACKGROUND OF THE INVENTION 

0001 1. Field of the Invention 
0002 The present invention relates generally to data net 
works and, more particularly, to redirect checking in a net 
work device. 
0003 2. Description of Related Art 
0004 Conventional network devices, such as routers, 
transfer packets through a network from a source to a desti 
nation. Typically, a host device transmits a data packet to a 
router that performs a lookup to determine a destination for 
the data packet. The router often forwards the packet to other 
routers before the packet reaches its destination. 
0005. In some situations, the host device originating the 
data packet may not forward the data packet to the best router 
in the network (i.e., the router in the network located closest 
to the ultimate destination of the packet). In this case, a 
receiving router may forward the data packet to its appropri 
ate next hop. The receiving router may also transmit a redirect 
message to the host device providing information regarding 
the best router in which to forward future data frames having 
similar destination information. 
0006. In conventional systems, redirect messages may be 
generated when a data packet is received on a wire (i.e., the 
shared network access medium) and transmitted out on the 
same wire. A drawback with this approach occurs when more 
than one subnet is coupled to the same wire. A subnet iden 
tifies a group of workstations/devices that share a common 
network address component (i.e., a portion of their network 
addresses are the same). 
0007 For example, when stations or host devices from 
different subnets are attached to the same shared network 
access medium, a first router in a communication path may 
send a redirect message to a second router that forwarded it a 
data packet, if the first router determines that the data packet 
came in and went out on the same interface. The second 
router, however, may ignore the redirect message since it 
merely forwarded the data packet from a host device that may 
be on another subnet or from another router. Sending redirect 
messages in this situation wastes processing time and 
increases network congestion since the redirect message is 
ultimately ignored. 
0008. Therefore, there exists a need for systems and meth 
ods that provide more efficient redirect checking to prevent 
generation and transmission of unnecessary redirect mes 
SageS. 

SUMMARY OF THE INVENTION 

0009 Systems and methods consistent with the present 
invention address this and other needs by checking whether 
the incoming and outgoing interface associated with a data 
packet are the same and whether the packet originated from a 
device that is part of the same subnet as the next hop for the 
data packet. When these conditions are met, the receiving 
device may forward the data packet and also transmit a redi 
rect message to the originating device. 
0010. In accordance with the principles of the invention as 
embodied and broadly described herein, a method for redirect 
checking in a network device includes receiving a data packet 
on a first one of a number of interfaces, assigning an incoming 
interface index for the data packet and generating forwarding 
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information identifying a next hop for the data packet. The 
method also includes identifying an outgoing interface index 
based on the next hop and determining whether the incoming 
interface index is equal to the outgoing interface index. The 
method further includes determining whether the data packet 
originated from a station that is part of a same Subnet as the 
next hop. The method also includes generating a redirect 
message when the incoming interface index is equal to the 
outgoing interface index and the data packet originated from 
a station that is part of a same Subnet as the next hop. 
0011. In another implementation consistent with the prin 
ciples of the invention, a network device is provided. The 
network device includes an input device configured to receive 
a data packet on a first one of a number of interfaces, the data 
packet including a source address and a destination address. 
The network device also includes processing logic configured 
to assign an incoming interface index to the data packet and 
generate forwarding information identifying a next hop for 
the data packet. The processing logic is also configured to 
identify an outgoing interface index based on the next hop and 
determine whether the incoming interface index is equal to 
the outgoing interface index. The processing logic is further 
configured to determine whether the data packet originated 
from a station that is part of a same Subnet as the next hop. 
0012. In a further implementation consistent with the prin 
ciples of the invention, a network device includes a memory, 
an input unit, a route lookup unit and an output unit. The 
memory is configured to store incoming interface index infor 
mation. The input unit is configured to receive data packets, 
where each data packet includes a source address. The input 
unit includes processing logic configured to access the 
memory to identify an incoming interface index for a received 
data packet. The route lookup unit is configured to receive the 
incoming interface index, generate data forwarding informa 
tion for the data packet and forward the incoming interface 
index and the data forwarding information. The output unit is 
configured to receive the incoming interface index and the 
data forwarding information. The output unit includes a 
memory that stores an output interface index, a hash value and 
a prefix length value for each of a plurality of output inter 
faces. The output unit also includes processing logic config 
ured to retrieve an output interface index, a hash value and a 
prefix length value based on the data forwarding information 
for the data packet. The processing logic is also configured to 
compare the incoming interface index and the outgoing inter 
face index. The processing logic is further configured gener 
ate a hash value using a number of bits of the source address 
of the data packet, based on the prefix length value, and 
compare the generated hash value to the stored hash value. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0013 The accompanying drawings, which are incorpo 
rated in and constitute a part of this specification, illustrate an 
embodiment of the invention and, together with the descrip 
tion, explain the invention. In the drawings, 
0014 FIG. 1 is a diagram of an exemplary network device 
in which systems and methods consistent with principles of 
the invention may be implemented; 
0015 FIG. 2 is an exemplary diagram of a packet forward 
ing engine (PFE) of FIG. 1 according to an implementation 
consistent with principles of the invention; 
0016 FIG. 3 is an exemplary diagram of a portion of the L 
unit of FIG. 2 according to an implementation consistent with 
principles of the invention; 
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0017 FIG. 4 is an exemplary diagram of word comprising 
a number of fields used for performing redirect checking 
according to an implementation consistent with principles of 
the invention; and 
0018 FIGS. 5 and 6 are flowcharts of exemplary process 
ing associated with redirect checking according to an imple 
mentation consistent with principles of the invention. 

DETAILED DESCRIPTION 

0019. The following detailed description of the invention 
refers to the accompanying drawings. The same reference 
numbers in different drawings may identify the same or simi 
lar elements. Also, the following detailed description does not 
limit the invention. Instead, the scope of the invention is 
defined by the appended claims and equivalents. 

Exemplary Network Device Configuration 

0020 FIG. 1 is a diagram of an exemplary network device 
in which systems and methods consistent with principles of 
the invention may be implemented. In this particular imple 
mentation, the network device takes the form of a router 100. 
Router 100 may receive one or more packet streams from a 
physical link, process the stream(s) to determine destination 
information, and transmit the stream(s) on one or more links 
based on the destination information. 
0021. Router 100 may include a routing engine (RE) 110 
and multiple packet forwarding engines (PFEs) 120 intercon 
nected via a switch fabric 130. Switch fabric 130 may include 
one or more Switching planes to facilitate communication 
between two or more of PFEs 120. In an implementation 
consistent with principles of the invention, each of the switch 
ing planes includes a three-stage Switch of crossbar elements. 
0022 RE 110 may include processing logic that performs 
high-level management functions for router 100. For 
example, RE 110 may communicate with other networks and 
systems connected to router 100 to exchange information 
regarding network topology. RE 110 may create routing 
tables based on network topology information, create for 
warding tables based on the routing tables and send the for 
warding tables to PFEs 120. PFEs 120 use the forwarding 
tables to perform route lookup for incoming packets. RE 110 
also performs other general control and monitoring functions 
for router 100. 
0023. Each of PFEs 120 connects to RE 110 and switch 
fabric 130. PFEs 120 receive packets on physical links con 
nected to a network, such as a wide area network (WAN). 
Each physical link could be one of many types of transport 
media, such as optical fiber or Ethernet cable. The packets on 
the physical link are formatted according to one of several 
protocols, such as the synchronous optical network (SONET) 
standard or Ethernet. 
0024 FIG. 2 is an exemplary diagram of a PFE 120 
according to an implementation consistent with the principles 
of the invention. PFE 120 may include physical interface 
cards (PICs) 210 and 220 connected to a flexible port con 
centrator (FPC) 230. While two PICs 210 and 220 are shown 
in FIG. 2, there may be more or fewer PICs in other imple 
mentations. 
0025 PICs 210 and 220 connect to WAN physical links 
and FPC 230 and transport data between the WAN physical 
links and FPC 230. Each of PICs 210 and 220 includes inter 
facing, processing, and memory elements necessary to trans 
mit data between a WAN physical link and FPC 230. Each of 
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PICs 210 and 220 is designed to handle a particular type of 
physical link. For example, a particular PIC may be provided 
to handle only Ethernet communications. 
0026. For incoming data, PICs 210 and 220 may strip off 
the layer 1 (L1) protocol information and forward the remain 
ing data to FPC 230. For outgoing data, PICs 210 and 220 
may receive packets from FPC 230, encapsulate the packets 
in L1 protocol information, and transmit the data on the 
physical WAN link. 
(0027 FPC 230 performs packet transfers between PICs 
210 and 220 and switch fabric 130. For each packet it handles, 
FPC 230 may perform route lookup based on packet header 
information to determine destination information and send 
the packet either to PIC 210 and 220 or switch fabric 130, 
depending on the destination information. 
(0028 FPC 230 may include L units 232 and 234, first 
input/output (I/O) logic 236, second input/output (I/O) logic 
238, memory system 240, and Runit 242. Each of L units 232 
and 234 corresponds to one of PICs 210 and 220. Lunits 232 
and 234 may process packet data flowing between PICs 210 
and 220, respectively, and first I/O logic 236. Each of L units 
232 and 234 may process data flowing in two directions: a first 
direction corresponding to processing packet data received 
from PIC 210 or 220 and a second direction corresponding to 
processing packet data received from first I/O logic 236. 
0029. In the first direction, L unit 232 or 234 may process 
packets from PIC 210 or 220, respectively, convert the pack 
ets into data (D) cells, and transmit the D cells to first I/O logic 
236. D cells are the data structure used internally by FPC 230 
for transporting and storing data. In one implementation, D 
cells are 64 bytes in length. D cells may beformed by explicit 
bit patterns at the tail and/or head of each data segment of a 
packet, or may be formed by processing the stream of bits in 
segments of certain length, such as 64-byte segments. 
0030 Packets received by L unit 232 or 234 may include 
two portions: a header portion and a packet data portion. For 
each packet, L unit 232 or 234 may process the header and 
insert the results of the processing into the D cells. The results 
may include packet header information and, possibly, other 
packet-related information. For example, L unit 232 or 234 
may parse L2 and L3 headers of incoming packets and insert 
the results in the D cells. The results might include some of 
the original header information, as well as processed header 
information. Lunit 232 or 234 may also create control infor 
mation based on the packet. The control information may be 
based on the packet header, the packet data, or both. L unit 
232 or 234 may then store the results, control information, 
and the packet data in D cells, which it sends to first I/O logic 
236. 

0031. For outgoing data, Lunit 232 or 234 receives D cells 
from first I/O logic 236, extracts certain fields and packet data 
from the D cells, and creates a packet based on the extracted 
information. Lunit 232 or 234 creates the packet header from 
the fields extracted from the D cells. L unit 232 or 234 may 
load the packet data portion with the packet data from the D 
cells. 

0032. First I/O logic 236 and second I/O logic 238 coor 
dinate data transfers into and out of FPC 230. First I/O logic 
236 receives D cells from Lunits 232 and 234, and second I/O 
logic 238 receives D cells from switch fabric 130. Upon 
receiving D cells for a packet, the I/O logic extracts certain 
fields from the D cells and creates a notification based on the 
extracted fields. 
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0033 First I/O logic 236 and second I/O logic 238 store 
the D cells in memory system 240. The location of each D cell 
is also stored in the notification. In one implementation, 
instead of storing addresses in the notification, only the 
address of the first D cell is stored in the notification, and the 
remaining D cell locations are identified in the notification by 
offsets from the address of the preceding D cell. If the noti 
fication cannot store all the D cell addresses, the overflow D 
cell offsets are stored in memory system 240 in indirect 
address cells (Icells). After storing the D cells and I cells for 
a packet in memory system 240, first I/O logic 236 and second 
I/O logic 238 send a notification to Runit 242. While first I/O 
logic 236 and second I/O logic 238 are shown as separate 
units, they may be implemented as a single unit in other 
implementations consistent with principles of the invention. 
0034 R unit 242 may include processing logic that pro 
vides route lookup, accounting, and policing functionality. R 
unit 242 may receive one or more forwarding tables from RE 
110 (FIG.1) and uses the forwarding table(s) to perform route 
lookups. Runit 242 may insert the lookup result into a noti 
fication received from first I/O logic 236 or second I/O logic 
238, which it may store in memory system 240. 
0035 Memory system 240 may be implemented as one or 
more memory devices. Memory system 240 may temporarily 
store data from first I/O logic 236 and second I/O logic 238 
and notifications from Runit 242. A notification may include 
routing information, Such as the source and destination of the 
packet, protocol information, quality of service (QoS) infor 
mation, validity information, priority information, and data 
length information. A notification may also include data cell 
address information and address offset information. The data 
cell address may store an actual address of a data cell. Such as 
the first data cell, stored in memory system 240. The address 
offset information may store data that identifies an offset for 
each of the remaining data cells for the packet stored in 
memory system 240. For example, each offset may define the 
location of a D cell relative to the location defined by the 
previous offset. In an implementation consistent with the 
principles of the invention, the data cells of a packet are stored 
at non-contiguous locations within memory system 240. For 
example, memory system 240 may include a number of data 
banks Data cells from one packet may be distributed among 
one or more of the memory banks. 
0036. As discussed previously, each PIC may handle pro 
cessing for a particular type of physical link. For the discus 
sion below, assume that PIC 210 processes Ethernet packets. 
In this implementation, L unit 232 may perform redirect 
checking, as described in more detail below. 
0037 FIG.3 is an exemplary diagram of a portion ofL unit 
232 according to an implementation consistent with prin 
ciples of the invention. Lunit 232 includes input unit 310 and 
output unit 320. Input unit 310 includes processing logic 312 
and memory 314, and processes packets received from PIC 
210. Output unit 320 includes processing logic 322 and 
memory 324, and processes data received from first I/O logic 
236. 

0038 Processing logic 312 receives Ethernet packets from 
PIC 210. Processing logic 312 performs various processing 
for the packet header portion and for the packet data portion 
of the packet. For example, when processing logic 312 
receives a data packet, it performs an incoming interface 
index lookup to identify the particular interface on which the 
packet was received, as described in more detail below. 
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0039 Memory 314 may be a conventional memory 
device. Such as a static random access memory (SRAM) that 
stores information for processing logic 312. For example, 
memory 314 may store a table that provides an incoming 
interface (IIF) index for each of the interfaces on which the 
data packets may be received. When processing logic 312 
receives a packet, it accesses memory 314 to identify the IIF 
index associated with interface on which the particular packet 
was received. This IIF index may beforwarded along with the 
data packet to first I/O logic 236. 
0040 First I/O logic 236 may forward the IIF index, along 
with the packet information to R unit 242. R unit 242, as 
described above, performs route lookups for the data packets. 
Runit 242 may access forwarding tables to generate next hop 
information for the data packets. Runit 242 may forward the 
next hop information to L unit 232, via first I/O logic 236. As 
discussed previously, the data received by Runit 242 includes 
an IIF index. The Runit 242 may also forward this IIF index 
along with the next hop information to L unit 232. 
0041 Output unit 320 receives the next hop information 
from Runit 242 and forwards the data packets to their appro 
priate destination via PIC 210. Processing logic 322 may also 
perform redirect checking associated with the next hop infor 
mation, as described in more detail below. 
0042 Memory 324 may include a conventional memory 
device, such as an SRAM, that stores information for pro 
cessing logic 322. As described above, for interfaces that 
require redirect checking, such as Ethernet, the next hop 
information may be used to perform a lookup to identify 
information associated with performing redirect checking. 
For example, the next hop information may be used to iden 
tify a prefix length value, a hash value and an OIF index 
associated with the next hop. Memory 324 may store this 
information for use by processing logic 322. 
0043. For example, in an exemplary implementation con 
sistent with principles of the invention, memory 324 stores 32 
bits of information along with the next hop information gen 
erated by R unit 242. FIG. 4 illustrates an exemplary 32-bit 
data word 400 consistent with principles of the invention that 
may be stored in memory 324. 
0044) The 32-bit word 400 includes a 5-bit prefix length 
field 402, a 9-bit hash value field 404 and an 18-bit OIF field 
406. It should be understood, however, that the field lengths 
may vary in other implementations consistent with principles 
of the invention. The 5-bit prefix length field 402 stores a 
value that indicates which bits of an Internet Protocol (IP) 
source address associated with the data packet will be used to 
generate a hash value, as described in more detail below. 
0045. The 9-bit hash value field 404 stores a hash value 
that represents a Subnet (i.e., a Subnet identifier) associated 
with the interface on which the data packet is to be forwarded. 
As described previously, a Subnet identifies a group of work 
stations or other devices that share a network address com 
ponent. That is, a portion of the bits of their respective source 
addresses (e.g., the most significant bits) are the same. In an 
exemplary implementation consistent with principles of the 
invention, the 9-bit hash value may store the hash of an IP 
address that represents the Subnet on which the data packet is 
to be forwarded. The 9-bit hash value may be obtained by 
taking a specified number of the most significant bits of an IP 
Source that represents the Subnet and applyingahash function 
to these most significant bits. Processing logic 322 uses this 
9-bit hash value for checking against information associated 
with the actual source address of the data packet to determine 
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whether data packet originated from a station in the same 
Subnet as the next hop for the data packet, as described in 
more detail below. 
0046 For example, when output unit 320 receives a packet 
on an interface that requires redirect checking, it accesses 
memory 324 to identify the appropriate next hop redirect 
checking information, i.e., the 32-bit word 400 associated 
with the next hop. In an exemplary implementation, process 
ing logic 322 uses the prefix length value and a predetermined 
hash function to generate a hash value, as described in more 
detail below. The processing logic 322 may then compare this 
hash value to the hash value stored in field 404 to determine 
whether the packet originated from a station that is part of the 
same subnet as the next hop. This is one part of the redirect 
checking. 
0047. The OIF field 406 stores the OIF index associated 
with the next hop for the data packet. Processing logic 322 
compares the OIF index and the IIF index to determine 
whether the data packet came in on and went out on the same 
interface. This is another part of the redirect checking When 
both of these conditions are met (i.e., hash values are equal 
and the OIF index equals the IIF index), this indicates that a 
redirect message needs to be transmitted to the originating 
station, as described in more detail below. 

Exemplary Processing 

0048 FIGS. 5 and 6 are flow diagrams illustrating exem 
plary processing associated with performing redirect check 
ing, according to an implementation consistent with prin 
ciples of the invention. Processing may begin with PIC 210 
receiving data packets from the WAN (act 510). As discussed 
previously, assume PIC 210 is configured to receive Ethernet 
packets. PIC 210 forwards the Ethernet packets to L unit 232. 
0049. In an exemplary implementation consistent with 
principles of the invention, when L unit 232 receives an 
Ethernet packet, Such as an IPv4 Ethernet packet, processing 
logic 312 accesses memory 314 and determines the incoming 
interface (IIF) index associated with the data packet (act 520). 
L unit 232 may also generate an IIF index for other non 
Ethernet data packets. As described previously, processing 
logic 312 may access a table stored in memory 314 that 
correlates the interface to an IIF index to identify the appro 
priate IIF index. 
0050 Processing logic 312 may then forward the data 
packet along with the IIF index to first I/O logic 236. First I/O 
logic, as described previously, may pass the header informa 
tion associated with the packet to R unit 242. R unit 242 
performs a route lookup using, for example, forwarding 
tables, to identify the next hop for the data packet (act 530). R 
unit 242 forwards the next hop information along with the IIF 
index to first I/O logic 236, where it may then be forwarded to 
L unit 232 (act 540). 
0051. Output unit 320 receives the next hop information 
from Runit 242 and performs a lookup to retrieve the appro 
priate 32-bit word 400 stored in memory 324 that corresponds 
to the next hop (act 550). Memory 324, as described previ 
ously, includes a 32-bit word of data corresponding to each of 
the outgoing interfaces on which the data packets may be 
forwarded. Processing logic 322 may then perform redirect 
checking to determine whethera redirect message is required. 
For example, processing logic 322 accesses memory 324 and 
determines whether the IIF index for the data packet is equal 
to the OIF value in field 406 (act 560). In other words, pro 
cessing logic 322 determines whether the packet came in on 
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and went out on the same interface. This is a first part of the 
redirect checking performed by processing logic 322. If the 
IIF does not equal the OIF, no redirect message is required 
and the data packet is merely forwarded to its next hop (act 
570). 
0052. If the IIF index is equal to the OIF index, processing 
logic 322 determines whether the data packet originated from 
a station that is part of the same subnet as the next hop for the 
data packet (act 580). In other words, processing logic 322 
determines whether the data packet is being routed to the 
same Subnet that it arrived on. In an exemplary implementa 
tion, processing logic 322 reads the 5-bit prefix length field 
402 to determine which bits of the source address (SA) to use 
in calculating a hash value associated with the IP source 
address of the data packet. For example, if the prefix length 
field 402 stores the value 00100 (i.e., “4”), this indicates that 
the hash value will be generated using the five most signifi 
cant bits (prefix value--1) of the IP source address included 
with the data packet. Processing logic 322 Zeroes out the 
remaining bits of the IP source address and passes the desig 
nated most significant bits (i.e., the 5 bits in this example) 
through a hash function to generate the hash value. In an 
exemplary implementation consistent with principles of the 
present invention, the hash function is x+x+1. It should be 
understood that other hash functions may be used in alterna 
tive implementations. In each case, however, processing logic 
322 uses the same hash function to generate the hash value 
associated with the IP source address of the data packet as that 
used to generate the stored hash value in memory 324. It 
should also be understood that processing logic 322 uses the 
same number of the most significant bits of the data packet's 
Source address as that used to generate the stored hash value 
in memory 324. 
0053. After running the designated bits through the hash 
function, processing logic 322 outputs a hash value and com 
pares this hash value to the hash value stored in memory 324. 
When these hash values are not equal, no redirect message is 
required and the data packet is merely forwarded to its next 
hop (act 570). 
0054 When the hash values are equal, however, this indi 
cates that the data packet originated from a station that is part 
of the same Subnet as the address to which the packet is being 
forwarded. That is, the data packet is being routed to the same 
subnet as the subnet on which it arrived. As a result, a redirect 
message may be required. In summary, if the IIF index=OIF 
index and the hashfunc(IP source address included by PFL 
field 402)=the value stored in HASH field 404, L unit 232 
signals a host processor (not shown) that a redirect message is 
required (act 610, FIG. 6). If, however, both conditions are not 
met, no redirect message is required. In either case (redirect 
message required or no redirect message required) processing 
logic 322 forwards the data packet to its next hop. 
0055. If a redirect message is required, L unit 232 sends a 
copy of the data packet's first two D cells to the host proces 
Sor, according to an exemplary implementation consistent 
with the principles of the invention (act 620). The first two D 
cells may be stored in memory system 240 (FIG. 2) and 
include the header information associated with the data 
packet. The host processor may then generate a redirect mes 
sage informing the origination station of the proper next hop 
for future data packets that include the same destination infor 
mation as the current data packet (act 630). The host proces 
Sor then transmits the redirect message to the station that 
transmitted the data packet (act 630). In alternative imple 
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mentations, the L unit 232 may perform the processing asso 
ciated with generating and transmitting the redirect message. 
In any event, the station that transmitted the data packet is 
made aware of the proper next hop for future data packets that 
include the same destination information, thereby enabling 
the data packets to be forwarded to their ultimate destination 
more quickly. 

CONCLUSION 

0056 Systems and methods, consistent with the principles 
of the invention, provide a redirect checking mechanism that 
prevents the generation and transmission of many unneces 
sary redirect messages. Systems and methods consistent with 
principles of the invention also limit the memory require 
ments for storing data associated with performing the redirect 
processing by generating hash values of the appropriate 
addresses instead of storing the entire source addresses, 
thereby saving significant memory space. In addition, pre 
venting unnecessary generation of redirect messages saves 
processing time and lessens network congestion by avoiding 
transmitting redirect messages that may be ultimately 
ignored. 
0057 The foregoing description of preferred embodi 
ments of the present invention provides illustration and 
description, but is not intended to be exhaustive or to limit the 
invention to the precise form disclosed. Modifications and 
variations are possible in light of the above teachings or may 
be acquired from practice of the invention. For example, 
while a series of acts have been described in relation to FIGS. 
5 and 6, the order of the acts may vary in other implementa 
tions when a particular order is not required. In addition, 
while the size of the word associated with storing various data 
needed to perform redirect checking have been described as 
being 32 bits in length, the size of the word and the individual 
fields may vary in other implementations based on system 
requirements, such as memory space constraints. Also, while 
systems and methods have been described in terms of a net 
work device. Such as a router, the present invention may have 
applicability in other devices, such as Switches, where redi 
rect messages may be required. Lastly, while processing as 
has been described as being performed by particular compo 
nents of the network device, it should be understood that the 
processing described as being performed by one component 
may be performed by other components in alternative imple 
mentations of the present invention. 
0058 No element, act, or instruction used in the descrip 
tion of the present application should be construed as critical 
or essential to the invention unless explicitly described as 
such. Also, as used herein, the article 'a' is intended to 
include one or more items. Where only one item is intended, 
the term 'one' or similar language is used. The scope of the 
invention is defined by the claims and their equivalents. 

1-27. (canceled) 
28. A method comprising: 
receiving a packet including a source address; 
generating a hash value using a portion of the Source 

address; and 
determining whether to transmit a redirect message based 

on a first interface on which the packet is received, a 
second interface on which the packet is to be transmit 
ted, the generated hash value, and a stored hash value. 

29. The method of claim 28, further comprising: 
comparing the generated hash value to the stored hash 

value. 
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30. The method of claim 29, where the determining 
whether to transmit the redirect message is based on the 
comparison of the generated hash value to the stored hash 
value. 

31. The method of claim 28, further comprising: 
comparing the first interface to the second interface. 
32. The method of claim 31, where the determining 

whether to transmit the redirect message is based on the 
comparison of the first interface to the second interface. 

33. The method of claim 28, further comprising: 
comparing the generated hash value to the stored hash 

value; and 
comparing the first interface to the second interface. 
34. The method of claim 33, where the determining 

whether to transmit the redirect message is based on the 
comparison of the generated hash value to the stored hash 
value and the comparison of the first interface to the second 
interface. 

35. The method of claim 34, where, when the first interface 
and the second interface are the same and the generated hash 
value equals the stored hash value, the method further com 
prises: 

indicating that a redirect message is required; and 
transmitting the redirect message to a host processor. 
36. The method of claim 28, where the hash value is asso 

ciated with an Internet Protocol source address of the packet. 
37. The method of claim 36, further comprising: 
generating the hash value using a predetermined number of 

significant bits of the IP source address. 
38. A device, comprising: 
an input device to receive a data packet, including a source 

address, from an interface, the input device including a 
memory containing instructions that, when executed by 
one or more processors, cause the one or more proces 
SOrS to: 

generate forwarding information identifying a next hop 
for the data packet; 

determine whether an index of the interface is the same 
as an index of an interface on which the data packet is 
to be forwarded; 

determine whether a device originating the data packet 
belongs to a Subnet of the next hop; 

generate a redirect message based on both determina 
tions; and 

transmit the generated redirect message. 
39. The device of claim 38, where the redirect message 

includes next hop information for another data packet having 
a same destination address as the data packet. 

40. The device of claim 38, where, when determining 
whether the device belongs to the same subnet as the next hop, 
the one or more processors are to: 

identify an incoming index associated with the interface; 
identify an outgoing interface index associated with the 

next hop; and 
compare the incoming index to the outgoing index. 
41. The device of claim 38, where the source address 

includes a number of bits and, when determining whether the 
device belongs to the same Subnet as the next hop, the one or 
more processors are to: 

select a portion of the number of bits of the source address 
of the data packet; and 

generate a hash value usingahash function and the selected 
portion of the number bits. 
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42. The device of claim 41, where the one or more proces 
sors are further to: 

compare the generated hash value to a stored hash value; 
and 

determine that the device belongs to a same Subnet as the 
next hop when the generated hash value equals the 
stored hash value. 

43. A device, comprising: 
an input device to receive a data packet, including a source 

address, from an interface, the input device including a 
memory containing instructions that, when executed by 
one or more processors, cause the one or more proces 
SOrS to: 

generate forwarding information identifying a next hop 
for the data packet; 

determine whether the data packet is to be forwarded via 
the interface at which the data packet was received; 

generate a hash value of the source address; 
compare the generated hash value to a stored hash value; 
and 

forward a message to a host processor indicating that a 
redirect message, associated with the received data 
packet, is required when: 
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the data packet is to be forwarded via the interface at 
which the data packet was received, and 

the generated hash value equals the stored hash value. 
44. The device of claim 43, where, when generating the 

hash value of the Source address, the one or more processors 
are to: 

generate the hash value using a predetermined number of 
significant bits of the source address. 

45. The device of claim 43, where, when determining 
whether the data packet is to be forwarded via the interface at 
which the data packet was received, the one or more proces 
SOrS are to: 
compare an incoming interface index and an outgoing 

interface index. 
46. The device of claim 43, where the redirect information 

includes at least one of: 
an outgoing interface value or a prefix length value asso 

ciated with the hash value. 
47. The device of claim 43, where the host processor is to: 
receive the message from the one or more processors; 
generate a redirect message; and 
transmit the redirect message to a device originating the 

data packet. 


