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(57) Abstract: A method for processing encoded data bits transmitted from a transmitter to a receiver over a lossy communication
channel, the method comprising: receiving the encoded data bits over the communication channel, the encoded data bits including
redundant data units; decoding the encoded data bits at an error correction decoder, wherein the recovery of lost data is implemented
at the error correction decoder using at least one of the redundant data units; determining if at least one data bit is unable to be re-
covered due to the decoder tinding a plurality of candidate bit values for the at least one data bit; receiving information relating to
the transmitter; analyzing the plurality of candidate bit values to exclude at least one of the candidate bit values for the at least one
data bit using information relating to the transmitter; and resolving the at least one data bit based on the analysis.
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METHOD AND APPARATUS FOR ERROR RECOVERY USING INFORMATION RELATED

TO THE TRANSMITTER
Background
[001] There are many situations in which a data stream is transmitted from a
transmitter to a receiver over a communication channel. A communication
channel may exist in one (or more) of many different possible networks. For
example, a communication channel may exist in the internet or in a wireless
network such as a mobile telecommunications network. The data in a data stream
may be divided into data packets for transmission over a communication channel.
The protocol for dividing the data into data packets (e.g. the form of the headers
of the data packets, and other such implementation details) may depend upon the
nature of the communication channel on which the data is to be transmitted, e.g.
the type of network through which the data packet is to be transmitted. The data
may be encoded by an encoder prior to transmission from the transmitter and
decoded by a decoder after reception at the receiver.
[002] In an ideal system, the communication channel is lossless such that every
data packet transmitted from the transmitter over the communication channel is
received at the receiver. However, in real physical systems, the communication
channel may be lossy, meaning that some of the transmitted data packets will be
lost on the communication channel and as such will not be received at the
receiver. This may be detrimental. Correction schemes can be used at the
receiver to help recover at least some of the lost data packets.
[003] As an example, forward error correction (FEC) is one correction scheme
which can be used to combat packet loss in a communication channel.
Summary
[004] This Summary is provided to introduce a selection of concepts in a
simplified form that are further described below in the Detailed Description. This
Summary is not intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used to limit the scope of the
claimed subject matter.
[005] Embodiments of the invention provide a method for processing encoded
data bits at a receiver, wherein the encoded data bits transmitted from a
transmitter to the receiver over a lossy communication channel established over a

network. The encoded data bits which are received over the communication
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channel include redundant data units. At an error correction decoder, the encoded
data bits are decoded, wherein the recovery of lost data is implemented at the
error correction decoder using at least one of the redundant data units. The
method comprises a step of determining if at least one data bit is unable to be
recovered due to the decoder finding a plurality of candidate bit values for the at
least one data bit and receiving information relating to said transmitter. The
plurality of candidate bit values are analyzed to exclude at least one of the
candidate bit values for the at least one data bit using the information relating to
said transmitter and the at least one data bit is resolved based on the analysis.

Brief Description of the Drawings

[006] For a better understanding of the present invention and to show how the
same may be put into effect, reference will now be made, by way of example, to
the following drawings in which:

[007] Figure 1a illustrates a first example of how a FEC data unit may be
generated;

[008] Figure 1b illustrates a second example of how a FEC data unit may be
generated;

[009] Figure 1c illustrates a third example of how a FEC data unit may be
generated;

[010] Figure 2 is a timing diagram showing the transmission of data packets in a
communication system;

[011] Figure 3 shows a communication system;

[012] Figure 4 is a representation of a data stream being transmitted in a
communication system;

[013] Figure 5is a flow chart for a process of resolving data bits;

[014] Figure 6 is a schematic of a processor at a receiver;

[015] Figure 7 is a schematic of a processor at a transmitter.

Detailed Description of Preferred Embodiments

[016] Preferred embodiments of the invention will now be described by way of
example only.

[017] While FEC reduces loss as seen by an application (e.g. audio or video)
decoder compared to the loss in the communication channel, it does not

guarantee recovery of all lost original packets.



10

15

20

25

30

WO 2013/192019 PCT/US2013/045748

[018] The extent of data transfer over public networks such as the internet is
rapidly increasing. Error correction mechanisms are therefore becoming more
important to ensure reliable data transmission.

[019] During FEC decoding uncertainties may arise as to the correct bit value or
bit sequence value of a lost packet due to the FEC decoder determining that a
plurality of candidate options exist for a particular bit value or bit sequence value.
[020] The inventors have realised that by evaluating the content of candidate
packets some uncertainties of the recovery process (i.e. where a bit or sequence
of bits could take more than one value) can be resolved to further reduce the
packet loss seen by an application decoder, compared to the packet loss in the
communication channel.

[021] FEC produces redundant correction data (as FEC data units) in addition to
the original data units and includes the FEC data units in the data stream which is
transmitted over the communication channel. A FEC scheme that transmits
original and redundant FEC data is called a systematic FEC scheme. A FEC
scheme that does not transmit original data is called a non-systematic scheme. In
the latter case, the total amount of data transmitted is still higher than the amount
of original data, to provide redundancy. For simplicity, but without loss of
generality, we talk about systematic FEC schemes herein. The redundant FEC
data units may be placed in their own packets, separate to the data packets in the
data stream. Alternatively, or additionally, the FEC data units may be appended
(or “piggybacked”) to the original data packets in the data stream. For simplicity,
but without loss of generality, we talk about separate original and FEC packets
herein. When some of the original data packets are lost in the communication
channel, the successfully arrived FEC data units and the successfully arrived data
packets can be used to recover (at least some of) the lost data packets. That is,
FEC reduces the packet loss seen by a decoder of the receiver, compared to the
actual packet loss in the communication channel.

[022] Figures 1a, 1b and 1c illustrate three examples of how a FEC data unit may
be generated.

[023] As illustrated in Figure 1a, a FEC data unit 104 may be generated as an
exact copy of an original data packet 102 of the data stream. By including both
the data packet 102 and the FEC data unit 104 in the data stream, the data in the

data packet 102 is transmitted twice. Therefore if the data packet 102 is lost
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during transmission but the FEC data unit 104 is successfully received then the
data in the data packet 102 can be successfully recovered at the receiver (using
the FEC data unit 104).

[024] As illustrated in Figure 1b a module 108 may be used to generate a FEC
data unit 110 which is a copy of an original data packet 106 encoded at a lower bit
rate. If the data packet 106 is lost during transmission but the FEC data unit 110
is successfully received then the data in the data packet 106 can be at least
partially recovered at the receiver based on the FEC data unit 110. It should be
noted that if the data packets 102 and 106 have the same size (e.g. the same
number of bits) then the FEC data unit 110 will have a smaller size (e.g. fewer
bits) than the FEC data unit 104. Therefore, although the FEC data unit 104 may
be more useful in recovering the data packet 102 than the FEC data unit 110 is in
recovering the data packet 106, it may be beneficial to generate FEC data units
as shown in Figure 1b since the FEC data unit 110 uses less of the available bit
rate on the communication channel for the data stream than the FEC data unit
104 uses.

[025] As illustrated in Figure 1c a mixing module 118 may be used to generate a
FEC data unit 120 from a plurality of the original data packets, e.g. data packets
112, 114 and 116. For example the mixing module 118 may determine the bit-by-
bit result of an XOR function applied to the three data packets 112, 114 and 116
to generate the FEC data unit 120. In another approach, data packets 112, 114
and 116 are combined byte-by-byte using Galois field GF(2%) arithmetic to
generate the FEC data unit 120. In this sense the FEC data unit 120 is the result
of combining or mixing the original data packets 112, 114 and 116. If one of the
data packets 112, 114 and 116 is lost during transmission but the other two data
packets and the FEC data unit 120 are successfully received then the data in the
lost data packet can be successfully recovered at the receiver (using the other two
data packets and the FEC data unit 120).

[026] It can therefore be seen that FEC data units may be generated in a number
of different ways. Different FEC schemes describe different ways in which the
FEC data units are to be generated. A FEC scheme may describe factors relating
to the generation of the FEC data units, such as: the number of FEC data units
that are generated; which data packets are used to generate the FEC data units;

how the FEC data units are transmitted (e.g. as separate packets or by appending
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the FEC data units to the data packets); and where in the data stream the FEC
data units are placed. The loss-recovery performance of a FEC scheme
describes the ability of the FEC scheme to recover lost data packets at the
receiver using the FEC data units.

[027] Generally, increasing the number of FEC data units in the data stream
improves the loss-recovery performance of a FEC scheme. However, increasing
the number of FEC data units in the data stream comes at a cost of bit rate
efficiency.

[028] Loss-recovery performance of a FEC scheme largely depends on FEC
overhead and FEC depth.

[029] FEC overhead describes the amount of redundant data relative to the
amount of original data (e.g., the number of FEC packets relative to the number of
original packets). Higher overhead generally improves the loss-recovery
performance of a FEC scheme. On the other hand, higher overhead comes at a
cost of bit rate efficiency. If the coding bit rate of original data is kept unchanged,
then increased redundancy leads to increased total bit rate. Alternatively, if the
total bit rate is constrained, then increased redundancy comes at a price of
reduced coding bit rate of original data.

[030] FEC depth describes the displacement between the oldest and the newest
of the data packets (including both of those data packets) that can be protected by
(i.e. combined into) a FEC data unit. In other words, it describes the maximum
number of original data packets that can be combined into a FEC data unit.
Higher depth provides more possibilities of different combinations of data packets
for the FEC data units, thus achieving higher flexibility of a FEC scheme, for
example, to varying channel conditions. In one extreme example, where a FEC
data unit is constrained to be a copy of one original data packet, higher depth
provides a possibility for larger separation of the original data packet and its copy
(the FEC data unit) in time. This is advantageous in bursty packet-loss conditions,
since it minimizes the probability of both the original data packet and the copy (the
FEC data unit) being lost in a burst on the communication channel.

[031] The FEC depth is related to delay in the communication. A FEC data unit
combines previously-generated original data packets, and therefore there is no
additional algorithmic delay at the transmitter caused by using FEC. However, in

order to reconstruct a lost data packet at the receiver, we assume a delay at the
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receiver, since the FEC data unit is generated and transmitted later than the data
packets on which it is based. This can be seen in the timing diagram shown in
Figure 2. Figure 2 shows a situation in which three of the data packets (202, 204
and 206) of the data stream are used to generate the FEC data unit 208. The
FEC data unit cannot be generated until all three of the data packets 202, 204 and
206 have been generated. Therefore, the data packets 202 and 204 will be
transmitted from the transmitter before the FEC data unit 208 is generated at the
transmitter. Therefore, the earliest that the FEC data unit 208 can be transmitted
is straight after the data packet 206. This scenario is shown in Figure 2. The
transmission of the data packets and the FEC data unit takes some finite amount
of time. Figure 2 depicts the loss (210) of the data packet 202 during the
transmission over the lossy communication channel through the network.
However, the data packets 204 and 206 and the FEC data unit 208 are all
successfully received at the receiver. The data packets 204 and 206 and the FEC
data unit 208 can be used to recover the lost data packet 202 at the receiver.
However, the lost data packet 202 cannot be recovered until all three of: the data
packets 204 and 206 and FEC data unit 208 have been received at the receiver.
Therefore, as shown in Figure 2, there is a delay required for FEC recovery of the
data packet 202 between the time when the data packet 202 should have been
received at the receiver (if it had not been lost) and the time at which the data
packet can be recovered using the FEC data unit 208. If the delay requirement
for the data stream is not satisfied, the lost data packet 202 will be declared as not
decodable at the receiver prior to the arrival of the FEC data unit 208. This will
most likely cause the performance of the FEC scheme to drop significantly.

[032] However, this delay need not be necessarily introduced at the receiver by
FEC as an additional delay. For example, the required delay may already exist at
the receiver. One possible cause of delay at the receiver is the presence of a jitter
buffer, as a jitter buffer introduces a delay into the data stream in order to mitigate
random variations in packet arrival times (jitter).

[033] For given channel conditions, FEC overhead, and FEC depth, the selection
of optimal combinations / mixings of original data packets to form the FEC data
units can be driven by optimizing a selected loss-recovery performance measure.
Often a number of FEC packets are jointly optimized within an optimization

window.
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[034] Examples of loss-recovery performance measures are:

(i) the number of losses that can be recovered;

(ii) the sum X, where p; is the non-recovery probability of the ith data
packet. The sum includes original data packets within an
optimization window;

(iii) the sum Eiw,}* Again, the sum includes original data packets within
an optimization window. Squaring the non-recovery probabilities
punishes higher non-recovery probabilities (i.e. outliers) more
heavily; and

(iv)the sum Twp,, where w; is a weight applied to the non-recovery

probability of the ith data packet. The weights describe different levels of
importance or sensitivity to loss of different data packets. Again, the sum includes
original data packets within an optimization window. FEC schemes that use such
a weighted performance measure are referred to as source-dependent FEC or
uneven-error-protection FEC, because the protection provided to different data
packets is different. This allows a greater level of protection to be provided for
more important data packets of the data stream (e.g. data packets from a
particular application or user or data packets having greater importance, e.g.
different audio data packets and different video data packets may have different
levels of protection provided to them by the FEC scheme). In this way the data
packets can have different levels of priority in the FEC scheme.

[035] A communication system 300 is now described with reference to Figure 3.
The communication system 300 comprises a transmitter 302, a network 308 and a
receiver 310. The transmitter 302 comprises a processor 304 for processing data,
a network interface 307 for the transmission (and receipt) of data across the
network 308, and a memory 306 for storing data. The processor 304 may be
implemented at the transmitter 302 in hardware or in software. Similarly, the
receiver 310 comprises a processor 312 for processing data, a network interface
309 for receiving data (and transmission of data) across the network 308, and a
memory 314 for storing data. The processor 312 may be implemented at the
receiver 310 in hardware or in software.

[036] The data stream may be transmitted over a communication channel

through the network 308 to the receiver 310. Methods for transmitting a data
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stream over a communication channel through a network are known in the art,
and as such are not described in detail herein. The receiver 310 may then
process the received data packets (e.g. using the processor 312) to retrieve the
data. This processing may involve depacketizing and decoding the data from the
data stream. The data may be stored in the memory 314 at the receiver, or output
from the receiver 310, e.g. to a user. The data in the data stream may relate to a
real-time communication event (such as a voice call or a video call) between a
user of the transmitter 302 and a user of the receiver 310. Alternatively, the data
in the data stream may relate to a data transfer such as a file transfer between the
transmitter 302 and the receiver 310. The data in the data stream may be any
other suitable type of data.

[037] The network 308 may be any suitable network which has the ability to
provide a communication channel between the transmitter 302 and the receiver
310. The network 308 may be a packet-based network. The network 308 could be
a Wide Area Network (WAN) or a Local Area Network (LAN). As examples, the
network 308 may be an intranet, the internet or a telephony network such as a
mobile telephone network. The transmitter 302 and receiver 310 may be
implemented in any suitable apparatus or device for transmitting and receiving a
data stream over the network 308 respectively. For example, the transmitter 302
and receiver 310 may be implemented as user devices such as personal
computers or telephones which have the ability to connect to the network 308, or
as other devices such as server nodes in a network.

[038] Figure 4 shows a representation of a data stream 402 being transmitted in
the communication system 300 from the transmitter 302 to the receiver 310. The
data stream 402 includes eight data packets labelled 1 to 8 in Figure 4. Only
eight data packets are shown in Figure 4 for clarity but the data stream may
include many more than eight data packets. As shown in Figure 4, the data
stream also includes FEC data units (labelled “FEC”). In Figure 4 the FEC data
units are shown as separate packets to the data packets in the data stream.
However, the FEC data units may be appended (or “piggybacked”) to the data
packets. When the FEC data units are appended to the data packets the FEC
data units do not require their own packet formatting, such as packet headers,
and as such the amount of data in the data stream required for the FEC data units

may be slightly reduced. However, appending the FEC data units to the data
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packets means that if a data packet is lost then so is the FEC data unit appended
to that lost data packet. A FEC data unit appended to a data packet protects
other data packets than the data packet to which it is appended. As explained
above, in a non-systematic scheme FEC data only can be sent i.e. no original
data packets of the data stream.

[039] As described above (e.g. in relation to Figures 1a to 1¢), the FEC data units
are generated based on a set of the data packets of the data stream. The set
may include one or more data packet. A FEC data unit may, for example, be an
exact copy of an original data packet (as illustrated in Figure 1a), or a copy of an
original data packet encoded at a lower bit rate (as illustrated in Figure 1b), or a
combination / mixing of original data packets (as illustrated in Figure 1c). In one
approach, data packets are combined bit-by-bit using a bitwise XOR operation
defined as (0 XOR 0) = (1 XOR 1) = 0 and (0 XOR 1) = (1 XOR 0) = 1. In another
approach, data packets are combined byte-by-byte using Galois field GF(2°)
arithmetic. FEC data units may be generated by combining two or more of the
data packets.

[040] The communication channel through the network 308 is lossy, meaning
that some of the data bits in the data stream will be lost during transmission from
the transmitter 302 to the receiver 310. The FEC data units may be used at the
receiver 310 to recover data bits which are lost during transmission. The term
“lost original data” includes data bits which are corrupted beyond repair during
transmission as well as data bits which are lost during transmission.

[041] As discussed above, during FEC decoding, uncertainties may arise as to
the correct bit value or bit sequence value of a lost packet. This is explained
further by considering an example where three packets are transmitted: original
packets x1 and x2, and a FEC packet that is a mix of the two original packets,
f1=mix(x1,x2), where mixing is based on a logic bitwise XOR function.

[042] If packet x1 is lost and packets x2 and f1 are received, then packet x1 can
be recovered by mixing (bitwise XORing) packets x2 and f1. For example, if the bit
at a certain position in x2 is equal to 1 and the bit at the same position in f1 is
equal to 0, then the bit at the same position in x1 is recovered as (1 XOR 0) = 1.
[043] On the other hand, if both original packets x1 and x2 are lost and only the
FEC packet f1 is received, then packets x1 and x2 cannot be recovered by the

FEC decoder. For example, if the bit at a certain position in f1 is equal to 0, then
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there remains an uncertainty if the bits at the same position in x1 and x2 are both
0 or both 1. That is, if the bit O in f1 was obtained by (0 XOR 0) or (1 XOR 1).
[044] A process of resolving these uncertainties will now be discussed with
reference to Figure 5. The steps shown in Figure 5 are implemented at the
processor 312 of the receiver 310.

[045] At step S502, the receiver 310 receives encoded data bits from a
transmitter 302 over a lossy communication channel established over the network
308.

[046] At step S504, the receiver 310 receives information relating to the
transmitter 302. The information relating to the transmitter may be represented by
encoded parameter values inserted in the packets of the data stream during
processing of the data to be transmitted by the processor 304. The encoded
parameter values are thereby received at the receiver 310 and decoded by
processor 312 at the receiver to extract the information relating to the transmitter
302. Alternatively the information relating to the transmitter may be transmitted
from the transmitter 302 to the receiver 310 over the network 308 separately to
the data stream. It will be appreciated that the information relating to the
transmitter 302 may be received at the receiver 310 without being transmitted
over the network 308, for example the information relating to the transmitter 302
may be input locally at the receiver 310 by a user.

[047] In one example, the original packets are generated by encoding a source
(e.g., audio or video) by a source encoder (e.g., audio or video encoder) and
packetizing the resulting bit streams. Therefore, the uncertainties may be
potentially resolved by analyzing the candidate bit streams, and using the
available knowledge about the source, and/or the encoding process, and/or the
packetization process. In this example the information related to the transmitter
may include source information (audio/video), source encoder name, source
encoder mode, encoding bit rate, and packetization protocol.

[048] At step S506, the processor 312 performs FEC decoding on the received
encoded data bits. As discussed above, the FEC decoding at step S506 does not
guarantee recovery of all lost original bits due to uncertainties in the recovery
process (i.e. where a bit or sequence of bits could take more than one value).
Therefore at step S508 the processor 312 determines whether there are any

remaining uncertainties after the FEC decoding at step S506. That is, at step
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S508 the processor 312 determines whether all lost bits were recoverable
following the FEC decoding at step S506. The processor 312 may implement the
determining step by checking if each bit has an uncertainty or not.

[049] If the processor 312 determines at step S508 that all lost bits were
recovered during the FEC decoding at step S506, the process proceeds to step
S512. At step S512 the original and recovered bits are sent to an application
decoder at the processor 312 to be decoded by the application decoder. The
decoded data may be stored in the memory 314 at the receiver, or output from the
receiver 310, e.g. to a user.

[050] Referring back to step S508, if the processor 312 determines at step S508
that all lost bits were not recovered during the FEC decoding at step S506 due to
uncertainties as to the correct bit value, the process proceeds to step S510.

[051] At step S510 the processor 312 resolves the uncertainties as to the correct
bit value or bit sequence value. Step 510 involves analyzing candidate options for
one or more lost bit values. This analysis is implemented at processor 312 using
the information relating to the transmitter 302 received at step S504.

[052] In some cases it will be possible to resolve uncertainties for individual bit
values by looking at the individual bits. In other cases, the process will rely on joint
analysis of bit sequence values.

[053] The analysis relies on the fact that the original packets are not totally
random, but are generated according to certain rules. Given these rules, some
original packet bit values (or bit sequence values) that could result in a given FEC
packet bit value (or bit sequence values) can be deemed as impossible or as
having low probabilities, and therefore be excluded as candidate options.

[054] The analysis of candidate options at step $S510 may be implemented in a
number of different ways.

[055] For example the analysis of candidate options at step S510 may include
identifying invalid candidate bit sequence values.

[056] Alternatively or additionally the analysis of candidate options at step S510
may include identifying invalid or low probability candidate parameter values: this
may be based for example on knowledge of marginal probability distributions of
parameter values and may alternatively or additionally be based on correlations

between different parameters. Both marginal probability distributions and
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correlations between parameters may be pre-stored and/or updated in real time
using successfully received/recovered bits.

[057] Alternatively or additionally the analysis of candidate options at step S510
may include minimizing quality degradations of the resulting decoded signal. This
analysis comprises identifying if one or more of the candidate options will result in
degradation in quality following subsequent decoding at an application decoder.
This may be implemented by running a signal analyser or a quality estimator at
the receiver 310.

[058] It will be appreciated that the analysis of candidate options at step S510
may include any combination of the above described methods.

[059] At step S510, candidate options (bit values or bit sequence values) which
are not viable options for the lost original data can be discarded, and the
uncertainties as to the correct bit value or bit sequence value in the recovery
process of the lost original data may be resolved using the remaining candidate
options (those not discarded).

[060] In some cases it will not be possible to resolve the entire bit streams of the
original packets lost over the communication channel. However, in many
applications it is useful to resolve at least some parts (e.g., beginnings of the bit
streams), because this enables decoding of useful information / parameters. As
mere examples these parameters may be perceptually-important parameters
describing a speech/audio frame, or first macro blocks of a video frame.

[061] Although in some cases it may be sufficient to perform the bit stream
analysis without running the application decoder, in many situations a major
benefit can be obtained by running the application decoder on candidate bit
sequences and evaluating candidate decoded parameter values.

[062] The bit stream analysis is now described in more detail with reference to
Figure 6. Figure 6 is a schematic representation of processor 312 at the receiver
310. Each of the elements of the processor 312 may be implemented in hardware
or in software.

[063] Upon receiving a data stream from the transmitter 302, an error correction
decoder 602 (i.e. FEC decoder) at the receiver 310 receives the data stream.
[064] If all lost bits are recoverable (determined at step S508) then the data bits
received at the receiver 310 and the recovered bits are supplied on line 605 to a

first switching means 612. The first switching means 612 is controllable to supply
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the data bits received at the receiver 310 and the recovered bits to an application
decoder 607 to be decoded. Once decoded the application decoder 607 is
arranged to output the decoded bits on line 618 via a second switching means
622. The decoded bits may be stored in the memory 314 at the receiver 310, or
output from the receiver 310, e.g. to a user.

[065] If all lost bits are not recoverable (determined at step S508) then the data
bits received at the receiver 310 and the unrecovered bits are supplied on line 603
to a bitstream analyser 608.

[066] The bit stream analyser 608 comprises a primary recovery block 604 and a
secondary recovery block 614. The primary recovery block 604 is arranged to
receive the data bits with one or more unrecoverable bits on line 603. The primary
recovery block 604 is further arranged to receive information related to the
transmitter (denoted ¢) on line 606 which may include the available knowledge
about the source, and/or the encoding process, and/or the packetization process
and/or the rules on how the original packets are generated at the transmitter 302.
[067] The primary recovery block 604 is operable to attempt to resolve the
uncertainties of the one or more unrecoverable bits output from the FEC decoder
(received on line 603) using the information related to the transmitter (¢). That is,
the primary recovery block 604 resolves uncertainties using bit stream analysis to
identify invalid bit streams using the information related to the transmitter (¢).

[068] In some cases the primary recovery block 604 will be able to resolve all the
uncertainties of the one or more unrecoverable bits. That is, primary recovery
block 604 is able to implement step S510 (shown in Figure 5). In this scenario, the
primary recovery block 604 is arranged to supply the data (including the resolved
bits) to the first switching means 612 on line 615. The first switching means is
controllable to supply the data (including the resolved bits) to the application
decoder 607.

[069] In some cases the primary recovery block 604 will not be able to resolve all
the uncertainties of the one or more unrecoverable bits received on line 603. That
is, a plurality of candidate bit values will still remain for at least one bit in the data.
In this scenario, the primary recovery block 604 is arranged to supply a plurality of
candidate bit sequences on line 613 to the secondary recovery block 614.

[070] The secondary recovery block 614 comprises a first data store 610 which is

arranged to store the plurality of candidate bit sequences. The secondary
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recovery block 614 comprises a second data store 611 which is arranged to store
decoded results from bits which have previously been decoded by the application
decoder 607. The processor 312 is arranged to control the second switching
means 622 to supply the bits which have been previously decoded by the
application decoder 607 to the secondary recovery block 614 on line 616.

[071] The secondary recovery block 614 is arranged to supply each of the
candidate bit sequences to the first switching means 612 on line 625. The first
switching means is controllable to supply the candidate bit sequences to the
application decoder 607. The application decoder is arranged to decode the
candidate bit sequences to output decoded candidate results. The decoded
candidate results output from the application decoder 607 are supplied to the
secondary recovery block 614 on line 616 via the second switching means 622.
Due to the uncertainties with regards to the decoded candidate results, the
processor 312 controls the second switching means 622 such that the decoded
candidate results output from the application decoder 607 are not output on line
618 such that they are not stored in the memory 314 at the receiver 310, or output
from the receiver 310, e.g. to a user.

[072] The secondary recovery block 614 is operable to attempt to exclude
decoded candidate results using the information related to the transmitter (¢)
received on line 606, and by analyzing the decoded results which are stored in the
second data store 611.

[073] The analysis can be facilitated by the fact that the ambiguous original
packets (their bit streams and encoded parameters) are often correlated with each
other. Also, the ambiguous packets are often correlated with earlier decoded
original packets.

[074] In some cases, based on this analysis, the secondary recovery block 614
will be able to exclude all but one decoded candidate result. That is, the
secondary recovery block 614 operates in addition to recovery block 604 to
implement step S510 (shown in Figure 5). In this scenario the secondary
recovery block 614 is arranged to output the decoded candidate result on line
617. The decoded bits output on line 617 may be stored in the memory 314 at the
receiver 310, or output from the receiver 310, e.g. to a user.

[075] It will be apparent that in the bit stream analysis described above, the first

switching means 612 has three input connections on lines 605, 615 and 625.



10

15

20

25

30

WO 2013/192019 PCT/US2013/045748
15

During the bit stream analysis the first switching means 612 is arranged to receive
data on one of its three inputs and is controllable to supply the received data to
the application decoder 607. That is, the first switching means 612 will receive
one of: (i) data bits received at the receiver 310 and bits recovered by the error
correction decoder 602 on line 605, (ii) bits received at the receiver 310 and bits
resolved by the primary recovery block 604 on line 615, and (iii) candidate bit
sequences on line 625. The data that the first switching means 612 receives on
one of its three inputs depends on the success of the recovery of lost bits at the
error correction decoder 602, and the success of the primary recovery block 604
resolving uncertainties of one or more unrecoverable bits output from the FEC
decoder.

[076] It will also be apparent that the architecture of the processor 312 will
depend on the how the analysis of candidate options (at step S510 of Figure 5) is
implemented. For example if the analysis of candidate options only comprises
identifying invalid candidate bit sequence values (implemented by the primary
recovery block 604) then the secondary recovery block 614 may not be required.
Similarly, if the analysis of candidate options only comprises identifying invalid or
low probability decoded candidate parameter values (implemented by the
secondary recovery block 614) then the primary recovery block 604 may not be
required. In this case, the secondary recovery block 614 will be arranged to
receive the data bits with one or more unrecoverable bits output from the error
correction decoder 602 and determine the candidate bit sequences that are
supplied to the application decoder in the process of resolving the uncertainties of
the one or more unrecoverable bits.

[077] In one embodiment of the invention, the transmitter 302 is aware of the
receiver's 310 ability to resolve uncertainties after FEC decoding. An FEC
encoder at the transmitter 302 can be optimized with the knowledge that the
receiver 310 has the ability to resolve uncertainties after FEC decoding. This is
discussed in further detail with reference to Figure 7.

[078] Figure 7 is a schematic representation of processor 304 at the transmitter
302. For simplicity the processor 304 is shown as having an FEC encoder 703, it
will be appreciated that the processor may include further modules used in the
transmission of data not shown in Figure 7. The FEC encoder 703 is arranged to

receive encoded information (encoded data bits) output from a source encoder
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(not shown in Figure 7) on line 701. The source encoder may for example be an
audio or video encoder. The FEC encoder 703 is further arranged to receive
information relating to the receiver (3) on line 705 and output encoded data on line
707 for transmission over the network 308. In operation, the FEC encoder 703
encodes the information received on line 701. That is, the FEC encoder 703
attempts to protect the source-encoded information by adding redundancy in
accordance with a correction scheme that is optimized based on the information
relating to the receiver (3) received on line 705.

[079] In one embodiment of the invention the FEC optimization may be
implemented by running offline “training”. That is, it will be appreciated that there
will be many different ways to generate the FEC data, for example whilst Figure
1c shows a FEC data unit 120 generated from three original data packets, any
number of original data packets may be combined to generate a FEC data unit
and therefore there is a large optimization space. By running offline simulations it
is possible to determine an FEC scheme which is optimized to give the best
performance according to a particular measure. As mere examples to illustrate the
concept, this measure may be packet loss which can be calculated by analysing
the simulation results i.e. the number of packets sent from the transmitter, the
number of packets received at the receiver, the number of packets recovered by
the FEC decoder and the number of packets further recovered by resolving
uncertainties after FEC decoding (if this further processing is applied at the
receiver). If video data is to be transmitted across the network, the measure may
be a level of video quality. Video quality evaluation techniques are well known in
the art and will not be discussed herein.

[080] These simulations may include determining the performance of each
possible FEC scheme (i.e. of each permutation of how the FEC data units can be
generated) over multiple realisations of the communication channel, for example
the simulations may include determining the performance of each possible FEC
scheme when simulating the channel suffering from various degrees of packet
loss.

[081] The offline “training” may include running simulations where the receiver
312 comprises only a FEC decoder 602, and where the receiver 312 comprises a
FEC decoder and is able to resolve remaining uncertainties after FEC decoding

(having elements shown in Figure 6). It will be appreciated that the FEC scheme
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that provides the best performance for the scenario where the receiver 312
comprises only a FEC decoder 602 may be different to the FEC scheme that
provides the best performance for scenario where the receiver 312 comprises a
FEC decoder and is able to resolve remaining uncertainties after FEC decoding.
[082] The FEC encoder 703 may determine the receiver's ability to resolve
uncertainties after FEC decoding in a number of different ways. In one example
the FEC encoder 703 is implemented by communication client software (provided
by a software provider associated with the communication system 300) executed
at the transmitter which allows the transmitter to engage in calls and other
communication session over network 308. Where the FEC decoding (and
resolving remaining uncertainties after FEC decoding) is implemented by
executing communication client software at the receiver, provided by the same
software provider which provides the communication client software which
implements the FEC encoder 703, the FEC encoder 703 is able to determine the
receiver’s ability to resolve uncertainties after FEC decoding by reading the
version number of the communication client software which is executed at the
receiver. In another example, the FEC encoder 703 may be notified of the
receiver’s ability to resolve uncertainties after FEC decoding by data being fed
back from the receiver 310 over the network to the transmitter 302. In yet another
example, the FEC encoder 703 may determine the receiver’'s ability to resolve
uncertainties after FEC decoding by the user manually supplying this information
to the FEC encoder 703. The information relating to the receiver () received on
line 705 comprises information indicating the receiver’s ability to perform FEC
decoding and resolve uncertainties after FEC decoding.

[083] Once the FEC encoder 703 has determined whether the receiver has the
ability to resolve uncertainties after FEC decoding the FEC encoder 703 is able to
select the FEC scheme optimized for the receiver’s capabilities.

[084] While this invention has been particularly shown and described with
reference to preferred embodiments, it will be understood to those skilled in the art
that various changes in form and detail may be made without departing from the
scope of the invention as defined by the appendant claims.

[085] In the preferred embodiments described above FEC data is used. In

alternative embodiments, other types of correction data may be used instead of
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FEC data provided that the correction data allows the data stream units of a lost
packet to be recovered using the correction data at the receiver.

[086] The above examples exemplify how the space of candidate bit values is
formed in the case of bitwise XOR mixing. Similarly, candidate bit streams are
formed for other mixing ways. For example, in Galois field GF(2%) case the
candidate bit streams are formed byte-by-byte.

[087] The above examples exemplify the remaining uncertainty in one FEC
packet that represents a mix of two original packets. Similarly, the uncertainties
can be jointly resolved for a higher number of FEC packets and for a higher
number of original packets being mixed in FEC packets.

[088] According to a first embodiment of the invention there is provided a
method of processing encoded data bits at a receiver, said encoded data bits
transmitted from a transmitter to the receiver over a lossy communication channel
established over a network, the method comprising: receiving the encoded data
bits over the communication channel, the encoded data bits including redundant
data units; decoding the encoded data bits at an error correction decoder, wherein
the recovery of lost data is implemented at the error correction decoder using at
least one of the redundant data units; determining if at least one data bit is unable
to be recovered due to the decoder finding a plurality of candidate bit values for
the at least one data bit; receiving information relating to said transmitter over the
network; analyzing the plurality of candidate bit values to exclude at least one of
the candidate bit values for the at least one data bit using the information relating
to said transmitter; and resolving the at least one data bit based on said analysis.
[089] The information relating to said transmitter may be received over the
network.

[090] When the step of decoding operates on sequences of data bits and finds a
plurality of candidate bit values for each data bit, the method may further comprise
analyzing the plurality of candidate bit values for each bit in a sequence using the
information relating to said transmitter, to determine most likely candidate bit
values for the sequence.

[091] Preferably, the information relating to said transmitter includes at least one
of: information on a source of the data bits prior to being encoded; information on
an encoding process used to encode the encoded data bits; information on a

packetization process used to packetize the encoded data bits; and information on
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predetermined rules followed by the transmitter in generating the encoded data
bits.

[092] The analyzing may further comprise identifying if one or more of the
plurality of candidate bit values for the at least one data bit will result in a
degradation in quality following a subsequent decoding step.

[093] Preferably, the step of analyzing comprises decoding the candidate bit
values using an application decoder to generate a candidate decoded result, and
using the information related to said transmitter to exclude invalid or low
probability candidate bit values based on the candidate decoded result.

[094] The method may further comprise the application decoder decoding
recovered or resolved data bits to generate decoded data bits; and storing the
decoded data bits for use in excluding invalid or low probability candidate
decoded results.

[095] The method may further comprise selectively supplying candidate bit
values to the application decoder to decode the candidate bit values when
candidate bit values cannot be resolved using the information relating to said
transmitter.

[096] The candidate decoded result may represent a parameter of an original
data unit, the analyzing may comprise excluding candidate decoded results
representing invalid or low probability values for the parameter based on at least
one of: knowledge of marginal probability distributions of parameter values; and
correlations between different parameter values.

[097] The error correction decoder may implement a forward error correction
scheme.

[098] The encoded data bits received at the receiver may further include original
data units according to a systematic correction scheme.

[099] When the encoded data bits received at the receiver further include original
data units according to a systematic correction scheme, the encoded data bits
may include redundant data units which have been generated from the original
data units in one of the following ways: i) as an exact copy of the original data
units; or ii) as a copy of the original data units encoded at the transmitter at a
lower bit rate than the original data units; or iii) by combining a plurality of original

data units.
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[0100]When the redundant data units have been generated from the original data
units by combining a plurality of original data units, the original data units may be
combined bit-by-bit using a bitwise XOR operation or byte-by-byte using Galois
field GF (2°) arithmetic.

[0101] The redundant data units received at the receiver may represent original
data and redundant data according to a non-systematic correction scheme.

[0102] The network may be a packet based network.

[0103]According to a second embodiment of the invention there is provided a
receiver for processing encoded data bits, said encoded data bits transmitted from
a transmitter to the receiver over a lossy communication channel established over
a network, the receiver comprising: receiving means for receiving the encoded
data bits over the communication channel, the encoded data bits including
redundant data units; an error correction decoder for decoding the encoded data
bits, wherein the recovery of lost data is implemented at the error correction
decoder using at least one of the redundant data units; determining means for
determining if at least one data bit is unable to be recovered due to the decoder
finding a plurality of candidate bit values for the at least one data bit; receiving
means for receiving information relating to said transmitter; analyzing means for
analyzing the plurality of candidate bit values to exclude at least one of the
candidate bit values for the at least one data bit using the information relating to
said transmitter; and resolving means for resolving the at least one data bit based
on said analysis.

[0104] The receiver may further comprise an application decoder configured to
decode recovered or resolved data bits to generate decoded results and
selectively operable to decode candidate bit values to generate candidate
decoded results for use by the analyzing means and the resolving means.

[0105] The receiver may further comprise switching means for supplying
candidate bit values to the application decoder.

[0106] The application decoder may be a voice decoder or a video decoder.
[0107]According to a third embodiment of the invention there is provided a
method of processing encoded data bits at a receiver, said encoded data bits
transmitted from a transmitter to the receiver over a lossy communication channel
established over a network, the method comprising: receiving the encoded data

bits over the communication channel, the encoded data bits contained in packets
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and redundant data units; decoding the encoded data bits at an error correction
decoder, wherein the recovery of lost packets is implemented at the error
correction decoder using at least one of the redundant data units and at least one
other packet; determining if at least one lost packet is unable be recovered due to
the decoder finding a plurality of candidate bit values for at least one data bit in
the lost packet; receiving information relating to said transmitter over the
communication channel; analyzing the plurality of candidate bit values to exclude
at least one of the candidate bit values for the at least one data bit using the
information relating to said transmitter; and resolving one or more data bits of the
at least one lost packet based on said analysis.

[0108]According to a fourth embodiment of the invention there is provided a
method of processing data bits at a transmitter for transmission from the
transmitter to a receiver over a lossy communication channel established over a
network, the method comprising: receiving, at an error correction encoder, the
data bits from a source encoder; encoding the data bits at the error correction
encoder to output encoded data bits, the encoded data bits contained in packets
and redundant data units in accordance with a correction scheme; and receiving
at the error correction encoder information relating to the receiver, said
information comprising an indication that the receiver comprises an error
correction decoder for decoding the encoded data bits, wherein the recovery of
lost data is implemented at the error correction decoder using at least one of the
redundant data units, and that the receiver is arranged to: determine if at least
one data bit is unable to be recovered due to the decoder finding a plurality of
candidate bit values for the at least one data bit; receive information relating to
said transmitter; analyze the plurality of candidate bit values to exclude at least
one of the candidate bit values for the at least one data bit using the information
relating to said transmitter; and resolve the at least one data bit based on said
analysis; wherein the correction scheme used by the error correction encoder is
optimized based on the information relating to the receiver.

[0109]According to a fifth embodiment of the invention there is provided a
transmitter for processing data bits for transmission from the transmitter to a
receiver over a lossy communication channel established over a network, the
transmitter comprising: an error correction encoder arranged to receive the data

bits from a source encoder and output encoded data bits, the encoded data bits
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contained in packets and redundant data units in accordance with a correction
scheme, the error correction encoder comprising: receiving means for receiving
information relating to the receiver, said information comprising an indication that
the receiver comprises an error correction decoder for decoding the encoded data
bits, wherein the recovery of lost data is implemented at the error correction
decoder using at least one of the redundant data units, and that the receiver is
arranged to: determine if at least one data bit is unable to be recovered due to the
decoder finding a plurality of candidate bit values for the at least one data bit;
receive information relating to said transmitter; analyze the plurality of candidate
bit values to exclude at least one of the candidate bit values for the at least one
data bit using the information relating to said transmitter; and resolve the at least
one data bit based on said analysis; wherein the correction scheme used by the
error correction encoder is optimized based on the information relating to the
receiver.

[0110]According to a sixth embodiment of the invention there is provided a
communication system comprising a receiver and a transmitter described

hereinabove.
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Claims
1. A method of processing encoded data bits at a receiver, said encoded data
bits transmitted from a transmitter to the receiver over a lossy communication
channel established over a network, the method comprising:

receiving the encoded data bits over the communication channel, the
encoded data bits including redundant data units;

decoding the encoded data bits at an error correction decoder, wherein the
recovery of lost data is implemented at the error correction decoder using at least
one of the redundant data units;

determining if at least one data bit is unable to be recovered due to the
decoder finding a plurality of candidate bit values for the at least one data bit;

receiving information relating to said transmitter;

analyzing the plurality of candidate bit values to exclude at least one of the
candidate bit values for the at least one data bit using the information relating to
said transmitter; and

resolving the at least one data bit based on said analysis.
2. A method according to claim 1, wherein the information relating to said
transmitter is received over the network.
3. A method according to claim 1 or 2, wherein when the step of decoding
operates on sequences of data bits and finds a plurality of candidate bit values for
each data bit, the method further comprising analyzing the plurality of candidate
bit values for each bit in a sequence using the information relating to said
transmitter, to determine most likely candidate bit values for the sequence.
4. A method according to any preceding claim, wherein the information
relating to said transmitter includes at least one of:

information on a source of the data bits prior to being encoded;

information on an encoding process used to encode the encoded data bits;

information on a packetization process used to packetize the encoded data
bits; and

information on predetermined rules followed by the transmitter in
generating the encoded data bits.
5. A method according to any preceding claim, wherein said analyzing

comprises identifying if one or more of the plurality of candidate bit values for the
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at least one data bit will result in a degradation in quality following a subsequent
decoding step.
6. A method according to any preceding claim, wherein the step of analyzing
comprises decoding the candidate bit values using an application decoder to
generate a candidate decoded result, and using the information related to said
transmitter to exclude invalid or low probability candidate bit values based on the
candidate decoded result.
7. A method according to claim 6, the method further comprising:

the application decoder decoding recovered or resolved data bits to
generate decoded data bits; and

storing the decoded data bits for use in excluding invalid or low probability
candidate decoded results.
8. A method according to claim 6 or 7, the method further comprising:

selectively supplying candidate bit values to the application decoder to
decode the candidate bit values when candidate bit values cannot be resolved
using the information relating to said transmitter.
9. A method according to any of claims 6 to 8, wherein the candidate decoded
result represents a parameter of an original data unit, and said analyzing
comprises excluding candidate decoded results representing invalid or low
probability values for the parameter based on at least one of knowledge of:
marginal probability distributions of parameter values; and correlations between
different parameter values.
10. A receiver for processing encoded data bits, said encoded data bits
transmitted from a transmitter to the receiver over a lossy communication channel
established over a network, the receiver comprising:

receiving means for receiving the encoded data bits over the
communication channel, the encoded data bits including redundant data units;

an error correction decoder for decoding the encoded data bits, wherein
the recovery of lost data is implemented at the error correction decoder using at
least one of the redundant data units;

determining means for determining if at least one data bit is unable to be
recovered due to the decoder finding a plurality of candidate bit values for the at
least one data bit;

receiving means for receiving information relating to said transmitter;
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analyzing means for analyzing the plurality of candidate bit values to
exclude at least one of the candidate bit values for the at least one data bit using
the information relating to said transmitter; and

resolving means for resolving the at least one data bit based on said

analysis.
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