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(57) Abstract

An automated, real-time, reprogrammable monitoring and control system for portable, remote sensors and subjects includes one or
more portable monitoring units (12), each of the portable monitoring units (12) having a sensor (28), a location—determining device (38),
and a sensor interface unit (20). Each sensor interface unit (20) is separately configured to monitor its sensor (28) and to transmit that
sensor’s data, via a digital wireless communications network, to a central monitoring device (14). The portable unit (12) is carried or worn

by a person or animal, or affixed to an inanimate subject.
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REPROGRAMMABLE REMOTE SENSOR MONITORING SYSTEM

BACKGROUND OF THE INVENTION

This invention relates to a portable, real-time, reprogrammable sensor

monitoring system.

For over fifty years, governments have used both active and passive
detection systems to track vehicles and troop movements. Intelligence
communities have employed multi-million dollar satellite-based sensors including
high-resolution cameras, infrared, and radio direction finding equipment to
covertly monitor areas of interest. Only recently have the economies of scale and
manufacturing breakthroughs permitted using derivatives of this technology for
commercial applications.

Early commercial applications were satellite-based vehicle tracking
systems using communications satellites in stationary (geosynchronous) orbits
above the earth. These systems all employ terminal-antenna packages that are
suitcase size and have healthy price tags, and consequently have been limited in
use to large trucking firms. To reduce the price and terminal size for general
consumer use, there have been two approaches. One employs wireless networks
using low-earth orbiting satellites, and a second uses local cellular capabilities and
other existing terrestrial wireless networks. With these new capabilities, the
mobile asset monitoring and tracking market has grown to include all modes of
surface transportation. The current major focus is in vehicle security and stolen
vehicle recovery. The lower cost of communications has also permitted the
market to expand into small fleet management, as well as navigation, traffic
control, and roadside assistance.

Although these capabilities are valuable, the inventor has recognized that
they do not address from a personal perspective a problem of increasing
importance in society, which nearly everyone encounters during their lives. This
problem is based upon the need to monitor a remotely located person or other

subject that attempts to function normally but may or may be able to do so; and,
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if the subject does not function normally, notification must be made and corrective
action taken. In a commonly encountered situation, an elderly or infirm relative
attempts to lead a normal, independent life, but there is concern that, due to age
or infirmity, the relative may not be able to do so. The concerned person may
check from time-to-time by calling or visiting, but such checking may be
unreliable because the relative may suddenly become ill long before the next
check. Moreover, both the relative and the concerned person may be unable to
recognize signs of impending distress. Too frequent a telephone call or visit may
upset the relative.

There is a need for an approach that will allow a subject to function
normally but be monitored and maintain communication as needed for abnormal
or emergency situations. The present invention fulfills this need, and further

provides related advantages.
SUMMARY OF THE INVENTION

The present invention provides an apparatus and a method for remotely
monitoring the status of a living or an inanimate subject. The approach of the
invention permits the monitoring of the condition and location of the subject, with
interaction by the subject in some cases. The nature of the monitoring may be
varied as necessitated by circumstances.

In accordance with the invention, an apparatus for remotely monitoring and
assessing the status of a subject includes a portable monitoring unit comprising at
least one automatic sensor associated with the subject, a portable-unit location-
determining device; and a sensor interface unit. The sensor interface unit includes
a programmable microprocessor having an active state and an inactive state. The
microprocessor is operable to change from the inactive state to the active state
responsive to the occurrence of any of a set of activating parameters for an
activation condition including a preselected state of the at least one automatic
sensor, a request signal from an external source, and, in the case of a human
subject, a status signal by the subject. The microprocessor is in communication
with the at least one automatic sensor and the location-determining device. The

sensor interface unit further includes a communications device interface in
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communication with the microprocessor, a first transceiver of a communications
device in communication with the communication device interface, and a power
supply that provides power to the microprocessor, the communication device
interface, and the first terminal of the communications device, as well as any other
components of the portable unit that require power.

The one or more sensors are selected appropriately to the subject and the
reasons for monitoring the subject. For example, the sensors could include an
audio/visual sensor, a biological condition sensor, a chemical sensor, a
meteorological sensor, a motion sensor, an electromagnetic sensor, a seismic
sensor, Or an apparatus Sensor.

The location-determining device may either be selected to determine an
absolute position of the portable monitoring unit or a relative position of the
portable monitoring unit with respect to some other location. The location-
determining device is preferably a global positioning system (GPS) receiver, but
other types of devices such as triangulation devices or cellular-telephone-based
devices may also be used.

Additionally, there is a central monitoring device including a second
terminal of the communications device, and, desirably, a display in
communication with the second terminal of the communications device and a
computer that receives through the communications device and processes
information from the sensor interface unit. The central monitoring device is
typically able to maintain the necessary communications with a number of the
portable monitoring units. The central monitoring device may be portable and
may include its own location-determining capability for either an absolute position
or a position relative to each portable monitoring unit.

In operation, the microprocessor is programmed with a set of activating
parameters for the activation conditions and thereafter enters the inactive state.
The microprocessor is activated responsive to the occurrence of the activating
parameters of any of the activation conditions. The microprocessor obtains a
status of the subject from the automatic sensor and the location of the portable unit
from the location-determining device, and sends a status message, through the
communications device, to the central monitoring device.

The microprocessor of the sensor interface unit is configured with a unique
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unit identifier, central monitoring device addressing data, and the initialization
data and rules to be employed with each sensor embedded in or interfaced to the
unit. The sensor interface unit may be configured on a sensor-by-sensor basis to
transmit all sensor data received once activated, or all data meeting certain
predefined criteria such as a time window, decibel level, or signal threshold. Data
transmission from the sensor interface unit may be initiated manually, activated
via a control signal from the central monitoring device, or automatically initiated
in response to receipt of specified inputs from one or more of the interfaced
sensors. In one embodiment, the sensor interface unit includes an audible tone or
visible light generator feature that is activated by a call from the central
monitoring device, and a means to activate/deactivate the feature.

The central monitoring device includes the second terminal of the
communications device that permits it to communicate with any of a plurality of
portable monitoring units, to uniquely identify each unit and the data relative to
its configuration and use, to process the data received, and to display the
processed data to an operator of the central monitoring device. The position data
may be displayed on a map or referenced by distance and bearing relative to a
known address or location. The central monitoring device includes the ability to
forward the data received to other devices.

Thus, the present invention deals with events from the perspective of the
subject being monitored. Events at the portable monitoring unit are sensed. The
central monitoring device may make a periodic status query to the portable
monitoring unit. The status inquiry may be made in an auto-response mode
without the knowledge or participation of the subject, such as the periodic
monitoring of sensors when the subject is sleeping or even when the subject is
awake so as to be minimally intrusive. The portable monitoring unit may be
configured to call in to the central monitoring device either periodically or
responsive to preselected sensor readings. The status inquiry may also be made
so as to require the response of the subject, for example to determine if an awake
subject is mentally capable of responding. In the case of a human subject, the
subject may also send a signal such as an “I’'m OK” signal to the central
monitoring device, either responsive to a page from the portable monitoring unit

or upon the subject’s own initiative. If the “I’m OK?” signal is not received, the
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system determines the location of the portable monitoring unit, reviews available
sensor data such as biological information or sensor information on a medical
device used by the person, for example an infusion pump, and provides the
information to the concerned person or, as appropriate, summons medical
assistance.

A single central monitoring device may monitor a number of different
portable monitoring units, each configured differently and reconfigurable as
needed. An important feature of the invention is the ability to change (i.e.,
reprogram) the activating parameters and the functioning of the portable
monitoring unit to varying needs. Some of the medical and status applications for
human subjects were discussed in the preceding paragraph. The same device, but
with different sensors, may be used to track and monitor inanimate objects such
as valuable articles during shipment. In that case the sensors may indicate the
condition of the article such as temperature, humidity, or movement, or associated
equipment such as a refrigerator or heater.

Other features and advantages of the present invention will be apparent
from the following more detailed description of the preferred embodiment, taken
in conjunction with the accompanying drawings, which illustrate, by way of
example, the principles of the invention. The scope of the invention is not,

however, limited to this preferred embodiment.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a block diagram of a preferred embodiment of an apparatus for
remotely monitoring a subject;

Figure 2 is a block diagram of multiple-user architecture of the
communications link of the present invention;

Figure 3 is a block flow diagram of a preferred method for practicing the
invention; and

Figures 4-7 are block flow diagrams of the operation of the apparatus.
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DETAILED DESCRIPTION OF THE INVENTION

As shown in Figures 1 and 2, an apparatus 10 for remotely monitoring and
assessing the status of a subject includes a portable monitoring unit 12 and a
central monitoring device 14, which may communicate via a wireless
communication link 16. Figure 1 illustrates a preferred embodiment of the
apparatus 10. Figure 2 illustrates an architecture of the communications link
wherein multiple portable monitoring units 12 and central monitoring devices 14
are accommodated.

The portable monitoring unit 12 includes a sensor interface unit 20 having
a microprocessor 22 with multiple inputs and outputs, illustrated in a bus
architecture. Communication of the microprocessor 22 with the wireless
communication link 16, and thence with the central monitoring device 14, is
effected through a communications device interface 24 and a first transceiver 26
of the wireless communication link 16. Information is gathered by one or more
sensors 28. It is preferred that the wireless communication link 16 be a digital
wireless communication link, but an analog link may be used instead. The sensors
28 may include internal sensors 28a embedded in the portable monitoring unit 12
and/or external sensors 28b that are connected to the portable monitoring unit
through appropriate external interfaces 30. (In Figure 1, the external interface 30
is illustrated as part of the portable monitoring unit 12, but it may be external to
the portable monitoring unit.) The external sensors 28b may be any type that may
be interfaced with the microprocessor 22 through the interface 30. For example,
the interface 30 may be a standard serial or parallel interface, a PCMCIA
interface, or an Ethernet interface. An external programming device or other
device may also be connected to microprocessor 22 through the appropriate
external interface 30.

An optional manual input device 32 communicating with the
microprocessor 22 is accessible from the exterior of the portable monitoring unit
12, to allow a user or subject of the portable monitoring unit to provide
information to the microprocessor 22. The manual input device 32 may be as
simple as a switch such as a push button, or more complex such as a keypad.

Optionally, a display 34, such as a liquid crystal display, and an audio and/or
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visual communicator 36, such as a tone generator, speaker, or flashing light, may
be provided to signal the user of the portable monitoring unit 12 to take responsive
action. An external port 37, such as a serial or a parallel communication port, is
provided to permit information or reprogramming instructions to be input to the
microprocessor 22 at the site of the portable monitoring unit 12. (A compatible
sensor may also be connected through the external port 37.) The manual input
device 32, the display 34, the audio and/or visual communicator 36, and external
port 37 are each optional features that may be provided for specific applications.

The microprocessor 22 may be a Multi-Chip Package (MCP) such as the
currently available Vadem VG330, the Advanced Micro Devices AMD Elan
SC400, the NEC HHT-ASSP, or the ZF MicroSystems SMX/386. The
microprocessor includes a power management unit which permits the
microprocessor to be placed into an inactive state or awakened to an active state
by a proper signal. The power management achieves conservation of the power
of the power supply 42. The microprocessor is typically provided with memory
44, which may be a random access memory, a read-only memory, a mass storage
device, or any combination of these types of memory. This memory may be
shared with other components of the portable monitoring unit 12. The first
transceiver 26 may be a single-board digital wireless module such as a WIT915
or WIT2500M marketed by Digital Wireless Corporation, with the appropriate
interface 24. The first transceiver 26 has its own power management unit that
permits the transceiver to be placed into an inactive state or awakened to an active
state by a proper signal.

A location-determining device 38 is provided so that the location of the
portable monitoring unit 12 may be determined. The location-determining device
38 is preferably a global positioning system (GPS) receiver having an antenna 40
shared with the antenna of the first transceiver 26. The GPS receiver may be a
MicroTracker LP global positioning system receiver module available from
Rockwell Semiconductor Systems. Other types of location-determining devices
38 such as those based upon cellular cell-site position triangulations, LORAN, and
the like, may also be used.

A power supply 42 such as a battery provides power for the components

of the portable monitoring unit 12 requiring power, and optionally for the external
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sensor 28b and the external interface 30. In Figure 1, the power connections
between the powered components and the power supply 42 are indicated by “PS”
to avoid the need for drawing the interconnections that would obscure the data-
communications paths.

The central monitoring device 14 includes at least a second transceiver 50
of the wireless communication link 16, to establish communications between the
first transceiver 26 of the portable monitoring unit 12 and the central monitoring
device 14. Typically, the central monitoring device 14 further includes a terminal
52 having a communications device interface 58 to the second transceiver 50, and
connections to a display 54 that may be viewed by an operator 56. The terminal
52 may be a simple manual system, or, preferably, it may be more complex as
illustrated. In this more complex terminal 52, there is a computer 60 that
communicates with the display 54 and communicates with and oversees the
operations of the portable monitoring unit 12 in the manner to be discussed
subsequently. The central monitoring device 14 may also be provided with a
location-determining device 62, particularly if the central monitoring is movable
or portable and its location must be determined. The location-determining device
62 has an antenna 64 shared with the antenna of the second transceiver 50. The
location-determining devices 38 and 62 are typically selected to be compatible.
If, for example, the location-determining device 38 is an autonomous GPS
receiver, the location-determining device 62 normally is also a GPS receiver. On
the other hand, the location-determining technique may utilize a triangulation,
time-of-flight, or other type of measurement that requires coordination between
the location-determining devices 38 and 62, which are then chosen with that
technique in mind.

Figure 2 illustrates an implementation of the apparatus 10 in an existing
communications link and its integration with other similar units. In this case, the
apparatus 10 is integrated into a cellular telephone communications system having
multiple cell sites 70, here illustrated as two cell sites 70. The cell sites 70 are
each in communication with a central office 72 (e.g., MTSO, or mobile telephone
switching office), typically by land lines. Each cell site 70 may be in wireless
communication with one or more portable monitoring units 12, here illustrated as

two portable monitoring units. Each cell site 70 may be in wireless
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communication with one or more central monitoring devices 14. There are two
types of such central monitoring devices illustrated, a central monitoring device
14a in wireless communication with the cell site 70, and a central monitoring
device 14b in land-line communication with the cell site 70 through the central
office 72. The central monitoring devices 14a would typically be mobile units,
while the central monitoring device 14b would typically be a stationary unit. This
architecture allows central monitoring devices 14 to be used in a wide variety of
applications and to monitor many different portable units 12, of the same or
different types and applications.

Where there are two or more of the portable monitoring units 12 whose
operation is overseen by a single central monitoring device 14, as shown in Figure
2, the central monitoring device assigns each of the portable monitoring units 12
with a unique identifier, to permit unambiguous communications with each of the
units 12.

Figure 3 illustrates the practice of the present invention. An operable
apparatus is provided, numeral 80. The preferred apparatus is the apparatus 10
described previously. The microprocessor is prdgrammed with a set of
instructions for general operation and for activating parameters, numeral 82. The
programming may be provided from the central monitoring device 14 or from a
separate source connected through the port 37 or the external interface 30. The
specifics of the programming will be discussed subsequently. The microprocessor
first becomes active to check for the occurrence of any of the activating
parameters of one of the activation conditions and, if none are present, becomes
inactive, numeral 84. If any of the activating parameters are present, or upon
occurrence of any of the activating parameters of one of the activation conditions,
the microprocessor becomes (or remains) active, numeral 86. The microprocessor
obtains the status of the subject and its location, numeral 88, and reports that
information through the communication link 16 to the control monitoring device
14, numeral 90. The central monitoring device analyzes and reports the
information, and takes action as appropriate, numeral 92.

At a later time, and as conditions may warrant, the microprocessor may be
reprogrammed, numeral 94. The reprogramming may occur from the sources

indicated above, either at the site of the portable monitoring unit or remotely from
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the central monitoring device through the wireless communication link 16.

Figure 4 illustrates the process flow associated with the preferred
embodiment of the portable monitoring unit 12 for initialization of the sensor
interface unit 20 upon being powered up, and then for formatting and sending data
received from one or more sensors 28. Upon power-up, the microprocessor 22
loads the portable monitoring unit application from the non-volatile memory,
loads the unit activation parameters from memory, and enters the active state.
Once operational, the microprocessor reads the memory and then monitors the
sensors 28, the port 37, the communications device interface 24, and the manual
input 32 for activity. If there is no activity on the sensors 28, the port 37, or the
manual input 32 for a period of time specified in the activation parameters, the
microprocessor places the communications device interface 24 into an inactive
state. A signal from any of the sensors 28, the port 37, the communication device
interface 24, or the manual input 32 causes the microprocessor to return to the
active state. If the signal comes from the manual input 32, the process described
in relation to Figure 5 is followed; if the signal comes from the communication
device interface 24, the process described in relation to Figure 6 is followed. If
the signal comes from the port 37 and the service requested is to enter the
administration state, the process described in Figure 7 is followed. If the signaling
source is the sensors 28 or the port 37 interfaced to a sensor, and the activity
requested is data transmission to the control monitoring device 14, the first
transceiver 26 is powered. When the first transceiver 26 is powered, a connection
is established with the central monitoring device 14 via the communications link
16. The microprocessor 22 formats the data received from the sensor 28 and
transmits it to the central monitoring device 14. Upon receipt, the central
monitoring device 14 processes and stores the received data in a database
associated with the sending portable monitoring unit 12. The operator 56 is
notified of the data reception and provided the opportunity to display the data,
along with locally stored reference information pertaining to the sending portable
monitoring unit 12 for review and action as appropriate.

Figure 5 describes the process flow when the subject desires to initiate a
transmission to the central monitoring device 14 from the manual input device 32

of a particular portable monitoring unit 12. Depending upon the type of manual
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input device, the communication may be direct (e.g., a panic button signal) or may
involve use of the display 34 as well. In the latter case, the microprocessor 22
activates the display 34 and presents a menu for the subject. The subject selects
options from the menu. The microprocessor determines the service requested and
the message to be sent, and powers the first transceiver 26. The microprocessor
determines what action is to be taken from the message type requested and the
rules associated with the current configuration and the activation parameters. If
a data transfer is requested, the microprocessor determines for each applicable
interface the action required, based upon the configuration of the sensor interface
unit 20 and the activation parameters. As required, the microprocessor actuates
the interfaced device and sends a service request to it. The microprocessor reads
the data buffer associated with each applicable interface, and upon receipt of the
required data, prepares a formatted message and places the message in the queue
for the first transceiver 26. If the request is a panic call or a communications
check, an immediate connection is established with the central monitoring device,
and a pre-formatted message is placed in the transmit queue. When the first
transceiver becomes operational, a connection is established with the central
monitoring device 14 via the communications link 16. When the connection is
established with the central monitoring device 14, the communications device
interface 24 reads the transmit queue and transmits all available messages to the
central monitoring device 14. Upon receipt, the central monitoring device
processes the received message and stores the data in a database associated with
the sending portable monitoring unit 12. The operator 56 is notified of the data
reception and provided the opportunity to display the data, along with locally
stored reference information pertaining to the sending portable monitoring unit 12
for review and action as appropriate.

Figure 6 illustrates the process when the operator 56 or the terminal 52
desires to query a specific portable monitoring unit 12, to monitor one or more of
the sensors 28, to send a message to the subject through the portable monitoring
unit 12, or to change the microprocessot’s configuration or applications software.
A call is initiated by the operator or the terminal via the communications link 16.
The connect request is detected by a low-current receiver within the first

transceiver 26, and it is turn activates the full first transceiver 26 and sends an
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activation signal to the microprocessor 22. Once activated, the microprocessor
acknowledges the call. The central monitoring device 14 then forwards the
service request message to the portable monitoring unit 12 and thence to the
microprocessor and its memory 44. If a status request for a response by the
subject is made, the display 34 or the audio/visual communicator is operated until
the subject responds through the manual input 32. If the sensor interface unit is
not configured properly when the request for response by the subject is made, a
timeout occurs so that the configuration can be accomplished. If the call instead
requested data from one of the sensors 28, the microprocessor signals the sensor.
Upon receipt of the requested data from the sensor, a formatted message
containing the data is prepared and transmitted. If reconfiguration (i.e.,
reprogramming) is requested, the microprocessor suspends all other input, places
a message that an update is in progress on the display 34, receives the transmitted
updating information, performs the requested action, returns to the operational
state, places an update success/failure message into the transmit queue, and
displays the results on the display 34. The status of the update is transmitted to
the central monitoring device 14. The operator 56 is notified of the data reception
and provided the opportunity to display the data, along with locally stored
reference information pertaining to the sending portable monitoring unit 12 for
review and action as appropriate.

In some cases, it is desired to receive either data or reprogramming from
an external source such as a personal computer connected to the portable
monitoring device 12 through the port 37. If the port 37 is interfaced to an
external sensor and the information is data, the reading is performed in the same
manner as described in relation to Figure 4 for the sensors 28. If the information
is reprogramming in the form of an application update or new parameters, the
portable monitoring unit 12 is powered in the normal manner. The original
application loads into the microprocessor 22, the activation parameters are
retrieved and set, and the sensor interface unit 20 enters the operational state.
However, if reprogramming is to be loaded through the port 37, no input is
accepted through any other interface. The external source loads the
reprogramming through the port 37. This reprogramming may be either an entire

new applications program or new parameters for the existing program. If the
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operator requests to perform an administration function on a device attached to
one of the other interfaces, the microprocessor first verifies that the device is
operational. If the device is not operational, the microprocessor alerts the
operation and stands by for further commands. If the device is operational, the
microprocessor indicates that it is ready to support the administration functions
and begins routing input and output to the device until the operation or the device
signals it to stop. If a Reset command is received, the microprocessor closes any
open files and attempts to return to the operational state. If it is unable to return
to the operational state, an error message is displayed.

The procedures set forth in Figures 4-7 provide the building blocks by
which a wide variety of queries, status checks, and reprogramming may be
accomplished. For example, the central monitoring device can periodically
monitor the sensors 28 to determine the status of the subject. The subject may be
required to “report” by operating the manual input periodically to demonstrate a
satisfactory mental condition. If the subject fails to report, then the control
monitoring device can initiate a call, activate the audio-visual communicator 36
and/or the display 34 until the subject responds, and then require the subject to
perform a series of input responses through the manual input 32 to demonstrate
a satisfactory mental condition. If either the sensor information or the manual
input of the subject is not satisfactory, the control monitoring device 14 can report
this fact and the apparent nature of the problem to the concerned person or
summon help. The location of the subject is available to the concerned person or
emergency responders from the location-determining device 38, whose data is
automatically communicated to the central monitoring device as part of the
message information. As will be apparent, many different types of these
procedures may be used and reprogrammed into the portable monitoring unit 12.

Although a particular embodiment of the invention has been described in
detail for purposes of illustration, various modifications and enhancements may
be made without departing from the spirit and scope of the invention.
Accordingly, the invention is not to be limited except as by the appended claims.

PCT/US98/03925
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CLAIMS
What is claimed is:
1. A method for remotely monitoring the status of a subject,

comprising the steps of
providing the subject with a portable monitoring unit comprising
at least one automatic sensor of a condition associated with the
subject,
a portable-unit location-determining device,
a sensor interface unit including
a programmable microprocessor having an active state and
an inactive state, the microprocessor being operable to change from the inactive
state to the active state responsive to the occurrence of any of a set of activating
parameters for an activation condition selected from the group consisting of a
preselected state of the at least one automatic sensor and a request signal from an
external source, the microprocessor being in communication with the at least one
automatic sensor and the location-determining device,
a communications device interface in communication with
the microprocessor,
a first transceiver of a communications device in
communication with the communication device interface, and
a power supply that provides power to the microprocessor,
the communication device interface, and the first terminal of the communications
device;
programming the microprocessor with a set of activating parameters for
the activation conditions;
the microprocessor entering the inactive state;
the microprocessor entering the active state responsive to the occurrence
of the activating parameters of one of the activation conditions;
the microprocessor obtaining a status of the subject from the sensor

interface unit and the location of the portable unit from the location-determining

PCT/US98/03925
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device; and
the microprocessor sending a status message over the first transceiver of
the communications device, the content of the status message including the status

of the subject and the location of the portable unit.

5 2. The method of claim 1,
wherein the subject is a human being, and
wherein the step of providing the subject with a portable monitoring unit includes
the step of
providing the subject with a sensor interface unit including a
10 programmable microprocessor having an active state and an inactive state, the
microprocessor being operable to change from the inactive state to the active state
responsive to the occurrence of any of a set of activating parameters for an
activation condition selected from the group consisting of a preselected state of
the at least one automatic sensor, a status signal by the subject, and a request
15  signal from an external source, the microprocessor being in communication with

the at least one automatic sensor and the location-determining device.

3. The method of claim 1, wherein the step of providing a central
monitoring device includes the step of

providing a portable central monitoring device.

20 4. The method of claim 1, including the additional steps of
providing a central monitoring device including a second terminal of the
communications device, and
receiving the status message at the second terminal of the communications

device.

25 5. The method of claim 1, including the additional steps of
providing a central monitoring device including
a second terminal of the communications device, and

a display in communication with the second terminal of the
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communications device, and
receiving the status message at the second terminal of the communications
device, and

displaying the status message on the display.

6. The method of claim 1, wherein the step of providing the subject
with a portable monitoring unit comprising a portable-unit location-determining
device includes the step of

providing the subject with a portable monitoring unit comprising a global

positioning system receiver.

7. The method of claim 1, wherein the step of providing the subject
with a portable monitoring unit comprising at least one automatic sensor includes
the step of

providing the subject with a portable monitoring unit comprising a sensor
selected from the group consisting of an audio/visual sensor, a biological
condition sensor, a chemical sensor, a meteorological sensor, a motion sensor, an

electromagnetic sensor, a seismic sensor, and an apparatus sensor.

8. The method of claim 1, wherein the step of providing the subject
with a portable monitoring unit comprising a first transceiver of a communications
device includes the step of

providing the subject with a communications transceiver selected from the
group consisting of a digital cellular telephone, a Personal Communication
System, a Global Systems for Mobile Communication device, a wireless local

area network device, a citizen’s band radio, and a satellite transceiver.

9. The method of claim 1, wherein the step of the microprocessor
sending a message includes the step of
the microprocessor assigning to the status message a unique identifier

associated with the portable monitoring unit.

PCT/US98/03925
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10.  The method of claim 1, including an additional step, after the step
of the microprocessor sending a status message, of
reprogramming the microprocessor with a second set of activating

parameters for the activation conditions.

5 11.  Apparatus for remotely monitoring and assessing the status of a
subject, the apparatus comprising:
a portable monitoring unit comprising
at least one automatic sensor associated with the subject;
a portable-unit location-determining device; and
10 a sensor interface unit including
a programmable microprocessor having an active state and
an inactive state, the microprocessor being operable to change from the inactive
state to the active state responsive to the occurrence of any of a set of activating
parameters for an activation condition selected from the group consisting of a
15 preselected state of the at least one automatic sensor and a request signal from an
external source, the microprocessor being in communication with the at least one
automatic sensor and the location-determining device,
a communications device interface in communication with
the microprocessor,
20 a first transceiver of a communications device in
communication with the communication device interface, and
a power supply that provides power to the microprocessor,
the communication device interface, and the first terminal of the communications

device.

25 12.  The apparatus of claim 11, wherein the sensor interface unit further
includes

an audio/visual indicator in communication with the microprocessor.

13.  The apparatus of claim 11, further including

a subject status signal input device activatable by the subject and in
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communication with the microprocessor.

14.  The apparatus of claim 11, further including
a central monitoring device including a second terminal of the

communications device.

15.  The apparatus of claim 14, further including
at least one additional portable monitoring unit having the structure set
forth in claim 11.

16.  The apparatus of claim 14, further including
at least one additional central monitoring device having the structure set
forth in claim 11.

PCT/US98/03925
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OPERATOR TURNS ON PORTABLE
MONITORING UN/T (PML) POWER,

!

SENSOR INTERFACE LINIT MICROPROCLE.SSOR
LOADS APPLICAT/ON, READS AAND LOADS
INITIRALIZATZON PARAMET7TERS, AND ENTERS
OPLRAT/ONAL STATE,

'

M/CRCOPROCESSOR MON/7ORS SENSOLS, FOR7,
COMMUNICATI/ONS DEV/ICE INTERFACLE AND
MANLAL INPUT FOR ACTIVI7T Y.

IF NO ACTIVITY /S DETECTED WITHIN AN
OPERATOR PRESE7 PERIOD OF 7INME, 7HE
MICROLROCESSOR UACLES THE SENSOL
INTERFACE UNIT /N AN INFCTIVE S7TA7E

'

SICNAL FCOM A SENSOR, PORT, COMMUN/ -

CAT/ONS DEV/CE INTERFACE O MANLAL
INPLUT CALUSES MICROPROCLESSOR 70 RETURN

TO THE OPERATIONAL STAT7E AND BEG/N
SERVICING 17

/F SIGNAL COMES FROM THE MANUAL /INPYT
§0 70 F/§, 5.

Vz SE

IF SIGNAL COMES [ROM COMMUNICAT/ON S
DEVICE INTERFACE, GO 70 F7§.&.

iéz SE

IF SIGNAL COMES FR2OM PORT 37 AND THE
SERVICE REQUESTED 18 70 ENTER THE
ADMIN STATE, GO 7O F7G. 7.

ELSE

FIG.4A

SUBSTITUTE SHEET (RULE 26)
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FIG.4B @

IF THE SIGNAL SOURCE /S A SENSOL OR
INTERFACE 7D A SENSOR, AND 7HE ACTINITY
REOUESTED /S DA7A TRANSM/ISS/ON, 7L
COMMUN/CATION.S DEVICE /S POWERED LF.

'

WHEN THE COMMUN/ICATIONS DEV/CE /.S
OPERATIONAL, A COVNECTION /S MADE 7O
THE CENTRRAL MONITORING DEVICE (CMD).

'

WHEN COMMUNICATION WITH CMD /S £S7ABLISHED,
THE PMLU FORMATS AND TRANSMI 7S DA74
PECEIVED FROM THE ACTIVE SENSOR(S)

70 7HE CMD.

THE CMD RECE/IVES, PROCESS AND S70&L.S
THE RECEIVED DATA /N A DA7ABASE
ASSOCIATELD WITH THE SENDING FAIL.

'

THE CMD OPERATOR /S NOT/FIED OF 7HE
RECEPT/ON AND PROVIDED THE OFPORTUNITY
7O DISPLAY THE RECEIVED DATA, ALONG
WITH LOCALLY MHELD CEFERENCE INFOR-
MATION, FOR BEVIEW AND ACT/ON AS
APPROPRIATE.,

SUBSTITUTE SHEET (RULE 26)
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L THE PMLU OFERATOR SELLECTS A MANUAL

ELSE

INPLT OTHER THAN THE FPIN/C BUTTON, THE
MICROALRLOSSOR LOWERS U THE LCD AND

SERV/ICES THE MANYAL INPUYT.

'

A MENY /S DISPLAYED ON THE LED AND 7HE
OPLRATOR /.S ALLOWED 70 SELECT A DES/IRLELD

OP770N
!

THE MICROLPROCESSOR DETELM/NES WHAT7
SERV/ICE /8 REPQUESTED, AND /F A MESSAGE /.S
70 BE SEN7T, S/IGNALS THE COMMUN/CAT/IONS

DEVICE 7O POWER UP,

BASED ON 7HE MESSAGE 7YPE REQUESTLELD
THE MICLOPROCLESSOR SPONDS ACCORDING
TO RULES ASSOC/ATED W/ITH THE CONF7/gU-

RATION AND IN/T/ALIZATION FAERANETER.S.

!

/F DATA TRANSFER WAS LEPLESTLED, 7/E
MICROPROCESSOR S/IGNALS 7THE AFPFROLE/IAF7E
INTERFACLE(S), AND LIPON LECE/PT7T OF 7HLE

REQUIRED DATA, FORMATZS A MESSAGE AND

PLACES ITIN THE TRANSNII 7T PLUEUE,

'

JF THE REQUEST /3 A PANIC CHUL OR A
COMMUNICATION.S CHECK, 7THE COMMUNICATIONS
DEVICE 1.8 INSTRLCTED 70 ESTABLISH AN
JAIMEDIATE CONNECTION WITH THE CMD, AND A
PLE-LORMATTED MESSAGE /S ALACED /N

THE TRANSMIT QUELE.

9
FIG.5A

SUBSTITUTE SHEET (RULE 26)
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FIG.5B 5

WHEN COMMUNICART/ON WITH THE CMD /S
ESTABLISHED, THE FORMATTED MESSAGLE

/8 SENT 70 THE CcMD.

'

THE PMU STOPS DATA TRANSMISSION UPON
CEACHING A CONDITION BASED ON MESSAGE
TYPE, 1S INSTRUETED BY THE PAMIY OPERATOR,
O UPON LOSS OF THE COMMUNICATION LINK

WITH 7THE CAMD.

THE CMD RECEIVES, PROCESSES AMD STORES
79 IN B DITABASE

THE ECE/IVED DA
ASBO0CIATED WITH THE SENDING FPMLY.

'

THE CMD OFPERATOR [LS NOT/F/ED OF 7/7£5
SCECELTION AND LPeOVIDED THE OFPORTUNITY
Wiz

7O DISPLAY THE RECEIVED DAT7H, ALON
LOCALLY HELD REFERENCE INFORMATION, FOR

EVIEW AND ACT/ON RS APPLOFPRL/ATE.

SUBSTITUTE SHEET (RULE 26)
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THE CMD IN/T/IATES A CALL 7O 7HE S/U.

!

THE PMU COMMUNICATIONS DEVICE WAKES UPF,
DOCERLTS THE INCOMING CONNECT REQUEST
EROM THE OMD, AND SENDS A WAKE-LFP

S/GNAL 70 THE M/CLOLPROCLESSOLR.

;

LPON ESTABLISHING THE CONNECTION, THE
CMD TRANSMIT.S THE SERV/ICE REPLUEST.

i

THE PML MICROPROCESSOR KETURNS 70 7HE
OPERATIONAL STATE, /F NO7T ALREADY OFPLLE-
ATIONAL, AND THEN READS THE SERV/ICE
REQUEST MESSAGE FRONM THE CAMD.

'

JE A STATUS REQUEST AND THE PMY 1S CON-
FIGURED FOR OPERATOR INTERACTION, AN £Ls&
ALERT MECHAN/SM /S ACTIVATED UNT/L
BESPONDED 70 BY THE OFPELATOL.

'

JE A STATYS REPUEST AND THE PMLU /5 NOT CON-
FIGURED FOR OPERRATOE /NTELACT/ON, A
BESPONSE 7O THE UELT /S LECLEIVED, OR A
SPECIFIED TIME-OUT OCCLRS, THE M/CRO -
PROLESSOR FLACES AN AFPFPROLPE/ARTE AL -
FORMATTED LESPONSE MESSAGE /N THE

TRANSMIT QUELE,

&545;

JE DATA TRANSFEE WAS REPUESTED, THE MICLO-

PROCESSOR 3//2/\//945 THE APPROPRIATE INTERL-

FACE(S), AND THEN UPON RECE/PT OF 7HE RE- >t
WESTED DATA, BUILDS A FORMATTED MESSAGE,

f
AND PLACES 1T IN THE TRANSMIT QUEUE.
ELSE

FIG.GA ©
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7 &

IF A COMMUNICATIONS CHECK WAS REQLUESTED,
THE M/ICROPROCESSOR PLACES A PEEFORMAZ7TED [
MESSAGE IN THE TRANSNM/ 7T QUELUE.

tézs.e‘

FIG.6B

JF RECONFIGURATION OR AN AFPPLICATION UPDATE
WAS PEQUESTED, THE MICROPROCESSOR SUSPENDS
JNPUT FROM ALL INTERFACES, FERFORMS THE
REQUESTED ACTION, BETURNS 70 THE OPERATIONA L
STATE, AND PLACES A FRE-FORMATIED LPDATE
SUCCESS/FAILURE MESSAGE IV THE TRANSMIT PUELE.

¢£4$£

THE PAML COMMUINICATIONS DEV/ICE TEANSM/7S -
DATA FOUND /N THE QUELUE 7D 7HE CMD.

l

THE PMLY STOPS DATA TRANSMISS/ON LPoN
REALHING A CONDST/ON SPECIFIED IN THE CMD
CALL, PREDEFINED BY A LOCAL OFERATOR OF
MESSRGE TYPE, OR UPON LOSS OF THE
COMMUNICAT/ON LINK W/TH T7HE CMD.

'

THE CMD RECEIVES, PROCESSES AND STOLLS
THE RELEIVED DATA /N A DA7TABASE
AESOC/IATED WITH THE SENDING PMY.

;

THE CMD OPERATOR /S NOT/FIED OF 7HE
BECELTION AND PROVIDE THE OPPORTUNITY 70
DISPLAY THE RECEIVED DA77 ALONG WITH
LOCALLY HELD REFERENCE INFORMRATION, FO&
REVIEW AND ACTION AS APFPROFRIATE.

SUBSTITUTE SHEET (RULE 26)
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OPERATOL TURNS ON PORTHBLLE MON/TOERING
UNIT (PMY) POWER

SENSOR INTERFACE UNIT MICROPLOCESSOR
L0ADS APPLICATION, READS AND LOZDS
INITIALIZATION FPRARAME TERS, AND ENTERS
OPERATIONAL STATE.

MICROPCOCESSOL AMONITORS SENSORS, PoL7,
COMMUNICATIONS DEV/ICE /INTERLICLE AND
MANLUAL INPUT FOR AlT/VITY.

&

I COMMUNICATION /S BEQUESTED FEON A7
SENSOR, AOET7, CONMNILN/CAT/ONS DEV/ICE
INTELFRDOE OR MANUAL INPUT DETELNINE THE
SERVICE TYPE FOR FACH INTELFRACL!

'

JE SERVICE TYPE USER DETECTED ON THE
PORT, ENTER THE SYSTEM ADMIN STATE S70P
RESPONDING 7O ALL OTHER INTERFACES, AND
STANDBY FOR COMMANDS FROM THE EXTERNAL
PC AT THE PORT.

ALLOW USER A7 EXTERNAL PC 70 DOWNLOAD
A NEW VERSION OF THE APPLICATION LMY
SOFTWRRE, CHANGE INITIALIZATION FARA -
METERS, AND/OR DEFINE WHICH DEV/CE
TYPE 15 ATIRCHED TO EACH OF THE INTELFACLS.

'

IF USER REQUESTS 70 FERFORM ADMIN
FUNCTION.S ON A DEVICE KRT7HACHED 70 ONE

OF THE O7HER INTELLFAGCLES, VEL/FY THE
DEV/CE /S OPELAHAT/ONAL.

FIG.7A

SUBSTITUTE SHEET (RULE 26)
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FIG.7B

15 NOT OPERATIONAL, ALERT THE L/ISEL AND
S7ANDEBY FOR FURTHLER USEL COMMANDS,

L

JF OPERATIONAL, INDICATE READY 70 SUPPORT
ADAMIN FUNCTIONS AND ROLI 7E INAL 7/OLTFYT
TO THE SUBTECT DEVICE UNT/L DONE
INDICRATED BY OPERA7ORL OR DEV/ICE.

\

JF BESE T COMMAND BECEIVED, CLOSE ANY

OPEN FILES AND ATTEMPT 70 LETURN 7O
OPERAITIONAL STRTE [ IF UNREBLE DISPLAY ERROR.

SUBSTITUTE SHEET (RULE 26)



INTERNATIONAL SEARCH REPORT

International application No,
PCT/US38/03925

A. CLASSIFICATION OF SUBJECT MATTER
[PC(6) : GOBB 1/08, 5/22; GO&C 19/00
US CL  :Please See Exima Sheet

According to International Patent Classification (IPC) or to both national classificativn and [PC

B. FIELDS SEARCHED

Minimum documentation scarched (olassification system followed by classification symbols)

us. :

340/539, 825.49, 825.36, 825.54, §25.69, §25.72, 573; 342/357, 457

Documentation searched other thun minimum documentation to the extont that such documents arc inclided in the ficldz scarched

NONE

Electronic data base consulted during the intcmational scarch (name of data basc and, where praclicable, search terms used)

NONE

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Catcgory* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 4,750,197 A (DENEKAMP ET AL) 07 TUNE 1988, FIGURE| 1-6, 8-16
— 2,coLs. .13 e
Y 7
X US 4,742,357 A (RACKLEY) 03 MAY 1988, 1-6, 8-16
- FIGURES 1, 5, AND 6, AND COLS. 3-16 | —emee
Y 7
X US 5,223,844 A (MANSELL ET AL) 29 JUNE 1993, 1-6, 8-16
-— FIGURES 1, 2A, AND 2B, COLS. 2-10 e
Y 7
Y US 4,952,928 A (CARROLL ET AL) 28 AUGUST 1990, COL. 8,| 7
LINES 39-52
I:I Further documents are listed in the continuation of Box C. D See patent fumily annex.
. Specill categories of cited documents: b iw:.d '; ) ':!f;a the I ‘“h a ﬁlil:g da: :r‘zrnl:nﬂz
A doamentdofilog e genere sate of ae et wihich b o sonekiered m,‘:ﬁww underiying the mvcotian
R earlier document published on of after the inicrpational filing dats x* mdﬂu‘lfwd or cnnnat;bc comd:rd'l; m;o;::e an mV$::
"L documens which may theow doubin on priority claim(e) ar which d Whea the datanent is ken alonz
cited © csablith de p daez of ciation or other ye o of particul . : the ol . jon cafinot ha
speclal reason (as spocifion) considered to involve an inventive alep whcn the document i
" documcs referring o ma ordd dmclovwrc, we, cabibiium ur uthar combimad with one or more other stich docurnems. such combinaton
e i being ebvious io 1 pemon skilled in the. art
b g¢ tﬂ;l:{tqpf:m;rh the internations] Filing date but lascer than g v doment member of the same pateat fumily

Date of the actual complction of the intcrnational search

09 JUNE 1998

Date: of mailing of the international scarch report

25 NG 1o

address of the ISA/US
tents and Trademarks

Name and mailin
Commissioner of
Box PCT
Washingion, D.C. 20231

Focsimile No.  (703) 3053230

uthonized officer

DONNIE L. CROSLAND U@“-‘ W

elephone No.  703-305-4388 ~

Farm PCT/ISA/210 (second sheet)(Tnly 1952




INTERNATIONAL. SEARCH REPORT

International application No.
PCT/US98/03925

A. CLASSIFICATION OF SUBJIECT MATTER:
UsSCL :

U.5.: 340/539, 825,49, 825.36, 825.54, 825,69, 825.72, 573; 342357, 457

Form PCT/ISA/Z10 (extra sheet)(July 1992)«




	BIBLIOGRAPHY
	DESCRIPTION
	CLAIMS
	DRAWINGS
	SEARCH_REPORT

