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Charging in ad-hoc communiéation networks

Field of the invention

The present invention relates to wireless communication and in
particular to charging of resource usage in connection with communication in
ad hoc networks.

Background

A mobile ad hoc network, MANET, is a communication network that is
formed in a more or less spontaneous way and comprises an arbitrary
number of participating nodes. It typically comprises wireless communication
terminals forming a wireless stand-alone network that is not dependent upon
any external network infrastructure. Major motivations for using ad hoc
networks include ease and speed of deployment, and decreased or non-
dependence upon any infrastructure.

An important property of ad hoc networks is that terminals are able to
communicate with each other directly, either through a direct communication
from terminal to terminal, or from one terminal to another using other
terminals. Terminals participating in the network relay information destined to
other terminals in the network. A terminal is here defined as any device, or
part of a device, that is able to communicate with other devices, or parts of
devices. In the same way, a mobile terminal is defined as a terminal that is
either completely mobile, or part of another device, for example a vehicle, that
is mobile.

By the introduction of future networks, using technologies such as Ipv6,
a larger address space will be available that, together with other future
network features, will make ad hoc networks easier to configure and
administrate, and therefore more and more attractive.

There are many situations where an ad hoc network may be useful.
People meeting at a conference might want to exchange information such as
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files or documents, without the need for any cables and cumbersome
configurations. Search and rescue operations may involve the need to quickly
set up a communication network in situations where none or very little
communication infrastructure is available.

There are also more common civilian applications to ad hoc networks.
Ad hoc networks and their capabilities have the potential of establishing
communication networks between users in ways that are being done today in
cellular and/or wireless networks. In some places and situations ad hoc
networks may provide the capabilities and possibilities of extending,
complementing, or even replacing cellular and wireless networks. If an event
occurs that causes a lot of people to gather in a certain area that normally is
sparsely populated, or even unpopulated, a cellular or wireless network might
not be existent, or have enough resources to handle the increased and
spontaneously newly formed demand. An ad hoc network can in a situation
like this automatically be formed between every communication device, thus
replacing the need for other network infrastructures.

Wireless mesh networks resemble ad hoc networks and have the
same network properties, except that nodes are not moving. Mesh networks
can therefore be regarded as static ad hoc networks. In this way mesh
networks can be a more permanent form of ad hoc networks, which may be
operated by a more permanent source of power, although this is not
necessary.

Mesh networks can also be used as a wireless infrastructure, a
wireless network where the infrastructure itself is wirelessly connected. This
differs from how present cellular and wireless networks normally are
organized, where access to the network within a cell or area is wireless, but
where each cell is connected in a wired infrastructure.

One example of this is WiMax mesh networks, constructed with WiMax
technology, which resemble static ad hoc networks and mesh network with a
wireless infrastructure, with the addition of the static areas where mobility is
possible. Access to such a network, or any other type described here, can for
example be made with or without the aid of an ad hoc network.
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Another example are the so called VANETs (Vehicular Ad hoc
NETworks) where the mobile nodes may be different vehicles, such as cars,
trucks, trains etc, that are interconnected by mobile networks of ad hoc type.
These networks are characterized by the primary nodes, i.e. the cars, trucks
etc, having a more permanent source of power and often better antenna
capacity. Mobile nodes and user terminals such as mobile phones, PDAs, or
other information equipments within the network, can then get access to
different forms of information and communication services.

Other types of networks will gradually be developed in the years
ahead, but the principle will be the same, the coordination of different types of
networks in order to maximize the geographical coverage area and at the
same time minimize costs of enlargement and maintenance, with constraints
on acceptable or demanded quality of service and performance.

The innovation described below can with advantage be used in all
these, both present and future, communication networks.

If we consider a situation in a normal urban area where we have a
large number of users, we might consider another application of ad hoc
networks, i.e. Metropolitan Area ad hoc Network, (MAN). If a sufficient
number of users are willing to use their own devices and resources to
participate in an ad hoc network, we may envision a scenario where
communications such as 1\./oice calls, or some other form of data traffic, are
taking place within the ad hoc network itself, instead of in the cellular or
wireless network, if such a network exists. In situations like these, we should
consider one important difference between these two types of networks. In a
cellular or wireless network, an operator is responsible for providing and
maintaining the infrastructure that enables the communications. However,
building and maintaining a cellular and/or wireless network is an expensive
business that is financed by users subscribing to the cellular or wireless
services and paying a fee. If we on the other hand consider an ad hoc
network formed in a spontaneous way by the users and their devices, the
"infrastructure" of the ad hoc network is owned, or maintained by the users
themselves. It is therefore natural to assume that since users are using their
own resources to maintain the network, they may also be allowed to operate
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within the network without charge. This may be considered as a situation
involving a conflict of interest, regarding charging of communication, between
network operators and providers on the one hand and individual users on the
other hand. This problem is addressed by the present invention as will be
discussed in the following.

Examples of charging procedures in ad hoc networks include published
US patent application 2005/0220101. In US 2005/0220101 is described a
method of performing charging and rewarding processes in ad hoc networks.
Here, a network infrastructure plays a vital role in the handling of charging
information, making charging difficult in stand-alone networks.

Summary of the invention

An objective of the present invention is to overcome drawbacks related
to prior art involving charging of communication in communication networks,
primarily in ad-hoc networks. Another objective is to develop a charging
method for cellular and/or wireless networks with the advantage of low
administration costs. This is achieved by way of methods, arrangements and
computer programs according to the appended claims.

Hence, in a first aspect, a method is provided in a first mobile terminal
for controlling charging of communication between the first mobile terminal
and a second mobile terminal, the first mobile terminal being associated with
a first network operator, the method comprising: generating charging
information, the charging information being associated with communication
between the first mobile terminal and the second mobile terminal, retaining
the charging information in the first mobile terminal, and analysing a charging
control profile in the first mobile terminal and depending on the analysis
deciding whether or not to transfer the charging information to the first
network operator .

The generation of charging information may involve: generation of
charging information representing a chargeable activity relating to
communication between the first and second mobile terminal such as an
initiation of the communication between the first and second mobile terminal
or the initiation and reception of the communication between the first and
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second mobile terminal and/or a duration of the communication between the
first and second mobile terminal, and/or an amount of communication
between the first and second mobile terminal.

The generation of charging information may be based on a prepaid
billing system, such as a prepaid smart card, a subscription based billing
system, or a combination of these two billing systems. Moreover, the
generation of charging information may be joined with a billing system of an
external communication system.

The retaining of charging information may involve storage in a
protected storage area in the first mobile terminal, the storage area being
protected from manipulation by a user of the mobile terminal, for example
storage on a smart card, or a non-volatile memory of the first mobile terminal.
Moreover, retaining of the charging information may involve storage on at
least two smart cards of the first mobile terminal, said at least two smart cards
being associated with a respective communication network.

In other words, charging is enabled in ad hoc networks, without access
to external infrastructure networks. For example, when a communication is
initiated by a mobile communication device within an ad hoc network, a small
initiation fee is stored securely on the device, typically on a smart card. A
fypical place to store this kind of sensitive information is, for several reasons,
a smart card. The main reason is that it will possible to store information in
the card about charging information that can not be accessible for the
common user of the device. The charging information doesn't necessarily
have to be stored in a smart card as such, but may be implemented as a
secure and encrypted depository within the operating system of the mobile
device. In the case of a non smart card solution it should be guaranteed that it
will not be possible for the user to access or modify the content of the
depository. Such a solution may be seen as a “virtual’ smart card, i.e. a smart
card implemented purely in software or firmware.

The charging control profile may comprise information that specifies
that transfer of the charging information is to take place at a specific instant in
time.
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The charging control profile may further comprise information that
specifies that transfer of the charging information is to take place when the
first mobile terminal has access to the first operator network.

In other words, if the terminal currently does not have any access to
the network of the operator, the charging information stored in the terminal
may be transmitted to the operator when the device again gains access to the
network. If the device does have access to the network, the charging
information may be transmitted as determined by the charging control profile
specified by the operator. This could, for example, be immediately, every
hour, every day or according to any other schedule as specified by the profile
and considering optimal performance of the network and the system. That is,
transfer of the charging information may occur more or less automatically
and/or when the terminal reaches a coverage area of the operator network.

The generation and the retaining of the charging information may
involve updating an available credit level and the updating of the available
credit level may involve updating credit level data in the first mobile terminal.

The method may further comprise receiving credit level data from the
first operator network.

In other words, the actual charging of the fee can be performed in a
number of ways.

It is possible to use a charging system handled and controlled by the
operator controlling the access, i.e. the issuer of the smart card. When the
network system of the operator receives charging information from a
communication device, e.g. when it again comes into contact with the
infrastructure, the corresponding account is updated and charged with the
activities that have occurred since the last update.

A credit based system may be used, where available credits are stored
securely on the communication device, e.g. on the smart card. Every time a
chargeable activity such as a communication initiation occurs, a credit, or an
appropriate amount of credits, is deducted from the currently available credits.
This means that organization for the actual billing is needed, and if the user
has a prepaid smart card, the user can be denied access to the network when
it runs out of credits, if the operator so chooses. In some cases the operator
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may even accept zero or negative credits. This method also introduces the
possibility of charging for the communication without the need to ever contact
the fixed infrastructure, because a prepaid system may be used. It further
enables the operator to allow communications free of charge, as long as the
initiating terminal and the receiving terminal have valid contracts, or only the
initiating terminal has a valid contract, as determined by the real or virtual
smart card.

A combination of these two ways of handling the actual charging is
also possible. In such a combination, the number of credits used is stored in
the terminal (e.g. the smart card), and the number of used credits is
transmitted to the operator when it comes into contact with the operator, as
specified by the charging control profile.

Moreover, when a terminal does have access to a network, the
operator may load the smart card or secure credit storage area with an
appropriate amount of credits, and charge for this through an appropriate
billing method. The user may then continue to use the device until it runs out
of credits, or runs out'of negative credits, at which time it needs to refill its
credits, for example by contacting the network for downloading new credits or
by some other recharging method. The charging control profile, which may be
configured by the user through setting in the terminal, may in this case specify
when the device should contact the network for acquiring new credits. This
could for example include a critical low credit level and a preferred credit
level. These mean that when the credit level falls below the critical low credit
level, the device will contact the operator whenever it has access to the
network for recharging the credit level up to the preferred credit level. If the
preferred credit level and the critical low credit level are set to the same level,
the device will contact the operator as soon as possible after a previous
communication, if the credit level is lower than the indicated level.

Such updating may be obtained, in another aspect of the invention, by
the provision of a method in a mobile terminal for controlling a credit level
associated with charging of communication in a network, the terminal being
associated with a first network operator, comprising determining that the
credit level is to be updated, based on the determination, accessing the
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communication network and requesting an updated credit level, and
obtaining, from the communication network, an updated credit level.

Correspondingly, another aspect is that of providing a method in a
communication network for controlling a credit level in a mobile
communication terminal associated with charging of communication in the
network, the terminal being associated with an operator of the network,
comprising receiving a request regarding an updated credit level from the
terminal, determining whether to accept the request, and depending on the
determination, providing an updated credit level to the terminal.

Some operators or providers that also provide access to a fixed and/or
stand alone infrastructure network, e.g. a cellular network operator or a
provider of wireless internet access, may be interested in having a common
payment structure for both the charging of ad hoc communications, and for
infrastructure communications. For example, if the operator or provider
applies some form of flat rate, the often associated initiation fee might be tied
to both the ad hoc network and the fixed network. So, if an initiation fee has
been deducted for a communication in the ad hoc network, and only one
charged communication is credited in a certain time period, any subsequent
communications within this time period in either the ad hoc or fixed network
can be performed without charge. Other variations of this scheme are aiso
possible. For example, one initiation fee for each type of communication, with
the same or a different fee. We may also have a zero payment fee for
communication in the ad hoc network. The only condition is that the initiating
terminal and the receiving terminal have valid contracts, or only the initiating
terminal has a valid contract, with at least one network operator.

It should be pointed out that the payment method presented herein
does not rely upon the idea of an initiation fee, or a zero payment fee. This
payment method can be also applied for rate based charging, such as per
minute or second, and/or amount based charging. The only difference is that
in that case, charging is performed after a communication, and the amount
depends on the duration and/or the amount of the communication, as long as
the resulting credit level is sufficient to sustain the communication. The
payment method can also be applied for the case where normally both the
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initiating terminal and the receiving terminal are sharing the costs for
communication. The only difference is that the initiating terminal and the
receiving terminal are sharing the charging costs.

Everything else is the same, where credits are deducted from a
securely protected real or virtual smart card.

The charging control profile may comprise information that specifies
whether transfer of the charging information should be performed depending
on whether an unplanned disruption of the communication between the
terminals has occurred.

In other words, unplanned and unwanted disruption of a connection
may also be handled. If a connection is disrupted due to some error in the
network, perhaps in the middle of a voice communication, the user might not
be willing to pay an additional connection fee just to continue the
communication. If the user in this case immediately reinitiates the
communication to the same destination, perhaps within a specified amount of
seconds, the operator may choose to not charge for the new connection.

A similar kind of policy might be applied to a connection that is
disrupted after only a few seconds. In this case the operator might choose not
to charge for the connection; perhaps by not defining it is a communication at
all. This would especially make sense if it were not possible to re-establish
the connection.

Another case is when a group of users have a multi communication, for
example a conference communication, where the initiating terminal is charged
for the communication, or the initiating terminal and a subset of the group is
charged, or the whole group is charged for the communication. This charging
can use any type of billing system and individual charging levels (positive or
zero). The only condition is that the initiating terminal has an agreement with
at least one network operator, or the initiating terminal and a subset of the
group have an agreement with at least one network operator, or the whole
group has an agreement with at least one network operator.

The method may further comprise checking whether a respective
agreement exists between the first mobile terminal and the first network
operator and between the second mobile terminal and a network operator and
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depending on the result permitting or rejecting the communication. This
typically involves checking information stored on a smart card and receiving
information from the second terminal during signalling between the terminals.

Normal Authentication, Authorization and Accounting (AAA) is not
performed for communications originating and terminating within the ad hoc
network, and not crossing any external network infrastructure, but are subject
to a Mutual Agreement (MA). The MA can be an agreement about paying a
fee for example such as an initiation fee, or any type of relevant agreement
such as an active subscription, between for example the subscriber initiating
the communication and one network operator or network provider.

The MA can be seen as a contract between a subscriber and a
network operator or network provider that allows the initiating subscriber to
use its device in the ad hoc network for communication with other devices.
The MA can be either a more permanent contract such as part of a
subscription or a registration with an operator or provider, or part of a more
temporary contract that is valid only for a certain specified duration.

The MA can be determined as inactive if the contract between the user
and the network operator or provider is to be determined as invalid. This
could for example be if the MA has expired, if a subscription related to the MP
has expired, the user has a too low credit balance, or if any other part of the
agreement can be determined to no longer being valid.

The mutual agreement (MA) can also be an agreement between
participating subscribers, consisting in an agreement to only allow
communications within the ad hoc network that originates from and to a
subscriber with a current and active MA with at least one network provider or
operator. This includes the case where normally both the initiating terminal
and the receiving terminal are sharing the costs of communication like in the
United States and between different countries. This will allow the creation of
an ad hoc network consisting only of subscribers with active MAs.

Subscribers with no MAs will not be allowed to initiate any
communications in the ad hoc network, and their communications will not be
relayed by any subscribers.
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Subscribers or users with no MAs, or with an inactive MA, "méy'br may
not be considered a part of the network, but their communications will not be
relayed by any subscribers.

Subscribers with an inactive agreement (MA), or no MA, can be
prevented by a mechanism implemented within the mobile communication
device that disables any originating communications but allows incoming
communications. Another alternative is to have a mechanism implemented
within the network that prevents subscribers with inactive MAs from
originating communications.

One type of ad hoc networks can be such networks that only operate
within an operator’s and/or a provider’s allocated channel and frequency
range. This can make the ad hoc networks more accessible and stable and
also being specific for every operator and/or provider. The same solutions are
possible as for operators and/or providers of the non-specific ad hoc
networks. Non-specific operators can be such operators that use common
and non-licensed channel- and frequency ranges, for example the ISM bands.
Specific operators are such operators that operate on licensed channel- and
frequency ranges. Different forms of cooperation agreements between
operators and/or providers can enhance and widen the channel- and
frequency ranges and therefore the specific ad hoc networks.

Yet another type of ad hoc network can be such networks that operate
simultaneously within an operator’'s and/or provider's specific ad hoc network,
as described above, and non-specific common ad hoc networks. The same
solutions are possible as for ad hoc networks of the non-specific operators
and/or providers.

A typical implementation of a method for controlling charging involving
two terminals may for example hence comprise the steps: initiating a
communication in the first mobile terminal; performing a credit level check in
the first mobile terminal, the check setting a credit indicator; depending on
said credit indicator, permitting or rejecting the communication; checking
whether an active mutual agreement (MA) exists for the first mobile terminal
and the second mobile terminal establishing, in the event of existing mutual
agreement (MA), the communication between the first mobile terminal and the
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second mobile terminal; updating the credit level using the charging
information.

A network operator may place support nodes at certain strategic
locations in order to enhance the performance, structure and construction of
an ad hoc network. These nodes can be deployed with permanent power in a
permanent location. This is, in contrast to normal ad hoc nodes that are
normally battery operated and very mobile, typically in the form of mobile
communication terminals carried by a user. By placing additional support
nodes in more permanent locations, the operator may both increase the
connectivity of the ad hoc network and the possibility for more successful
connections, as well as extending the lifetime of the network as a whole. By
having more connections connecting through support nodes, less power will
be consumed by the mobile terminals, thereby increasing the lifetime of their
batteries. Longer lifetime of the mobile terminals will also translate to better
long term connectivity of the network.

Fixed and/or mobile terminals with a fixed (constant or temporary)
source of power may be regarded as “mini super nodes” if they are ad hoc
configured, and they can then help the system to become more stable. This
can be implemented as a technical solution in order to increase the capacity
and performance of the system.

Hence, the communication between the first and second terminal may
further include communication via at least one support node and comprising:
receiving support node information including information regarding an
association between the initiating terminal and an operator of the support
node, analyzing the node information and, depending on the analysis,
generating the charging information.

The analysis of the charging control profile may comprise analysing
information that specifies an agreement between the terminal operator and
the operator of the support node as well as information that specify that the
generation of charging information include generation of a support node
usage charge.

Furthermore, the generation of the charging information may involve
generating the node usage charge in case the analysis of the node
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information establishes that the first terminal operator is not associated with
the support node operator.

In other words, the support nodes may for example be used for free
after an initial charge has been effectuated, and may or may not be used for
free by subscribers of other operators. There are several considerations an
operator might have when a user that is associated with another operator,
(this can be more than one other operator), connects through one of its
support nodes. An optimum solution from a user’s point of view may be to
always pay only one connection fee, regardless of whether the connection is
through a competing operator's support node. This may be accomplished
through an agreement between the two or more operators where they allow
each others users to connect through their support nodes. This could mean
that they all will benefit from the agreement, as it increases the possibility for
the users of the operators to make more successful connections, which in
turn would mean that they would receive higher incomes. It could also mean
that they could plan the deployment of their support nodes together, in such a
way that they can split the costs, while at the same time increasing the
availability and connectivity for their users.

If a user wants to connect through a support node, and the operator
with which the user is associated and the operator of the support node, don't
have any agreement for splitting the costs; "nodeing" may be performed,
similar to roaming in cellular networks. This means that before a device can
complete a connection through a support node, a check has to be performed
whether the subscriber belongs to the operator of the device, or what type of
agreement that exists between the different operators. This check needs a
secure technical solution that identifies the operators of the devices, and the
operators of the support nodes, and any agreement between them if they
differ.

In the case where the operators don't have any agreement about
splitting the costs, the fee may be recorded in the originating terminal, e.g. on
the smart card, with additional information about the parent operator of the
support node.
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The analysis of the node information may further involve establishing
that a plurality of support nodes are involved in the communication and
wherein the generation of the node usage charge involves generation of a
node usage charge that depends on the number of support nodes involved.

In other words, as part of planning the deployment of support nodes
and increasing its incomes, an operator may place a restriction on the number
of support nodes a connection may pass through. If the terminal connects
through more support nodes than this, the operator might charge a higher
connection fee. This may increase the willingness of an operator to deploy
more support nodes, as it would also mean a possibility for higher incomes.
This could be seen as an extra incentive for the introduction of more support
nodes, besides the positive effects the extra nodes would have in terms of
increased robustness and stability of the ad hoc network.

The communication via at least one support node may be conditioned
on results from an analysis of the maximum extra fee the terminal user is
willing to pay for a connection through support nodes and the minimum
capacity the terminal user is willing to accept of a connection through support
nodes.

Furthermore, the communication may also be conditioned on the
willingness of connecting through another external communication system
and on the maximum extra fee the terminal user is willing to pay for a
connection through the external communication system and the minimum
capacity the terminal user is willing to accept of a connection through the
external communication system.

User confirmation, via a user interface in the terminal, may be added in
order to provide a user with an opportunity to view the conditions under which
the communication will commence. During such interaction, the user may be
presented with an option to select whether capacity or price has a higher
preference.

In another aspect there is provided a method in a support node for
controlling charging of communication between a first mobile terminal and a
second mobile terminal, the first mobile terminal being associated with a first’
network operator, the method comprises providing, to the first terminal,
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support node information including information regarding an association
between the operator of the initiating terminal and an operator of the support
node. This information is then utilized in the terminal as described above.

The information regarding the communication between the first and
second terminal may be logged for record keeping in a secure storage area
inside the support node, wherein the logged records being configured to be
retrieved remotely through the providers or operators network, the logged
records being configured to be retrieved remotely through another providers
or operators network, the logged records being configured to be retrieved
remotely through an ad hoc communication network, and the logged records
being configured to be retrieved locally at the support node by direct physical
access to the secure storage area.

That is, the charging information may also be recorded on the support:
node, for record keeping and for eventual comparison of the actual received
payments from other operators and their support nodes. The two or more
operators, the one that the mobile terminal is using and the operator(s) that
owns the support node(s), can then compare this information to make sure no
illegal or unallowed activities have occurred regarding the use of the support
nodes. This could for example be a malicious mobile terminal that has
managed to modify its device to initiate communications without recording a
fee. The two operators can then have agreements that describe how such a
situation should be handled, for example banning the malicious terminals and
decide about the costs of the malicious communications.

The information stored on the mobile device is eventually transported
along with the other charging information when the terminal connects to the
network of the operator with which the terminal is associated, where it is
relayed to the operator of the support node.

If a credit based charging method is used, credits have been deducted
directly from the real or virtual smart card, both for the use of the support
node, and for the normal use of the system. Alternatively, credits could have
been deducted according to an agreement between the two or more
operators, which may or may not involve an inter operator agreement
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consisting in the splitting of incomes, or in some different way if another non
smart card based charging method is used.

If a system is used that does not rely on any infrastructure at all, credits
used by visiting devices is recorded on the support node. The operator of the
support node can then collect these charges from the operator who issued
the smart card. This will also allow both operators to validate and monitor the
communication fees charged to the visiting devices, as the fee will be
recorded both in the terminal which eventually will be transmitted to the
terminal operator, and in the support node. Since the communication fees in
this case are deducted directly in the terminal from the terminals available
credits, this can prevent the overuse of support nodes by users that never, or
very rarely, connect to the home operator network.

The terminal may comprise a profile that specifies the willingness of
connecting through a support node, which will incur an extra fee. The system
software of the terminal can also, typically if no profile is specified, present the
user with a graphical interface for confirming the connection through the
support node, or any alternatives, which may or may not have less capacity.

The terminal may also comprise a profile that specifies the willingness
of connecting through another cellular or wireless system, if no contact is
made through the ad hoc system, with or without the help of nodes. This
connection to an external network such as a GSM, UTMS, WiFi, WiMax etc or
a combination of these and future network technologies, which may connect
through other support nodes and mobile terminals in the ad hoc network, both
in the beginning of the connection and/or at the end of the connection, may
incur an extra fee which the terminal profile specifies its willingness to pay.
This extra fee could be deducted as described herein, or through some other
payment method. If the profile is not set, the terminal software may still
present the terminal user with a graphical user interface window, if the only
option available for a successful connection is to connect through the external
network for the higher fee.

The profiles might include options that specify the preferred capacity of
a connection. In this case, capacity might come into conflict with price, as a
connection with higher capacity might incur a higher price. An option could
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therefore also be included in the profile that states whether capacity takes
priority over price. These options could be dependent upon the type of
subscription the subscriber has. If the subscriber has a flat rate subscription,
new connections may or may not be limited by the subscription in terms of
maximum capacity or price.

In another aspect there is provided a method in a first network for
controlling charging of communication between a first mobile terminal and a
second mobile terminal, comprising receiving charging information from the
first communication terminal, and analysing the received charging
information.

The invention is advantageous in that it can provide a viable business
model for network operators or providers in a situation where an ad hoc
network can exist independently of any existing wireless and/or cellular
network payment infrastructures. It can also be a substitute to these
infrastructure networks. Examples of this could for example be somewhere
people are gathered, such as a conference or a meeting. It is possible to think
of a situation in which a large number of people have ad hoc terminals, that
the ad hoc network may span a whole city, and become a metropolitan ad
hoc network (MAN). In such a situation, a cellular or wireless network
infrastructure is not even needed for many of the communications.

The invention is also advantageous in that it can provide a viable
business model in a situation where a cellular and/or wireless network
infrastructure coexists with or is complemented with an ad hoc network. This
can be advantageous as the ad hoc domain can also relieve the cellular
and/or wireless network during high load or congestion and can extend the
cellular or wireless network into areas of no coverage, such as the outskirts of
a city. It can also decrease the costs of building and maintaining an
infrastructure, as less or simpler base stations or access points are needed to
operate the network.

In situations as described above, users will typically have subscriptions
to different cellular and/or wireless services and have devices that may be
provided or subsidized by the cellular and/or wireless operator. Previously, an
operator may have regarded free communications within the ad hoc network
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as a loss of incomes, and might therefore possibly have discouraged usage of
an ad hoc network. A solution and settlement of this possible conflict is
provided by the invention in that it allows the free communication within the
ad hoc network, but for as an example, an initiation fee that may be
independent upon the duration of the communication. This fee could be
charged once per call, once per hour or once per day or something similar.
This fee can, for example, be registered on the users smart card and
transmitted to the operator the next time the users device comes in contact
with the cellular or wireless network. If the initiation fee is for example up to
the normal fee for opening a telephone call, this will bee attractable for all
parts and, it might draw more subscribers to the network, maybe even to the
cellular and/or wireless network, which in turn will generate more incomes for
the network operator.

While the described invention is advantageous for charging of, for
example, an initiation fee, it should be noted that the invention might also
easily be used for charging of the reception of communications. In that case,
after a reception, the fee is charged and recorded securely on the receiving
device in the same manner as has been described.

While the described method is advantageous for charging in ad hoc
networks as it is not directly dependent upon a cellular or wireless network,
and that it can operate independent of any cellular or wireless network, but
with the supplement of a cellular and/or wireless network, it should be pointed
out that it is also advantageous for charging in cellular and wireless networks.
As charging can be performed within the terminal itself, or within a part of the
network, or an isolated part of the network, charging can also be performed in
a cellular and/or wireless network, by the described method with a low
administration cost.

Communications originating in external networks could also be
connected into the ad hoc network. This will make the ad hoc network
solution a lot more attractive to operators and subscribers. If the external
communication is originated from a subscriber of the same operator, but is
located and attached to a completely different part of the operator network,
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more communications will now be possible and therefore more incomes will
be generated for the operator and higher functionality for the subscriber.

Brief description of the drawings

The invention will now be described in more detail by way of example
and with reference to the attached drawings on which:

Figure 1 shows schematically an ad-hoc network.

Figure 2 shows schematicélly a block diagram of two mobile terminals.

Figure 3 shows schematically a block diagram of a mobile terminal and
an operator network.

Figure 4 shows schematically a block diagram of two mobile terminals
and a communication support node.

Figure 5 is a flow chart of steps performed during communication
between two mobile terminals in an ad-hoc network.

Figure 6 is a flow chart of steps performed during communication in an
ad-hoc network involving a support node.

Figure 7 is a flow chart of steps performed in an operator network in
connection with communication in an ad-hoc network, specifically involving
accounting.

Figure 8 is a flow chart of steps performed in a mobile terminal in
connection with communication in an ad-hoc network, specifically involving
charging.

Figure 9 is a flow chart of steps performed in an access node in
connection with charging of a mobile terminal smart card account in an ad-
hoc network.

Figure 10 is a flow chart of steps performed in an accounting node in
connection with communication in an ad-hoc network. '

Detailed description

Figure 1 illustrates schematically a geographic area 100 where a group
of persons, as exemplified by the person identified by reference numeral 102,
are gathered. The area 100 may or may not be located such that it is within a



WO 2008/044983 PCT/SE2007/000894

10

15

20

25

30

20

radio coverage area of a cellular and/or wireless communication network (not
shown). A part 105 of the area 100 is drawn in a scale that enables illustration
of more details.

Although not shown in detail, a number of persons are users of mobile
communication terminals. The terminals are capable of communication in a
cellular and/or wireless network as well as capable of communicating directly
with other similar terminals in an ad hoc manner. Such terminals will be
described in more detail below in connection with figures 2 to 4. Examples of
such terminals are users 106, 108, 110 and 114.

As illustrated by dashed lines, a number of users have established
radio connections and are communicating with each other. The user 106 is
communicating via a connection 107 with user 108. The user 110 is
communicating with user 114 via two support nodes 104 and 112 by means
of radio connection 110 between the user 110 and support node 104, radio
connection 113 between the support nodes 104, 112 and radio connection |
115 between support node 112 and the user 114. A support node, such as
any of the support nodes 104 and 112, will be described in some more detail
below in connection with figure 4.

As a person skilled in the art will realize, the group of persons, the
support nodes and the connections between these that are illustrated in figure
1 is only an example of a collection of communicating entities. Larger or
smaller, i.e. more or less numerous, collections of communicating entities are
also possible. Any number of cellular and/or wireless communication
networks, operated by any number of network operators, may also be located
such that any number of the users are within radio coverage areas of such
networks.

Figure 2 shows schematically two communication terminals, a first
terminal 202 and a second terminal 204. Each terminal 202, 204 may, for
example, be a mobile telephone or similar device and each terminal 202, 204
may be associated with a cellular and/or wireless network operator, i.e. being
subscribers in a cellular and/or wireless network. The first terminal 202 may
be associated with a first network operator and the second terminai 204 may
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be associated with a second network operator. Alternatively, 'bt(:)th terminals
202, 204 may be associated with one and the same network operator.

» Each terminal 202, 204 comprises a number of functional units of
which only a respective communication module 212, 214, a respective control
unit (CPU) 216, 220, a respective memory 218, 222 and a respective
subscriber identity module (SIM) 208, 210 are shown. As a person skilled in |
the art will realize, the terminals 202, 204 typically comprise more functional
units, such as user interface units in the form of keypads and display units,
but these are omitted in the figures for the sake of clarity.

The two terminals 202, 204 are configured to communicate, via their
respective communication module 212, 214, with one or more communication
networks as is known in the art. Such cellular or wireless networks include
networks that operate according to standards such as GSM, UMTS, WCDMA,
CDMA2000, WiFi, WiMax etc, or a combination of these and future network
technologies. The two terminals 202, 204 are also configured to
communicate with each other, via their respective communication module
212, 214, as illustrated by a radio connection 206.

The operation of the terminals 202, 204 will be described below in
connection with reference to flow charts in figures 5 to 10, in terms of
operational methods as implemented by computer software instructions.
These software instructions are typically stored in the respective memory
units 218, 222 and executed by the respective control units (CPUs) 216, 220.

The software instructions that implement the methods to be described
form part of computer programs or computer program products, in the form of
recording media such as diskette, CD/DVD, flash memory units etc. and/or as
propagated signals that are transmitted via appropriate data communication
channels to the terminals 202, 204, as a person skilled in the art will realize. -

With regard to the operation of the subscriber identity modules (SIMs)
208, 210, these typically comprise information, as is known in the art, which
pertain to identification and authentication when connecting to a cellular
and/or wireless network. Such information is typically protected from
manipulation. However, the subscriber identity modules (SIMs) 208, 210 are
also configured to hold data pertaining to charging of the use of resources in
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a cellular or wireless network as well as data pertaining to charging of ad hoc
connections, as will be described below. The charging data may be in the
form of specific credit level data as well as more or less simple counters of
resource usage.

In fact, for the purpose of the case at hand, the subscriber identity
modules (SIMs) 208, 210 may be regarded as any protected memory unit that
is configured to hold charging information.

Figure 3 schematically illustrates a mobile communication terminal 302
connected, via a radio connection 306, to an operator network 340. The
terminal 302 is similar to the terminals 202, 204 described above in
connection with figure 2 and comprises a nhumber of functional units of which
only a communication module 312, a control unit (CPU) 316, a memory 318
and a subscriber identity module (SIM) 308 are shown.

The operator network 340 may be of any type known in the art and
may be a network that operates according to any of the standards GSM,
UMTS, WCDMA, CDMA2000, WiFi, WiMax etc, or combinations of these and
future type of network technologies.

The terminal 302 is in connection with an access node 320 in the
network 340. Such an access node 320 may be, as illustrated in figure 3, one
device but may alternatively (as suggested by the dashed line delimiting the
access node 320) be a collection of functional units distributed across several
devices in the network 340. The access node comprises an appropriately
configured communication module 324 and an authentication module 326.
The communication module is configured such that it is capable of
maintaining the connection 306 with the terminal 302 according to the
appropriate radio communication standard, as discussed above. The
operation of the authentication module 326 will be discussed below in
connection with reference to flow charts in figures 5 to 10, in terms of
operational methods as implemented by computer software instructions.

The access node 320 is in connection with an accounting node 322 via
communication modules 324, 328. A billing/account module 330 is configured
to handle information relating to charging, as will be described in some more
detail below. Similar to access node, the accounting node 322 may be, as
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illustrated in figure 3, one single device but may alternatively (as suggested
by the dashed line delimiting the accounting node 322) be a collection of
functional units distributed across several devices in the network 340.

Needless to say, the access node and the accounting node comprise
functional units that are not shown in figure 3, such as one or more
processors and one or more memory units. That is, as a person skilled in the
art will realize, these units as well as the network 340 on the whole comprise
a plurality of other functional blocks that typically form part of an operator
network. However, these already known functional blocks are omitted from
the description, because a detailed description would clutter the description
with unnecessary detail.

The network 340 may be connected to any number of other
communication networks, including cellular networks as well as non-cellular
networks. This is simply illustrated in figure 3 by a second operator network
350 that is connected to the operator network 340 via an inter network
connection 352. As is known, the networks typically communicate and
exchange data according to appropriate data communication standards.

Figure 4 schematically illustrates two communication terminals 402,
440. Similar to the terminals 202, 204 described above in connection with
figure 2, the terminals 402, 440 each comprises a number of functional units
of which only a respective communication module 412, 442, a respective
control unit (CPU) 416, 446, a respective memory 418, 448 and a respective
subscriber identity module (SIM) 408,444 are shown.

The two terminals 402, 440 communicate with each other via a support
node 450 through air interface connections 406, 456. The support node 450 is
connected to, and controlled by, an operator network, which may be one of
the operator networks with which any of the terminals 402,440 is associated
or any other support node operator. It is to be noted that the support node
may be configured such that it is not in permanent connection with an
operator network, even though it typically is controlled by an operator. For
example, it may be located at a remote location where no communication
infrastructure is present, but where occasional visiting terminal users are
present. These visiting users may then make use of the support node and the
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communications made by the user terminals are logged in the node. The
operator that controls the support node then, typically at regular intervals,
visits the support node and connects to the support node and retrieves the
logged data, which subsequently is transferred to the operator for further
processing. In other words, a continuous connection between a support node
and an operator network is not necessary. Of course, continuous connection
will facilitate administration of the usage of the support node. The way in
which a user uses a terminal is thus completely independent of how the
support node is administered.

The support node 450 comprises an appropriately configured
communication module 452 and a record/log module 454. The
communication module 452 is configured such that it is capable of
maintaining the connections 406, 456 with the terminals 402, 440 according
to the appropriate radio communication standard, as discussed above. The
operation of the record/log module 454 will be discussed below in connection
with reference to flow charts in figures 5 to 10, in terms of operational
methods as implemented by computer software instructions executed by a
control unit (CPU) 458 and with use of a memory unit 460 in which the
software is present.

Turning now to figures 5 to 10, methods will be described that
exemplifies the way in which the invention provides effects and advantages
relating to controlling charging in ad hoc networks. Where appropriate,
references will be made to the devices and units described above and
schematically illustrated in figures 1 to 4.

Figure 5 shows the steps of a method involving an ad hoc connection
between a first communication terminal and a second communication
terminal, such as any of the terminals described above in connection with
figures 2 to 4. Unless stated otherwise, all steps are performed in a first
mobile terminal.

In an initiation step 501, an event has occurred that triggers an attempt
to establish a direct connection with a second terminal without using any
communication resource in a cellular or wireless network. The triggering
event may be one in which a user has selected, e.g. via a user interface, a



WO 2008/044983 PCT/SE2007/000894

10

15

20

25

30

25

telephone number or any other data that identifies the destination to establish
a connection with the second terminal.

Before attempting to establish the connection a check is made whether
or not the first terminal is to be allowed to attempt the connection. This is
performed in a credit check procedure consisting of a first checking step 503.
and a second checking step 505. Here, a decision is made based on the
financial status of the first terminal as represented by a credit level. The credit
level is stored in the first terminal in such a manner that it is protected from
manipulation and may be either in “positive terms”, such as in a situation
where the first terminal is configured with a prepaid subscription, or in
“negative” terms, such as in a situation with a subscription involving regular
billing of used credits. If both checking steps 503 and 505 results in a
discovery that there is no available credit (step 503) and that a zero credit or
negative credit is not allowed (step 505), the attempt to establish the
connection is rejected in a rejection step 507. The rejection step may include
any procedure to tell the user that the communication attempt is rejected, for
example by displaying an appropriate message on a display of the first
terminal.

If the attempt to establish the connection is allowed, due to there being
available credit in the terminal, a communication setup procedure takes place
involving transmission of signalling data between the first terminal and the
second terminal. This signalling exchange takes place in the first terminal in
setup step 509 and in the second terminal in a setup step 511.

In a further checking step 513, a check is made both in the first
terminal and in the second terminal whether or not there exists a mutual
agreement (MA) regarding use of ad hoc communications between the
network operator with which the respective terminals are associated and the
respective terminals. For example, the first terminal checks it's smart card
and the second terminal checks it's smart card and then signals the result to
the first terminal. If neither the first nor the second terminal have a mutual
agreement (MA) with it's associated network operator, the communication is
rejected in a rejection step 515. Alternatively a check is performed whether
the initiating terminal has a mutual agreement (MA) or not, regarding the use
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of ad hoc communications, with the network operator that the initiating
terminal is associated with. If the initiating terminal doesn't have a mutual
agreement (MA) with the associated network operator, the communication is
rejected in a rejection step 515. Also this rejection step may include any
procedure to tell the user that communication is rejected, for example by
displaying an appropriate message on a display of the first terminal.

Then follows a procedure of establishing which and what type of path
the communication is to follow between the first and the second terminal. In a
support node check step 517, a check is made whether or not to use a
support node. If it is found that usage of a support node is not allowed or if the
user of the first terminal has decided not to use a support node, the procedure
terminates and the communication is established, in a connection step 523,
directly between the first and the second terminal, without use of a support
node.

If the support node checks step 517 establishes that the first terminal is
to use a support node/s, a check is made in a checking step 519 whether the
operator with which the first terminal is associated has an agreement with one
or more operators of the support node/s. Such an agreement may entail free
usage or usage for a fee. Information regarding such an agreement is
available in the first terminal and has typically been provided to the first
terminal during connection setup. If it is found that no fee is to be applied, the
procedure terminates and the communication is established, in the
connection step 523, between the first and the second terminal, by using the
support node. If it is found that there is to be applied a fee for usage of the
support node, a fee is recorded in the first terminal during a fee recording step
521, where after the communication is established in the connection step 523,
using the support node.

Communication then proceeds in a communication step 525 and the
communication is terminated in a termination step 527.

After termination of the communication, the charging of the
communication takes place in a charging step 529. For example, the charging
may simply entail deducting a specific amount from a credit level value stored
in the first terminal.
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Now, with reference to figure 6, a procedure will be described that
takes place in a support node via which communication takes place between
a first and a second mobile terminal. For example, the situation described
above in connection with figure 4. The procedure is typically implemented by
way of software instructions stored in a memory unit and executed by a
control unit (CPU) in the support node. |

In a connection step 601, the first terminal and the support node/s
establish a connection by signalling, i.e. exchanging information such as
identities and information regarding respective associations with a network
operator. This association may be of a permanent type such as a paid
subscription with a network operator or network provider. It can also be a
temporary agreement that is established on an as needed basis, for example
at a hotel or airport where access to the network is needed only for a limited
time.

In a checking step 603, a check is made whether or not the operator
with which the first terminal is associated is the same as the operator/s of the
support node/s.

If it is found that the operator with which the first terminal is associated
is not the same as the operator/s of the support node/s, a check is then
made, in a further checking step 607, whether or not there exists an
agreement regarding use of support node/s by the first terminal and the
network operator with which the support node/s are associated. If there is no
agreement, the communications are rejected in a rejection step 611.

If it was determined, in the checking step 603, that the operator with
which the first terminal is associated is the same as the operator of the
support node/s, logging information regarding the use of the support node/s is
then stored in the support node/s in a logging step 605 and the
communication between the terminals via the support node/s continue in a
communication step 613.

If it was determined, in the checking step 607, that there is an
agreement regarding use of support nodes between the first terminal
associated with the first operator and the network operator with which the
support node/s are associated, logging information regarding use of the
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support node/s are then stored in the support node/s in a logging step 609.
The information that is logged includes at least information regarding the
identity of the operator with which the first terminal is associated. The
communication between the terminals via the support node/s continue in the
communication step 613.

Now, with reference to figure 7, a procedure will be described that
takes place in an accounting node and an access node in an operator
network when a first terminal gets into contact with the operator network,
typically after having performed one or more communications with other
terminals. For example, the situation involving the arrangements described
above in connection with figure 3. The procedure is typically implemented by
way of software instructions stored in a memory unit and executed by a
control unit (CPU) in the operator network, e.g. in the accounting node and in
the access node.

In other words, this is a situation where charging takes place in a
network, using information that has been stored in a terminal, typicaily on a
smart card, and transmitted to the network.

In a connection step 701, the first terminal establishes contact with the
operator network via the access node. In an initiation step 703, signalling is
performed between the terminal and the network during which a request to
perform a credit synchronization procedure is transmitted from the terminal to
the accounting node.

Authentication then takes place in an authentication step 705 during
which authentication information is exchanged between the terminal and the
authentication module in the access node.

In a charging transfer step 707, charging information is then received in
the accounting node from the terminal. The charging information may include,
as already discussed, data relating to any ad hoc communications that the

“terminal have been performing. Furthermore, the charging information

includes charging data relating to any ad hoc communications that have
involved communication via one or more support nodes.

The charging information that has been received is then processed in
the accounting node in a checking step 709. In the checking step 709 it is
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checked whether or not the charging data received amount to such a level
that an available credit level is exceeded. If the credit level is not exceeded,
or a zero credit or negative credit is allowed, continued use of the terminal for
ad hoc connections is approved and no further actions are taken and the
procedure ends in a termination step 711.

On the other hand, if it is found, in the checking step 709, that the
charging data received amount to such a level that an availabie credit level is
exceeded, continued use of the terminal for ad hoc communications is not
approved. Alternatively, incoming communications might still be allowed, but
no outgoing. Effectuation of this non-approval is made in a transmission step
713 at which a locking signal is transmitted from the accounting node to the
terminal. As a reaction to the locking signal, when received by the terminal,
the terminal performs an operation, in a locking step 715, that disables
continued ad hoc communication use of the terminal, alternatively disables
the terminal for outgoing communications.

In summary, a purpose of the procedure described with reference to
figure 7 is to disable any terminal, alternatively only for outgoing
communications, which has exceeded an approved credit level. Of course,
the terminal may subsequently be re-charged by the user with additional
credits, for example by using the procedure to be described below in
connection with figure 8.

Now, with reference to figure 8, a procedure will be described that
takes place in a terminal when communicating with an accounting node and
an access node in an operator network. The procedure is normally invoked
when a user of the terminal, by the use of a profile specified by the user and
operated by a software program, finds that a credit level is too low to allow
further ad hoc communication or any other level at which a re-charge should
take place, and as a consequence of this contacts the network with which the
terminal is associated and obtains an updated credit level. It is typically very
convenient to have a profile in the terminal that specifies when the terminal
should connect to the network and update the credit level. The profile is
typically configured such that it also specifies the desired credit level.
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For example, this situation may involve the arrangements described
above in connection with figure 3. The procedure is typically implemented by
way of software instructions stored in a memory unit and executed by a
control unit (CPU) in the terminal and in the operator network, e.g. in the
accounting node and in the access node.

In a connection step 801, the first terminal establishes contact with the
operator network via the access node.

If it is found in a checking step 803 that the credit level stored in the
terminal is below a predetermined level, typically as defined in a profile as
discussed above, an initiation step 805 is performed between the terminal
and the network during which a request to perform a credit update procedure
is transmitted from the terminal to the accounting node.

Authentication then takes place in an authentication step 807, during
which authentication information is exchanged between the terminal and the
authentication module in the access node.

Then, in a charging step 809, the accounting node processes the
request for an updated credit level from the terminal. The resulting value of
the credit level is then provided to the terminal in a transfer step 811 in which
the terminal receives the updated credit level.

Following the transfer step, and if it was found in the checking step 803
that the credit level stored in the terminal is not below a predetermined level,
a check is then made, in a checking step 813, whether or not there is
charging information stored in the terminal that has resulted from a use of a
support node during any previous ad hoc communication with other terminals.
If such support node charges are present, information regarding these are
then transmitted to the accounting node in a transmission step 815,
whereupon the procedure is terminated in a termination step 817.

Now, with reference to figures 9 and 10, a procedure will be described
that takes place in an accounting node and an access node when
communicating with a terminal in an operator network. For example, a
situation involving the arrangements described above in connection with
figure 3. The procedure is typically implemented by way of software
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instructions stored in a memory unit and executed by a cohtrolf unit (CPU) in
the network, e.g. in the accounting node and in the access node.

In a request step 901, signalling is performed between the terminal and
the network during which a request to perform a credit synchronization
procedure is transmitted from the terminal to the access node.

Authentication then takes place in an authentication step 903 during
which authentication information is exchanged between the terminal and the
authentication module in the access node.

In a charge transfer step 905, charging information is then received in
the accounting node from the terminal. The charging information may include,
as already discussed, data relating to any ad hoc communications that the
terminal have been performing. Furthermore, the charging information
includes charging data relating to any ad hoc communications that have
involved communication via one or more support nodes. The charging
information is then transmitted to the accounting node.

In a second transfer step 907, an updated credit level is received from
the accounting node and this information is then transmitted to the terminal.

If any charges related to the use of support nodes are included in the
charging information, this is established in a checking step 909. If there are
charges related to the use of support nodes, this information is obtained from
the terminal in a reception step 911 and transmitted to the accounting node in
a transmission step 913, whereupon the procedure ends.

The procedure that takes place in the accounting node, as a result of
the transfer during the charge transfer step 905, will now be described.

In a reception step 1001, the charging information is received from the
access node. This information is then processed and, after identifying which
user account or subscription to charge, which is deduced from the received
charging information that typically includes an identifier of the originating
terminal and/or user account, the appropriate amount and account is charged
in a charging step 1003.

If any charges relating to usage of support nodes are detected in the
received charging information, in a checking step 1005, this support node
usage information is obtained from the access node in a reception step 1007
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and subsequently, in a transmission step 1009, transmitted to the appropriate
support node operator. The support node operator to whom the support node
usage charge data is transmitted is determined from the support node usage
charge data in that it typically incorporates information regarding an identity of

5 the support node operator. If no charges relating to usage of support nodes
are detected, the procedure ends in step 1011.
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CLAIMS

1. A method in a first mobile terminal for controlling charging of
communication between the first mobile terminal and a second mobile
terminal, the first mobile terminal being associated with a first network
operator, the method comprising:

generating charging information, the charging information being
associated with communication between the first mobile terminal and the
second mobile terminal,

retaining the charging information in the first mobile terminal,
and

analyzing a charging control profile in the first mobile terminal
and depending on the analysis deciding whether or not to transfer the
charging information to the first network operator.

2. The method according to claim 1, wherein the generation of
charging information involves generation of charging information representing
a chargeable activity relating to communication between the first and second
mobile terminal.

3. The method according to claim 2, wherein the chargeable activity
comprises either an initiation of the communication between the first and
second mobile terminal, or an initiation and a reception of the communication
between the first and second mobile terminal.

4. The method according to claim 2 or 3, wherein the chargeable
activity comprises a duration of time or an amount of data communication
between the first and second mobile terminal.

5. The method according to any of claims 1 to 4, wherein the
generation of charging information is based on any of a prepaid billing
system, a subscription based billing system, or a combination of these two
billing systems.
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6. The method according to any of claims 1 to 5, wherein the
generation of charging information is joined with a billing system of an

external communication system.

7. The method according to claim 1 to 6, wherein the retaining of
charging information involves storage in a protected storage area either in the
first mobile terminal, or in the first and a second‘mobile terminal, the storage
area being protected from manipulation by a user of the mobile terminal.

8. The method according to any of claims 1 to 7, wherein the retaining
of the charging information involves storage in a smart card either in the first
mobile terminal, or in the first and a second mobile terminal.

9. The method according to any of claims 1 to 8, wherein the retaining
of the charging information involves storage in at least two smart cards either
in the first mobile terminal, or in the first and a second mobile terminal,
wherein said at least two smart cards being associated with a respective
communication network.

10. The method according to any of claims 1 to 9, wherein the analysis
of the charging control profile comprises analyzing information that specifies
that transfer of the charging information is to take place at a specific instant in
time.

11. The method according to any of claims 1 to 10, wherein the
analysis of the charging control profile comprises analyzing information that
specifies that transfer of the charging information is to take place when the
mobile terminal has access to a mobile terminal’s operator network.

12. The method according to any of claims 1 to 11, wherein the
generation and the retaining of the charging information involve updating an
available credit level.
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13. The method according to claim 12, wherein the updating of the
available credit level involves updating credit level data in the mobile terminal.

14. The method according to claim 12 or 13, further comprising:
the mobile terminal receiving credit level data from a mobile
terminal’s operator network.

15. The method according to any of claims 1 to 14, wherein the
analysis of the charging control profile comprises analyzing information that
specifies whether transfer of the charging information should be performed
depending on whether an unplanned disruption of the communication

between the terminals has occurred.

16. The method according to any of claims 1 to 15, further comprising:
checking whether a mutual agreement exists between the first
mobile terminal and the first network operator and depending on the result
permitting or rejecting the communication.

17. The method according to any of claims 1 to 16, further comprising:

checking whether a mutual agreement exists between a second mobile
terminal and the first network operator or a second network operator and
depending on the result permitting or rejecting the communication.

18. A method according to any of claims 1 to 17 comprising the steps:
initiating a communication in the first mobile terminal;
performing a credit level check in the first mobile terminal, the
check setting a credit indicator;

depending on said credit indicator, permitting or rejecting the
communication;

updating the credit level using the charging information .

19. A method according to any of claims 1 to 17 comprising the steps:
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initiating a communication in the first mobile terminal,
performing a credit level check both in the first mobile terminal
and in a second mobile terminal, depending on said check setting a credit
indicator in at least the first mobile terminal ;
5 depending on said credit indicator, permitting or rejecting the
communication;
updating the credit level using the charging information.

20. A method according to any of claims 1 to 19, wherein the

10 communication between the first and second mobile terminals includes

communication via at least one support node and comprising:
receiving support node information including information

regarding an association between the initiating mobile terminal and an
operator of the support node,

16 analyzing the node information and, depending on the analysis,
generating the charging information.

21. The method according to claim 20, wherein the analysis of the
charging control profile comprises analyzing information that specifies an
20 agreement between the terminal operator and the operator of the support

node.

22. The method according to claim 20 or 21, wherein the analysis of
the charging control profile comprises analyzing information that specifies that
25 the generation of charging information includes generation of a node usage
charge.

23. The method according to claim 22, wherein the generation of the
charging information involves generating the node usage charge in case the
30 analysis of the node information establishes that the support node operator is
not associated with the first terminal operator.
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24. The method according to any of claims 20 to 23, wherein the
analysis of the node information involves establishing that a plurality of
support nodes are involved in the communication and wherein the generation
of the node usage charge involves generation of a node usage charge that
depend on the number of support nodes involved.

25. The method according to any of claims 20 to 24, wherein the
communication via the at least one support node is conditioned on results
from an analysis of:

the maximum extra fee the mobile terminal user is willing to pay
for a connection through support nodes,

the minimum capacity the mobile terminal user is willing to
accept of a connection through support nodes.

26. The method according to claim 25, further comprising:
displaying, on the first mobile terminal, a graphical user interface
and prompting for confirmation, if the only option available for a successful
connection is to connect through the support nodes for a higher fee, or a

lower capacity.

27. The method according to any of claims 20 to 26, wherein the
communication via the at least one support node is conditioned on results
from an analysis of:

the willingness of connecting through another external
communication system,

the maximum extra fee the mobile terminal user or mobile terminal
users are willing to pay for a connection through the external communication
system,

the minimum capacity the mobile terminal user is willing to accept of a
connection through the external communication system.

28. The method according to claim 27, further comprising:
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displaying, on the first mobile terminal, a graphical user interface
and prompting for confirmation, if the only option available for a successful
connection is to connect through the external communication system for a
higher fee, or a lower capacity.

29. A method in a support node for controlling charging of
communication between a first mobile terminal and a second, the first mobile
terminal being associated with a first network operator, the method
comprising providing, to the first mobile terminal,

support node information including information regarding an
association between the initiating mobile terminal and an operator of the
support node, the provided information intended for analysis in the first mobile
terminal as claimed in any of claims 20 to 26.

30. A method according to claim 29, wherein information regarding the
communication between the first and the second mobile terminals are logged
for record keeping in a secure storage area inside the support node, wherein

the logged records being configured to be retrieved remotely
through the providers or operators network,

the logged records being configured to be retrieved remotely
through another providers or operators network,

the logged records being configured to be retrieved remotely
through an ad hoc communication network,

the logged records being configured to be retrieved locally at the
support node by direct access to the secure storage area.

31. A method in a communication network for controlling charging of
communication between a first mobile terminal and a second mobile terminal,
as claimed in any of claims 1 to 28, comprising:

receiving charging information from the first mobile terminal,
and/or

receiving charging information from the second mobile terminal,

analyzing the received charging information.
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32. A method in one or more mobile terminals for controlling a credit
level associated with charging of communication in a network as claimed in
any of claims 1 to 28, the mobile terminal being associated with a network
operator, comprising: '

determining that the credit level is to be updated,

based on the determination, accessing the communication
network and requesting an updated credit level,

obtaining, from the communication network, an updated credit
level.

33. A method in a communication network for controlling a credit level
in one or more mobile terminals associated with charging of communication in
the network as claimed in any of claims 1 to 28, the mobile terminal being
associated with an operator of the network, comprising:

receiving a request regarding an updated credit level from the
terminal,

determining whether to accept the request, and

depending on the determination, providing an updated credit
level to the mobile terminal.

34. A mobile terminal comprising communication and control means
that are configured to perform a method according to any of claims 1 to 28.

35. A support node comprising communication and control means that
are configured to perform a method according to any of claims 29 to 30.

36. A mobile network comprising communication and control means
that are configured to perform a method according to claim 31.

37. A mobile terminal comprising communication and control means
that are configured to perform a method according to claim 32.
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38. A communication network comprising communication.and. contr_ol" (
means that are configured to perform a method according to claim 33.

39. A computer program comprising software instructions that, when
executed in a mobile terminal, performs a method according to any of claims
1 to 28.

40. A computer program comprising software instructions that, when
executed in a support node, performs a method according to any of claims 29
to 30.

41. A computer program comprising software instructions that, when
executed in a communication network, performs a method according to claim
31.

42. A computer program comprising software instructions that, when
executed in a mobile terminal, performs a method according to claim 32.

43. A computer program comprising software instructions that, when
executed in a communication network, performs a method according to claim
33.



PCT/SE2007/000894

WO 2008/044983

1/10

GOl

|01

s
s
¥ v % ¥
£-4 3 s ¥
RN I e A,
L 2 J b1 -
¥e «««« ' «.m««««u fre s’ m@«“«
¥ 3 %.¥ = ¥ % s ¥
1 {2 ] " s
««u «« «n««m« «m« s «#“«“m‘«w «l« W#m«««« uw« ¥
¥ «« e Te Pt ileis g $ % 53
L o .5 TP T s s 8
M «”«m««« mu «Mﬁ % ¥
® AT A I 2 ORI
3 ¥ 3 % 3% §v5 ¢ nﬁv«
¥y ¥ ¥ Wv\n« . L
¥ 6% 5 ¥ m&@ ¥ s §.%53 v §
5% A R R m««ﬁ M O % s # % s
3 w3 ¥ . 0w ¥ $ 53
« P FRIL T 5 TS o N
oz oy 0¥ n‘«ﬂu«“« m* 3 M s ¥ ad s 3 3 %% ¥
¥ . «M@v«««u«ﬁ«c««««« . ¥ A2 ««m ««u« Feev 3, «u«
¥ % N3 % ¥ & s § ¥
AT AR TR g,ovs Y oy
««m«««nuﬂ IREATE m««« ss¥®w® 3. 5 ¥ s
u«««««& % ‘¥ ¥ s ¥ s e . v Dy «««« s
««¢aw««M«u ¥ «q« ¥ By «M««m«« wIEE ¥
s «m««mnmm«nw 3 e @, 8 Nk s 55
(] ¥ 3 I ¥ 3E ¥ F ¥ 3
LR <) «««m L B * . 8% ¥ «
T % s & N . . s
R, L A ¥
s¥ ¥ ¥ ¥ H
¥ ww % ogi s p¥ v swm g «««w«m A : NO_\
s 8y 5, 5 u«« w — ¥ «««vﬂu w« . ¥ s
wisizl ¢ 4, ¥ s ¥ T Y ¥
Y I R S L RPU AR ¥ 3
¥ 3 3 ¥ ¥ ¥y ¥
«« ¥ 3 PR % %
. 3 ««« . maw«« %« ¥ «« . ¥ ® . OO_‘
" ¥ 3 : ° % : . 3 uu« LA A.I/\
¥ ¥ ¥ H ¥ ¥y
® * ¥ ««« L % s 5 ¥
¥ 3
s, P Ped® P e N 4 % u«
¥ s % n« ¥ ¥ n««« u«
3 ¥ ¥ ¥ 5 5¥ ¥
L s, v, . . 3
L P «u« St s ¥ % «” ¥ 3
¥ 3 %Vu s ¥ ¥ %
" s s 0@

Fig. 1



PCT/SE2007/000894

WO 2008/044983

14%4 S|NPO
) uoiEOIUNLILLIOD

cie

D

<

s|npo
> INPON

444 i Atoway

Ndd

o_‘N/\j Aowapy

/ PIES-IN|S/HEWS

[euluLa | SjIGolN

8lC —

\J Aowapy

UOIEOIUNLILLIOD

NdO

802 b~ Aowisy

/ pleo-ISABWS

jeuilla | 9|iqolN




PCT/SE2007/000894

WO 2008/044983

3/10

05 -4 omjeN JojesadQ
| TS e oze r4%3
N D >
e T e Qo S
; N : a|npoyy
: UoEDIUNWIWIOD
i 8inpoj\ a|npoN < > .
wmm\./.m\ uonedunwiwo) UOIJESIUNWIWOD : o %m
zee A
: 81 fowopy ndo 1
A 3INPO UN02O
0eE ~— P \_m_c«____m v SINPOIN UOREORUSINY - |\ & T~ oz€

apoN Bununoooy

SPON SS300Y

.........................................................

NIoMjaN JojeladQ

ove

L~ Aowajy

/ PIED-INIS/HRWS

leuilia | SO

N 91¢

[40}%

Fig. 3



PCT/SE2007/000894

WO 2008/044983

4/10

iy~

ovy

osy

womep Jojerado |- 09F
4R 4
Q
wm¢/>
3|npo 9INPOW 8|npojt
) :o_.«mo__:ﬂ:_“,_Eoo w > uolEIIUNWIWOYD < w 7] uopesunwwo)
oSy [20) 4
8L¥ —1 Y Aiowsiy Ndd
ooy fowa a0
Aowap Ndo ~ g A N n ~ gy
Aowa
Aows sjnpon (01 2N N
Y \Emo-_\,__w\_w_msm s~ Buibbo; piooey | PIes-NiS/HeWwS
jeuiwia] 9|1qoN 9poN Hoddng [euiwia) SiiqoN

"N oy

4014

4

Fig.



WO 2008/044983

501 Initiate

503

5/10

Communication

Available
Credit?

509

TX Communication

505

Allow zero or
Negative Credit?

Setup

h 4

511

RX Communication
Setup

513

have MA?

515
Initiator and .
destination Reject

Communication

Connect Through
Support Node/s?

Inter Operator
Agreement?

A4

Connect

A

521

(/

PCT/SE2007/000894

507

/

Reject
Communication

Record
Inter Operator Fee

Communication

523 —
v
Communication
525 —/—
A 4
Terminate
527 __ /| Communication
y
Deduct Amount From
529 — | Available Credit

Fig. 5




WO 2008/044983 PCT/SE2007/000894

6/10

Mobile Terminal 601
Connection Setup -

i

605

603 A~

Record/Log

Other

Intra Operator

? =ldll
Operator® Communication

611
//

Reject
Communication

Agreement?

Record/Log
Intra Operator
Communication

613

\—L

Continue

ue <—
Communication

Fig. 6



WO 2008/044983

New Contact -
With Network

Initiate Credit Sync

. 703

Authentication

~ 705

TX/RX
Charging Info

I~ 707

711

Approved

Balance?

PCT/SE2007/000894

713
S~

TX Lock Slgnal

715
S~

\/\

End Sync

Lock Communication Deivce
(Smart/SIM)

Fig. 7




WO 2008/044983 PCT/SE2007/000894

8/10

New Contact
With Network |~— 801

Credit Level Less Than
Critical Low?

Initiate Credit Sync (~—~805

\ 4

Authentication |~ 807

\4

Charge For Credit up 09
To a Preferred Credit Level [~ 8

\ 4

RX Updated ~ 811
Credit Level

817
Support Node Feels
Recorded? End Sync

A

815 ——

TX Support Node/s
Record Data

Fig. 8



WO 2008/044983

9/10

Request

A4

v

Credit Sync | gpq

Authentication |~—903

PCT/SE2007/000894

Rx/ Tx | ~905
Credit Charge
A4
Rx / Tx 907
Updated Credit Level —~
X 909
NO
Support Node Fee/s
Recorded?
YES
911
v
RX Support Node/s
Record Data
913

A 4

TX Support Node/s Record Data

to Account Node

Y

End Sync [«

Lo

Fig. 9



WO 2008/044983

PCT/SE2007/000894

10/10

1001

RX Charge linformation

1003 \_

Charge Mobile
Terminal Account

1005

Support Node Fee
Recorded?

1007
NN

RX Support Node
Record Data

1009

TX Charging Data
to Other Operator

End Charging Operations €

Fig. 10



INTERNATIONAL SEARCH REPORT

International application No.

PCT/SE2007/000834

A. CLASSIFICATION OF SUBJECT MATTER

IPC: see extra sheet

According to International Pateni Classification (1PC) or to both national classification and IPC

B. FIELDS SEARCHED

IPC: GO6F, HO4L, HO4M, HO4Q

Minimum documentation searched (classification sysiem followed by classification symbols)

Documentation searched other than minimum documentation to the

SE,DK,FI,NO classes as above

extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name

of data base and, where practicable, search terms used)

EPO-INTERNAL, WPI DATA, PAJ, INSPEC, INTERNET

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category*

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

A Din guide till kostnadsbevakning

the Internet:

column 3.

credit-based system for mobi

column 8, abstract

Vattenfall AB Forsidljning Sverige, [on line]
2004-05-27 [retrieved on 2007-03-21] Retrieved from

<URL: http://www.vattenfall.se/downloads/
mobiltelefoni/ guide_kostnadsbevakning.pdf>, see

SHENG ZHONG et al. "Sprite: A simple, chest-proof,

In: IEEE TWENTY-SECOND ANNUAL JOINT CONFERENCE

OF THE IEEE COMPUTER AND COMMUNICATIONS SOCIETIES.
INFOCOM 2003. 30 March - 03 April 2003, Vol. 3,
pages 1987-1997, INSPEC AN: 7853885, see column 1 -

fran Vattenfall. 1-43

1-43
le ad-hoc networks".

L_)d Further documents are listed in the continuation of Box

C. I] See patent family annex.

*

T

Special categories of cited documents:

document defining the general state of the art which is not considered
to be of particular relevance

earlier application or patent but published on or afier the international
filing date

document which may throw doubts on priority claim(s) or which is
ciled 10 establish the publication date of another citation or other
special reason (as specified)

document referring to an oral disclosure, use, exhibition or other
means

document published prior to the international filing date but later than
the priority date claimed

“E

oL

0"
pr

“T* . later document published after the international filing date or priority
date and not in conflict with the application but cited 1o understand
the principle or theory underlying the invention

“X* document of particular relevance: the claimed invention cannot be
considered novel or cannot be considered 10 involve an inventive
siep when the document is taken alone

“Y“ document of particular relevance: the claimed invention cannot be
considered 10 involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious 1o a person skilled in the art

“&" document member of the same patent family

Date of the actual completion of the international search

7 January 2008

Date of mailing of the international search report

09 -01- 2008

Name and mailing address of the ISA/

Swedish Patent Office
Box 5055, S-102 42 STOCKHOLM

Facsimile No. +46 8 666 02 86

Authorized officer

Anders Ackeberg/CC
Telephone No. +46 8 78225 00

Form PCT/ISA /210 (second sheet) (April 2007)




2

INTERNATIONAL SEARCH REPORT

International application No.

PCT/SE2007/000894

C (Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

Category*

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

A

US 5915226 A (MARTINEAU, P.), 22 June 1999
(22.06.1999), column 3, Tline 63 - column 4,
line 60; column 5, line 59 - column 6, line 10;
column 9, 1ine 59 - line 60, abstract

US 20020022472 Al (WATLER, T. ET AL.),
21 February 2002 (21.02.2002), paragraphs 0007,
0008, 0010, 0025-0032, 0037-0038, claims 1,4-5,7-8,
13-14, abstract

EP 1339210 Al (NTT DOCOMO, INC), 27 August 2003
(27.08.2003), paragraphs 0001, 0011-0014, figure 1,
abstract

1-43

1-43

1-43

Form PCT/ISA/210 {continuation of second sheet) (April 2007)




INTERNATIONAL SEARCH REPORT International application No.
PCT/SE2007/000894

International patent classification (IPC)
BO4L 12/14 (2006.01)
H04I, 12/28 (2006.01)

Download your patent documents at www.prv.se
The cited patent documents can be downloaded at www.prv.se by
following the links:
e In English/Searches and advisory services/Cited documents
(service in English) or
e e-tjanster/anfdrda dokument (service in Swedish).
Use the application number as username.
The password is REKWCFHMKEX.

Paper copies can be ordered at a cost of 50 SEK per copy from
PRV InterPat (telephone number 08-782 28 85).

Cited 1iterature, if any, will be enclosed in paper form.

Form PCT/ISA/210 (extra sheet) (April 2007)




INTERNATIONAL SEARCH REPORT Intermational application No.
Information on patent family members
01/09/2007 | PCT/SE2007/000894

us 5915226 A 22/06/1999 AU 706532 B 17/06/1999
AU 2401397 A 12/11/1997
CA 2252526 A 30/10/1997
EP 0894397 A 03/02/1999
NZ 332372 A 23/06/2000
us 6415142 B 02/07/2002
WO 9740616 A 30/10/1997
ZA 9703215 A 14/11/1997
US 20020022472 Al  21/02/2002 AU - 8295501 A 05/02/2002
BR 0112926 A 11/11/2003
CA 2416775 A 31/01/2002
CN 1305291 C 14/03/2007
CN 1459183 A,T . 26/11/2003
EP 1311931 A 21/05/2003
HK 1060951 A 02/11/2007
JP 2004505341 T 19/02/2004
MX  PA03000649 A 03/12/2004
Wo 0208863 A 31/01/2002
EP 1339210 Al  27/08/2003 JP 3768992 B 19/04/2006
US 20050222948 A 06/10/2005
CN 1476716 A,T 18/02/2004
Wo 03032617 A 17/04/2003

Form PCT/ISA/210 (patent family annex) (April 2005)



	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - description
	Page 35 - claims
	Page 36 - claims
	Page 37 - claims
	Page 38 - claims
	Page 39 - claims
	Page 40 - claims
	Page 41 - claims
	Page 42 - claims
	Page 43 - drawings
	Page 44 - drawings
	Page 45 - drawings
	Page 46 - drawings
	Page 47 - drawings
	Page 48 - drawings
	Page 49 - drawings
	Page 50 - drawings
	Page 51 - drawings
	Page 52 - drawings
	Page 53 - wo-search-report
	Page 54 - wo-search-report
	Page 55 - wo-search-report
	Page 56 - wo-search-report

