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PERSONAL AUTHENTICATION APPARATUS SYSTEM AND METHOD

CROSS-REFERENCE TO RELATED APPLICATIONS
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201 1, which is a Divisional Application of 12/673,326, filed February 12, 2010, which

application claims benefit of U.S. 371 National Phase of PCT/US09/68128, filed December

15, 2009, which application claims the benefit of Provisional Application 61/122,723, filed

December 15, 2008, which application claims the benefit of Provisional Application

61/160,289, filed March 13, 2009, which application claims the benefit of Provisional

Application 61/240,571, filed September 8 , 2009, which application claims the benefit of

Provisional Application 61/251 ,088, filed October 13, 2009, the disclosures of which

applications are herein incorporated by reference.

[002] This application is a Continuation-in-part of Application PCT/US201 2/047076 filed July

17, 2012, which application claims the benefit of Provisional Application 61/510,434 filed

July 21, 201 1, the disclosures of which applications are herein incorporated by reference.

[003] This application is a Continuation-in-part of Application No. 13/640,699, filed February

19, 2013, which is a 371 national phase of PCT/US201 1/031986, filed April 11, 201 1,

entitled "Apparatus, System and Method for Detection and Delivery of a Medicinal Dose",

which claimed priority to US Provisional Patent Application Ser. No. 61/322,893, filed April

11, 2010 and entitled "System and Method for Delivery of an Inhalable Dose"; US

Provisional Patent Application Ser. No. 61/357,506, filed June 22, 2010 and entitled "System

and Method for Detection of Delivery of an Inhalable Dose"; and US Provisional Patent

Application Ser. No. 61/373,803, filed August 13, 2010 and entitled "System and Method for

Delivery and Detection of an Inhalable Dose"; and US Provisional Patent Application Ser.

No. 61/377,072, filed August 25, 2010 and entitled "System and Method for Patient Access

Port Reporting."

INTRODUCTION

[004] The present disclosure is related generally to authentication and/or passing value

tokens, the process of confirming the identity of a person by verifying the validity of at least

one form of identification by a target authentication device. More particularly, the present

disclosure is related to employing personal authentication techniques to authenticate users

of the target authentication device.



[005] Conventional modes of authentication include the use of passwords generally composed

of character strings composed of letters (a, b, c, ...), numbers ( 1 , 2 , 3, ...), and/or symbols

(!, @, # , ...) arranged in various combinations.

[006] A minimum level of security for accessing a target authentication device such as a

mobile phone is achieved by requiring the owner / user of the mobile phone to enter a

unique four-digit character string referred to generally as a Personal Identification Code

(PIN), and a passcode in the case of the iPhone brand of mobile phones. The amount of

time a mobile phone allows access before requiring re-entry of the PIN is configurable

depending on the desired level of security of the owner. Entering a PIN / passcode,

however, is a frequent burden for the owner. The owner may be required to enter a PIN /

passcode several times per hour throughout the day, every day. In addition to being

burdensome for the user, such minimum levels of security are easily hacked by someone

skilled in exploiting weaknesses of computer systems.

[007] More generally, however, ways in which someone may be authenticated fall into three

categories, based on what are known as the factors of authentication: something the user

knows, something the user has, and something the user is. Each authentication factor

covers a range of elements used to authenticate or verify a person's identity prior to being

granted access, approving a transaction request, signing a document or other work product,

granting authority to others, and establishing a chain of authority. For a positive

authentication, elements from at least two, and preferably all three, factors should be

verified. The three factors (classes) and some of elements of each factor are: the ownership

factors: Something the user has (e.g., wrist band, ID card, security token, software token,

phone, or cell phone) the knowledge factors: Something the user knows (e.g., a password,

pass phrase, or personal identification number (PIN), challenge response (the user must

answer a question), pattern) the inherence factors: Something the user is or does (e.g.,

fingerprint, retinal pattern, DNA sequence (there are assorted definitions of what is

sufficient), signature, face, voice, unique bio-electric signals, or other biometric identifier).

[008] Two-factor authentication is when elements representing two factors are required for

authentication, the term two-factor authentication is applied — e.g., a bankcard (something

the user has) and a PIN (something the user knows). Business networks may require users

to provide a password (knowledge factor) and a pseudorandom number from a security

token (ownership factor). Access to a very-high-security system might require a mantrap

screening of height, weight, facial, and fingerprint checks (several inherence factor



elements) plus a PIN and a day code (knowledge factor elements), but this is still a two-

factor authentication.

[009] Conventional modes of authentication have become increasingly burdensome and

inadequate means for security. Accordingly, new authentication approaches that are robust

and less burdensome are needed.

SUMMARY

[010] In one aspect, a target authentication device is provided. The target authentication

device comprises at least one electrode configured to detect an electrical signal associated

with a user of the target authentication device. The electrical signal represents an

authentication code for the target authentication device. An authentication receiver module

is coupled to the at least one electrode. The authentication receiver module is configured to

receive the electrical signal from the at least one electrode and to determine whether the

electrical signal matches a predetermined criteria to authenticate the identity of the user

based on the electrical signal.

[011] In another aspect, an authentication module is provided. The authentication module

comprises at least one electrode configured to couple an electrical signal associated with a

user to a user of a target authentication device, the electrical signal represents an

authentication code for the target authentication device. An authentication transmission

module is coupled to the at least one electrode. The authentication transmission module is

configured to transmit the electrical signal from the at least one electrode.

[012] In yet another aspect, a method of authenticating the identity of a user of a target

authentication device is provided. According to the method, at least one electrode detects

an electrical signal associated with a user of the target authentication device, the electrical

signal representing an authentication code for the target authentication device. An

authentication receiver module coupled to the at least one electrode receives the electrical

signal from the at least one electrode. A processor determines whether the electrical signal

matches a predetermined criterion to authenticate the identity of the user based on the

electrical signal.

FIGURES

[013] FIG. 1 illustrates a subject using a mobile device comprising electrodes for detecting

personal electrical signals from the body of the subject.



[014] FIG. 2 illustrates one aspect of a mobile device comprising electrodes for detecting

electrical signals that can be employed to authenticate the identity of the subject to enable

the subject to get access to the mobile device.

[015] FIG. 3 is system diagram of one aspect of a mobile device configured to detect electrical

signals for authenticating the identity of the subject.

[016] FIG. 4 is a block functional diagram of one aspect of an authentication subsystem for

detecting and/or generating a transconductance signal to confirm the identity of a person.

[017] FIG. 5 illustrates one aspect of an ingestible event marker system configured to

generate a unique transconductance signal for confirming the identity of a person.

[018] FIG. 6 illustrates one aspect of an authentication system comprising a target

authentication device and an authentication module comprising a body-associated device.

[019] FIG. 7 illustrates one aspect of an authentication system comprising a target

authentication device and an authentication transmission module comprising an implantable

body-associated device that is located below the skin of the subject.

[020] FIG. 8 illustrates one aspect of an authentication system comprising a target

authentication device and an authentication transmission module comprising and an event

marker system.

[021] FIG. 9 is a block diagram representation of one aspect of the event indicator system with

dissimilar metals positioned on opposite ends.

[022] FIG. 10 is a block diagram representation of another aspect of the event indicator

system with dissimilar metals positioned on the same end and separated by a non

conducting material.

[023] FIG. 11 shows ionic transfer or the current path through a conducting fluid when the

event indicator system of FIG. 9 is in contact with conducting liquid and in an active state.

[024] FIG. 11A shows an exploded view of the surface of dissimilar materials of FIG. 11.

[025] FIG. 11B shows the event indicator system of FIG. 11 with a pH sensor unit.

[026] FIG. 12 is a block diagram illustration of one aspect of the control device used in the

system of FIGS. 9 and 4* * .

[027] FIG. 13 is a functional block diagram of a demodulation circuit that performs coherent

demodulation that may be present in a receiver, according to one aspect.



[028] FIG. 14 illustrates a functional block diagram for a beacon module within a receiver,

according to one aspect.

[029] FIG. 15 is a block diagram of the different functional modules that may be present in a

receiver, according to one aspect.

[030] FIG. 16 is a block diagram of a receiver, according to one aspect.

[031] FIG. 17 provides a block diagram of a high frequency signal chain in a receiver,

according to one aspect.

[032] FIG. 18A provides a diagram of how a system that includes a signal receiver and an

ingestible event marker may be employed, according to one aspect.

[033] FIG. 18B provides a pharmaceutical delivery system that receives control information

form a receiver and control the dosage delivery.

[034] FIG. 19 illustrates one aspect of mobile device received in a mating configuration with a

mobile device enclosing arrangement comprising a detection circuit integrated therewith for

detecting an electrical signal generated by an ingestible event marker.

[035] FIG. 20 illustrates the mobile device and the housing for receiving the mobile device

shown in FIG. 19 in an unmated configuration.

[036] FIG. 2 1 illustrates one aspect of a housing for receiving a mobile device where the

housing comprises a detection circuit for detecting an electrical signal generated by an

ingestible event marker integrated therewith and a connector for electrically coupling the

detection circuit to the functional modules of the mobile device.

DESCRIPTION

[037] Before explaining the various aspects of authentication in detail, it should be noted that

the various aspects disclosed herein are not limited in their application or use to the details

of construction and arrangement of parts illustrated in the accompanying drawings and

description. Rather, any disclosed aspect of authentication may be positioned or

incorporated in other aspects of authentication, variations, and modifications thereof, and

may be practiced or carried out in various ways. Accordingly, aspects of the authentication

apparatus, system, and method disclosed herein are illustrative in nature and are not meant

to limit the scope or application thereof. Furthermore, unless otherwise indicated, the terms

and expressions employed herein have been chosen for the purpose of describing the

aspects for the convenience of the reader and are not to limit the scope thereof. In addition,



it should be understood that any one or more of the disclosed aspects, expressions of

aspects, and/or examples thereof, can be combined with any one or more of the other

disclosed aspects, expressions of aspects, and/or examples thereof, without limitation.

[038] In the following description, like reference characters designate like or corresponding

parts throughout the several views. Also, in the following description, it is to be understood

that terms such as front, back, inside, outside, top, bottom and the like are words of

convenience and are not to be construed as limiting terms. Terminology used herein is not

meant to be limiting insofar as devices described herein, or portions thereof, may be

attached or utilized in other orientations. The various aspects will be described in more

detail with reference to the drawings.

[039] The present disclosure is directed generally to various aspects of authentication by

providing a physical connection between a user and a target authentication device. One

example of a target authentication device is a computer system. As used herein, the term

computer system in intended to encompass a broad category of devices including, without

limitation, computer networks, desktop computers, laptop computers, notebook computers,

tablet computers, tablet computers, mobile phones, personal digital assistants, appliances,

positioning systems, media devices, automatic teller machines (ATM), kiosks, and the like.

In addition, authentication is required when entering public modes of transportation (bus,

train, subway, airplane, boat, rental car), building entrances, stadiums, turnstiles, and the

like. Additional computer systems that may require authentication also may include medical

systems that dispense medication in any form.

[040] It will be appreciated that the term "medication" or "dose form" as used throughout this

disclosure includes various forms of ingestible, inhalable, injectable, absorbable, or

otherwise consumable medicaments and/or carriers therefor such as, for example, pills,

capsules, gel caps, placebos, over capsulation carriers or vehicles, herbal, over-the-counter

(OTC) substances, supplements, prescription-only medication, ingestible event markers

(IEM), and the like.

[041] Prior to describing various aspects of authentication techniques, the present disclosure

first turns to FIG. 1 for a brief description of one aspect of a system employing a sensing

subsystem coupled to a subject, an event indicator system, and/or a body associated device

by way of at least one electrode. A subject can be person or thing that is requesting access

to a target authentication device. The body associated device and the event indicator

system are configured to generate a unique electrical current signal that is detectable by a



detection subsystem. In addition, the detection subsystem may be configured to detect

various physiological parameters associated with a living subject.

] FIG. 1 illustrates a subject 100 using a mobile device 102 comprising electrodes 104a,

104b for detecting personal electrical signals conducted through the body of the subject 100.

In the illustrated example, the mobile device 102 is the target authentication device. The

mobile device 102 comprises electrodes 104a, 104b integrated into the housing for

detecting electrical signals coupled from the subject 100 to the electrodes 104a, 104b. The

term personal electrical signal is used to indicate that a signal is intimately associated with

the subject 100 such that it can be used to confirm the identity of the subject 100 for

purposes of authentication. Personal electrical signals include, without limitation,

physiological signals associated with the subject, transbody conductive signals generated by

an ingestible event marker system 106, transbody conductive signals generated by a body-

associated device 112, e.g., an adhesive patch that is applied on the body of the subject

100, any object in physical contact with the subject for example watch, bracelet, necklace,

ring, etc. and/or transbody conductive signals generated by an implanted body-associated

device 113 that is located within the body of the subject 100. Physiological signals include,

without limitation, skin impedance, electro cardiogram signals, conductively transmitted

current signal, position of wearer, temperature, heart rate, perspiration rate, humidity,

altitude/pressure, global positioning system (GPS), proximity, bacteria levels, glucose level,

chemical markers, blood oxygen levels, among other physiological and physical parameters.

Transbody conductive signals include, without limitation, electrical currents that are

transmitted through the body of a subject, where the body acts as the conduction medium.

In one aspect, transbody conductive signals can be generated by an ingestible event marker

system 106, one example of which is described in connection with FIG. 5 . In other aspects,

transbody conductive signals can be generated by electrical circuits placed in electrical

contact with the surface of the skin of the subject 100 by way of a body-associated device

112. In other aspects, transbody conductive signals can be generated by electrical circuits

implanted within the body of the subject 100. Additional aspects of mobile devices 102

configured for detecting an electrical signal from an ingestible event marker system 106,

among others, are described in commonly assigned International PCT Application

PCT/US/20 12/047076, international publication number WO 2013/012869, which is herein

incorporated by reference in its entirety.



[043] Regardless of the source, the unique electrical signals suitable for authentication are

coupled to the target authentication device, e.g., the mobile device 102, through at least one

of the electrodes 104a, 104b, which are suitable for sensing and sourcing electrical signals.

In operation, the subject 100 holds the mobile device 102, or otherwise contacts electrodes

on another type of computer system, and physically contacts at least one of the electrodes

104a, 104b. The electrical signals are coupled from the subject 100 through at least one of

the electrodes 104a, 104b to an authentication subsystem. The authentication subsystem

can be integrated with the mobile device 102 or may be added on.

[044] When the ingestible event marker system 106 is the signal source, a unique electrical

current signal is generated when the ingestible event marker system 106 contacts digestive

fluids 108 in the stomach 110 of the subject 100. The unique electrical current signature is

conducted through the body of the subject 100, is detected by at least one of the electrodes

104a, 104b, and is coupled to an authentication subsystem, which decodes the signal and

provides a decoded signal to a processing subsystem to authenticate the subject 100.

[045] When the body associated device 112 is the signal source, an electrical current signal is

generated by circuits in the body associated device 112. The body associated device 112 is

electrically coupled to the body of the subject 100 by another set of electrodes. The

electrical signal is conducted by the body and detected by at least one of the input

electrodes 104a, 104b on the mobile device 102. These and other aspects of the personal

authentication techniques are discussed hereinbelow. Prior to describing such systems,

however, the disclosure now turns to measurement subsystems for detecting electrical

signals.

[046] FIG. 2 illustrates one aspect of a mobile device 102 comprising electrodes 104a, 104b

for detecting personal electrical signals suitable for authenticating the identity of the subject

100. The mobile device 102 also comprises a housing 202, a display 204, an aperture 206

for capturing digital images, and an antenna 208. The electrodes 104a, 104b are located on

the back of the housing 202 or at any convenient location of the mobile device 102. In one

aspect, for example, the electrodes 104a, 104b may be located on or embedded within a

skin or design cover for a mobile device 102 as described hereinbelow in connection with

FIGS. 19-21 .

[047] FIG. 3 is a diagram of one aspect of a mobile device 102 configured for detecting

electrical signals for authenticating the identity of a subject 100. The mobile device 102 may

comprise multiple elements. Although FIG. 3 shows a limited number of elements in a



certain topology by way of example, it can be appreciated that additional or fewer elements

in any suitable topology may be used in the mobile device 102 as desired for a given

implementation. Furthermore, any element as described herein may be implemented using

hardware, software, or a combination of both, as previously described with reference to

node implementations. Aspects of the mobile device 102, however, are not limited in this

context.

[048] In various aspects, in addition to a housing 202, a display 204, an aperture 206 for

capturing digital images, and an antenna 208, the mobile device 102 comprises a radio

subsystem 302 connected via a bus to a processing subsystem 304. The radio subsystem

302 may perform voice and data communications operations using wireless shared media

for the mobile device 102. The processing subsystem 304 may execute software for the

mobile device 102. A bus may comprise a USB or micro-USB bus and appropriate

interfaces, as well as others.

[049] In various aspects, an authentication and/or protection subsystem 306 is coupled to the

electrodes 104a, 104b. The electrodes 104a, 104b are configured to be in physical contact

with the subject 100 (FIG. 1) to electrically couple the unique electrical signals to and from

the authentication subsystem 306. When the subject 100 physically contacts at least one of

the electrodes 104a, 104b the authentication subsystem 306 can receive or transmit a

unique electrical current signal for authenticating the identity of the subject 100 and, once

authenticated, providing access to the mobile device 102. Also, when the authentication

subsystem 306 detects physiological signals associated with the subject 100, the

authentication subsystem 306 builds a database, which over time provides an average of

the physiological signals associated with the subject 100. Authentication occurs only when

the detected physiological signals match the running average physiological signals stored in

the database.

[050] In various aspects, the detection subsystem 306 is coupled to the processing subsystem

304. The detection subsystem 306 converts the detected electrical signals into a secret

word or string of characters. A processing subsystem 304 coupled to the detection

subsystem 306 uses the string of characters for user authentication to prove identity of the

subject 100 (FIG. 1) or for access approval to gain access to the mobile device 102. When

the subject 100 is authenticated, the processing subsystem 304 activates the radio

subsystem 304 and other functional modules of the computing device 102, such as, for

example, an imaging subsystem 308 or a navigation subsystem 310. When the subject 100



is not authenticated, the processing subsystem 304 denies access to the functional modules

of the mobile device 102 until the proper electrical signals are detected by the detection

subsystem 306.

[051] In various aspects, the display 204 may comprise any suitable display unit for displaying

information appropriate for a mobile device 102. The I/O system may comprise any suitable

I/O device for entering information into the mobile device 102. Examples for the I/O system

may include an alphanumeric keyboard, a numeric keypad, a touch pad, a capacitive touch

screen panel, input keys, buttons, switches, rocker switches, voice recognition device and

software, and so forth. The I/O system may comprise a microphone and speaker, for

example. Information also may be entered into the mobile device 102 by way of the

microphone. Such information may be digitized by a voice recognition device.

[052] In various aspects, the radio subsystem 320 may perform voice and data

communications operations using wireless shared media for the mobile device 102. The

processing subsystem 304 may execute software for the mobile device 102. A bus may

comprise a universal serial bus (USB), micro-USB bus, dataport, and appropriate interfaces,

as well as others. In one aspect the radio subsystem 302 may be arranged to communicate

voice information and control information over one or more assigned frequency bands of the

wireless shared media.

[053] In various aspects, the imaging subsystem 308 processes images captured through the

aperture 206. A camera may be coupled (e.g., wired or wirelessly) to the processing

subsystem 304 and is configured to output image data (photographic data of a person or

thing, e.g., video data, digital still image data) to the processing subsystem 304 and to the

display 204. In one aspect, the imaging subsystem 308 may comprise a digital camera

implemented as an electronic device used to capture and store images electronically in a

digital format. Additionally, in some aspects the digital camera may be capable of recording

sound and/or video in addition to still images.

[054] In various aspects, the imaging subsystem 308 may comprise a controller to provide

control signals to components of a digital camera, including lens position component,

microphone position component, and a flash control module, to provide functionality for the

digital camera. In some aspects, the controller may be implemented as, for example, a host

processor element of the processing subsystem 304 of the mobile device 102. Alternatively,

the imaging controller may be implemented as a separate processor from the host

processor.



[055] In various aspects, the imaging subsystem 308 may comprise memory either as an

element of the processing subsystem 304 of the mobile device 102 or as a separate

element. It is worthy to note that in various aspects some portion or the entire memory may

be included on the same integrated circuit as the controller. Alternatively, some portion or

the entire memory may be disposed on an integrated circuit or other medium (e.g., hard disk

drive) external to the integrated circuit of the controller.

[056] In various aspects, the aperture 206 includes a lens component and a lens position

component. The lens component may consist of a photographic or optical lens or

arrangement of lenses made of a transparent material such as glass, plastic, acrylic or

Plexiglass, for example. In one aspect, the one or more lens elements of the lens

component may reproduce an image of an object and allow for zooming in or out on the

object by mechanically changing the focal length of the lens elements. In various aspects, a

digital zoom may be employed in the imaging subsystem 308 to zoom in or out on an image.

In some aspects, the one or more lens elements may be used to focus on different portions

of an image by varying the focal length of the lens elements. The desired focus can be

obtained with an autofocus feature of the digital imaging subsystem 308 or by manually

focusing on the desired portion of the image, for example.

[057] In various aspects, the navigation subsystem 310 supports navigation using the mobile

device 102. In various aspects the mobile device 102 may comprise location or position

determination capabilities and may employ one or more location determination techniques

including, for example, Global Positioning System (GPS) techniques, Cell Global Identity

(CGI) techniques, CGI including timing advance (TA) techniques, Enhanced Forward Link

Trilateration (EFLT) techniques, Time Difference of Arrival (TDOA) techniques, Angle of

Arrival (AOA) techniques, Advanced Forward Link Trilateration (AFTL) techniques,

Observed Time Difference of Arrival (OTDOA), Enhanced Observed Time Difference

(EOTD) techniques, Assisted GPS (AGPS) techniques, hybrid techniques (e.g., GPS/CGI,

AGPS/CGI, GPS/AFTL or AGPS/AFTL for CDMA networks, GPS/EOTD or AGPS/EOTD for

GSM/GPRS networks, GPS/OTDOA or AGPS/OTDOA for UMTS networks), among others.

[058] In various aspects, the mobile device 102 may be configured to operate in one or more

location determination modes including, for example, a standalone mode, a mobile station

(MS) assisted mode, and/or a MS-based mode. In a standalone mode, such as a

standalone GPS mode, the mobile device 102 may be configured to determine its position

without receiving wireless navigation data from the network, though it may receive certain



types of position assist data, such as almanac, ephemeris, and coarse data. In a

standalone mode, the mobile device 102 may comprise a local location determination circuit

such as a GPS receiver which may be integrated within the housing 202 configured to

receive satellite data via the antenna 208 and to calculate a position fix. Local location

determination circuit may alternatively comprise a GPS receiver in a second housing

separate from the housing 202 but in the vicinity of the mobile device 102 and configured to

communicate with the mobile device 102 wirelessly (e.g., via a PAN, such as Bluetooth).

When operating in an MS-assisted mode or an MS-based mode, however, the mobile

device 102 may be configured to communicate over a radio access network (e.g., UMTS

radio access network) with a remote computer (e.g., a location determination entity (LDE), a

location proxy server (LPS) and/or a mobile positioning center (MPC), among others).

[059] In various aspects, the mobile device 102 also may comprise a power management

subsystem (not shown) to manage power for the mobile device 102, including the radio

subsystem 302, the processing subsystem 304, and other elements of the mobile device

102. For example, the power management subsystem may include one or more batteries to

provide direct current (DC) power, and one or more alternating current (AC) interfaces to

draw power from a standard AC main power supply.

[060] In various aspects, the radio subsystem 302 may include an antenna 208. The antenna

208 may broadcast and receive RF energy over the wireless shared media. Examples for

the antenna 208 may include an internal antenna, an omni-directional antenna, a monopole

antenna, a dipole antenna, an end fed antenna, a circularly polarized antenna, a micro-strip

antenna, a diversity antenna, a dual antenna, an antenna array, a helical antenna, and so

forth. The aspects are not limited in this context.

[061] In various aspects, the antenna 208 may be connected to a multiplexer. The multiplexer

multiplexes signals from a power amplifier for delivery to the antenna 208. The multiplexer

demultiplexes signals received from the antenna for delivery to an RF chipset.

[062] In various aspects, the multiplexer may be connected to a power amplifier, where the

power amplifier may be used to amplify any signals to be transmitted over the wireless

shared media. The power amplifier may work in all assigned frequency bands, such as four

(4) frequency bands in a quad-band system. The power amplifier also may operate in

various modulation modes, such as Gaussian Minimum Shift Keying (GMSK) modulation

suitable for GSM systems and 8-ary Phase Shift Keying (8-PSK) modulation suitable for

EDGE systems.



[063] In various aspects, the power amplifier may be connected to an RF chipset. The RF

chipset also may be connected to the multiplexer. In one aspect, the RF chipset may

comprise an RF driver and an RF transceiver. The RF chipset performs all of the

modulation and direct conversion operations required for GMSK and 8-PSK signal types for

quad-band E-GPRS radio. The RF chipset receives analog in-phase (I) and quadrature (Q)

signals from a baseband processor, and converts the l/Q signals to an RF signal suitable for

amplification by the power amplifier. Similarly, the RF chipset converts the signals received

from the wireless shared media via the antenna 208 and the multiplexer to analog l/Q

signals to be sent to the baseband processor. Although the RF chipset may use two chips

by way of example, it may be appreciated that the RF chipset may be implemented using

more or less chips and still fall within the intended scope of the aspects.

[064] In various aspects, the RF chipset may be connected to the baseband processor, where

the baseband processor may perform baseband operations for the radio subsystem 514.

The baseband processor may comprise both analog and digital baseband sections. The

analog baseband section includes l/Q filters, analog-to-digital converters, digital-to-analog

converters, audio circuits, and other circuits. The digital baseband section may include one

or more encoders, decoders, equalizers/demodulators, GMSK modulators, GPRS ciphers,

transceiver controls, automatic frequency control (AFC), automatic gain control (AGC),

power amplifier (PA) ramp control, and other circuits.

[065] In various aspects, the baseband processor also may be connected to one or more

memory units via a memory bus. In one aspect, for example, the baseband processor may

be connected to a flash memory unit and a secure digital (SD) memory unit. The memory

units may be removable or non-removable memory. In one aspect, for example, the

baseband processor may use approximately 1.6 megabytes of static read-only memory

(SRAM) for E-GPRS and other protocol stack needs.

[066] In various aspects, the baseband processor also may be connected to a subscriber

identity module (SIM). The baseband processor may have a SIM interface for the SIM,

where the SIM may comprise a smart card that encrypts voice and data transmissions and

stores data about the specific user so that the user can be identified and authenticated to

the network supplying voice or data communications. The SIM also may store data such as

personal phone settings specific to the user and phone numbers. The SIM can be

removable or non-removable.



[067] In various aspects, the baseband processor may further include various interfaces for

communicating with a host processor of the processing subsystem 304. For example, the

baseband processor may have one or more universal asynchronous receiver-transmitter

(UART) interfaces, one or more control/status lines to the host processor, one or more

control/data lines to the host processor, and one or more audio lines to communicate audio

signals to an audio subsystem of processing subsystem 514. The aspects are not limited in

this context.

[068] In various aspects, the processing subsystem 304 may provide computing or processing

operations for the mobile device 102 and/or for the authentication subsystem 306. For

example, the processing subsystem 304 may be arranged to execute various software

programs for the mobile device 102 as well as several software programs for the

authentication subsystem 306. Although the processing subsystem 304 may be used to

implement operations for the various aspects as software executed by a processor, it may

be appreciated that the operations performed by the processing subsystem 304 also may be

implemented using hardware circuits or structures, or a combination of hardware and

software, as desired for a particular implementation.

[069] In various aspects, the processing subsystem 304 may include a processor implemented

using any processor or logic device, such as a complex instruction set computer (CISC)

microprocessor, a reduced instruction set computing (RISC) microprocessor, a very long

instruction word (VLIW) microprocessor, a processor implementing a combination of

instruction sets, or other processor device. In one aspect, for example, a processor may be

implemented as a general purpose processor, such as a processor made by Intel

Corporation, Santa Clara, Calif. The processor also may be implemented as a dedicated

processor, such as a controller, microcontroller, embedded processor, a digital signal

processor (DSP), a network processor, a media processor, an input/output (I/O) processor,

a media access control (MAC) processor, a radio baseband processor, a field

programmable gate array (FPGA), a programmable logic device (PLD), and so forth.

[070] In one aspect, the processing subsystem 304 may include a memory to connect to the

processor. The memory may be implemented using any machine-readable or computer-

readable media capable of storing data, including both volatile and non-volatile memory.

For example, the memory may include ROM, RAM, DRAM, DDRAM, SDRAM, SRAM,

PROM, EPROM, EEPROM, flash memory, polymer memory such as ferroelectric polymer

memory, ovonic memory, phase change or ferroelectric memory, silicon-oxide-nitride-oxide-



silicon (SONOS) memory, magnetic or optical cards, or any other type of media suitable for

storing information. It is worthy to note that some portion or all of the memory may be

included on the same integrated circuit as the processor thereby obviating the need for a

memory bus. Alternatively some portion or all of the memory may be disposed on an

integrated circuit or other medium, for example a hard disk drive, that is external to the

integrated circuit of the processor, and the processor may access the memory via a memory

bus, for example.

[071] In various aspects, the memory may store one or more software components (e.g.,

application client modules). A software component may refer to one or more programs, or a

portion of a program, used to implement a discrete set of operations. A collection of

software components for a given device may be collectively referred to as a software

architecture or application framework. A software architecture for the mobile device 102 is

described in more detail below.

[072] A software architecture suitable for use with the mobile device 102 may include a user

interface (Ul) module, an interface module, a data source or backend services module (data

source), and a third party API module. An optional LBS module may comprise a user based

permission module, a parser module (e.g., National Maritime Electronic Association or

NMEA), a location information source module, and a position information source module. In

some aspects, some software components may be omitted and others added. Further,

operations for some programs may be separated into additional software components, or

consolidated into fewer software components, as desired for a given implementation. The

mobile device 102 software architecture may comprise several elements, components or

modules, collectively referred to herein as a "module." A module may be implemented as a

circuit, an integrated circuit, an application specific integrated circuit (ASIC), an integrated

circuit array, a chipset comprising an integrated circuit or an integrated circuit array, a logic

circuit, a memory, an element of an integrated circuit array or a chipset, a stacked integrated

circuit array, a processor, a digital signal processor, a programmable logic device, code,

firmware, software, and any combination thereof.

[073] Having described the mobile device 102 as one example of computer system, it will be

appreciated that any of the following computer systems, without limitation, computer

networks, desktop computers, laptop computers, notebook computers, tablet computers,

tablet computers, mobile phones, personal digital assistants, appliances, positioning

systems, media devices, automatic teller machines (ATM), kiosks, public modes of



transportation (bus, train, subway, airplane, boat, rental car, ...), building entrances,

stadiums, turnstiles, medical systems that dispense medication in any form could be

equipped with at least one electrode and a detection subsystem to authenticate the user as

the owner of the computer system for security purposes. For the sake of conciseness and

clarity, not all of these computer systems will be discussed here.

[074] Turning briefly now to FIGS. 19-21 , which illustrate aspects of a mobile device 1100

received in a mating configuration with a mobile device enclosing arrangement 1102

comprising a detection circuit integrated therewith for detecting an electrical signal

generated by an ingestible event marker, such as the IEM device, otherwise referred to

herein as an ingestible event marker system 106, for example. They can be made of hard

plastic or in the newer market adhesive-backed vinyl pieces. FIG. 19 illustrates one aspect

of a mobile device 1100 received in a mating configuration with a mobile device enclosing

arrangement 1102 comprising a detection circuit integrated therewith for detecting an

electrical signal generated by an ingestible event marker system 106, for example.

[075] The enclosing arrangement 1102 may be referred to as a housing, enclosure,

attachment, skin, design cover, among other accessories for mobile devices, and may

substantially or partially cover or enclose the mobile device 1100. FIG. 20 illustrates the

mobile device 1100 and the enclosing arrangement 1102 (cradle, protective cover, skin, and

the like) for receiving the mobile device 1100 in an unmated configuration. The mobile

device 1100 shown in FIGS. 19 and 20 is substantially similar to the mobile devices 102 and

others described hereinbefore and, therefore, a high level description of similar functional

modules will not be repeated here for the sake of conciseness and clarity of disclosure.

[076] As shown in FIGS. 19 and 20, the mobile device 1100 is configured to mate with the

enclosing arrangement 1102. The enclosing arrangement 1102 contains a detection module

1200 integrated therewith. The detection module 1200 comprises a detection subsystem

comprising an electrode input circuit similar to the detection subsystem 516 and electrode

input circuit shown in FIG. 4 as electrode input/output interface circuit 401 . Due to the

similarity of the detection subsystem and electrode input circuit components, the particular

details will not be repeated here for the sake of conciseness and clarity of disclosure. The

enclosing arrangement 1102 also includes electrodes 1202A and 1202B (not shown in FIG.

20 and shown in FIG. 21) to couple the patient to the detection module 1200. The detection

module 1200 may be electrically coupled to functional modules of the mobile device 1100 to

detect and process the unique electrical signature generated by the ingestible event marker



system 106 (e.g., IEM device). The detection module 1200 may be electrically coupled to

the functional modules of the mobile device 1100 using any suitable techniques such as, for

example, inductive coupling, wireless transmission, electrical connector, and the like. One

example of a housing comprising a suitable connector to electrically couple the detection

module 1200 to the functional modules of the mobile device 1100 is described in connection

with FIG. 2 1 .

[077] FIG. 2 1 illustrates one aspect of a enclosing arrangement 1102 for receiving a mobile

device where the enclosing arrangement 1102 comprises a detection circuit 1200 for

detecting an electrical signal generated by an ingestible event marker integrated therewith

and a connector 1300 for electrically coupling the detection circuit 1200 to the functional

modules of the mobile device. In use, the mobile device (not shown) is slidably inserted over

the enclosing arrangement 1102 and plugged into the connector 1300. The electrodes

1202A, 1202B are used tot couple the patient to the detection module 1200. The connector

1300 couples the detection module 1200 to the functional modules of the mobile device

1100 (FIG. 20) for communication purposes, among other purposes. In one aspect, the

detection module 1200 integrated with the enclosing arrangement 1102 is a standalone

module and includes all the necessary electronic modules to detect the unique electrical

current signature generated by the IEM device.

[078] Turning now back to FIG. 4 , which is a block functional diagram of one aspect of an

authentication subsystem 306 for detecting and/or generating personal electrical signals to

authenticate the user and prove the identity of the subject 100 (FIG. 1) . The authentication

subsystem 306 comprises an electrode input/output interface circuit 401 to receive/transmit

electrical signals from/to the electrodes 104a, 104b. The authentication subsystem 306 can

be configured to operate in receive mode, broadcast mode, or combinations thereof. In

receive mode, the input/output interface circuit 401 receives electrical signals from the

electrodes 104a, 104b. In broadcast mode, the input/output interface circuit 401 transmits

electrical signals to the electrodes 104a, 104b.

[079] A transbody conductive communication module 402 and a physiological sensing module

404 are electrically coupled to the electrode input/output interface circuit 401 . In one aspect,

the transbody conductive communication module 402 is implemented as a first, e.g., high,

frequency (HF) signal chain and the physiological sensing module 404 is implemented as a

second, e.g., low, frequency (LF) signal chain. Also shown are CMOS temperature sensing

module 406 (for detecting ambient temperature) and a 3-axis accelerometer 408. The



authentication subsystem 306 also comprises a processing engine 418 (for example, a

microcontroller and digital signal processor), a non-volatile memory 410 (for data storage),

and a wireless communication module 412 to receive data from and/or transmit data to

another device, for example in a data download/upload action, respectively. In various

aspects, the communication module 412 may comprise one or more transmitters/receivers

("transceiver") modules. As used herein, the term "transceiver" may be used in a very

general sense to include a transmitter, a receiver, or a combination of both, without

limitation. In one aspect, the transbody conductive communication module 402 is

configured to communicate with an ingestible event marker system 106 (FIGS. 1, 5). In

receive mode, the transbody conductive communication module 402 is configured to receive

a transconduction current signal from the subject 100 (FIG. 1) via at least one of the

electrodes 104a, 104b (FIG. 1) . In broadcast mode, the transbody conductive

communication module 402 is configured to transmit a transconduction current signal to the

subject 100 via at least one of the electrodes 104a, 104b (FIG. 1) . In one aspect, the

transbody conductive communication module 402 is configured as a skin or design cover for

a mobile device.

[080] The sensors 414 typically contact the subject 100 (FIG. 1), e.g., are removably

attachable to the torso. In various aspects, the sensors 414 may be removably or

permanently attached to the authentication subsystem 306. For example, the sensors 414

may be removably connected to another device by snapping metal studs. The sensors 414

may comprise, for example, various devices capable of sensing or receiving the physiologic

data. The types of sensors 414 include, for example, electrodes such as biocompatible

electrodes. The sensors 414 may be configured, for example, as a pressure sensor, a

motion sensor, an accelerometer, an electromyography (EMG) sensor, an event marker

system, a biopotential sensor, an electrocardiogram sensor, a temperature sensor, a tactile

event marker sensor, and an impedance sensor.

[081] The feedback module 416 may be implemented with software, hardware, circuitry,

various devices, and combinations thereof. The function of the feedback module 4 16 is to

provide communication with the subject 100 (FIG. 1) in a discreet, tactful, circumspect

manner as described above. In various aspects the feedback module 416 may be

implemented to communicate with the subject 100 using techniques that employ visual,

audio, vibratory/tactile, olfactory, and taste.



[082] FIG. 5 illustrates one aspect of an ingestible event marker system 106 configured to

generate a unique transconductance signal for confirming the identity of a person. In

various aspects the ingestible event marker system 106 can be used in association with any

medication product, as mentioned above, to determine the origin of the medication and to

confirm that at least one of the right type and the right dosage of medication was delivered

to the patient and in some aspects to determine when a patient takes the medication

product. The scope of the present disclosure, however, is not limited by the environment

and the medication product that may be used with the system 106. For example, the

system 106 may be activated either in wireless mode, in galvanic mode by placing the

system 106 within a capsule and then placing the capsule within a conducting fluid, or a

combination thereof, or exposing the system 106 to air. Once placed in a conducting fluid,

for example, the capsule would dissolve over a period of time and release the system 106

into the conducting fluid. Thus, in one aspect, the capsule would contain the system 106

and no product. Such a capsule may then be used in any environment where a conducting

fluid is present and with any product. For example, the capsule may be dropped into a

container filled with jet fuel, salt water, tomato sauce, motor oil, or any similar product.

Additionally, the capsule containing the system 106 may be ingested at the same time that

any pharmaceutical product is ingested in order to record the occurrence of the event, such

as when the product was taken.

[083] In the specific example of the system 106 combined with a medication or pharmaceutical

product, as the product or pill is ingested, or exposed to air, the system 106 is activated in

galvanic mode. The system 106 controls conductance to produce a unique current

signature that is detected by the electrodes 104a, 104b (FIGS. 1-4), for example, thereby

transmitting a unique transconduction signal that authenticates the user as the owner of the

computer system (e.g., the mobile device 102). When activated in wireless mode, the

system controls modulation of capacitive plates to produce a unique voltage signature

associated with the system 106 that is detected.

[084] In one aspect, the system 106 includes a framework 502. The framework 502 is a

chassis for the system 106 and multiple components are attached to, deposited upon, or

secured to the framework 502. In this aspect of the system 106, a digestible material 504 is

physically associated with the framework 502. The material 504 may be chemically

deposited on, evaporated onto, secured to, or built-up on the framework all of which may be

referred to herein as "deposit" with respect to the framework 502. The material 504 is



deposited on one side of the framework 502. The materials of interest that can be used as

material 504 include, but are not limited to: Cu, CuCI, or Cul. The material 504 is deposited

by physical vapor deposition, electrodeposition, or plasma deposition, among other

protocols. The material 504 may be from about 0.05 to about 500 µ η thick, such as from

about 5 to about 100 µ η thick. The shape is controlled by shadow mask deposition, or

photolithography and etching. Additionally, even though only one region is shown for

depositing the material, each system 106 may contain two or more electrically unique

regions where the material 504 may be deposited, as desired.

[085] At a different side, which is the opposite side as shown in Fig. 5, another digestible

material 506 is deposited, such that the materials 504, 506 are dissimilar and insulated from

each other. Although not shown, the different side selected may be the side next to the side

selected for the material 504. The scope of the present disclosure is not limited by the side

selected and the term "different side" can mean any of the multiple sides that are different

from the first selected side. In various aspects, the dissimilar material may be located at

different positions on a same side. Furthermore, although the shape of the system is shown

as a square, the shape may be any geometrically suitable shape. The materials 504, 506

are selected such that they produce a voltage potential difference when the system 106 is in

contact with conducting liquid, such as body fluids. The materials of interest for material 506

include, but are not limited to: Mg, Zn, or other electronegative metals. As indicated above

with respect to the material 504, the material 506 may be chemically deposited on,

evaporated onto, secured to, or built-up on the framework. Also, an adhesion layer may be

necessary to help the material 506 (as well as material 504 when needed) to adhere to the

framework 502. Typical adhesion layers for the material 506 are Ti, TiW, Cr or similar

material. Anode material and the adhesion layer may be deposited by physical vapor

deposition, electrodeposition or plasma deposition. The material 506 may be from about

0.05 to about 500 µ η thick, such as from about 5 to about 100 µ η thick. However, the

scope of the present disclosure is not limited by the thickness of any of the materials nor by

the type of process used to deposit or secure the materials to the framework 502.

[086] According to the disclosure set forth, the materials 504, 506 can be any pair of materials

with different electrochemical potentials. Additionally, in the aspects wherein the system

106 is used in-vivo, the materials 504, 506 may be vitamins that can be absorbed. More

specifically, the materials 504, 506 can be made of any two materials appropriate for the

environment in which the system 106 will be operating. For example, when used with an



ingestible product, the materials 504, 506 are any pair of materials with different

electrochemical potentials that are ingestible. An illustrative example includes the instance

when the system 106 is in contact with an ionic solution, such as stomach acids, fluids

excreted through the surface of the skin, fluids present below the surface of the skin, for

example. Suitable materials are not restricted to metals, and in certain aspects the paired

materials are chosen from metals and non-metals, e.g., a pair made up of a metal (such as

Mg) and a salt (such as CuCI or Cul). With respect to the active electrode materials, any

pairing of substances-metals, salts, or intercalation compounds-with suitably different

electrochemical potentials (voltage) and low interfacial resistance are suitable.

[087] Materials and pairings of interest include, but are not limited to, those reported in TABLE

1 below. In one aspect, one or both of the metals may be doped with a non-metal, e.g., to

enhance the voltage potential created between the materials as they come into contact with

a conducting liquid. Non-metals that may be used as doping agents in certain aspects

include, but are not limited to: sulfur, iodine, and the like. In another aspect, the materials

are copper iodine (Cul) as the anode and magnesium (Mg) as the cathode. Aspects of the

present disclosure use electrode materials that are not harmful to the human body.

[088]



[089] Thus, when the system 106 is in contact with the conducting fluid, a current path is

formed through the conducting fluid between the dissimilar materials 504, 506. A control

device 508 is secured to the framework 502 and electrically coupled to the materials 504,

506. The control device 508 includes electronic circuitry, for example control logic that is

capable of controlling and altering the conductance between the materials 504, 506.

[090] The voltage potential created between the dissimilar materials 504, 506 provides the

power for operating the system as well as produces the current flow through the conducting

fluid and the system 106. In one aspect, the system 106 operates in direct current mode. In

an alternative aspect, the system 106 controls the direction of the current so that the

direction of current is reversed in a cyclic manner, similar to alternating current. As the

system reaches the conducting fluid or the electrolyte, where the fluid or electrolyte

component is provided by a physiological fluid, e.g., stomach acid, the path for current flow

between the dissimilar materials 504, 506 is completed external to the system 106; the

current path through the system 106 is controlled by the control device 508. Completion of

the current path allows for the current to flow and in turn a receiver, not shown, can detect

the presence of the current and recognize that the system 106 has been activate and the

desired event is occurring or has occurred.

[091] In one aspect, the two dissimilar materials 504, 506 are similar in function to the two

electrodes needed for a direct current power source, such as a battery. The conducting

liquid acts as the electrolyte needed to complete the power source. The completed power

source described is defined by the physical chemical reaction between the dissimilar

materials 504, 506 of the system 106 and the surrounding fluids of the body. The completed

power source may be viewed as a power source that exploits reverse electrolysis in an ionic

or a conduction solution such as gastric fluid, blood, or other bodily fluids and some tissues.

Additionally, the environment may be something other than a body and the liquid may be

any conducting liquid. For example, the conducting fluid may be salt water or a metallic

based paint.

[092] In certain aspects, the two dissimilar materials 504, 506 are shielded from the

surrounding environment by an additional layer of material. Accordingly, when the shield is

dissolved and the two dissimilar materials 504, 506 are exposed to the target site, a voltage

potential is generated.

[093] In certain aspects, the complete power source or supply is one that is made up of active

electrode materials, electrolytes, and inactive materials, such as current collectors,



packaging. The active materials are any pair of materials with different electrochemical

potentials. Suitable materials are not restricted to metals, and in certain aspects the paired

materials are chosen from metals and non-metals, e.g., a pair made up of a metal (such as

Mg) and a salt (such as Cul). With respect to the active electrode materials, any pairing of

substances-metals, salts, or intercalation compounds —with suitably different

electrochemical potentials (voltage) and low interfacial resistance are suitable.

[094] A variety of different materials may be employed as the materials that form the

electrodes. In certain aspects, electrode materials are chosen to provide for a voltage upon

contact with the target physiological site, e.g., the stomach, sufficient to drive the system of

the identifier. In certain aspects, the voltage provided by the electrode materials upon

contact of the metals of the power source with the target physiological site is 0.001 V or

higher, including 0.01 V or higher, such as 0.1 V or higher, e.g., 0.3 V or higher, including

0.5 volts or higher, and including 1.0 volts or higher, where in certain aspects, the voltage

ranges from about 0.001 to about 10 volts, such as from about 0.01 to about 10 V.

[095] Referring still to Fig. 5 , the dissimilar materials 504, 506 provide the voltage potential to

activate the control device 508. Once the control device 508 is activated or powered up, the

control device 508 can alter conductance between the first and second materials 504, 506 in

a unique manner. By altering the conductance between the first and second materials 504,

506, the control device 508 is capable of controlling the magnitude of the current through the

conducting liquid that surrounds the system 106. This produces a unique current signature

that can be detected and measured by a receiver (not shown), which can be positioned

internal or external to the body. The receiver is disclosed in greater detail in US Patent

Application Serial No. 12/673,326 entitled "BODY-ASSOCIATED RECEIVER AND

METHOD" filed on December 15, 2009, and published as 2010-0312188 A 1 dated

December 09, 2010 which is incorporated herein by reference in its entirety. In addition to

controlling the magnitude of the current path between the materials, non-conducting

materials, membrane, or "skirt" are used to increase the "length" of the current path and,

hence, act to boost the conductance path, as disclosed in the U.S. patent application Ser.

No. 12/238,345 entitled, "IN-BODY DEVICE WITH VIRTUAL DIPOLE SIGNAL

AMPLIFICATION" filed Sep. 25, 2008, the entire content of which is incorporated herein by

reference. Alternatively, throughout the disclosure herein, the terms "non-conducting

material," "membrane," and "skirt" are interchangeably used with the term "current path

extender" without impacting the scope or the present aspects and the claims herein. The



skirt, shown in portion at 505, 507, respectively, may be associated with, e.g., secured to,

the framework 502. Various shapes and configurations for the skirt are contemplated as

within the scope of the various aspects of the present invention. For example, the system

106 may be surrounded entirely or partially by the skirt and the skirt maybe positioned along

a central axis of the system 106 or off-center relative to a central axis. Thus, the scope of

the present invention as claimed herein is not limited by the shape or size of the skirt.

Furthermore, in other aspects, the dissimilar materials 504, 506 may be separated by one

skirt that is positioned in any defined region between the dissimilar materials 504, 506.

[096] The system 106 may be grounded through a ground contact. The system 106 also may

include a sensor module. In operation, ion or current paths are established between the first

material 504 to the second material 506 and through a conducting fluid in contact with the

system 106. The voltage potential created between the first and second materials 504, 506

is created through chemical reactions between the first and second materials 504, 506 and

the conducting fluid. In one aspect, the surface of the first material 504 is not planar, but

rather an irregular surface. The irregular surface increases the surface area of the material

and, hence, the area that comes in contact with the conducting fluid.

[097] In one aspect, at the surface of the first material 504, there is chemical reaction between

the material 504 and the surrounding conducting fluid such that mass is released into the

conducting fluid. The term mass as used herein refers to protons and neutrons that form a

substance. One example includes the instant where the material is CuCI and when in

contact with the conducting fluid, CuCI becomes Cu (solid) and CI- in solution. The flow of

ions into the conduction fluid is via ion paths. In a similar manner, there is a chemical

reaction between the second material 506 and the surrounding conducting fluid and ions are

captured by the second material 506. The release of ions at the first material 504 and

capture of ion by the second material 506 is collectively referred to as the ionic exchange.

The rate of ionic exchange and, hence the ionic emission rate or flow, is controlled by the

control device 508. The control device 508 can increase or decrease the rate of ion flow by

altering the conductance, which alters the impedance, between the first and second

materials 504, 506. Through controlling the ion exchange, the system 106 can encode

information in the ionic exchange process. Thus, the system 106 uses ionic emission to

encode information in the ionic exchange.

[098] The control device 508 can vary the duration of a fixed ionic exchange rate or current

flow magnitude while keeping the rate or magnitude near constant, similar to when the



frequency is modulated and the amplitude is constant. Also, the control device 508 can vary

the level of the ionic exchange rate or the magnitude of the current flow while keeping the

duration near constant. Thus, using various combinations of changes in duration and

altering the rate or magnitude, the control device 508 encodes information in the current flow

or the ionic exchange. For example, the control device 508 may use, but is not limited to

any of the following techniques namely, Binary Phase-Shift Keying (PSK), Frequency

Modulation (FM), Amplitude Modulation (AM), On-Off Keying, and PSK with On-Off Keying.

[099] Various aspects of the system 106 may comprise electronic components as part of the

control device 508. Components that may be present include but are not limited to: logic

and/or memory elements, an integrated circuit, an inductor, a resistor, and sensors for

measuring various parameters. Each component may be secured to the framework and/or

to another component. The components on the surface of the support may be laid out in

any convenient configuration. Where two or more components are present on the surface of

the solid support, interconnects may be provided.

[0100] The system 106 controls the conductance between the dissimilar materials and, hence,

the rate of ionic exchange or the current flow. Through altering the conductance in a

specific manner the system is capable of encoding information in the ionic exchange and the

current signature. The ionic exchange or the current signature is used to uniquely identify

the specific system. Additionally, the system 106 is capable of producing various different

unique exchanges or signatures and, thus, provides additional information. For example, a

second current signature based on a second conductance alteration pattern may be used to

provide additional information, which information may be related to the physical

environment. To further illustrate, a first current signature may be a very low current state

that maintains an oscillator on the chip and a second current signature may be a current

state at least a factor of ten higher than the current state associated with the first current

signature.

[0101] Having now described the basic elements of a personal authentication system, the

disclosure now turns to a description of various aspects of authentication systems. FIG. 6

illustrates one aspect of an authentication system 600 comprising a target authentication

device 602 and an authentication module comprising a body-associated device 112. The

target authentication device 602 comprises an authentication receiver module 601 . The

body-associated device 112 comprises a transmission device 603. In one embodiment, the



body-associated device 112 is destroyed when it is removed from the body of the subject

100.

[0102] The body-associated device 112 is located on the surface of the skin and is electrically

coupled to the subject 100 via electrodes 604a, 604b. In one aspect, the body-associated

device 112 comprises a transmission device 603 that is configured, or programmed, with a

secret code 606 that is stored in memory 608, such as a password or a private key for more

sophisticated authentication mechanisms. The body-associated device 112 acts in

broadcast mode (opposite to the receive mode). The secret code 606 is read from the

memory 608 and is encoded into a signal 610 by an encoder 612. The encoded signal 610

is converted to an electrically conductive signal 614 by the I/O interface circuit 616. The

encoded electrically conductive signal 614 is applied to the body 617 of the subject 100 via

the electrodes 604a, 604b. A battery V
att

may be included in the body-associated device as

a power source. Alternatively, a power source may be implemented by coupling energy

through the electrodes 604a, 604b from the target authentication device 602. In yet another

alternative, a power source similar to the power source described in connection with the

ingestible event marker 106 (FIG. 5) may be employed where the power source may be

activated by fluid excreted on the surface of the skin of the subject 100.

[0103] The electrically conductive signal 614 is conducted through the body 617 of the subject

100 to the authentication receiver module 601 of the target authentication device 602.

Electrodes 618a, 618b detect the electrically conductive signal 614 from the body 617 and

are coupled to a decoder 619 though an I/O interface circuit 620. The decoder 619 decodes

the electrically conductive signal 614. The decoded code 622 is then compared by compare

module 624 to established criteria 626. When the code 622 matches the established criteria

626, compare module 624 provides the results to the processor 628, which determines

whether the electrical signal matches the predetermined criteria to authenticate the identity

of the user based on the an electrical signal. If a match occurs, the processor 629 unlocks

the target authentication device 602 and enables access by the subject 100. In one aspect,

the authentication receiver module 601 is configured to encode the detected signal with a

secret and retransmit the encoded signal back to the receiver module where it is compared

to an expected result dependent on the mathematical properties of the encoding and the

secret. In one aspect, the authentication receiver module 601 is configured to authenticate a

challenge-response authentication, which is an authentication process that verifies an

identity by requiring correct authentication information to be provided in response to a



challenge. The authentication information may be usually a value that is computed in

response to an unpredictable challenge value, but it may be just a password.

[0104] The target authentication device 602 may be any number of digital instruments. As

previously discussed, the target authentication device 602 may be a mobile device 102 as

described in connection with FIGS. 1-3. In other aspects, the target authentication device

602 may be any of the computer systems identified above. In one aspect, the target

authentication device 602 may be located on a keyboard to ensure the identity of the user

when the hands touch the keyboard, allowing the subject 100 to authenticate against web

sites; a check-out terminal, which authenticates against the bank account of the subject 100

and allows the subject 100 to pay for transactions; a car that knows the subject 100 is the

one holding the steering wheel and starts only for the subject 100; a doorknob that unlocks

when authorized subjects 100 touch it; the target may even be another individual, so that

when the subject 100 shake hands both parties are assured of the other's identity.

[0105] The body associated device 112 comprising the transmission device 603 may be a

patch, implant, pendant, ring, article of clothing, piercing, or piece of jewelry. Te body

associated device 112 is physically and electrically associated with the subject 100, and

contains a secret code 606.

[0106] In one aspect, the authentication receiver module 601 of the target authentication device

602 may comprise a transbody conductive communication module 402 as described in

connection with FIG. 4 , shown in phantom to indicate that it is optional. Communication

could be over the same transconductive link established with the ingestible event marker

system 106 described in FIG. 5, where the transmitter drives a dipole located on the body

617 of the subject 100 and the target authentication device 602 also contains a dipole for

receiving the encoded signal. Alternatively, either the target authentication device 602 or

the transmission device 603 or both may comprise a single electrode in contact with the

body 617, with the counter electrode being a capacitive connection to free space. All of

these cases ensure that both the transmission device 603 containing the authentication

code 606 and the target authentication device 602 are both in conductive contact with the

same body 617 in order for authentication to be successful.

[0107] In another aspect, the authentication receiver module 601 of the target authentication

device 602 may comprise a physiological sensing module 404 as described in connection

with FIG. 4 , shown in phantom to indicate that it is optional. The physiological sensing

module 404 may be employed to monitor biometric signatures associated with the subject



100 to establish that it is in fact attached to the subject 100. A profile of physiologic activity,

based on parameters like heart rate, activity patterns, GSR, body temperature, circadian

rhythms, and so forth may be generated on the body-associated device 112. This signature

could be hashed with the authentication code 606 and transmitted to the target

authentication device 602. The target authentication device 602 would then compare the

biometric signature to a baseline database to confirm the subject 100. In one aspect, the

biometric signature is derived from the at least one physiological signal and the biometric

signature is compared to a user-associated signature. The user associated-signature may

be derived from biometric data stored in a memory over time to generate a baseline

biometric signature, wherein the authentication module device compares the biometric

signature to the baseline biometric signature to authenticate the identity of the user. The

user-associated biometric signature also may be derived from other sources outside this

system.

[0108] In another aspect, the target authentication device 602 acquires a biometric profile over

time and compares past readings against current ones. In this way, a sudden change could

indicate that the body-associated device 112 has been removed from one person and put on

another.

[0109] The secret authentication code 606 may be a simple password based authentication, in

which case the password may be programmed into the transmission device 603, or the

secret authentication code 606 may be a more complex challenge-response scheme where

bi-directional communication is used to establish authentication over a public channel.

Other established authentication schemes known in the art are also applicable to this case.

[0110] In yet another aspect, is to put a lock on the body-associated device 112 of some kind. A

PIN code or tap pattern could be required to unlock the body-associated device 112 and

enable it to broadcast the key transconductively (e.g., use the body 617 of the subject 100

as a conductive medium to conduct a current).

[011 1] The above is a specific instantiation of a key (in this case the body-associated device

112) communicating with and unlocking a lock (in this case the target authentication device

602, such as a mobile device 102, for example) via transconductive communication. In

various other aspects, this may be generalized to a number of keys (e.g., patch, watch, key

fob in pocket, smart shoes, jewelry, clothing, etc.) communicating with any number of locks

(e.g., phone, computer, door, car, cash register, ATM, vending machine). In certain

instances it may be beneficial for the communication to be two-way. For instance, in the



case of a body-associated device 112 and a mobile device 102, the body-associated device

112 initiates a session by periodically broadcasting the authentication code 606. The mobile

device 102 receives the code 606, verifies its authenticity and unlocks the mobile device 102

display 204 (FIGS. 2 , 3). The mobile phone 102 may then send an acknowledgement back

to the body-associated device 112 via transconduction or a wireless link, and the body-

associated device 112 might then decide to download stored physiological data to the

mobile device 102. In another instance, the body-associated device 112 may be pre

programmed for a limited number of authentications; after each time a pairing is established

between the body-associated device 112 and the mobile device 102, a counter may be

incremented until it reaches a limit and the body-associated device 112 is de-authorized.

[0112] In another aspect, the relationship between the target identification device 602 and the

transmission device 603 can be broadened beyond security and use-related permissions to

include assurance of use-related benefits and transactions. For example, in a loyalty

management program related to the transmission device 603 (which in addition to the items

listed above could include consumer-related product packaging such as drink containers),

assured use by a specific individual could be confirmed by the transmission device 603,

thereby allowing the loyalty or other benefits to be granted.

[0113] In another aspect, instead of being a personally associated authentication token, the

transmission device 603 could serve as a value token, like a gift card or event pass. In this

case, a temporary transmission device 603 like an adhesive sticker is sold in a conventional

transaction. The buyer applies the adhesive sticker to his or her body 6 17, and the value is

transferred to a mobile device 102 (FIGS. 1-3) upon contact with the body 617 of the subject

100. In another example, a club might apply a door key patch to customers that cannot be

removed without rendering it inoperative to control access for the duration of an event.

[0114] In another aspect, the authentication process may be bidirectional in that the target

authentication device 602 (e.g., the mobile device 102) can send a code through the body

617 of the subject 100 to the body-associated device 112 (e.g., a patch). The body-

associated device 112 authenticates and sends a signal back to the target authentication

device 602 which would then unlock. In another aspect, an electrical current signal from the

ingestible event indicator system 106 may be sourced by a small implantable device, e.g.,

dog tag sized, that sends a signal that is collected by the target authentication device 602

for authentication. The implantable device also may be configured with a physiological

sensing module 404 to collect other physiological information.



[0115] With reference now to FIGS. 1-6, in yet another aspect, a mobile device 102 could be

modified to receive the transconduction signals produced by the ingestible event marker

system 106 when the owner simply touches the mobile device 102. The transconduction

signal carries authentication information that identifies the subject 100 touching the mobile

device 102 as the rightful owner. This eliminates the need to manually enter a PIN, while

still assuring that the rightful owner is the subject 100 accessing the target authentication

device 102.

[0116] In one aspect, the source of the transconduction signal could be an ingested ingestible

event marker system 106 or other transconduction signal transmission source, such as a

body-associated device 112 or similar transmission device 603 in direct contact with the

body 6 17 of the subject 100. This includes transmitters implanted in the body 6 17 of the

subject 100.

[0117] FIG. 7 illustrates one aspect of an authentication system 700 comprising a target

authentication device 602 and an authentication transmission module comprising an

implantable body-associated device 113 that is located below the skin of the subject 100.

The implantable body-associated device 113 is similar in functionality to the body-

associated device 112 described in connection with FIG. 6 , with the exception that the

implantable body-associated device 113 is shown in phantom to indicate that it is implanted

below the skin of the subject 100.

[0118] FIG. 8 illustrates one aspect of an authentication system 800 comprising a target

authentication device 602 and an authentication transmission module comprising and an

event marker system 805. The target authentication device 602 comprises an

authentication receiver module 601 . The event marker system 805 is located on the on or

under the skin of the subject 100 and generates transbody conductive signals representative

of an authentication code. The event marker system 805 comprises a transmission device

803.

[0119] The event marker system 805 is located on the surface of the skin and is electrically

coupled to the subject 100 via electrodes 604a, 604b. In one aspect, the event marker

system 805 comprises a transmission device 803 that is configured, or programmed, with a

secret code 806 that is stored in memory 808, such as a password or a private key for more

sophisticated authentication mechanisms. The event marker system 805 acts in broadcast

mode. The secret code 806 is read from the memory 808 and is encoded into a signal 810

by an encoder 812. The encoded signal 810 is converted to an electrically conductive signal



814 by the I/O interface circuit 816. The encoded electrically conductive signal 814 is

applied to the body 617 of the subject 100 via the electrodes 604a, 604b.

[0120] In various aspects, the event marker system 805 may include a power source, such as a

power source made up of a pair of electrodes fabricated from dissimilar materials. The

event marker system 805 may generate electrical power when it comes into contact with

fluids excreted by the skin. Otherwise, the event marker system 805 is functionally

equivalent to the operation of the ingestible event marker 106 discussed in connection with

FIG. 5 . It will be appreciated, however, that in certain circumstances a small battery may be

provided in the event marker system 805. The event marker system 805 also may include a

second power source electrically coupled to the non-conductive communication module,

such as a coil, e.g., an RFID coil.

[0121] The electrically conductive signal 814 is conducted through the body 617 of the subject

100 to the authentication receiver module 601 of the target authentication device 602.

Electrodes 618a, 618b detect the electrically conductive signal 814 from the body 617 and

are coupled to a decoder 619 though an I/O interface circuit 620. The decoder 619 decodes

the electrically conductive signal 814. The decoded code 622 is then compared by compare

module 624 to established criteria 626. When the code 622 matches the established criteria

626, compare module 624 signals the processor 628, which determines whether the

electrical signal matches the predetermined criteria to authenticate the identity of the user

based on the an electrical signal. If a match occurs, the processor 629 unlocks the target

authentication device 602 and enables access by the subject 100.

[0122] In some embodiments of interest, a non-conductive communication module may be

provided, which is a wireless radio-frequency module. While the wireless radio-frequency

communication module may vary, in some instances this module is a radio-frequency

identification (RFID) module. For ease of description purposes only, embodiments of the

invention will now be further described in terms of embodiments where the non-conductive

communication module is an RFID communication module. However, as noted above the

non-conductive communication module may vary widely.

[0123] In some instances, the RFID module incorporates, for example, an integrated circuit and

an RF antenna. The RFID module may be communicatively associated with a conductive

module incorporating, for example, an integrated circuit and a conductive antenna. Either of

the RFID module or the conductive module, or both, may function in conjunction with

medication and/or medication packaging to receive, process, store, and/or transmit



information related to or associated with the medication. As indicated above, the devices

and systems can be used across multiple and varied applications to provide secure,

controlled, and accurate communications in viable, cost-effective implementations.

[0124] Although the present disclosure has been described in connection with a mobile phone,

the application may be broadly extended to include other instances where a person needs to

authenticate to a system, including, for example access through a locked door, access

through a turnstile to get on the subway or into an entertainment venue, access to a

computer, access to an ATM or payment terminal at a retailer, access to any other target

authentication device 602 described herein.

[0125] In one aspect, the authentication receiver module is located inside of an extension

chamber on the back of a mobile phone 102 housing 202 (FIG. 2). The electrode

connections on the module are wired directly to two electrodes 618a, 618b in the form of

metal buttons exposed on the back of the mobile phone housing 202. When the user

touches the electrodes 618a, 618b with fingers from the left and right hand, the transbody

conductive communication module 402 detects transconduction signals from an ingestable

event marker system 106 or from a similar signal generated by an electronic pill emulator.

In one aspect, the transbody conductive communication module 402 communicates to the

target authentication device 602 via a short range wireless connection, such as Bluetooth,

for example. A software module running on the target authentication device 602 monitors

detection data delivered from the transbody conductive communication module 402 and flips

its display from Locked to Authorized to show that the transconduction signal has been

received. In an authentication system, the payload sent in the transconduction signal is

configured to be secure and personal to the owner. The receiver is hard-wired directly into

the electronics of the target authentication device 602, eliminating the Bluetooth link

between receiver and phone.

[0126] With reference to FIG. 9 , there is shown one aspect of an ingestible device event

indicator system with dissimilar metals positioned on opposite ends as system 2030. The

system 2030 can be used in association with any pharmaceutical product, as mentioned

above, to determine when a patient takes the pharmaceutical product. As indicated above,

the scope of the present invention is not limited by the environment and the product that is

used with the system 2030. For example, the system 2030 may be placed within a capsule

and the capsule is placed within the conducting liquid. The capsule would then dissolve over

a period of time and release the system 2030 into the conducting liquid. Thus, in one aspect,



the capsule would contain the system 2030 and no product. Such a capsule may then be

used in any environment where a conducting liquid is present and with any product. For

example, the capsule may be dropped into a container filled with jet fuel, salt water, tomato

sauce, motor oil, or any similar product. Additionally, the capsule containing the system

2030 may be ingested at the same time that any pharmaceutical product is ingested in order

to record the occurrence of the event, such as when the product was taken.

[0127] In the specific example of the system 2030 combined with the pharmaceutical product,

as the product or pill is ingested, the system 2030 is activated. The system 2030 controls

conductance to produce a unique current signature that is detected, thereby signifying that

the pharmaceutical product has been taken. The system 2030 includes a framework 2032.

The framework 2032 is a chassis for the system 2030 and multiple components are

attached to, deposited upon, or secured to the framework 2032. In this aspect of the system

2030, a digestible material 2034 is physically associated with the framework 2032. The

material 2034 may be chemically deposited on, evaporated onto, secured to, or built-up on

the framework all of which may be referred to herein as "deposit" with respect to the

framework 2032. The material 2034 is deposited on one side of the framework 2032. The

materials of interest that can be used as material 2034 include, but are not limited to: Cu or

Cul. The material 2034 is deposited by physical vapor deposition, electrodeposition, or

plasma deposition, among other protocols. The material 2034 may be from about 0.05 to

about 500 .mu.m thick, such as from about 5 to about 100 .mu.m thick. The shape is

controlled by shadow mask deposition, or photolithography and etching. Additionally, even

though only one region is shown for depositing the material, each system 2030 may contain

two or more electrically unique regions where the material 2034 may be deposited, as

desired.

[0128] At a different side, which is the opposite side as shown in FIG. 9 , another digestible

material 2036 is deposited, such that materials 2034 and 2036 are dissimilar. Although not

shown, the different side selected may be the side next to the side selected for the material

2034. The scope of the present invention is not limited by the side selected and the term

"different side" can mean any of the multiple sides that are different from the first selected

side. Furthermore, even though the shape of the system is shown as a square, the shape

maybe any geometrically suitable shape. Material 2034 and 2036 are selected such that

they produce a voltage potential difference when the system 2030 is in contact with

conducting liquid, such as body fluids. The materials of interest for material 2036 include,



but are not limited to: Mg, Zn, or other electronegative metals. As indicated above with

respect to the material 2034, the material 2036 may be chemically deposited on, evaporated

onto, secured to, or built-up on the framework. Also, an adhesion layer may be necessary to

help the material 2036 (as well as material 2034 when needed) to adhere to the framework

2032. Typical adhesion layers for the material 2036 are Ti, TiW, Cr or similar material.

Anode material and the adhesion layer may be deposited by physical vapor deposition,

electrodeposition or plasma deposition. The material 2036 may be from about 0.05 to about

500 .mu.m thick, such as from about 5 to about 100 .mu.m thick. However, the scope of the

present invention is not limited by the thickness of any of the materials nor by the type of

process used to deposit or secure the materials to the framework 2032.

[0129] Thus, when the system 2030 is in contact with the conducting liquid, a current path, an

example is shown in FIG. 11, is formed through the conducting liquid between material 2034

and 2036. A control device 2038 is secured to the framework 2032 and electrically coupled

to the materials 2034 and 2036. The control device 2038 includes electronic circuitry, for

example control logic that is capable of controlling and altering the conductance between

the materials 2034 and 2036.

[0130] The voltage potential created between the materials 2034 and 2036 provides the power

for operating the system as well as produces the current flow through the conducting fluid

and the system. In one aspect, the system operates in direct current mode. In an alternative

aspect, the system controls the direction of the current so that the direction of current is

reversed in a cyclic manner, similar to alternating current. As the system reaches the

conducting fluid or the electrolyte, where the fluid or electrolyte component is provided by a

physiological fluid, e.g., stomach acid, the path for current flow between the materials 2034

and 2036 is completed external to the system 2030; the current path through the system

2030 is controlled by the control device 2038. Completion of the current path allows for the

current to flow and in turn a receiver, not shown, can detect the presence of the current and

recognize that the system 2030 has been activate and the desired event is occurring or has

occurred.

[0131] In one aspect, the two materials 2034 and 2036 are similar in function to the two

electrodes needed for a direct current power source, such as a battery. The conducting

liquid acts as the electrolyte needed to complete the power source. The completed power

source described is defined by the physical chemical reaction between the materials 2034

and 2036 of the system 2030 and the surrounding fluids of the body. The completed power



source may be viewed as a power source that exploits reverse electrolysis in an ionic or a

conductive solution such as gastric fluid, blood, or other bodily fluids and some tissues.

Additionally, the environment may be something other than a body and the liquid may be

any conducting liquid. For example, the conducting fluid may be salt water or a metallic

based paint.

[0132] In certain aspects, these two materials are shielded from the surrounding environment

by an additional layer of material. Accordingly, when the shield is dissolved and the two

dissimilar materials are exposed to the target site, a voltage potential is generated.

[0133] Referring again to FIG. 9, the materials 2034 and 2036 provide the voltage potential to

activate the control device 2038. Once the control device 2038 is activated or powered up,

the control device 2038 can alter conductance between the materials 2034 and 2036 in a

unique manner. By altering the conductance between materials 2034 and 2036, the control

device 2038 is capable of controlling the magnitude of the current through the conducting

liquid that surrounds the system 2030. This produces a unique current signature that can be

detected and measured by a receiver (not shown), which can be positioned internal or

external to the body. In addition to controlling the magnitude of the current path between the

materials, non-conducting materials, membrane, or "skirt" are used to increase the "length"

of the current path and, hence, act to boost the conductance path, as disclosed in the U.S.

patent application Ser. No. 12/238,345 entitled, "In-Body Device with Virtual Dipole Signal

Amplification" filed Sep. 25, 2008, the entire content of which is incorporated herein by

reference. Alternatively, throughout the disclosure herein, the terms "non-conducting

material", "membrane", and "skirt" are interchangeably with the term "current path extender"

without impacting the scope or the present aspects and the claims herein. The skirt, shown

in portion at 2035 and 2037, respectively, may be associated with, e.g., secured to, the

framework 2032. Various shapes and configurations for the skirt are contemplated as within

the scope of the present invention. For example, the system 2030 may be surrounded

entirely or partially by the skirt and the skirt maybe positioned along a central axis of the

system 2030 or off-center relative to a central axis. Thus, the scope of the present invention

as claimed herein is not limited by the shape or size of the skirt. Furthermore, in other

aspects, the materials 2034 and 2036 may be separated by one skirt that is positioned in

any defined region between the materials 2034 and 2036.

[0134] Referring now to FIG. 10, in another aspect of an ingestible device is shown in more

detail as system 2040. The system 2040 includes a framework 2042. The framework 2042 is



similar to the framework 2032 of FIG. 9 . In this aspect of the system 2040, a digestible or

dissolvable material 2044 is deposited on a portion of one side of the framework 2042. At a

different portion of the same side of the framework 2042, another digestible material 2046 is

deposited, such that materials 2044 and 2046 are dissimilar. More specifically, material

2044 and 2046 are selected such that they form a voltage potential difference when in

contact with a conducting liquid, such as body fluids. Thus, when the system 2040 is in

contact with and/or partially in contact with the conducting liquid, then a current path, an

example is shown in FIG. 11, is formed through the conducting liquid between material 2044

and 2046. A control device 2048 is secured to the framework 2042 and electrically coupled

to the materials 2044 and 2046. The control device 2048 includes electronic circuitry that is

capable of controlling part of the conductance path between the materials 2044 and 2046.

The materials 2044 and 2046 are separated by a non-conducting skirt 2049. Various

examples of the skirt 2049 are disclosed in U.S. Provisional Application No. 61/173,51 1 filed

on Apr. 28, 2009 and entitled "HIGHLY RELIABLE INGESTIBLE EVENT MARKERS AND

METHODS OF USING SAME" and U.S. Provisional Application No. 61/173,564 filed on Apr.

28, 2009 and entitled "INGESTIBLE EVENT MARKERS HAVING SIGNAL AMPLIFIERS

THAT COMPRISE AN ACTIVE AGENT"; as well as U.S. application Ser. No. 12/238,345

filed Sep. 25, 2008 and published as 2009-0082645, entitled "IN-BODY DEVICE WITH

VIRTUAL DIPOLE SIGNAL AMPLIFICATION"; the entire disclosure of each is incorporated

herein by reference.

[0135] Once the control device 2048 is activated or powered up, the control device 2048 can

alter conductance between the materials 2044 and 2046. Thus, the control device 2048 is

capable of controlling the magnitude of the current through the conducting liquid that

surrounds the system 2040. As indicated above with respect to system 2030, a unique

current signature that is associated with the system 2040 can be detected by a receiver (not

shown) to mark the activation of the system 2040. In order to increase the "length" of the

current path the size of the skirt 2049 is altered. The longer the current path, the easier it

may be for the receiver to detect the current.

[0136] Referring now to FIG. 11, the system 2030 of FIG. 9 is shown in an activated state and

in contact with conducting liquid. The system 2030 is grounded through ground contact

2052. The system 2030 also includes a sensor module 2074, which is described in greater

detail with respect to FIG. 11 Ion or current paths 2050 form between material 2034 to

material 2036 through the conducting fluid in contact with the system 2030. The voltage



potential created between the material 2034 and 2036 is created through chemical reactions

between materials 2034/2036 and the conducting fluid.

[0137] FIG. 11A shows an exploded view of the surface of the material 2034. The surface of the

material 2034 is not planar, but rather an irregular surface 2054 as shown. The irregular

surface 2054 increases the surface area of the material and, hence, the area that comes in

contact with the conducting fluid.

[0138] In one aspect, at the surface of the material 2034, there is chemical reaction between

the material 2034 and the surrounding conducting fluid such that mass is released into the

conducting fluid. The term "mass" as used herein refers to protons and neutrons that form a

substance. One example includes the instant where the material is CuCI and when in

contact with the conducting fluid, CuCI becomes Cu (solid) and CI.sup.- in solution. The flow

of ions into the conduction fluid is depicted by the ion paths 2050. In a similar manner, there

is a chemical reaction between the material 2036 and the surrounding conducting fluid and

ions are captured by the material 2036. The release of ions at the material 2034 and capture

of ion by the material 2036 is collectively referred to as the ionic exchange. The rate of ionic

exchange and, hence the ionic emission rate or flow, is controlled by the control device

2038. The control device 2038 can increase or decrease the rate of ion flow by altering the

conductance, which alters the impedance, between the materials 2034 and 2036. Through

controlling the ion exchange, the system 2030 can encode information in the ionic exchange

process. Thus, the system 2030 uses ionic emission to encode information in the ionic

exchange.

[0139] The control device 2038 can vary the duration of a fixed ionic exchange rate or current

flow magnitude while keeping the rate or magnitude near constant, similar to when the

frequency is modulated and the amplitude is constant. Also, the control device 2038 can

vary the level of the ionic exchange rate or the magnitude of the current flow while keeping

the duration near constant. Thus, using various combinations of changes in duration and

altering the rate or magnitude, the control device 2038 encodes information in the current

flow or the ionic exchange. For example, the control device 2038 may use, but is not limited

to any of the following techniques namely, Binary Phase-Shift Keying (PSK), Frequency

modulation, Amplitude modulation, on-off keying, and PSK with on-off keying.

[0140] As indicated above, the various aspects disclosed herein, such as systems 2030 and

2040 of FIGS. 9 and 10, respectively, include electronic components as part of the control

device 2038 or the control device 2048. Components that may be present include but are



not limited to: logic and/or memory elements, an integrated circuit, an inductor, a resistor,

and sensors for measuring various parameters. Each component may be secured to the

framework and/or to another component. The components on the surface of the support

may be laid out in any convenient configuration. Where two or more components are

present on the surface of the solid support, interconnects may be provided.

[0141] As indicated above, the system, such as system 2030 and 2040, control the

conductance between the dissimilar materials and, hence, the rate of ionic exchange or the

current flow. Through altering the conductance in a specific manner the system is capable of

encoding information in the ionic exchange and the current signature. The ionic exchange or

the current signature is used to uniquely identify the specific system. Additionally, the

systems 2030 and 2040 are capable of producing various different unique exchanges or

signatures and, thus, provide additional information. For example, a second current

signature based on a second conductance alteration pattern may be used to provide

additional information, which information may be related to the physical environment. To

further illustrate, a first current signature may be a very low current state that maintains an

oscillator on the chip and a second current signature may be a current state at least a factor

of ten higher than the current state associated with the first current signature.

[0142] Referring now to FIG. 12, a block diagram representation of the control device 2038 is

shown. The device 2030 includes a control module 2062, a counter or clock 2064, and a

memory 2066. Additionally, the device 2038 is shown to include a sensor module 2072 as

well as the sensor module 2074, which was referenced in FIG. 11. The control module 2062

has an input 2068 electrically coupled to the material 2034 and an output 2070 electrically

coupled to the material 2036. The control module 2062, the clock 2064, the memory 2066,

and the sensor modules 2072/2074 also have power inputs (some not shown). The power

for each of these components is supplied by the voltage potential produced by the chemical

reaction between materials 2034 and 2036 and the conducting fluid, when the system 2030

is in contact with the conducting fluid. The control module 2062 controls the conductance

through logic that alters the overall impedance of the system 2030. The control module 2062

is electrically coupled to the clock 2064. The clock 2064 provides a clock cycle to the control

module 2062. Based upon the programmed characteristics of the control module 2062,

when a set number of clock cycles have passed, the control module 2062 alters the

conductance characteristics between materials 2034 and 2036. This cycle is repeated and

thereby the control device 2038 produces a unique current signature characteristic. The



control module 2062 is also electrically coupled to the memory 2066. Both the clock 2064

and the memory 2066 are powered by the voltage potential created between the materials

2034 and 2036.

[0143] The control module 2062 is also electrically coupled to and in communication with the

sensor modules 2072 and 2074. In the aspect shown, the sensor module 2072 is part of the

control device 2038 and the sensor module 2074 is a separate component. In alternative

aspects, either one of the sensor modules 2072 and 2074 can be used without the other and

the scope of the present invention is not limited by the structural or functional location of the

sensor modules 2072 or 2074. Additionally, any component of the system 2030 may be

functionally or structurally moved, combined, or repositioned without limiting the scope of the

present invention as claimed. Thus, it is possible to have one single structure, for example a

processor, which is designed to perform the functions of all of the following modules: the

control module 2062, the clock 2064, the memory 2066, and the sensor module 2072 or

2074. On the other hand, it is also within the scope of the present invention to have each of

these functional components located in independent structures that are linked electrically

and able to communicate.

[0144] Referring again to FIG. 12, the sensor modules 2072 or 2074 can include any of the

following sensors: temperature, pressure, pH level, and conductivity. In one aspect, the

sensor modules 2072 or 2074 gather information from the environment and communicate

the analog information to the control module 2062. The control module then converts the

analog information to digital information and the digital information is encoded in the current

flow or the rate of the transfer of mass that produces the ionic flow. In another aspect, the

sensor modules 2072 or 2074 gather information from the environment and convert the

analog information to digital information and then communicate the digital information to

control module 2062. In the aspect shown in FIG. 11, the sensor modules 2074 is shown as

being electrically coupled to the material 2034 and 2036 as well as the control device 2038.

In another aspect, as shown in FIG. 12, the sensor module 2074 is electrically coupled to

the control device 2038 at connection 2078. The connection 2078 acts as both a source for

power supply to the sensor module 2074 and a communication channel between the sensor

module 2074 and the control device 2038.

[0145] Referring now to FIG. 11B, the system 2030 includes a pH sensor module 2076

connected to a material 2039, which is selected in accordance with the specific type of

sensing function being performed. The pH sensor module 2076 is also connected to the



control device 2038. The material 2039 is electrically isolated from the material 2034 by a

non-conductive barrier 2055. In one aspect, the material 2039 is platinum. In operation, the

pH sensor module 2076 uses the voltage potential difference between the materials

2034/2036. The pH sensor module 2076 measures the voltage potential difference between

the material 2034 and the material 2039 and records that value for later comparison. The pH

sensor module 2076 also measures the voltage potential difference between the material

2039 and the material 2036 and records that value for later comparison. The pH sensor

module 2076 calculates the pH level of the surrounding environment using the voltage

potential values. The pH sensor module 2076 provides that information to the control device

2038. The control device 2038 varies the rate of the transfer of mass that produces the ionic

transfer and the current flow to encode the information relevant to the pH level in the ionic

transfer, which can be detected by a receiver (not shown). Thus, the system 2030 can

determine and provide the information related to the pH level to a source external to the

environment.

[0146] As indicated above, the control device 2038 can be programmed in advance to output a

pre-defined current signature. In another aspect, the system can include a receiver system

that can receive programming information when the system is activated. In another aspect,

not shown, the switch 2064 and the memory 2066 can be combined into one device.

[0147] addition to the above components, the system 2030 may also include one or other

electronic components. Electrical components of interest include, but are not limited to:

additional logic and/or memory elements, e.g., in the form of an integrated circuit; a power

regulation device, e.g., battery, fuel cell or capacitor; a sensor, a stimulator, etc.; a signal

transmission element, e.g., in the form of an antenna, electrode, coil, etc.; a passive

element, e.g., an inductor, resistor, etc.

[0148] FIG. 13 provides a functional block diagram of how a receiver may implement a coherent

demodulation protocol, according to one aspect of the invention. It should be noted that

only a portion of the receiver is shown in FIG. 13. FIG. 13 illustrates the process of mixing

the signal down to baseband once the carrier frequency (and carrier signal mixed down to

carrier offset) is determined. A carrier signal 2221 is mixed with a second carrier signal

2222 at mixer 2223. A narrow low-pass filter 2220 is applied of appropriate bandwidth to

reduce the effect of out-of-bound noise. Demodulation occurs at functional blocks 2225 in

accordance with the coherent demodulation scheme of the present invention. The

unwrapped phase 2230 of the complex signal is determined. An optional third mixer stage,



in which the phase evolution is used to estimate the frequency differential between the

calculated and real carrier frequency can be applied. The structure of the packet is then

leveraged to determine the beginning of the coding region of the BPSK signal at block 2240.

Mainly, the presence of the sync header, which appears as an FM porch in the amplitude

signal of the complex demodulated signal is used to determine the starting bounds of the

packet. Once the starting point of the packet is determined the signal is rotated at block

2250 on the IQ plane and standard bit identification and eventually decoded at block 2260.

[0149] In addition to demodulation, the transbody communication module may include a forward

error correction module, which module provides additional gain to combat interference from

other unwanted signals and noise. Forward error correction functional modules of interest

include those described in PCT Application Serial No. PCT/US2007/024225; the disclosure

of which is herein incorporated by reference. In some instances, the forward error correction

module may employ any convenient protocol, such as Reed-Solomon, Golay, Hamming,

BCH, and Turbo protocols to identify and correct (within bounds) decoding errors.

[0150] Receivers of the invention may further employ a beacon functionality module. In various

aspects, the beacon switching module may employ one or more of the following: a beacon

wakeup module, a beacon signal module, a wave/frequency module, a multiple frequency

module, and a modulated signal module.

[0151] The beacon switching module may be associated with beacon communications, e.g., a

beacon communication channel, a beacon protocol, etc. For the purpose of the present

disclosure, beacons are typically signals sent either as part of a message or to augment a

message (sometimes referred to herein as "beacon signals"). The beacons may have well-

defined characteristics, such as frequency. Beacons may be detected readily in noisy

environments and may be used for a trigger to a sniff circuit, such as described below.

[0152] In one aspect, the beacon switching module may comprise the beacon wakeup module,

having wakeup functionality. Wakeup functionality generally comprises the functionality to

operate in high power modes only during specific times, e.g., short periods for specific

purposes, to receive a signal, etc. An important consideration on a receiver portion of a

system is that it be of low power. This feature may be advantageous in an implanted

receiver, to provide for both small size and to preserve a long-functioning electrical supply

from a battery. The beacon switching module enables these advantages by having the

receiver operate in a high power mode for very limited periods of time. Short duty cycles of

this kind can provide optimal system size and energy draw features.



[0153] In practice, the receiver may "wake up" periodically, and at low energy consumption, to

perform a "sniff function" via, for example, a sniff circuit. For the purpose of the present

application, the term "sniff function" generally refers to a short, low-power function to

determine if a transmitter is present. If a transmitter signal is detected by the sniff function,

the device may transition to a higher power communication decode mode. If a transmitter

signal is not present, the receiver may return, e.g., immediately return, to sleep mode. In

this manner, energy is conserved during relatively long periods when a transmitter signal is

not present, while high-power capabilities remain available for efficient decode mode

operations during the relatively few periods when a transmit signal is present. Several

modes, and combination thereof, may be available for operating the sniff circuit. By

matching the needs of a particular system to the sniff circuit configuration, an optimized

system may be achieved.

[0154] Another view of a beacon module is provided in the functional block diagram shown in

FIG. 14. The scheme outlined in FIG. 14 outlines one technique for identifying a valid

beacon. The incoming signal 2360 represents the signals received by electrodes, bandpass

filtered (such as from 10 KHz to 34 KHz) by a high frequency signaling chain (which

encompasses the carrier frequency), and converted from analog to digital. The signal 2360

is then decimated at block 2361 and mixed at the nominal drive frequency (such as, 12.5

KHz, 20 KHz, etc.) at mixer 2362. The resulting signal is decimated at block 2364 and low-

pass filtered (such as 5 KHz BW) at block 2365 to produce the carrier signal mixed down to

carrier offset-signal 2369. Signal 2369 is further processed by blocks 2367 (fast Fourier

transform and then detection of two strongest peaks) to provide the true carrier frequency

signal 2368. This protocol allows for accurate determination of the carrier frequency of the

transmitted beacon.

[0155] FIG. 15 provides a block functional diagram of an integrated circuit component of a

signal receiver according to an aspect of the invention. In FIG. 15, receiver 2700 includes

electrode input 2710. Electrically coupled to the electrode input 2710 are transbody

conductive communication module 2720 and physiological sensing module 2730. In one

aspect, transbody conductive communication module 2720 is implemented as a high

frequency (HF) signal chain and physiological sensing module 2730 is implemented as a

low frequency (LF) signal chain. Also shown are CMOS temperature sensing module 2740

(for detecting ambient temperature) and a 3-axis accelerometer 2750. Receiver 2700 also

includes a processing engine 2760 (for example, a microcontroller and digital signal



processor), non-volatile memory 2770 (for data storage) and wireless communication

module 2780 (for data transmission to another device, for example in a data upload action).

[0156] FIG. 16 provides a more detailed block diagram of a circuit configured to implement the

block functional diagram of the receiver depicted in FIG. 15, according to one aspect of the

invention. In FIG. 16, receiver 800 includes electrodes e 1, e2 and e3 (281 1, 2812 and

2813) which, for example, receive the conductively transmitted signals by an IEM and/or

sense physiological parameters or biomarkers of interest. The signals received by the

electrodes 281 1, 2812, and 2813 are multiplexed by multiplexer 820 which is electrically

coupled to the electrodes.

[0157] Multiplexer 2820 is electrically coupled to both high band pass filter 2830 and low band

pass filter 2840. The high and low frequency signal chains provide for programmable gain

to cover the desired level or range. In this specific aspect, high band pass filter 2830

passes frequencies in the 10 KHz to 34 KHz band while filtering out noise from out-of-band

frequencies. This high frequency band may vary, and may include, for example, a range of

3 KHz to 300 KHz. The passing frequencies are then amplified by amplifier 2832 before

being converted into a digital signal by converter 2834 for input into high power processor

2880 (shown as a DSP) which is electrically coupled to the high frequency signal chain.

[0158] Low band pass filter 2840 is shown passing lower frequencies in the range of 0.5 Hz to

150 Hz while filtering out out-of-band frequencies. The frequency band may vary, and may

include, for example, frequencies less than 300 Hz, such as less than 200 Hz, including less

than 150 Hz. The passing frequency signals are amplified by amplifier 842. Also shown is

accelerometer 850 electrically coupled to second multiplexer 2860. Multiplexer 2860

multiplexes the signals from the accelerometer with the amplified signals from amplifier

2842. The multiplexed signals are then converted to digital signals by converter 864 which

is also electrically coupled to low power processor 2870.

[0159] In one aspect, a digital accelerometer (such as one manufactured by Analog Devices),

may be implemented in place of accelerometer 2850. Various advantages may be achieved

by using a digital accelerometer. For example, because the signals the digital

accelerometer would produce signals already in digital format, the digital accelerometer

could bypass converter 2864 and electrically couple to the low power microcontroller 2870—

in which case multiplexer 2860 would no longer be required. Also, the digital signal may be

configured to turn itself on when detecting motion, further conserving power. In addition,

continuous step counting may be implemented. The digital accelerometer may include a



FIFO buffer to help control the flow of data sent to the low power processor 2870. For

instance, data may be buffered in the FIFO until full, at which time the processor may be

triggered to turn awaken from an idle state and receive the data.

[0160] Low power processor 2870 may be, for example, an MSP430 microcontroller from Texas

Instruments. Low power processor 2870 of receiver 2800 maintains the idle state, which as

stated earlier, requires minimal current draw—e.g., 10 µΑ or less, or 1 µΑ or less.

[0161] High power processor 2880 may be, for example, a VC5509 digital signal process from

Texas Instruments. The high power processor 2880 performs the signal processing actions

during the active state. These actions, as stated earlier, require larger amounts of current

than the idle state—e.g., currents of 30 µΑ or more, such as 50 µΑ or more—and may

include, for example, actions such as scanning for conductively transmitted signals,

processing conductively transmitted signals when received, obtaining and/or processing

physiological data, etc.

[0162] The receiver may include a hardware accelerator module to process data signals. The

hardware accelerator module may be implemented instead of, for example, a DSP. Being a

more specialized computation unit, it performs aspects of the signal processing algorithm

with fewer transistors (less cost and power) compared to the more general purpose DSP.

The blocks of hardware may be used to "accelerate" the performance of important specific

function(s). Some architectures for hardware accelerators may be "programmable" via

microcode or VLIW assembly. In the course of use, their functions may be accessed by

calls to function libraries.

[0163] The hardware accelerator (HWA) module comprises an HWA input block to receive an

input signal that is to be processed and instructions for processing the input signal; and, an

HWA processing block to process the input signal according to the received instructions and

to generate a resulting output signal. The resulting output signal may be transmitted as

needed by an HWA output block.

[0164] Also shown in FIG. 16 is flash memory 2890 electrically coupled to high power processor

2880. In one aspect, flash memory 2890 may be electrically coupled to low power

processor 2870, which may provide for better power efficiency.

[0165] Wireless communication element 2895 is shown electrically coupled to high power

processor 2880 and may include, for example, a BLUETOOTHTM wireless communication

transceiver. In one aspect, wireless communication element 2895 is electrically coupled to



high power processor 2880. In another aspect, wireless communication element 2895 is

electrically coupled to high power processor 2880 and low power processor 2870.

Furthermore, wireless communication element 2895 may be implemented to have its own

power supply so that it may be turned on and off independently from other components of

the receiver—e.g., by a microprocessor.

[0166] FIG. 17 provides a view of a block diagram of hardware in a receiver according to an

aspect of the invention related to the high frequency signal chain. In FIG. 17, receiver 2900

includes receiver probes (for example in the form of electrodes 291 1, 2912 and 2913)

electrically coupled to multiplexer 2920. Also shown are high pass filter 2930 and low pass

filter 2940 to provide for a band pass filter which eliminates any out-of-band frequencies. In

the aspect shown, a band pass of 10 KHz to 34 KHz is provided to pass carrier signals

falling within the frequency band. Example carrier frequencies may include, but are not

limited to, 12.5 KHz and 20 KHz. One or more carriers may be present. In addition,

receiver 2900 includes analog to digital converter 2950—for example, sampling at 500 KHz.

The digital signal can thereafter be processed by the DSP. Shown in this aspect is DMA to

DSP unit 960 which sends the digital signal to dedicated memory for the DSP. The direct

memory access provides the benefit of allowing the rest of the DSP to remain in a low power

mode.

EXAMPLE CONFIGURATIONS FOR VARIOUS STATES

[0167] As stated earlier, for each receiver state, the high power functional block may be cycled

between active and inactive states accordingly. Also, for each receiver state, various

receiver elements (such as circuit blocks, power domains within processor, etc.) of a

receiver may be configured to independently cycle from on and off by the power supply

module. Therefore, the receiver may have different configurations for each state to achieve

power efficiency.

[0168] In certain aspects, the receivers are part of a body-associated system or network of

devices, such as sensors, signal receivers, and optionally other devices, which may be

internal and/or external, which provide a variety of different types of information that is

ultimately collected and processed by a processor, such as an external processor, which

then can provide contextual data about a living subject, such as a patient, as output. For

example, the receiver may be a member of an in-body network of devices which can provide

an output that includes data about IEM ingestion, one or more physiological sensed

parameters, implantable device operation, etc., to an external collector of the data. The



external collector, e.g., in the form of a health care network server, etc., of the data then

combines this receiver provided data with additional relevant data about the patient, e.g.,

weight, weather, medical record data, etc., and may process this disparate data to provide

highly specific and contextual patient specific data.

[0169] Systems of the invention include, in certain aspects, a signal receiver aspect of a

receiver and one or more lEMs. lEMs of interest include those described in PCT application

serial no. PCT/US2006/0 16370 published as WO/2006/1 16718; PCT application serial no.

PCT/US2007/082563 published as WO/2008/052136; PCT application serial no.

PCT/US2007/024225 published as WO/2008/063626; PCT application serial no.

PCT/US2007/022257 published as WO/2008/066617; PCT application serial no.

PCT/US2008/052845 published as WO/2008/095183; PCT application serial no.

PCT/US2008/053999 published as WO/2008/101 107; PCT application serial no.

PCT/US2008/056296 published as WO/2008/1 12577; PCT application serial no.

PCT/US2008/056299 published as WO/2008/1 12578; and PCT application serial no.

PCT/US2008/077753 published as WO 2009/042812; the disclosures of which applications

are herein incorporated by reference.

[0170] In certain aspects the systems include an external device which is distinct from the

receiver (which may be implanted or topically applied in certain aspects), where this external

device provides a number of functionalities. Such an external device can include the

capacity to provide feedback and appropriate clinical regulation to the patient. Such a

device can take any of a number of forms. For example, the device can be configured to sit

on the bed next to the patient, e.g., a bedside monitor. Other formats include, but are not

limited to, PDAs, smart phones, home computers, etc.

[0171] An example of a system of the invention is shown in FIG. 18A. In FIG. 18A, system

1500 includes a pharmaceutical composition 1510 that comprises an IEM. Also present in

system 1500 is signal receiver 1520, such as the signal receiver illustrated in FIGS. 10 to

12. Signal receiver 1520 is configured to detect a signal emitted from the identifier of the

IEM 1510. Signal receiver 1520 also includes physiologic sensing capability, such as ECG

and movement sensing capability. Signal receiver 1520 is configured to transmit data to a

patient's an external device or PDA 1530 (such as a smart phone or other wireless

communication enabled device), which in turn transmits the data to a server 1540. Server

1540 may be configured as desired, e.g., to provide for patient directed permissions. For

example, server 1540 may be configured to allow a family caregiver 1550 to participate in



the patient's therapeutic regimen, e.g., via an interface (such as a web interface) that allows

the family caregiver 1550 to monitor alerts and trends generated by the server 1540, and

provide support back to the patient, as indicated by arrow 1560. The server 1540 may also

be configured to provide responses directly to the patient, e.g., in the form of patient alerts,

patient incentives, etc., as indicated by arrow 1565 which are relayed to the patient via PDA

1530. Server 1540 may also interact with a health care professional (e.g., RN, physician)

1555, which can use data processing algorithms to obtain measures of patient health and

compliance, e.g., wellness index summaries, alerts, cross-patient benchmarks, etc., and

provide informed clinical communication and support back to the patient, as indicated by

arrow 1580.

[0172] Another example of the system of the present invention is shown in Fig. 18B. FIG. 18B

depicts a system that includes a syringe 15107, a receiver 15105, a glucometer 151 10, a

wireless communication unit 151 15, communication links 15150B-E, and a dosage manager

15160. The system generally provides intelligent mechanisms for controlling the delivery of

a dosage by the syringe 15107 (e.g., subcutaneous needle insertion or luer connection with

an Intra Venous access device). This control may include, for example, detecting that the

syringe 15107 is proximate to the patient, measuring the amount of the dose administered

by the syringe 15107, communicating the measurement information to other devices, such

as the receiver 15105, the glucometer 151 10, the wireless devices 151 15, and/or the

dosage manager 15160, and providing feedback information to one or more of those

devices. In some implementations, the feedback information may prevent the administration

of the dosage to the patient using, for example, an interlock at the syringe 15107 to prevent

giving the dosage. The syringe 15107 may, based on the feedback, output a visual

indication (e.g., a light emitting diode (LED)) or an aural signal to indicate that the dosage is

not to be administered to the patient. For example, the interlock mechanism, LED, and/or

sound at the syringe 15107 may signal that the patient is receiving the wrong type of

medication, receiving the dosage at the wrong time, and/or receiving the wrong amount of

medication.

[0173] In some implementations, the syringe 15107 may be configured in an interlock mode as

a default state to prevent the administration of a dosage until the dosage manager 15160

provides feedback information to unlock the syringe 15107 to allow the administration of the

agent or medication.



[0174] Moreover, the syringe 15107 may, in some embodiments, include a measurement

mechanism to provide measurement information representative of the amount of the

dosage. When that is the case, the measurement information may be used by the dosage

manager 160 along with other patient information, such as blood pressure, glucose level,

heart rate, ingestible event marker ( IEM) data, etc., to control when, and/or how much of, a

dosage is provided to the patient. Furthermore, the syringe 15107 may activate the

measurement mechanism (which provides the measured information) when the syringe

15107 is proximate to (e.g., enters or is close to) the patient's body, at which time the

measurement information and other information, such as an identifier associated with the

syringe 15107, a patient identifier, etc, are carried by a signal to other devices, such as the

receiver 15105, the glucometer 151 10, and/or the wireless device 151 15, for communication

to the dosage manager 15160. Moreover, these other devices may monitor the time when

the dosage is administered by the syringe 15107. As such, the dosage manager 15160 may

receive a precise time when the dosage is administered rather than rely on user-provided

dosage administration times. As such, the system may be used to evaluate a specific fluid

transfer event between a parenteral fluid delivery device, such as syringe 15107, and a

patient

[0175] While various details have been set forth in the foregoing description, it will be

appreciated that the various aspects of the personal authentication apparatus, system, and

method may be practiced without these specific details. For example, for conciseness and

clarity selected aspects have been shown in block diagram form rather than in detail. Some

portions of the detailed descriptions provided herein may be presented in terms of

instructions that operate on data that is stored in a computer memory. Such descriptions

and representations are used by those skilled in the art to describe and convey the

substance of their work to others skilled in the art. In general, an algorithm refers to a self-

consistent sequence of steps leading to a desired result, where a "step" refers to a

manipulation of physical quantities which may, though need not necessarily, take the form of

electrical or magnetic signals capable of being stored, transferred, combined, compared,

and otherwise manipulated. It is common usage to refer to these signals as bits, values,

elements, symbols, characters, terms, numbers, or the like. These and similar terms may

be associated with the appropriate physical quantities and are merely convenient labels

applied to these quantities.



[0176] Unless specifically stated otherwise as apparent from the foregoing discussion, it is

appreciated that, throughout the foregoing description, discussions using terms such as

"processing" or "computing" or "calculating" or "determining" or "displaying" or the like, refer

to the action and processes of a computer system, or similar electronic computing device,

that manipulates and transforms data represented as physical (electronic) quantities within

the computer system's registers and memories into other data similarly represented as

physical quantities within the computer system memories or registers or other such

information storage, transmission or display devices.

[0177] It is worthy to note that any reference to "one aspect," "an aspect," "one embodiment," or

"an embodiment" means that a particular feature, structure, or characteristic described in

connection with the aspect is included in at least one aspect. Thus, appearances of the

phrases "in one aspect," "in an aspect," "in one embodiment," or "in an embodiment" in

various places throughout the specification are not necessarily all referring to the same

aspect. Furthermore, the particular features, structures or characteristics may be combined

in any suitable manner in one or more aspects.

[0178] Some aspects may be described in accordance with the expression "coupled" and

"connected" along with their derivatives. It should be understood that these terms are not

intended as synonyms for each other. For example, some aspects may be described using

the term "connected" to indicate that two or more elements are in direct physical or electrical

contact with each other. In another example, some aspects may be described using the

term "coupled" to indicate that two or more elements are in direct physical or electrical

contact. The term "coupled," however, also may mean that two or more elements are not in

direct contact with each other, but yet still co-operate or interact with each other.

[0179] It is worthy to note that any reference to "one aspect," "an aspect," "one embodiment," or

"an embodiment" means that a particular feature, structure, or characteristic described in

connection with the aspect is included in at least one aspect. Thus, appearances of the

phrases "in one aspect," "in an aspect," "in one embodiment," or "in an embodiment" in

various places throughout the specification are not necessarily all referring to the same

aspect. Furthermore, the particular features, structures or characteristics may be combined

in any suitable manner in one or more aspects.

[0180] Although various embodiments have been described herein, many modifications,

variations, substitutions, changes, and equivalents to those embodiments may be

implemented and will occur to those skilled in the art. Also, where materials are disclosed



for certain components, other materials may be used. It is therefore to be understood that

the foregoing description and the appended claims are intended to cover all such

modifications and variations as falling within the scope of the disclosed embodiments. The

following claims are intended to cover all such modification and variations.

[0181] In a general sense, those skilled in the art will recognize that the various aspects

described herein which can be implemented, individually and/or collectively, by a wide range

of hardware, software, firmware, or any combination thereof can be viewed as being

composed of various types of "electrical circuitry." Consequently, as used herein "electrical

circuitry" includes, but is not limited to, electrical circuitry having at least one discrete

electrical circuit, electrical circuitry having at least one integrated circuit, electrical circuitry

having at least one application specific integrated circuit, electrical circuitry forming a

general purpose computing device configured by a computer program (e.g., a general

purpose computer configured by a computer program which at least partially carries out

processes and/or devices described herein, or a microprocessor configured by a computer

program which at least partially carries out processes and/or devices described herein),

electrical circuitry forming a memory device (e.g., forms of random access memory), and/or

electrical circuitry forming a communications device (e.g., a modem, communications switch,

or optical-electrical equipment). Those having skill in the art will recognize that the subject

matter described herein may be implemented in an analog or digital fashion or some

combination thereof.

[0182] The foregoing detailed description has set forth various embodiments of the devices

and/or processes via the use of block diagrams, flowcharts, and/or examples. Insofar as

such block diagrams, flowcharts, and/or examples contain one or more functions and/or

operations, it will be understood by those within the art that each function and/or operation

within such block diagrams, flowcharts, or examples can be implemented, individually and/or

collectively, by a wide range of hardware, software, firmware, or virtually any combination

thereof. In one embodiment, several portions of the subject matter described herein may be

implemented via Application Specific Integrated Circuits (ASICs), Field Programmable Gate

Arrays (FPGAs), digital signal processors (DSPs), or other integrated formats. However,

those skilled in the art will recognize that some aspects of the embodiments disclosed

herein, in whole or in part, can be equivalently implemented in integrated circuits, as one or

more computer programs running on one or more computers (e.g., as one or more programs

running on one or more computer systems), as one or more programs running on one or



more processors (e.g., as one or more programs running on one or more microprocessors),

as firmware, or as virtually any combination thereof, and that designing the circuitry and/or

writing the code for the software and or firmware would be well within the skill of one of skill

in the art in light of this disclosure. In addition, those skilled in the art will appreciate that the

mechanisms of the subject matter described herein are capable of being distributed as a

program product in a variety of forms, and that an illustrative embodiment of the subject

matter described herein applies regardless of the particular type of signal bearing medium

used to actually carry out the distribution. Examples of a signal bearing medium include, but

are not limited to, the following: a recordable type medium such as a floppy disk, a hard disk

drive, a Compact Disc (CD), a Digital Video Disk (DVD), a digital tape, a computer memory,

etc.; and a transmission type medium such as a digital and/or an analog communication

medium (e.g., a fiber optic cable, a waveguide, a wired communications link, a wireless

communication link (e.g., transmitter, receiver, transmission logic, reception logic, etc.),

etc.).

[0183] All of the above-mentioned U.S. patents, U.S. patent application publications, U.S.

patent applications, foreign patents, foreign patent applications, non-patent publications

referred to in this specification and/or listed in any Application Data Sheet, or any other

disclosure material are incorporated herein by reference, to the extent not inconsistent

herewith. As such, and to the extent necessary, the disclosure as explicitly set forth herein

supersedes any conflicting material incorporated herein by reference. Any material, or

portion thereof, that is said to be incorporated by reference herein, but which conflicts with

existing definitions, statements, or other disclosure material set forth herein will only be

incorporated to the extent that no conflict arises between that incorporated material and the

existing disclosure material.

[0184] One skilled in the art will recognize that the herein described components (e.g.,

operations), devices, objects, and the discussion accompanying them are used as examples

for the sake of conceptual clarity and that various configuration modifications are

contemplated. Consequently, as used herein, the specific exemplars set forth and the

accompanying discussion are intended to be representative of their more general classes. In

general, use of any specific exemplar is intended to be representative of its class, and the

non-inclusion of specific components (e.g., operations), devices, and objects should not be

taken limiting.



[0185] With respect to the use of substantially any plural and/or singular terms herein, those

having skill in the art can translate from the plural to the singular and/or from the singular to

the plural as is appropriate to the context and/or application. The various singular/plural

permutations are not expressly set forth herein for sake of clarity.

[0186] The herein described subject matter sometimes illustrates different components

contained within, or connected with, different other components. It is to be understood that

such depicted architectures are merely exemplary, and that in fact many other architectures

may be implemented which achieve the same functionality. In a conceptual sense, any

arrangement of components to achieve the same functionality is effectively "associated"

such that the desired functionality is achieved. Hence, any two components herein

combined to achieve a particular functionality can be seen as "associated with" each other

such that the desired functionality is achieved, irrespective of architectures or intermedial

components. Likewise, any two components so associated can also be viewed as being

"operably connected," or "operably coupled," to each other to achieve the desired

functionality, and any two components capable of being so associated can also be viewed

as being "operably couplable," to each other to achieve the desired functionality. Specific

examples of operably couplable include but are not limited to physically mateable and/or

physically interacting components, and/or wirelessly interactable, and/or wirelessly

interacting components, and/or logically interacting, and/or logically interactable

components.

[0187] In some instances, one or more components may be referred to herein as "configured

to," "configurable to," "operable/operative to," "adapted/adaptable," "able to,"

"conformable/conformed to," etc. Those skilled in the art will recognize that "configured to"

can generally encompass active-state components and/or inactive-state components and/or

standby-state components, unless context requires otherwise.

[0188] While particular aspects of the present subject matter described herein have been

shown and described, it will be apparent to those skilled in the art that, based upon the

teachings herein, changes and modifications may be made without departing from the

subject matter described herein and its broader aspects and, therefore, the appended

claims are to encompass within their scope all such changes and modifications as are within

the true spirit and scope of the subject matter described herein. It will be understood by

those within the art that, in general, terms used herein, and especially in the appended

claims (e.g., bodies of the appended claims) are generally intended as "open" terms (e.g.,



the term "including" should be interpreted as "including but not limited to," the term "having"

should be interpreted as "having at least," the term "includes" should be interpreted as

"includes but is not limited to," etc.)- It will be further understood by those within the art that

if a specific number of an introduced claim recitation is intended, such an intent will be

explicitly recited in the claim, and in the absence of such recitation no such intent is present.

For example, as an aid to understanding, the following appended claims may contain usage

of the introductory phrases "at least one" and "one or more" to introduce claim recitations.

However, the use of such phrases should not be construed to imply that the introduction of a

claim recitation by the indefinite articles "a" or "an" limits any particular claim containing such

introduced claim recitation to claims containing only one such recitation, even when the

same claim includes the introductory phrases "one or more" or "at least one" and indefinite

articles such as "a" or "an" (e.g., "a" and/or "an" should typically be interpreted to mean "at

least one" or "one or more"); the same holds true for the use of definite articles used to

introduce claim recitations.

9] In addition, even if a specific number of an introduced claim recitation is explicitly recited,

those skilled in the art will recognize that such recitation should typically be interpreted to

mean at least the recited number (e.g., the bare recitation of "two recitations," without other

modifiers, typically means at least two recitations, or two or more recitations). Furthermore,

in those instances where a convention analogous to "at least one of A, B, and C, etc." is

used, in general such a construction is intended in the sense one having skill in the art

would understand the convention (e.g., "a system having at least one of A, B, and C" would

include but not be limited to systems that have A alone, B alone, C alone, A and B together,

A and C together, B and C together, and/or A, B, and C together, etc.). In those instances

where a convention analogous to "at least one of A, B, or C, etc." is used, in general such a

construction is intended in the sense one having skill in the art would understand the

convention (e.g., "a system having at least one of A, B, or C" would include but not be

limited to systems that have A alone, B alone, C alone, A and B together, A and C together,

B and C together, and/or A, B, and C together, etc.). It will be further understood by those

within the art that typically a disjunctive word and/or phrase presenting two or more

alternative terms, whether in the description, claims, or drawings, should be understood to

contemplate the possibilities of including one of the terms, either of the terms, or both terms

unless context dictates otherwise. For example, the phrase "A or B" will be typically

understood to include the possibilities of "A" or "B" or "A and B."



[0190] With respect to the appended claims, those skilled in the art will appreciate that recited

operations therein may generally be performed in any order. Also, although various

operational flows are presented in a sequence(s), it should be understood that the various

operations may be performed in other orders than those which are illustrated, or may be

performed concurrently. Examples of such alternate orderings may include overlapping,

interleaved, interrupted, reordered, incremental, preparatory, supplemental, simultaneous,

reverse, or other variant orderings, unless context dictates otherwise. Furthermore, terms

like "responsive to," "related to," or other past-tense adjectives are generally not intended to

exclude such variants, unless context dictates otherwise.

[0191] In certain cases, use of a system or method may occur in a territory even if components

are located outside the territory. For example, in a distributed computing context, use of a

distributed computing system may occur in a territory even though parts of the system may

be located outside of the territory (e.g., relay, server, processor, signal-bearing medium,

transmitting computer, receiving computer, etc. located outside the territory).

[0192] A sale of a system or method may likewise occur in a territory even if components of the

system or method are located and/or used outside the territory. Further, implementation of

at least part of a system for performing a method in one territory does not preclude use of

the system in another territory.

[0193] Although various embodiments have been described herein, many modifications,

variations, substitutions, changes, and equivalents to those embodiments may be

implemented and will occur to those skilled in the art. Also, where materials are disclosed

for certain components, other materials may be used. It is therefore to be understood that

the foregoing description and the appended claims are intended to cover all such

modifications and variations as falling within the scope of the disclosed embodiments. The

following claims are intended to cover all such modification and variations.

[0194] In summary, numerous benefits have been described which result from employing the

concepts described herein. The foregoing description of the one or more embodiments has

been presented for purposes of illustration and description. It is not intended to be

exhaustive or limiting to the precise form disclosed. Modifications or variations are possible

in light of the above teachings. The one or more embodiments were chosen and described

in order to illustrate principles and practical application to thereby enable one of ordinary

skill in the art to utilize the various embodiments and with various modifications as are suited



to the particular use contemplated. It is intended that the claims submitted herewith define

the overall scope.



CLAIMS

1. An apparatus, comprising:

at least one electrode configured to detect an electrical signal associated with a user of a

target authentication device, the electrical signal representing an authentication code for the

target authentication device; and

an authentication receiver module coupled to the at least one electrode, the

authentication receiver module configured to receive the electrical signal from the at least one

electrode and to determine whether the electrical signal matches a predetermined criterion to

authenticate the identity of the user based on the electrical signal.

2 . The apparatus of claim 1, further comprising a transbody conductive communication module

to receive a transbody conductive signal representing the authentication code for the target

authentication device.

3 . The apparatus of claim 1, further comprising a physiological sensing module to receive at

least one physiological signal representing the authentication code for the target authentication

device.

4 . The apparatus of claim 3 , wherein a biometric signature is derived from the at least one

physiological signal and the biometric signature is compared to a user-associated signature is,

wherein the user-associated signature is derived from biometric data stored in a memory over

time to generate a baseline biometric signature, wherein the authentication module device

compares the biometric signature to the baseline biometric signature to authenticate the identity

of the user

5 . The apparatus of claim 4 , wherein the user-associated signature is derived from a source

external to the apparatus.

6 . The apparatus of claim 1, further comprising a decoder to decode the detected electrical

signal.

7 . The apparatus of claim 6 , further comprising a compare module to compare the decoded

detected electrical signal with established criteria.



8 . The apparatus of claim 1, further comprising a module to encode the detected electrical

signal with a secret and to retransmit the encoded signal back to the receiver module where it is

compared to an expected result dependent on mathematical properties of the encoding and the

secret.

9 . A module, comprising:

at least one electrode configured to couple an electrical signal associated with a user to

a target authentication device, the electrical signal representing an authentication code for the

target authentication device; and

an authentication transmission module coupled to the at least one electrode, the

authentication transmission module configured to transmit the electrical signal from the at least

one electrode.

10. The module of claim 9, further comprising an encoder to encode the detected electrical

signal.

11. The module of claim 9 , further comprising a transbody conductive communication module

to transmit a transbody conductive signal representing the authentication code for the target

authentication device.

12. The module of claim 11, wherein the transbody conductive communication module

comprises an event marker system.

13. The module of claim 12, wherein the event marker system is ingestible.

14. The module of claim 11, wherein the transbody conductive communication module is

configured as an enclosing arrangement for a mobile device.

15. The module of claim 9 , further comprising a body-associated device to transmit at least one

physiological signal representing the authentication code for the target authentication device.

16. The module of claim 15, wherein the body-associated device is removably attachable to a

skin surface of the user.



17. The module of claim 15, wherein the body-associated device is implantable below the skin

of the user.

18. The module of claim 15, wherein the body-associated device is configured to authenticate a

challenge-response authentication.

19. The module of claim 15, wherein the body-associated device is configured to be destroyed

when removed from the body.

20. A method comprising:

detecting by at least one electrode an electrical signal associated with a user of the

target authentication device, the electrical signal representing an authentication code for the

target authentication device;

receiving by an authentication receiver module coupled to the at least one electrode, the

electrical signal from the at least one electrode; and

determining by a processor whether the electrical signal matches a predetermined

criterion to authenticate the identity of the user based on the electrical signal.

2 1 . The method of claim 20, comprising receiving by a transbody conductive communication

module a transbody conductive signal representing the authentication code for the target

authentication device.

22. The method of claim 20, comprising receiving by a physiological sensing module at least

one physiological signal representing the authentication code for the target authentication

device.

23. The method of claim 22, comprising:

deriving a biometric signature from the at least one physiological signal;

storing the biometric signature in a memory over time;

generating a baseline biometric signature based on the stored biometric signatures;

comparing by the authentication module device the biometric signature to the baseline

biometric signature; and



authenticating the identity of the user when the biometric signature matches the baseline

biometric signature.

24. The method of claim 20, comprising decoding by a decoder the detected electrical signal.

25. The method of claim 24, comprising comparing by a compare module the decoded

detected electrical signal with established criterion.
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