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(57) Abstract: Described herein are systems and
methods utilizing application-specific access to a
virtual private network ("VPN"). A method may
comprise receiving, from an application execut-
ing on a device, a request for a network data flow
to a private network, comparing identification in-
formation associated with the application against
a set of rules stored on a memory of the device,
wherein the set of rules identifies conditions for
the application to be authorized to access the
private network, and establishing a connection
for the network data flow upon the identification
information satistying the conditions for the ap-
plication to access the private network.

Fig. 1
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Systems and Methods for Application-Specific Access to

Virtual Private Networks

Inventor: James P. Wood

Background

[0001] Virtual private networks (“VPNs”) provide users with a
secure and restrictive private network within a public
telecommunication infrastructure, such as the Internet. A VPN
may allow for a host computer to send and receive data across
shared and/or public networks, as if the host computer is an
integral part of the private network with all the functionality,

security and management policies of the private network.

[0002] The VPN connection across the Internet is technically
a wide area network ("WAN”) link between the sites. More
specifically, a VPN may be established using virtual point-to-
point connections via dedicated connections, encryption, or any
combination thereof. From a user perspective, the extended
network resources are accessed in the same way as resources
available from the private network. To prevent disclosure of
private information, VPNs typically allow only authenticated
remote access and make use of encryption technigues. For
instance, VPNs operate by using the shared public infrastructure
while maintaining privacy through security procedures and
tunneling protocols. Accordingly, by encrypting data at the
sending end and decrypting it at the receiving end, these
tunneling protocols send the data through a "tunnel" that cannot
be "entered" by data that is not properly encrypted. An
additional level of security may encrypt not only the data, but

the originating and receiving network addresses, as well.
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Description of the Drawings

[0003] FIG. 1 shows an exemplary system utilizing

application-specific access to a virtual private network
( wWYPNY ) .

[0004] FIG. 2 shows an exemplary data packet structure for
application-specific access to a VPN in comparison to a data

packet structure for routing table access to a VPN.

{0010} FIG. 3 shows an exemplary method utilizing

application-specific access to a VPN,

Detailed Description

[0011] Described herein are systems and methods utilizing
application-specific access to a virtual private network
(“WPN”). A method may comprise receiving a request for a
network data flow to a private network from an application
executing on a device, comparing identification information
agssociated with the application against a set of rules stored on
a memory of the device, wherein the set of rules identifies
conditions for the application to be authorized to access the
private network, and establishing a connection for the network
data flow upon the identification information satisfying the

conditions for the application to access the private network

[0012] Further described herein is a system comprising a
memory storing a plurality of rules and a processor receiving a
request for a network data flow to a private network from an
application executing on a device, comparing identification

information associated with the application against a set of
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rules stored on the device, wherein the set of rules identifies
conditions for the application to be authorized to accesg the
private network, and establishing a connection for the network
data flow upon the identification information satisfying the

conditions for the application to access the private network.

[0013] Further described herein is a non-transitory computer
readable storage medium with an executable program stored
thereon, wherein the program instructs a processor to perform
the following steps: receive, from an application executing on a
device, a request for a network data flow to a private network;
compare identification information associated with the
application against a set of rules stored on the device, wherein
the set of rules identifies conditions for the application to be
authorized to access the private network; and establish a
connection for the network data flow upon the identification
information satisfying the conditions for the application to

access the private network

[0014] The exemplary embodiments may be further understood
with reference to the following description and the appended
drawings, wherein like elements are referred to with the same
reference numerals. The exemplary embodiments show systems and
methods utilizing application-specific access to a VPN. In
other words, as opposed to the past approaches, the exemplary
embodiments described herein may allow for a VPN to establish a

set of rules on the device at the application level.

[0015] Conventional VPNs use a tunneling protocol where one
network protoccl (e.g., the delivery protocol) encapsulates a
different payload protocol. For instance, by using tunneling a

system can carry a payload over an incompatible delivery
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network, or provide a secure path through an untrusted network.
Tunneling typically contrasts with a layered protocol model such
as those of Open Systems Interconnection (“OSI”) or Transmission
‘Control Protocol/Internet Protocol (“TCP/IP”). The delivery
protocol may operate at a higher level in the model than does

the payload protocoi, or at the same level,

[0016] The conventional approach for tunneling IP packets
using an IP-layer approach, wherein an IP routing table is used
to decide which packets are to be tunneled. According to this
conventional approach, an application writes data to a socket,
the TCP/IP stack packetizes the data into IP packets, and the IP
packets are routed to the tunnel. It is noted that under this
approach, there is no application intelligence built into the
process. In other words, all applications have access to the
same IP routing table. Any application is potentially routable
through an IP-layer VPN, and is only limited based on the IP

addregs the application attempts to access.

{00171 In some conventional systems, the access limitation is
on a device (e.g., the VPN access is limited to the certain
devices that are registered as users of the VPN). To provide a
specific example, Company X may maintain a VPN to be used by its
employees. Company X may issue computing devices (e.g.,
desktops, laptops, tablets, notebooks, smart phones, etc.) to
the employees. These devices may be registered devi¢es with the
VPN, allowing the employees to access the VPN of Company X.
However, in today’s world, the paradigm is shifting to a bring-
your-own-device (“BYOD”) model, (e.g., people want to have
ownership of their own device, have access to the VPN when they
do not have access to their employer-issued devices, etc.).

When VPN access is limited by device, the BYOD model does not
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work due to the user’s personal device not being a registered

device with the VPN of Company X.

[0018] Accordingly, the exemplary embodiments described
herein may be advantageous to such BYOD private network
enterprises. This is due to the fact that the enterprise may
easily control which applications may access the VPN, as opposed
Lo controlling every device attempting access. Furthermore, the
application-specific access systems and methods enable the
enterprise to perform traffic inspection, as the actual
application data stream is readily accessible for examination.
Conventional inspection would otherwise require the enterprise

to perform traditional packet inspection.

[0019] While one exemplary embodiment describes an
application-specific VPN wherein specific applications are
authorized to use a VPN tunnel, additional embodiments may
feature any number of procedures, or a combination of
procedures, for permitting access to a VPN. For instance, a
further embodiment may be an application-layer VPN wherein
streams of application data are tunneled to the VPN.
Furthermore, the exemplary application rules described herein
are not restficted in implementation to the authorization of
Application-layer VPN. In other words, the"exemplary application
rules deséribed herein may also be implemented to authorize

specific applications to use an IP-layer VPN,

[0020] According to the systems and methods described herein,
the exemplary embodiments may provide application-specific
access to a VPN. Accordingly, when an application creates a
network object, the library may match the application against a

set of rules that dictate which applications are allowed to use



WO 2014/197371 PCT/US2014/040507

the VPN tunnel. If the application matches one of these rules,
the flow of network data may then be diverted through the VPN
tunnel; as opposed to entering the TCP/IP stack. This
application-specific VPN access is not limited to a specific
device and allows an authorized VPN user to accegs the VPN using
any device. It is noted that the VPN tunnel may be established
after authenticating the user. Once establighed, access to the

tunnel may then be restricted to applications that match the

rules.

[0021] The exemplary systems and methods described herein
provide control over which applications have access to the
private network. The enforcement of this access may be achieved
through application VPN rules. In addition, these systems and
methods may eliminate data leakage from the applications that
match the rules. Accordingly, applications that do not match
the rules may be prevented from sending data through the VPN

tunnel.

[0022] It is noted that while an exemplary embodiment may be
application-based access to a private network, additional
embodiments are not limited to such schemes. For instance, an
account-based matching system for accessing a private network
may also be used. For example, the account may include mail,
contacts, and/or calendar accounts of a user’s device. An
exemplary account-based access system will be described in

greater detail below.

[0023] Regardless of the type of matching system implemented
by the exemplary embodiments (e.g., application-based, account-

based, etc.), it is noted that the set of rules within the
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embodiments may be generated by an administrator at an entity

controlling the VPN,

[0024] Fig. 1 shows an exemplary system 100 for application
specific access to a VPN 110 for a device 105 executing any
number of applications. The exemplary system 100 may include an
electronic device 105 having a processor 120 and a memory 130,
such as a non-transitory computer-readable storage medium. The
device 105 may be a device such as, for example, a desktop,
laptop, tablet, notebook, smart phone, etc. The system 100 may
allow for an application 140 to access a VPN server 115 within
the VPN 110 based on a set of rules 135 stored within the memory
130, wherein the rules 135 dictate which specific applications

have access to the VPN 110.

[0025] According to the exemplary embodiments, application
140 of the device 105 may be linked to a network library 145.
When the application 140 creates a new data flow, such as via a
TCP connection object, the processor 120 may utilize the library
145 to match the application 140 to the set of rules 135. If
the application 140 matches one of the stored rules 135, the
processor 120 may divert the flow of network data through a VPN
tunnel 125, ag opposed to entering the TCP/IP stack. In other
words, each packet of the application data may traverse a
network stack (e.g., TCP/IP stack) only a single time before

being communicated to the VPN 110.

[0026] In addition, the network flow data may be diverted
from a socket layer to a VPN agent 150 process running in user
space. Furthermore, the VPN agent 150 process may pass the
network data to a third-party plugin 160 that tunnels the data

over a tunnel connection to the VPN 110. It is noted that while
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the exemplary system 100 includes the third-party plugin 160 for
tunneling data to the VPN 110, alternative embodiments may
include first-party and/or integrated data transportation

components feor tunneling network flow data to the VPN 110.

[0027] Since the network data may not traverse the TCP/IP
stack before being diverting to the VPN agent 150, the data
would not be packetized and the third-party plugin 160 operating
in the VPN agent 150 may have access to the gtream of network
data in the same, or similar, format as written by the
application 140. When the third-party plugin 160 receives data
from the VPN tunnel 125, the processor 120 may write the data
back to a receive buffer of a socket. Accordingly, the
application 140 may then be notified by the processor 120 that
the data is available and may read the data from the socket. BAs
noted above, the network data may only have to traverse the
TCP/IP stack once. For example, the network data may arrive at
the TCP/IP stack after being processed by the third party plugin

160, so the packets may be routed over the Internet.

[0028] According to the exemplary embodiments of the system
100, the set of rules 135 may include any number of
authentication procedures for permitting the application 140 to
access to the VPN 110. For instance, the rules 135 may
opticnally utilize a signing identifier that uniquely identifies
the application 140, a designated requirement that identifies
the party who signed the application 140, a list of allowed
domaing, or any other rules that uniquely identify an
application and/or an account. Accordingly, the signing
identifier and the designated requirement of the application 140
may be matched against the signature of a calling application.

If the signing identifier and the designated requirement match,
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and there are domains present in the rules 135, then a host name
of a host within the private network that the application 140 is
trying to access may be suffix-matched against the list of
domains. If the host matches any one of the names, or if there
are no domaing in the rules 135, then the application 140

satisfies the ruleg 135,

[0029] According to an additional embodiment of the system
100, the set of rules 135 may include account-based access
procedures for authorizing the application 140 to access the VPN
110. For instance, the application 140 may be modified to “tag”
the network data flow with a string identifying the account for
which network access is being established. Exemplary accounts
may include mail accounts, contact lists, calendar accounts,
etc. The string identifying the account may then be matched
against a list of account identifiers in the rules 135. In
addition, a “wildcard” account may also be used, wherein every
account identifier matches the wildcard account. Accordingly,
if there is a match with one of the account identifiers, or if
there ig a wildcard account, then the account satisfies the

rules 135.

[0030] Although not shown in Fig. 1, the device 105 may also
include one or more network interfaces. A network interface may
implement, among other functionality, the lower layers (i.e.,
the physical and data link layers, and/or portions thereof) in
the network stack in the device 105; A network interface may be
or include components such as a transceiver, a pProcessor and/or
specific-purpose DSP circuitry, and/or analog gignal processing
circuitry for implementing wired/wireless communications. The
device 105 may include one or more network interfaces that

communicate using technologies such as but not limited to:
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Ethernet; WiFi (IEEE 802.l1la/b/g/n/ac and/ocr other IEEE 802.11
technologies); cellular technologies (including but not limited
to LTE, LTE-A, UMTS, CDMA2000, and/or GSM-EDGE); and/or other
wired and/or wireless communications technologies. In an
instance where the device 105 includes a wireless network
interface, the device 105 may also include an antenna {(also not
shown in Fig. 1) coupled to the wireless network interface.
Whenever it is described in this document that the device 105
communicates data to/from the VPN server 115 and/or via the VPN
tunnel 125, this communication of data may be performed using

one or more of the network interfaces.

{0031} Fig. 2 shows an exemplary data packet structure 220
for application-specific access to a VPN in comparison to a
conventional data packet structure 210 for routing table access

to a VPN.

[0032] Ag illustrated in the conventional data packet
structure 210, the structure 210 includes an IP header 211
having a source IP address and a destination IP address, a User
Datagram Protocol (“UDP”) header 212 have a source port and a
destination port, a further IP header 213, a TCP header 214
having a source port and a destination port, and the payload of
application data 215. Those skilled in the art would understand.
that both the UDP header 212 and the TCP header 213 both reside

within the TCP/IP stack (e.g., transport layer) of the IP suite.

[0033] In contrast to the conventional data packet structure
210, the exemplary structure 220 includeg an IP header 221, a
TCP header 222, a transport layer security (*TLS”) header 223,
and the payload of application data 224. As noted above, the

flow of this exemplary network data may be diverted through the

10
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VPN tunnel, as opposed to entering the TCP/IP stack.
Accordingly, the exemplary structure 220 may not regquire the UDP

header and IP header of transport layer segments.

[0034] As noted above, the exemplary structure 220 of the
application—specific access to the VPN allows for improved
traffic inspection within the network. Specifically, the
traffic may be easier to monitor since data is not wrapped in
the IP/UDP layer. As opposed to traditional packet inspection
of the conventional data packet structure 210, the exemplary
gystems and methods described herein allow, in some instances,
for the inspection of the actual application data stream. It is
noted that any filtering software running within the VPN agent
150 process or the VPN server 115 may receive the application
data wrapped in the IP and TCP headers, while not including the
IP UDP headers. The IP and UDP headers will have been stripped
off by the TCP/IP stack before the packet is delivered to the
filtering system. Accordingly, of the parts of the packets the
filtering system will receive from the TCP/IP stack, the filter
would receive the IP header 213, the TCP header 214, and the
applications data 215 for the conventional data packet structure
210. Alternatively, for the exemplary structure 220, the filter

would receive the applications data 224.

[0035] Fig. 3 shows an exemplary method 300 utilizing
application-specific access to the VPN 110. Specifically, the
method 300 ig a overview of the network data flow including the
application 140 starting up, setting up the VPN tunnel 125, and
communicating data between the application 140 and the VPN
server 115 of the VPN 110. The step performed by the method 300
will be described in reference to the exemplary system 100 and

its components described above with reference to Fig. 1. In

11
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addition, it is noted that each of the steps of method 300 may
be performed by an AppTunnel framework, includihg the VBN agent
150 and the processor 120, which may be a physical hardware

processing component of the system 100.

[0036] In step 310, the processor 120 wmay receive a query
from the application 140 to connect with a destination host over
the VPN 110 via the VPN tunnel 115. For instance, this query
may be a domain name system (“DNS”) query to accesg a gpecific

identification string (e.g., HTTP request) on the network.

[0037] In step 320, the processor 120 may create a network
object, such as a TCP connection object, from the application
140. The network object may be used to establish a new network

data flow between the application 140 and the exemplary VPN 110.

[0038] In step 330, the processor 120 may match the network
object against the set of rules 135 stored in the memory 130 of
the system 100. TFor instance, the processor 120 may obtain a
process identifier (“PID/ID”) of the application 140 as well as
a destination host for the application 140. Accordingly, the
processor 120 may perform a look-up for the PID/IP of the
application 140 and the destination host within the rules 135.

[0039] In step 340, the processor 120 may determine whether
the application 140 satisfies the rules 135. If the tunneling
rules 135 dictate that the network data flow may be tunneled to
the VPN 110, then the method 300 may advance to step 350.
However, if the application 140 fails to satisfy the rules 135,
the application 140 may be denied access to the VPN 110 in step
345.

12
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[0040] In step 350, the processor 120 may determine whether
the application 140 specifies a destination host by name. If
the application 140 specifies the destination, then the method
300 may advance to step 360. However, if the application 140
does not name a host destination, the application 140 may bypass

the DNS resolution, and the method may advance to step 370.

[0041] In step 360, the processor 120 sends the host name to
the third party plugin 160 of the VPN agent 150 for resolution
and, the third party plugin 160 may resolve the host name and
send the results to the processor 120. Those skilled in’the art
would understand that host name resolution allows for
successfully wapping the host name to an IP address, wherein the
host name is an alias assigned to an IP node to identify it as a

TCP/IP host.

[0042] In step 370, the processor 120 may open a flow divert
socket of a kernel to the VPN server 115. For instance, the
processor 120 may open the socket to the destination host and
the TCP connection object may set a socket option indicating
that network flow data should be tunneled to the VPN server 115.
As opposed to having the TCP connection object set a socket
option, the processor 120 may alternatively, set a rule in the
socket filter indicating that a particular PID/ID and host

combination should be allowed to tunnel via the VPN server 110.

[0043] In step 380, the processor 120 may establish a network
data flow with the VPN gerver 115. In other words, upon
receiving data from the application 140 on the socket, the
socket filter in the kernel may send the data to the third party
plugin 160 for tunneling.

13
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[0044] In step 390, the processor 120 may communicate data
between the VPN 110 and the application 140 via the VPN tunnel
125. When the third party plugin 160 receives data from the
tunnel destined for the application 140, the third party plugin
160 may send the data to the socket filter of the kernel. The
gocket filter may place the data in the receive buffer of the

socket, and the application 140 may then read the data from the

socket.

[0045] It is noted that signing identifiers, designated
requirements, account identifications and host name matching are
only examples of any number of rules that may be used to
uniguely identify the application and/or other characteristics
for VPN access. Accordingly, alternative rules for identifying

applicationg may be performed during the method 300.

[0046] The above-described exemplary embodiments provide
application-specific access to a private network that does not
require the use of the TCP/IP layer. Specifically, network data
originating from certain applications may be routed through the
VPN tunnel, while all other traffic may be routed outside the
VPN. It is noted that application-specific routing may, in some

instances allow for sockets of a kernel to be mapped to

application identifiers of the application that opened it.

[0047] Ag noted above, a lookup may be performed on the
application identifiers based on a set of rules for VPN access.
If the lookup satisfies the rules, a network interface may be
obtained and a routing socket option is set on the socket.
Accordingly, all traffic generated by the socket may be routed

to the specified network interface.

14
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[0048] The above-described exemplary embodiments may be
implemented in any number of enforcement procedures to ensure
that only the applications that satisfy the set of rules may be
allowed to use the exemplary VPN. For instance, in a
“whitelist” procedure, wherein specific applications may be
routed to the VPN 110, enforcement may be achieved by not
installing any routes to the VPN tunnel 125 in the rules 135.
Access to the VPN 110 may then be limited to a set of
applications in the whitelist. Alternatively, in a “blacklist”
procedure, wherein specific applications may not be routed to
the VPN 110, enforcement may ensure that sockets used by these
applications are not routed through the VPN tunnel 125. In
other words, these blacklist applications may not ke scoped to

the VPN interface even if explicitly scoped via a socket option.

[0049] A further enforcement embodiment may be to enhance the
filtering of traffic (e.g., PacketFilter) to support rules based
on application identifiers. 1In addition, this embodiment may
also serve as a replacement implementation for application

firewalling.

[0050] It will be apparent to those skilled in the arxrt that
various modifications may be made in the present invention,
without departing from the spirit or scope of the invention.
Thus, it is intended that the present invention cover the
modifications and variations of this invention provided they
come within the scope of the appended claims and their

equivalents.

15
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What is claimed is:

1. A method, cowprising:
at an electronic device that includes a processor, a

nemory, and a network interface:

generating, by an application executing on the device,
a request for a network data flow to a private network;

comparing identification information associated with
the application against a set of rules stored on the memory,
wherein the set of rules identifies conditions for the
application to be authorized to access the private network; and

establishing a connection for the network data flow
upon the identification information satisfying the conditions

for the application to access the private network.

2. The method of claim 1, further comprising:
communicating application data between the private

network and the application over the connection.

3. The method of claim 1, further comprising:

receiving a destination host name from the
application;

providing the destination host name to a data
transportation cdmponent; and

resolving the destination host name at the data

transportation component based on the set of rules.

4. The method of claim 1, wherein the set of rules includes one
of a signing identifier identifying the application allowed to
access the private network and a designated reguirements
identifying the application allowed to access the private

network.

16
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5. The method of c¢laim 1, further comprising:

opening a flow divert socket for application data to
flow between the application to a data transportation component
of the device, wherein the data transportation component directs

the network data flow directly to the private network.

6. The method of claim 5, wherein the flow divert socket
involves a socket filter that places the network flow data in a

receive buffer accessible to the application.

7. The methced of c¢laim 1, wherein the connecticon involves a TCP
connection object that sets a socket option indicating that the

necwork flow data will be tunneled over the connection.

8. The method of claim 2, wherein each packet of the
application data traverses a network stack only a single time

before being communicated to the private network.

9. A device, comprising:
a memory storing a plurality of rules; and
a processor coupled to the memory and configured to
perform actions that include:
recelving a request for a network data flow to a
private network from an application executing on the device;
comparing identification information associated
with the application against a set of rules stored on the
device, wherein the set of rules identifies conditiong for the
application to be authorized to access the private network; and
establishing a connection for the network data
flow upon the identification information satisfying the

conditions for the application to access the private network.

17
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10. The device of claim 9, wherein the processor is further
configured to perform:
communicating application data between the private

network and the application over the connection.

11. The device of claim 9, wherein the processor is further
configured to perform:

receilving a destination host name from the
application;

providing the destination host name to a data
transportation component; and

resolving the destination host name at the data

transportation component based on the set of rules.

12, The device of claim 9, wherein the set of rules includes
one of a signing identifier identifying the application allowed
to access the private network and a designated regquirements
identifying the application allowed to access the private

network.

13. The device of claim 9, wherein the processor is further
configured to perform:

opening a flow divert socket for application data to
flow between the application to a data transportation component
of the device, wherein the data transportation component directs
the network data flow directly to the private network, and
wherein the flow divert socket includes a socket filter placing
the network flow data in a receive buffer accessible to the

application.

18
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14. The device of claim 9, wherein the connection is a TCP
connection object that sets a socket option indicating that the

network flow data will be tunneled over the connection.

15. The device of claim 10, wherein each packet of the
application data traverses a network stack only a single time

before being communicated to the private network.

16. A non-transitory computer readable storage medium with an
executable program stored thereon, wherein the program instructs
a processor to perform actions that include:

receiving, from an application executing on a device,
a regquest for a network data flow to a private network;

comparing identification information associated with
the application against a set of rules stored on the device,
wherein the set of rules identifies conditions for the
application to be authorized to access the private network; and

establishing a connection for the network data flow
upon the identification information satisfying the conditions

for the application to access the private network.

17. The computer readable storage medium of claim 16, wherein
the actions further include:
communicating application data between the private

network and the application over the connection.

18. The computer readable storage medium of claim 16, wherein
the actions further include:

receliving a destination host name from the
application;

providing the destination host name to a data

transportation component; and
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resolving the destination host name at the data

transportation component based on the set of rules.

15. The computer readable storage medium of claim 16, wherein
the processor further opens a flow divert socket for application
data to flow beﬁween the application to a data transportation
component of the device, wherein the data transportation
component directs the network data flow directly to the private

network.

20. The computer readable storage medium of c¢laim 17, wherein
each packet of the application data traverseg a network stack
only a single time before being communicated to the private

network.
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