Office de la Proprieté Canadian CA 2104092 C 2004/12/07

Intellectuelle Intellectual Property
du Canada Office (11)(21) 2 1 04 092
T e e, 12 BREVET CANADIEN
CANADIAN PATENT
13) C
(22) Date de dépét/Filing Date: 1993/08/13 (51) CL.Int.>/Int.C1.° H04B 1/38, H04B 1/68
(41) Mise a la disp. pub./Open to Public Insp.: 1994/02/20 (72) Inventeur/Inventor:
(45) Date de délivrance/lssue Date: 2004/12/07 SERV], LESLIE D., US
(30) Priorité/Priority: 1992/08/19 (7/932133) US (73) Proprietaire/Owner:

VERIZON LABORATORIES INC., US
(74) Agent: R. WILLIAM WRAY & ASSOCIATES

(54) Titre : DISPOSITIF SANS FIL DE VERIFICATION DIDENTIFICATION
54) Title: WIRELESS DEVICE FOR VERIFYING IDENTIFICATION

20
I a2y Ay
20 PASSWORD
= STORE MASK STORE
{
COMPARING
DEVICE
WIRELESS DEVICE WIRELESS DEVICE WIRELESS DEVICE

28
l CALCULATOR I‘
% WIRELESS DEVICE

l ] 10 10
WIRELESS NETWORK

WIRELESS NETWORK CONTROL STATION

CONTROL STAT]ON\\

30, TELEPHONE NETWORK

(57) Abréegée/Abstract:

A wireless communication device using a verification protocol for verifying the identification of the wireless device by a wireless
network control station in the presence of eavesdroppers Is disclosed. Upon recelving a call request from a wireless device claiming
a particular identity, the wireless network control station sends a mask consisting of binary digits in a random order. The wireless
device Is expected to respond to this mask with a reply that is consistent with both the password contained In the device and the

mask. Specifically, the bits of both the password and the mask are "ANDed" and the result transmitted to the wireless network
control station as the reply.
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WIRELESS DEVICE FOR VERIFYING IDENTIFICATION
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ABSTRACT

A wireless communicatio
he identification of the wireless

n device using a verification

protocol for verifying t
s network control station in the

presence of eavesdroppers 1S disclosed. Upon receiving a

call request from a wireless device claiming a particular
jdentity, the wireless network control station sends a

10 mask consisting of binary digits in a random order. The

ss device 1s expected to respond to this mask with a

wirele
ord contained

y that is consistent with both the passw
Specifically, the bits of

"aNDed" and the result
trol station as the

repl
in the device and the mask.
both the password and the mask are

transmitted to the wireless network con

reply.
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WIRELESS DEVICE FOR VERIFYING IDENTIFICATION

10 phones have become increasingly popular and common.
Wireless personal communication systems (PCS) are

emerging. These devices give the user the flexibility to
initiate telephone calls from other than fixed locations.
However, as a result of this mobility and flexibility it
is more difficult for the service provider, the telephone
company, toO positively jdentify the caller sO as to
properly bill for the call. Unlike a conventional phone,
wireless devices are not permanently located, and thus are
not easily identified by a drop at the end of a telephone
20 1ine. Rather, wireless devices must make Kknown thelir
identity at call start-up for the call to proceed.

In performing this identification process it 1is clear
that an identification code and/or password must be
provided by the caller to a wireless network control
station which verifies the identity of the caller and

connects the caller to the public telephone network. The

device by radio means and is thus inherently 1insecure. A

third party, knowlng the frequency of the wireless

30 transmission can intercept the transmission and learn the
identification code of the caller. This permits the
eavesdropper to determine the identity of the caller and
+he identification code of the device, allowing him tO
later commit telephone fraud by electronically

impersonating the identity of that caller.

(92-3-327 CN)
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1n one approach to securing the process of
identification of the wireless device, a publilc key
cryptosystem has peen utilized. Using a public Kkey
encryption method, verification procedures can be designed

such that wireless network control stations are not

required to access databases to look up passwords, and an
unlimited number of eavesdropped authentications will not
be sufficient to impersonate a wireless device. However,
such methods require substantial computation 1n order to

10 operate.
It is thus desirable toO provide a means and apparatus

for transmitting an identification code by a wireless

device caller to a wireless network control station,
providing verification threat which is not susceptible to

discovery by a third party and is not computationally

substantial.

Accordingly, the present invention provides a wireless

device for responding to an axternal identification

20 request comprising: & first memory means for storing a
password having a plurality of bits; a second memory means

for storing a mask having a plurality of bits; a

comparison means for comparing the bits of said mask with

the bits of said password; a processing means for
sajd external identification

ity of bits such that

producing a response to
request, said response having a plural
each bit of the response is binary one, when the
corresponding bit of said mask and of said password is
binary one.

50 In another aspect of the invention, the wireless

network control station sends t+he mask to the device as

addresses. Each address specifies the position of a binary

"one" in the mask.
In yet another aspect of the invention, exemplary
values for the length of the password and the mask are

disclosed sO as to minimize either +ransmission time OT
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the storage reguirements in the wireless device. Other
values can be determined to satisty other network

strategies and objectives.

Some embodiments of the invention will now be
described, by way of example, with reference to the
accompanying drawings in which:

#IG. 1 is an illustration of the components of a
wireless network in accordance with the instant invention.

FIG. 2 is a graph of the +rade-off between memory
requirements for the wireless device and transmission

requirements for a successful impersonation of a

in FIG. 1, the components of a wireless network are
illustrated. The network consists of one or more wireless
network control stations 10 that allow a plurality of
wireless devices 20 to connect to the public switched
telephone network 30. In performing this connection to
the telephone network 30, the wireless network control
station 10 must determine and validate the identity of the
wireless caller in order +o at least provide proper
billing for the call. Accordingly, upon call initiation
the calling wireless device 20 must transmit an
identification signal to be verified at the wireless
network control station 10 before allowing the connection
to the public network 30.

In one embodiment of the invention, each wireless
device is assigned a randomly selected password consisting
of N bits that 1is delivered to the device and stored
therein (22). If the password is sent electronically, the
transmission must maintain a high level of protection from
interception and deciphering. One of ordinary skill in
the art will recognize that other methods of delivering

and storing the password include transferring a PROM or
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providing for a fixed ROM within the the wireless device.
Since the password assignment is done only once,
slower-secure methods of sending the password are
feasible.

At call set-up the wireless device requesting access
to the telephone network transmits an intention to make a
call and an identification code. Upon receiving the
request, the wireless network control station responsible
for connecting the call to the telephone network verifies
the identity of the caller. Wireless network control
station randomly selects a binary number consisting of N
bits and having exactly M ones and N-M zeros. The values'
of the parameters N and M are chosen to meet network
design objectives that will be described later. The
selected N-bit number called a mask is transmitted to the
calling wireless device wherein it is stored (24) for
further processing. Electronics within the wireless
device compares (26) and calculates (28) a response toO the
mask whereby if the ith Dbit of the transmitted N-bit
number or mask is O then the corresponding ith bit of the
response is zero and if the ith bit of the mask 1s 1 then
the ith bit of the response is set to the ith bit of the
password. The response is transmitted from the wireless
device to the wireless network control station.

The wireless network control station verifies the
authenticity of the response DY determining whether the
claimed identity is consistent with the response, mask, -
and the password stored 1in the wireless device of the
claimed identity and known only by the wireless network
control station. It is clear that all communication is
conducted in a error-free fransmission medium using
perhaps conventional error-correcting codes so as not to
misrepresent either the mask or the response.

In one embodiment of the invention, the mask 1s
transmitted by the wireless network control station as M

binary numbers, p(i), i=1, ..., M, where p(i) is the ith
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position containing a one. In this embodiment M LogzN

bits are required to Dbe transmitted as the mask, which
under certain values of N and M is less than the N bits of

the embodiment described above. In another embodiment of

required to be sent is possible if the mask is selected

such that O%p(i+1)-p(i)<(N/M). Accordingly, it 1s
sufficient to transmit the M binary numbers p(i+l)-p(1)
for i=2,..., M and p(1l). Thus, the position of the first

one bit or p(l) is sent and the difference from the
preceding one bit to the next one bit in the mask is sent
as p(i). This embodiment utilizes MLogz(M/N) bits.

In a yet further embodiment of the invention the
wireless device transmits a reply indicating the address
of the position of each hit of the password having a
binary value of one in response to the mask. One
eavesdropping on the transmissions of the wireless network
control station knows only the values of the password in
the p(i) positions for i=1,2..., M. The information 1s
therefore of minimal value in attempting to impersonate
the identity of the wireless device.

As was stated previously, the values of N and M may be
chosen to satisfy security objectives for the wireless
network. In determining appropriate values for the
variables N and M for a particular network design so as to
determine probabilistically the likelihood, p, that an
impersonator will be successful in correctly responding to
a mask after K eavesdroppings, the following analysis is

considered.

If LK is the average number of positions of the

password that are known by one after eavesdropping on K
exchanges between the wireless device and the wireless

network control station.
(1) LK=M+(1—(M/N))LK_1 and L1=M.
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This relationship eXpresses that after each additional
eavesdropped interaction, the interceptor knows about the
password what he knew before, LK-l’ plus the M digits that
were just learned minus the expected number of bits he

just heard but already Knew, (M/N)LK-l‘ LK is thus
uniguely:

(2) LK;N(l-ll-(M/N)lK).

If having eavesdropped K times, one attempts to
impersonate the wireless device, a mask is sent by the
wireless network control station that consists of M
randomly selected positions containing the value binary
one. Of these positions, on average, (M/N)LK positions of
the password of the legitimate wireless,device are known
to him and M-(M/N)LK positions are not known to him. The

average number of unknown positions 1S calculated as:

(3) F(N,M,K) M-(M/N)LK

M- (M/N) (N (1-11-(M/N)17) ]

= M-(1(M/N))T.

Throth proper choice of these parameters different
network design objectives and strategies can be satisfied.
If the network design objective is to maximize the
number of unknown bits of the password to an impersonator,

the value of M that will maximize F(N,M, K) is
(4) M= N/(K+1).

1t is understood that M must be an integer and thus the

value determined 1s rounded if necessary. Combining these
expressions, F(N,(N/(K+1),K)=(N/K+1)K which for K_20 is
very accurately approximated by .37N/(K+1). The chance of
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an eavesdropper correctly determining the F(N,M,K) unknown
bits is approximately 0.5**F(N,M,K) or stated in words 0.5
raised to the F(N,M, K) exponent. If the chance of an
eavesdropper correctly determining the unknown bits is
desired to be p, then F(N, (N/(K+1),K) 1is determined to be
-logz(p). Accordingly, N 1s calculated to be
approximately -logz(p) (K+1)/.37 and consequently M 1s
approximately -logz(p)/.37 which is independent of K as
long as K_20.

1f an alternative network design objective is to
reduce N, thus limiting the amount of memory required by
the wireless device, m should be chosen as approximately
-Logz(p)/.4 and N is consequently chosen as ~2.5KLog2(p)
for a given percentage p of success in responding with the
correct reply after K eavesdropping attempts.

I1f yet another network design objective 1s to reduce
the time for transmission of the verification procedure,
this amounts to reducing the value MLogz(N). The wvalue
for M should be chosen as approximately Int[l-Logz(p)] and
n is calculated as M/(l+(Log2(p)/M)**(1/K)) for a given
percentage p of success in responding with the correct

reply after K eavesdropping attempts.
FIG. 2 is a graph of the +rade-off between memory

requirements imposed upon the wireless device and the
transmission requirements for performing the verification

procedure for values of K up to 50 and p no greater than

The following Examples and Table are presented to
enable those skilled in the art to more clearly understand
and practice the present invention. These Examples should
not be considered as a limitation upon the scope of the
present invention, but merely as being illustrative and

representative thereof.
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TABLE 1 provides an exact calculation in accordance

with the invention of the range of parameters M and N, and

the associated transmission requirements such that the
probability that an eavesdropper successfully impersonates
a legitimate wireless device after 50 eavesdropping would

M and N, and

the associated transmission requirements such that the

probability that an eavesdropper successfully impersonates
10 a legitimate wireless device after 50 eaesdroppings would

be no greater than 0.0001.
While there has been shown and described what are at

sidered the preferred embodiments of the

present con
it will be obvious to t+hose skilled in the art

without departing from the scope of the invention as
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THE EMBODIMENTS QF THE INVENTION FOR WHICH AN EXCLUSIV.
PROPRETY OR PRIVILEGE IS CLAIMED ARE DEFINED AS FOLLOWS :

L]

LS

B3

1. A wireless device for responding to an external

1dentificaticn reguest comprising:

a first memory means for storing a password having a
plurality of bits;
a second memory means for storing a mask having a

plurality of bits;

10 a comparison means for comparing the bits of said

mask with the bits of said password;

a processing means for producing a response to said

external i1dentification request, said response

F

having a plurality of bits such that each bit of

the response 1s bilnary one, when the corresponding
b1t of said mask and of said password is binary

orle.

2. The wireless device of claim 1 wherein a bit of

F

20 the response of the processing means 1s binary zero when

g—

the corresponding bit of the mask i1s binary zero.

ki

3. The wireless device of claim 1 wherein a bit o

J

r—

the response o0f the processing means is binary zero when

the corresponding bit of the password is binary zero.

4. The wireless device of claim 1 wherein said macsk

pr—

of the second memory means includes addresses specifying

Jr—

the position of a bilinary one.

5. The wireless device of claim 1 wherein said

L

mask of the second memory means includes the position o:

the first binary one 1in the mask and a differential

increment of the next value of binary one in the mask.
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6 . The wireless device of claim 1 wherein said

processing means produces a response of a plurality of

addresses such that each address indicates a binary one

P

when a bit of the mask and the corresponding bit of the

password are binary one.

7. A method of verifying the claimed identity of a

reguester node by a server node comprising the steps of:

(a) storinc an i1dentification code at the regquester
10 node;
(b) receiving a password at the reguester node;
(c) storing said password at the requester node;
(d) communicating a request to access a protected
resource at the server node by the reguester

node;

(e) generateling a mask at the server node;

i1

(f) Boolear "anding" sald mask and said password o:
the requester node at the server node;

(g) receiving said mask at the requester node from

20 the server node;

(h) Boolean "anding" said mask and said password at
the regquester node;

(1) communicating the result of step (h) to the
server node;

(J) granting access to the protected resource by the

i

server node 1f the result of step (f) and step

(h) are equal.

AR S Al IR PUNRNE-F A L S IUGME e e . " L .. EETER SRR A Y PP T Y- 1 VPRI A S T ST L] .
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8. A method of verifying the claimed identity of a
requester node by a server node comprising the steps

of:

(a) storing an i1dentification code at the requester

node;
(b) receiving a password at the requester node:
(c) storing said password at the requester node:;
(d) communicating a reqguest to access a protected
resource at the server node by the requester
node;

(e) generating a mask at the server node

representing addresses specifying the position

of a blnary one;

(f) Booleen "anding" sailid mask and said password of
the requester node at the server node;
(g) receiving sald mask at the reguester node from

the server node;

(h) Boolean "anding" sailid mask and said password at
the requester node;

(1) communicating the result of step (h)to the
server node;

(7) granting access to the protected resource by the

L] ’l-

server node 1f the result of step (f) and Step

(h) are equadl.
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9. A method of verifying the claimed identity of a
requester node by a server node comprising the steps of:
(a) storing an identification code at the requester
node; |
(b) receiving a password at the requester node;
(c) storing said password at the requester node;
(d) communicating a reguest to access a protected
resource at the server node by the reguester node;:
10 (e) generating a mask at the server node representing
' the position of the first binary one in the mask
and a differential increment of the next value of
binarxry one in the mask; |
(f) Boolean "anding” said mask and said password of the
requestexr node at the server node;

(g) receiving said mask at the requester node from the
sexver node;

(h) Boolean "anding” said mask and said password at the
requester node;

20 (1) communicating the result of step (h) to the server
node;
() granting access to the protected resource by the

server node 1f the result of step (f) and step (h)
are equal. '
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