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LOGICAL RACK CONTROLLER

BACKGROUND

Computing infrastructure may include compute, storage,
and networking devices organized into racks. Servers within
a rack may communicate with each other via a top-of-rack
switch.

BRIEF DESCRIPTION OF THE DRAWINGS

Various examples will be described below with reference
to the following figures.

FIG. 1 is a block diagram of an example system that
includes a logical rack controller.

FIG. 2 is a flow chart of an example method that provides
an interface to a logical rack.

FIG. 3 is a flow chart of an example method that updates
a logical rack definition.

FIG. 4 is a flow chart of an example method that orches-
trates bootstrapping of infrastructure to an imaging server.

FIG. 5 is a flow chart of an example method that performs
switch commands directed at a logical top of rack switch.

FIG. 6 is a flow chart of an example method that creates
logical racks for respective tenants.

FIG. 7 is a block diagram of an example system with a
machine readable medium that includes instructions to pro-
vide an interface to a logical rack.

FIG. 8 is a block diagram of an example system with a
machine readable medium that includes instructions related
to logical racks and logical top of rack switches.

DETAILED DESCRIPTION

Computing infrastructure may include compute devices
such as servers, storage devices such as storage arrays, and
networking devices such as switches. Various combinations
of such infrastructure may be organized into a physical rack,
One or more physical racks may form at least part of a
private cloud that resides in an operator’s data center or at
a colocation facility or may form at least part of a public
cloud provided by a public cloud vendor for consumption by
an operator. An operator may be understood to be an
individual, an organization, a company, an institution, or the
Ike, and may be an end user of the infrastructure. Infrastruc-
ture may be provided to an operator by a vendor and
purchased, leased, rented, or paid for on a consumption-
basis by the operator. In some cases, the operator may be a
customer of the vendor.

Bare metal infrastructure describes physical computing
infrastructure, including bare metal servers for example.
Virtualization technology such as hypervisors or virtual
machines may be run on the bare metal infrastructure. Bare
metal infrastructure may be assembled into bare metal racks.
Running applications and workloads directly on bare metal
infrastructure may provide benefits such as performance,
security, and availability (such benefits may be by compari-
son to virtual infrastructure, for example). Bare metal infra-
structure may be useful in certain use cases, such as machine
learning operations workloads, high performance computing
workloads, computing tasks that involve direct hardware
access, and workloads requiring performance, security, and/
or availability.

Generally, management of bare metal infrastructure
involves intimate familiarity with the details of the physical
configuration of the infrastructure. As such, bare metal
infrastructure may carry disadvantages that reduce its flex-

10

15

20

25

30

35

40

45

50

55

60

65

2

ibility. For example, an operator or user of the bare metal
infrastructure may be constrained to use what exists within
a given physical rack. An operator may be expected to
understand how physical racks are physically connected to
the physical and logical (e.g., underlay and overlay) net-
works, how the networks interconnect infrastructure inside
a rack and across racks, how power is supplied to the
infrastructure, and more, Since an operator needs to be
aware of the details of each physical rack, scaling up
capabilities to multiple physical racks becomes an expensive
and time-intensive operation. Thus, it would be useful to
provide complex racks of bare metal infrastructure in a
flexible manner that is highly scalable and repeatable across
numerous (e.g., hundreds or thousands) of deployments at
the lowest cost possible.

To address the foregoing technical challenges, examples
described herein relate to a logical rack controller that
abstracts management of large collections of infrastructure,
such as racks of infrastructure. The logical rack controller
can create and maintain a logical rack according to a logical
rack definition and using physical infrastructure (e.g., bare
metal servers) from different physical racks as the inventory
for that logical rack. In some implementations, the different
physical racks may be geographically separated. A logical
rack may be understood to represent an abstraction of
physical infrastructure, or in other words, a logical rack may
be a collection of physical infrastructure organized in a
different manner than in physical reality, as will be described
further below.

The logical rack controller can also maintain a notion of
one or more logical top of rack switches that abstract
physical top of rack switches that connect the physical
infrastructure. The logical rack controller may handle man-
agement of the network topology of physical infrastructure
within the logical rack, including validation of network
connectivity within the logical rack. The logical rack con-
troller can make the logical rack available to a provisioning
controller, and the provisioning controller may perform
lifecycle management of the logical rack for use by an
application workload.

Thus, by virtue of the foregoing, a logical rack may be
created from bare metal servers and provided as infrastruc-
ture for use by workloads with reduced or minimal inter-
vention by and knowledge of an operator. Accordingly,
physical infrastructure may be flexibly configured,
deployed, and/or utilized at scale and in a cost-efficient
manner. Moreover; the logical rack controller may create a
logical rack from infrastructure spanning multiple physical
racks with different top of rack switches, without relying on
a controller in or for each of the physical racks, thus
reducing complexity and cost.

Referring now to the figures. FIG. 1 depicts physical
infrastructure, including computers 102-1 through 102-N
(collectively computers 102) and computers 104-1 through
104-N (collectively computers 104). The computers 102,
104 may be general purpose servers, high performance
computing systems, hyperconverged infrastructure, infer-
encing or training systems, or other computing devices. The
computers 102, 104 may be bare metal infrastructure. Com-
puters may be arranged into an enclosure known as a
physical computing rack. For example, computers 102 may
be included in a first physical rack 106, and computers 104
may be included in a second physical rack 108. The physical
racks 106, 108 may be located in a same data center or in
geographically separated data centers. The data centers may
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be owned by or leased by an operator, and as such, the
physical racks 106, 108 form at least part of an on-premise
private cloud of the operator.

A physical rack may include other infrastructure, such as
storage appliances (e.g., a storage array) and networking
infrastructure (e.g., switches), and although the present
description relates to assembling computers into a logical
rack, the techniques described herein may be used for other
infrastructure also. A physical rack may also include one or
more top of rack switches (also referred to as TOR
switches), which are connected to each of the computers in
that physical rack via down links. Multiple TOR switches
may be provided in a physical rack for high availability.
TOR switches may enable computers to communicate with
each other within a rack and to communicate with an intranet
(e.g., within the data center) and/or the Internet through
uplinks to aggregation switches. In FIG. 1, physical TOR
switch(es) 103 are provided in physical rack 106 and physi-
cal TOR switch(es) 105 are provided in physical rack 108.
Accordingly, the physical racks 106, 108 may communicate
across a network 109.

A logical rack controller 110 is provided, which commu-
nicates with the infrastructure in the physical racks 106, 108,
In some examples, the logical rack controller 110 may be
implemented as software instructions encoded on a non-
transitory machine readable medium and executed on a
hardware processing resource. For example, a processing
resource may include a microcontroller, a microprocessor, a
central processing unit (CPU), a graphics processing unit
(GPU), a data processing unit (DPU), an application-specific
integrated circuit (ASIC), a field programmable gate array
(FPGA), a system-on-a-chip (SOC), etc., and a machine
readable medium may include random access memory
(RAM), read-only memory (ROM), electrically erasable
programmable read-only memory (EEPROM), flash
memory, a hard disk drive, etc. In some examples, the
logical rack controller 110 may include electronic circuitry.
In some examples, the logical rack controller 110 may be
implemented on a smart network interface card (SmartNIC).
In some examples, the logical rack controller 110 may be a
containerized application (e.g., a container pod) or a virtual
machine executing on a hardware processing resource of a
computer that is involved in management of the infrastruc-
ture in system 100 by communication over the network 109.

The logical rack controller 110 may be in communication
with an inventory manager 120 and a provisioning controller
130. In some implementations, the inventory manager 120
may be software executing on a hardware processing
resource of a computer. The inventory manager 120 main-
tains an inventory of the physical infrastructure, such as the
computers 102, 104, that is present in the system 100. The
inventory may be a data structure. The inventory manager
120 may also add or remove infrastructure from the inven-
tory as infrastructure is added (e.g., by connection to the
network 109, etc.) or removed (e.g., by failure, by discon-
nection to network 109, etc.).

The provisioning controller 130 may be software execut-
ing on a hardware processing resource of a computer, and in
some cases, may be executing in a cloud and included at or
accessible via a cloud-based portal. The provisioning con-
troller 130 may be a Software-as-a-Service (SaaS) portal and
may have the functionality described below. The provision-
ing controller 130 may be a bare metal controller or a bare
metal as-a-service controller. The logical rack controller
110, as well as the inventory manager 120 in some instances,
may communicate with the provisioning controller 130 via
the Internet.
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In some implementations, physical racks 106, 108 may be
owned by or in possession of an operator and managed by
a vendor. In some implementations, physical racks 106, 108
may be delivered to the operator by a vendor for consump-
tion as-a-service by the operator in a pay-per-use financial
model. In these implementations, the logical rack controller
110, as well as the inventory manager 120 in some instances,
may be implemented as software (e.g., containerized appli-
cations or virtual machines) executing on a processing
resource of one or more on-premise gateway computers that
are at a same data center as one or more of the physical racks
106, 108, and are accessed and utilized by the vendor to
manage aspects of the infrastructure. In some implementa-
tions, the logical rack controller 110, as well as the inventory
manager 120 in some instances, may be executing in a cloud
or cloud-based SaaS service. In some implementations, the
inventory manager 120 and the logical rack controller 110
are integrated together into a policy controller.

The logical rack controller 110 may consume an infra-
structure inventory of the plurality of physical computing
racks 106, 108. The inventory may include at least an
indication of server infrastructure, such as the computers
102, 104. In some implementations, as part of building the
infrastructure by the vendor prior to delivery to the operator
(also referred to as Day O operations, e.g., at a factory), the
gateway computer on which the inventory manager 120 or
the logical rack controller 110 is to be executed may be
factory preloaded (e.g., with a configuration script) or oth-
erwise provided with a predefined inventory that is a list of
the to-be-delivered physical infrastructure. A predefined
inventory may also define that a particular physical TOR
switch is connected with all computers of a particular rack.
The logical rack controller 110 may receive inventory 122
from the inventory manager 120 or may be itself initially
preloaded with the inventory. In some implementations, the
aforementioned preloaded inventory may be a seed or start-
ing point, and additional inventory details may be deter-
mined by an automated discovery process described below.

As mentioned above, an established inventory manager
120 (e.g., as part of Day 1+ operations after delivery of
infrastructure to the operator) may also maintain an updated
inventory by either receiving manually provided updates
(e.g., an updated configuration script similar to a factory
preloaded inventory described above) or auto-detecting the
addition of infrastructure or removal of infrastructure from
the system 100 by, for example, detecting changes in net-
work connections advertised by infrastructure on the net-
work 109.

In some implementations, information about the capabili-
ties of the computers in the inventory may be discovered via
baseboard management controllers of the computers, infra-
structure management protocol communications, network
discovery information (e.g., via Link Layer Discovery Pro-
tocol), and other discovery techniques. The inventory man-
ager 120 and/or the logical rack controller 110 may perform
the discovery. In some implementations, the logical rack
controller 110 may perform the discovery and inform the
provisioning contra ler 130 about the discovered infrastruc-
ture, while the inventory manager 120 listens to the provi-
sioning controller 130 for infrastructure information. Capa-
bilities may include processor, memory, storage, graphics
processing unit (CPU), and other hardware, firmware, and
software characteristics of the computers, and the capabili-
ties may be stored in the inventory or in a separate data
structure.

The logical rack controller 110 may receive a logical rack
definition 160 that indicates selected physical infrastructure
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from among the inventory to form a logical rack 112.
(Logical rack may be abbreviated “L-rack” in the Figures for
conciseness). In some implementations, Day 0 operations at
the vendor factory may involve defining in a logical rack
definition 160 which infrastructure from the predefined
inventory is to form a logical rack 112, and the gateway
computer on which the logical rack controller 110 is
executed may be factory preloaded or otherwise provided
with that predefined logical rack definition 160. In other
examples, during Day 1+ operations for example, a logical
rack definition 160 may be provided by the operator or by
the vendor (e.g., via the on-premise gateway).

The logical rack definition 160 may be a JSON
(JavaScript Object Notation)-based model (i.e., a software
construct) that maps physical infrastructure to a logical rack.
In some implementations, the selected physical infrastruc-
ture indicated in the logical rack definition 160 may include
computers, such as one or more of the computers 102, 104.
Thus, a logical rack 112 may be (but is not necessarily)
composed of computers (e.g., 102-1, 104-1) from different
physical racks (e.g., 106, 108 respectively). The logical rack
definition 160 may be designed for a particular workload.
For example, a machine learning operations workload may
select physical computer infrastructure from the inventory
with CPUs.

In some implementations, the logical rack controller 110
may maintain the notion of a logical TOR switch 113 that is
an abstraction of some or all of one or more physical TOR
switches (e.g., 103 or 105) connected to the infrastructure of
physical computing racks (106, 108). A logical TOR switch
113 may be a software model or construct, for example. The
logical TOR switch 113 may be part of the logical rack
definition 160 or may be a separate model associated with
the logical rack definition 160.

From the perspective of a control plane in the system 100,
a logical TOR switch 113 operates in a similar manner to a
physical switch and supports similar management capabili-
ties. For example, the logical TOR switch model may map
some or all of the ports of one or more physical TOR
switches 103, 105 to the ports of the logical TOR switch 113.
Commands directed to logical TOR switch ports, such as
VLAN (virtual local area network) or VXLAN (virtual
extensible local area network) commands, link operations,
telemetry commands, and the like will be directed via the
logical rack controller 110 to the mapped ports of the
physical TOR switch 103, 105.

To illustrate, FIG. 1 depicts in dashed lines a logical rack
112 that includes a logical TOR switch 113 modeled as a
combination of ports of physical TOR switches 103, 105. By
mapping ports of physical TOR switches 103, 105 in dif-
ferent physical racks 106, 108 to ports of a logical TOR
switch 113, computers 102-1, 104-1 connected to the dif-
ferent physical TOR switches 103, 105 in separate physical
racks 106, 108 can be combined into a single logical rack
112. Moreover, such a logical rack 112 may comprise bare
metal computers 102, 104.

The logical rack definition 160 may specify which port(s)
of a physical TOR switch a computer in the definition 160
is connected to. In some implementations, the logical rack
definition 160 is factory predefined with this information,
which may match the factory cabling of the physical rack. In
some implementations, free and unused ports on physical
TOR switches may be connected to a discovery network,
installations of physical infrastructure (e.g., computers) may
be connected to the free ports, and a service monitoring
traffic on the discovery network (e.g., traffic such as DHCP
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6

requests) can initiate discovery of which newly installed
computer is connected to which previously free port.

In addition to or as an alternative to Day O predefinition
as a means to generate a logical rack definition 160, other
techniques of creating or modifying a logical rack definition
160 may be utilized. In an example, the logical rack defi-
nition 160 may be manually defined, by the vendor or
operator, at any point in time (e.g., Day 1+). Another
example technique may be based on network visibility of
physical infrastructure, where a logical rack definition 160
may be automatically generated from or modified to include
any physical infrastructure that is newly detected and visible
on the network 109, such as by a discovery method
described above.

A policy driven logical rack membership may be another
example technique. The logical rack controller 110 may be
provided with a specification of desired characteristics for a
logical rack. The characteristics may indicate, for example,
“general compute workload”, “machine learning operations
workload”, “CPU intensive”, “memory intensive”, “storage
intensive”, “GPU intensive”, or the like. The logical rack
controller 110 may have a policy or policies (i.e., rules or
logic) to automatically create a logical rack definition 160
from inventory that aligns with the specified desired char-
acteristics. For example, a policy may indicate that if
“machine learning operations workload” is a desired char-
acteristic, then computers with GPUs should be added to the
logical rack. A policy may also indicate that computers
without GPUs should be utilized for “general compute”
logical racks, for example.

Having received a logical rack definition 160, the logical
rack controller 110 reads and validates the logical rack
definition 160 by verifying network connectivity of the
selected physical infrastructure identified in the logical rack
definition 160. Validation may include one or more of
verifying that all physical infrastructure (e.g., computers
102, 104) in the logical rack definition 160 exist, verifying
that any TOR switches (e.g., 103, 105) associated with the
logical rack definition 160 exist, and verifying the existence
of TOR switch-to-computer connections.

For example, the logical rack controller 110 may utilize
information from the TOR switches 103, 105 through the
Link Layer Discovery Protocol (LLDP) to perform the
validation. Also, the logical rack controller 110 may utilize
LLDP information to verify the existence of high availability
links between each computer and more than one TOR
switch. Accordingly, the logical rack controller 110 can use
the LLDP information to verify that the logical rack model
(e.g., connectivity between computers and a logical TOR
switch 113 made up of physical TOR switches 103, 105)
matches the physical reality. Other discovery protocols may
be used in other implementations.

In some implementations, if the logical rack definition
160 fails validation (e.g., a piece of physical infrastructure
does not exist or is not connected to the physical TOR
switches as expected), an error condition may be reported, to
the Saab portal or to the vendor for example. In some
implementations, the logical rack controller 110 may
attempt to automatically correct the validation errors by
removing the non-validated physical infrastructure from the
logical rack definition 160. In some implementations, the
logical rack controller 110 may attempt to correct the
validation errors by auto-detecting the correct network con-
nections between physical TOR switches and the physical
infrastructure and updating the logical rack definition 160
accordingly.
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After the logical rack definition 160 has been validated (or
corrected), the logical rack controller 110 persists the logical
rack definition 160 by providing a logical rack interface 114
(which may be a set of interfaces) to the provisioning
controller 130, In some implementations, the logical rack
interface 114 may be defined based on the requirements or
design of the provisioning controller 130 in order for the
provisioning controller 130 to carry out a variety of tasks.
For example, the interface 114 may provide a means (e.g.,
commands) for the provisioning controller 130 to prepare
the logical rack 112 for an operation or application workload
of the operator. More particularly, the provisioning control-
ler 130 may use the interface 114 to communicate a request
to the logical rack controller 110 to image or reimage one or
more of the physical infrastructure (e.g., computer 102, 104)
of the logical rack 112. To provision the operating system,
the logical rack controller 110 may orchestrate bootstrapping
of that physical infrastructure to an imaging server 150. For
example, in an implementation, the logical rack controller
110 may use an infrastructure management protocol, such as
the DMTF (Distributed Management Task Force) Redfish®
standard, to reboot a computer 102 or 104 to a state that will
communicate with an imaging server 150 (e.g., HT'TPS boot
to the imaging server), from which the computer 102 or 104
will install an operating system (OS) image.

In some implementations, the logical rack interface 114
may provide an interface by which the provisioning con-
troller 130 may perform switch commands (e.g., commands
related to configuration, performance, fault management,
etc. of a switch) against the logical TOR switch 113 and/or
physical TOR switches 103, 105. If commands are targeted
at specific ports of a logical TOR switch 113, the logical rack
controller 110 may map the commands to corresponding
ports of a physical TOR switch 103, 105 according to the
logical TOR switch model.

In some implementations, the logical rack interface 114
may provide an interface by which the provisioning con-
troller 130 may manage one or more power distribution units
(PDUs) of a physical rack 106, 108 that are associated with
the logical rack 112. For example, certain PDUs may
provide software control of the power state for a rack or for
individual units of infrastructure within a rack. Thus, in
response to a command over interface 114 to turn power on
or off to a logical rack 112, the logical rack controller 110
may command the PDUs of the physical racks 106 or 108
housing the computers of the logical rack 112 to turn power
on or off to those specific computers.

In some implementations, the logical rack controller 110
may abstract aspects of the computers of a logical rack 112,
such as interfaces and connectivity (e.g., out-of-band com-
munications, management network interfaces, serial ports,
parallel ports, universal serial bus ports, etc.), and allow for
control of those aspects by the provisioning controller 130
through the logical rack interface 114.

In some implementations, the logical rack controller 110
may also provide the provisioning controller 160 with
information about the capabilities of the constituent com-
puters of the logical rack 112, as discovered in the manner
discussed above. By virtue of the capabilities information,
the provisioning controller 130 may intelligently optimize
the logical rack 112 for the operator’s workload.

As discussed above, the inventory manager 120 may
update the inventory as physical infrastructure available in
system 100 changes. For example, new infrastructure may
be added to the system 100 for various reasons such as an
operator’s increased capacity demands. Infrastructure may
be removed from the system 100 for various reasons such as
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failure, decreased capacity demands, or reallocation to a
different system. Infrastructure may be replaced (ie., a
combination of removing and adding) for various reasons
such as replacement of failed infrastructure. The logical rack
controller 110 may watch for changes at the inventory
manager 120 or the inventory manager 120 may inform the
logical rack controller 110 of changes. The logical rack
controller 110 may receive an updated inventory 122 from
the inventory manager 120.

In response to the changes in the updated inventory 122,
the logical rack controller 110 may update the logical rack
definition 150 by adding new physical infrastructure, remov-
ing the removed physical infrastructure, or replacing
removed physical infrastructure with new physical infra-
structure, in the previously validated logical rack definition
160. For example, the logical rack controller 110 may utilize
policy driven logical rack membership as described above to
add new infrastructure based on matching characteristics of
an existing logical rack definition 160. Alternatively, newly
added infrastructure may be claimed by added by default, for
example, to a logical rack 112 that is associated with a
logical TOR switch 113 that is mapped to physical TOR
switch 103, 105 ports connected to the newly added infra-
structure. As another alternative, the logical rack definition
160 may be manually edited. The logical rack controller 110
may revalidate the modified logical rack definition 160 in a
similar manner to validation described above.

In some implementations, a logical rack controller 110
may also support multi-tenancy, where multiple logical
racks are defined from the same inventory of physical
infrastructure and at least some of the logical racks belong
to different tenants. Different tenants can represent different
operators or the same operator desiring isolation between
workloads. To provide isolation between tenants, logical
TOR switches are created for respective tenants that include
mutually exclusive ports of physical TOR switches placed
on isolated VLANs or VXL ANSs. In other implementations,
other network isolation techniques may be utilized, Physical
infrastructure connected to those logical TOR switches may
be from the same inventory but are mutually exclusive to
respective tenants. Thus, logical racks of respective tenants
are isolated due to separate connectivity between the logical
racks and logical TOR switches for respective tenants.

In some implementations, multiple logical rack control-
lers 110 or multiple instances of logical rack controller 110
may run concurrently in the system 100. For example, one
logical rack controller or instance thereof may be deployed
for each individual logical rack. For example, where a
logical rack controller is run as a container pod, additional
logical rack controller instances may be deployed as replicas
by a container orchestrator. Separate logical racks created
from the same inventory of physical infrastructure may be
error-checked, using certificates or universally unique iden-
tifiers of computers for example, to ensure that any given
computer is claimed by only one logical rack and associated
logical rack controller.

For the sake of illustration, two racks 106, 108 and their
included infrastructure are depicted, but it should be under-
stood that the techniques described herein may be utilized
with a different quantity of racks and different arrangements
of infrastructure included therein. Additionally, the logical
rack 112 is depicted as being comprised of elements of the
racks 106, 108 (via the dashed arrows), but it should be
understood that other logical racks may be created with
different arrangements of infrastructure.

FIGS. 2-6 are flow diagrams depicting various example
methods. In some implementations, one or more blocks of
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the methods may be executed substantially concurrently or
in a different order than shown. In some implementations, a
method may include more or fewer blocks than are shown.
In some implementations, one or more of the blocks of a
method may, at certain times, be ongoing and/or may repeat.
In some implementations, blocks of the methods may be
combined.

The methods shown in FIGS. 2-6 may be implemented in
the form of executable instructions stored on a machine
readable medium and executed by a processing resource
and/or in the form of electronic circuitry. For example,
aspects of the methods may be described below as being
performed by a logical rack controller that is executing on a
hardware processing resource (e.g., a CPU, a GPU, a DPU,
an ASIC, an FPGA, an SOC, etc.). For example, the hard-
ware processing resource may be part of an on-premise
gateway computer installed at an operator’s data center or
coloration. Additionally, other aspects of the methods
described below may be described with reference to other
elements shown in FIG. 1 for non-limiting illustration pur-
poses.

FIG. 2 is a flow diagram depicting an example method
200. Method 200 starts at block 202 and continues to block
204 where a logical rack controller 110 executing on a
hardware processing resource receives an inventory 122
about a plurality of physical computing racks 106, 108
(more or fewer racks are also contemplated). The inventory
122 may be retrieved from or sent by an inventory manager
120.

At block 206, the logical rack controller 110 receives a
logical rack definition 160 that indicates selected physical
infrastructure from among the inventory 122 to form a
logical rack 112. As described above, the logical rack
definition 160 may be generated by predefinition, manual
definition, based on network visibility, based on policy
driven logical rack membership, or other techniques.

At block 208, the logical rack controller 110 validates the
logical rack definition by verifying network connectivity of
the selected physical infrastructure. For example, the logical
rack controller 110 may utilize LLDP information from a
rack switch (e.g., 103, 105) associated with the logical rack
definition 160 to confirm connectivity between the top of
rack switch (e.g., 103, 105) and the computers (e.g., 102,
104) in the logical rack definition 160.

In some implementations, if the logical rack definition
160 fails validation, an error condition may be reported to
the SaaS portal or otherwise to the vendor. Additionally or
alternatively, the logical rack controller 110 may attempt to
correct the validation errors in a manner described above.

After the logical rack definition is validated, at block 210,
the logical rack controller 110 provides an interface 114 to
the logical rack 112 to a provisioning controller 130. In some
implementations, the provisioning controller 130 may be
included in a SaaS portal in the cloud operated by the
infrastructure vendor. The interface 114 (which may be a set
of interfaces) may be used by the provisioning controller
130 to prepare and use the logical rack 112 for the operator’s
workload, such as machine learning operators or other
workloads. The method 200 ends at block 212.

FIG. 3 is a flow diagram depicting an example method
300. Method 300 may be useful in some logical rack
lifecycle scenarios such as, for example, when physical
infrastructure is added, removed, or replaced in the inven-
tory. Method 300 starts at block 302 and continues to block
304 where the logical rack controller 110 receives an
updated version of the inventory 122 from the inventory
manager 120.
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At block 306, the logical rack controller 110 updates the
logical rack definition 160 by adding new physical infra-
structure indicated in the updated version of the inventory
122 to the logical rack definition 160, removing removed
physical infrastructure as indicated in the updated version of
the inventory 122 from the logical rack definition 160, or by
replacing the removed physical infrastructure with the new
physical infrastructure in the logical rack definition 160.

At block 308, the logical rack controller 110 revalidates
the updated logical rack definition 160. In some implemen-
tations, the logical rack controller 110 may provide an
updated logical rack interface 114 to the provisioning con-
troller 130, such that the provisioning controller 130 is
notified of changes to the logical rack 112. The method 300
ends at block 310.

FIG. 4 is a flow diagram depicting an example method
400. Method 400 may be useful for imaging a validated
logical rack 112, which may be further useful for preparing
the logical rack 112 for lifecycle management operations on
the physical infrastructure represented by the logical rack
112. The method 400 starts at block 402 and continues to
block 404 where the logical rack controller 110 receives an
instruction from the provisioning controller 130 (e.g., via the
logical rack interface 114) to image one or more of the
selected physical infrastructure (e.g., a computer 102, 104)
of the logical rack 112.

At block 406 and in response to the instruction, the logical
rack controller 110 may orchestrate bootstrapping of the one
of the selected physical infrastructure (e.g., computer 102,
104) to an imaging server 150. For example as discussed
above, the logical rack controller 110 may use an infrastruc-
ture management protocol to boot the computer 102, 104 to
the imaging server 150 from which an OS image is installed
on the computer 102, 104. The method 400 ends at block
408.

FIG. 5 is a flow diagram depicting an example method
500. Method 500 may be useful providing and managing a
logical top of rack switch (e.g., 113), which may be used by
the provisioning controller 130 and other parts of the envi-
ronment such as a data center control plane as if it were a
physical TOR switch.

The method 500 starts at block 502 and continues to block
504 where the logical rack controller 110 maintains a logical
TOR switch 113 that is an abstraction of at least a portion of
one or more physical top of rack switches (e.g., 103, 105,
etc.). In some implementations, the logical TOR switch 113
is a software model that maps ports of the logical TOR
switch 113 to ports of one or more physical TOR switches.
In some examples, the logical TOR switch 113 may map to
a some (e.g., a subset) or all ports of one or more physical
TOR switches. Different physical TOR switches may be
connected to separate respective physical computing racks
(e.g., 106, 108, etc.).

In some implementations, the logical rack controller 110
may provide an interface to the logical TOR rack 113, which
may be accessed by the provisioning controller 130 for
example. The provisioning controller 130 or other software
or hardware modules may send switch commands to the
logical TOR switch 113 via that interface. The switch
commands may relate, for example to configuration, perfor-
mance, fault management, etc., and may target specific ports
of the logical TOR switch 113.

At block 506, the logical rack controller 110 may deter-
mine which ports of the physical TOR switches 103, 105 a
logical TOR switch command is mapped to via the logical
TOR switch model and perform the switch commands on the
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determined ports of the physical TOR switches 103, 105.
The method 500 ends at block 508,

FIG. 6 is a flow diagram depicting an example method
600. Method 600 may be useful for providing logical racks
from inventory in a manner that supports multi-tenancy. The
method 600 starts at block 602 and continues to block 604
where a logical rack controller 110 creates logical TOR
switches for respective tenants that include mutually exclu-
sive ports of one or more physical TOR switches connected
to the plurality of physical computing racks of the inventory.
To illustrate, a first logical TOR switch (or a first set of
logical TOR switches) may be created from a set of ports of
one or more physical TOR switches for a first tenant, and a
second logical TOR switch (or a second set of logical TOR
switches) may be created from a different, mutually exclu-
sive, set of ports of one or more physical TOR switches for
a second tenant. The physical TOR switches from which the
logical TOR switches are composed may or may not overlap.
In some implementations, the logical rack controller 110
may be multiple cooperating instances (e.g., replica con-
tainer pods), one instance to manage each logical rack.

At block 606, the logical rack controller 110 creates
logical racks for the respective tenants from mutually exclu-
sive physical infrastructure of the inventory. For example, a
computer that is assigned to a first tenant’s logical rack is
excluded from being assigned to any other tenant’s logical
rack.

At block 608, the logical rack controller 110 isolates the
logical racks of the respective tenants by defining separate
connectivity between the logical racks and logical top of
rack switches for corresponding respective tenants. For
example, the network connections (e.g., connections
between source and destination ports) in a first tenant’s
logical rack may be placed on a VLAN or VXLAN, and the
network connections in a second tenant’s logical rack may
be placed on a different VLAN or VXILLAN. The method 600
ends at block 610.

FIG. 7 depicts an example system 700 that includes a
non-transitory, machine readable medium 704 encoded with
example instructions 706, 708, 710, 712 (collectively
referred to as instructions 706-712) executable by a process-
ing resource 702. In some implementations, the system 700
may be useful for implementing aspects of the logical rack
controller 110 of FIG. 1 or for performing blocks of method
200 of FIG. 2. Similarly, aspects described above with
respect to FIGS. 1 and 2 may be applicable to system 700.
Aspects of the instructions described below may be
described with reference to elements of FIG. 1 for non-
limiting illustration purposes.

The processing resource 702 may include a microcon-
troller, a microprocessor, central processing unit core(s), an
ASIC, an FPGA, an SOC, and/or other hardware device
suitable for retrieval and/or execution of instructions from
the machine readable medium 704 to perform functions
related to various examples. Additionally or alternatively,
the processing resource 702 may include or be coupled to
electronic circuitry or dedicated logic for performing some
or all of the functionality of the instructions described
herein.

The machine readable medium 704 may be any medium
suitable for storing executable instructions, such as RAM,
ROM, EEPROM, flash memory, a hard disk drive, an optical
disc, or the like. In some example implementations, the
machine readable medium 704 may be a tangible, non-
transitory medium. The machine readable medium 704 may
be disposed within the system 700, in which case the
executable instructions may be deemed installed or embed-

10

15

20

25

30

35

40

45

50

55

60

65

12

ded on the system 700. Alternatively, the machine readable
medium 704 may be a portable (e.g., external) storage
medium, and may be part of an installation package.

As described further herein below, the machine readable
medium 704 may be encoded with a set of executable
instructions 706, 708, 710, 712. It should be understood that
part or all of the executable instructions and/or electronic
circuits included within one box may, in alternate imple-
mentations, be included in a different box shown in the
figures or in a different box not shown. Some implementa-
tions of the system 700 may include more or fewer instruc-
tions than are shown in FIG. 7.

Instructions 706, when executed, cause the processing
resource 702 to receive an inventory 122 about a plurality of
physical computing racks 106, 108. The inventory may
include computers 102, 104, for example. More particularly,
the computers may be bare metal servers.

Instructions 708, when executed, cause the processing
resource 702 to receive a logical rack definition 160 that
indicates selected physical infrastructure from among the
inventory 122 to form a logical rack 112. For example, the
logical rack definition 160 may be based on a predefined
specification that indicates the selected physical infrastruc-
ture, network visibility of the selected physical infrastruc-
ture to the logical rack controller, or application of policy-
defined characteristics to the inventory to identify the
selected physical infrastructure.

Instructions 710, when executed, cause the processing
resource 702 to validate the logical rack definition 160 by
verifying network connectivity of the selected physical
infrastructure. For example, instructions 710 may utilize
LLDP information to verify network connectivity.

Instructions 712 may be executed after validation of the
logical rack definition to cause the processing resource 702
to provide to a provisioning controller 130 an interface 114
to the logical rack 112. The provisioning controller 130
utilizes the interface 114 to access the logical rack 112 to, for
example, perform lifecycle management operations on the
physical infrastructure represented by the logical rack 112.

FIG. 8 depicts an example system 800 that includes a
processing resource 802 coupled to a non-transitory,
machine readable medium 804 encoded with example
instructions. The processing resource 802 and the machine
readable medium 804 may be analogous in many respects to
the processing resource 702 and the machine readable
medium 704, respectively. In some implementations, the
system 800 may be useful for implementing aspects of the
logical rack controller 110 of FIG. 1 or for performing
blocks of the methods of FIGS. 3-6. Similarly, aspects
described above with respect to FIGS. 1-2 may be applicable
to system 800. Aspects of the instructions described below
may be described with reference to elements of FIG. 1 for
non-limiting illustration purposes.

The machine readable medium 804 may be encoded with
a set of executable instructions 806, 808, 810, 812, 814, 816,
818, 820, 822, 824 (collectively 806-824). It should be
understood that part or all of the executable instructions
and/or electronic circuits included within one box may, in
alternate implementations, be included in a different box
shown in the figures or in a different box not shown. Some
implementations of may include more or fewer instructions
than are shown in FIG. 8, In some implementations, one or
more of the instructions 806-824 may operate in conjunction
or in combination with one or more of the instructions
706-712 described above.

Instructions 806, when executed, cause the processing
resource 802 to receive an updated version of an inventory
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122 from an inventory manager 120. Instructions 8080,
when executed, cause the processing resource 802 to update
a logical rack definition 160 by adding new physical infra-
structure indicated in the updated version of the inventory
122 to the logical rack definition 160, removing removed
physical infrastructure indicated in the updated version of
the inventory 122 from the logical rack definition 160, or
replacing the removed physical infrastructure with the new
physical infrastructure in the logical rack definition 160.
Instructions 810, when executed, cause the processing
resource 802 to revalidate the logical rack definition 160
updated by instructions 808. Revalidation may perform
instructions 710 on the updated logical rack definition 160,
for example.

Instructions 812, when executed, cause the processing
resource 802 to receive from the provisioning controller 130
a request to image one or more of the selected physical
infrastructure (e.g., computers 102, 104) of the logical rack
112. Instructions 814, when executed, cause the processing
resource 802 to respond to the request by orchestrating a
bootstrapping of the one of the selected physical infrastruc-
ture to an imaging server 150.

Instructions 816, when executed, cause the processing
resource 802 to maintain a logical TOR switch 113 that is an
abstraction of at least a portion of one or more physical TOR
switches 103, 105. The physical TOR switches 103, 105 may
be connected to the plurality of physical computing racks in
the inventory 122. Instructions 818, when executed, cause
the processing resource 802 to perform, on the one or more
physical TOR switches 103, 105, switch commands directed
at the logical TOR switch 113 according to the abstraction
(i.e., mapping) of the logical TOR switch model. The switch
commands may be received from the provisioning controller
130.

Instructions 820, when executed, cause the processing
resource to create logical top of rack switches for respective
tenants that include mutually exclusive ports of one or more
physical top of rack switches connected to the plurality of
physical computing racks of the inventory. Instructions 822,
when executed, cause the processing resource to create
logical racks for the respective tenants from mutually exclu-
sive physical infrastructure of the inventory. Instructions
824, when executed, cause the processing resource to isolate
the logical racks of the respective tenants by defining
separate connectivity between the logical racks and logical
top of rack switches for corresponding respective tenants.

In the foregoing description, numerous details are set
forth to provide an understanding of the subject matter
disclosed herein. However, implementation may be prac-
ticed without some or all of these details. Other implemen-
tations may include modifications, combinations, and varia-
tions from the details discussed above. It is intended that the
following claims cover such modifications and variations.

What is claimed:

1. A method comprising:

receiving, by a logical rack controller executing on a
hardware processing resource, an inventory of a plu-
rality of physical computing racks, wherein the inven-
tory indicates physical infrastructure components;

receiving, by the logical rack controller, a logical rack
definition that indicates a selected subset of physical
infrastructure components from among the inventory to
form a logical rack that is a logical collection of
physical infrastructure components organized in a dif-
ferent manner than the physical infrastructure compo-
nents of the inventory;
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validating, by the logical rack controller, the logical rack
definition by verifying network connectivity of the
selected subset of physical infrastructure components;

after validation of the logical rack definition, providing,
by the logical rack controller and to a provisioning
controller, an interface to the logical rack, wherein the
provisioning controller utilizes the interface to access
the logical rack;

maintaining a logical top of rack switch that is an abstrac-

tion of at least a portion of one or more physical top of
rack switches connected to the plurality of physical
computing racks; and

performing, by the logical rack controller and on the one

or more physical top of rack switches, switch com-
mands directed to the logical top of rack switch accord-
ing to the abstraction.

2. The method of claim 1, further comprising:

receiving an updated version of the inventory from an

inventory manager; and

updating, by the logical rack controller, the logical rack

definition by:

adding a new physical infrastructure component indi-
cated in the updated version of the inventory to the
logical rack definition,

removing a removed physical infrastructure component
indicated in the updated version of the inventory
from the logical rack definition, or

replacing the removed physical infrastructure compo-
nent with the new physical infrastructure component
in the logical rack definition; and

revalidating the logical rack definition after the updating

of the logical rack definition.

3. The method of claim 1, further comprising:

receiving, by the logical rack controller and from the

provisioning controller, a request to image one or more
of the selected subset of physical infrastructure com-
ponents of the logical rack; and

in response to the request, orchestrating bootstrapping of

the one of the selected subset of physical infrastructure
components to an imaging server.

4. The method of claim 1, wherein the selected physical
infrastructure includes computers, and

the verifying network connectivity includes using link

layer discovery protocol information from the one or
more physical top of rack switches associated with the
logical rack definition to confirm connectivity between
the one or more physical top of rack switches and the
computers.

5. The method of claim 1, further comprising:

creating logical top of rack switches, including the logical

top of rack switch, for respective tenants that include
mutually exclusive ports of one or more physical top of
rack switches connected to the plurality of physical
computing racks of the inventory;

creating logical racks, including the logical rack, for the

respective tenants from mutually exclusive physical
infrastructure of the inventory; and

isolating the logical racks of the respective tenants by

isolating the respective ports of the respective logical
top of rack switches for corresponding respective ten-
ants.

6. The method of claim 1, wherein the logical rack
definition is based on a predefined specification that indi-
cates the selected physical infrastructure, network visibility
of the selected physical infrastructure to the logical rack
controller, or application of policy-defined characteristics to
the inventory to identify the selected physical infrastructure.
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7. A non-transitory machine readable medium storing
instructions for a logical rack controller that are executable
by a hardware processing resource, the instructions for the
logical rack controller comprising:

instructions to receive an inventory of a plurality of

physical computing racks, wherein the inventory indi-
cates physical infrastructure components;

instructions to receive a logical rack definition that indi-

cates a selected subset of physical infrastructure com-
ponents from among the inventory to form a logical
rack that is a logical collection of physical infrastruc-
ture components organized in a different manner than
the physical infrastructure components of the inven-
tory;

instructions to validate the logical rack definition by

verifying network connectivity of the selected subset of
physical infrastructure components;

instructions to provide to a provisioning controller, after

validation of the logical rack definition, an interface to
the logical rack, wherein the provisioning controller
utilizes the interface to access the logical rack to
perform lifecycle management operations on the
selected subset of physical infrastructure components
in the logical rack;

instructions to maintain a logical top of rack switch that

is an abstraction of at least a portion of one or more
physical top of rack switches connected to the plurality
of physical computing racks; and

instructions to perform, on the one or more physical top

of rack switches, switch commands directed to the
logical top of rack switch according to the abstraction.

8. The non-transitory machine readable medium of claim
7, wherein the instructions for the logical rack controller
further comprise:

instructions to receive an updated version of the inventory

from an inventory manager; and

instructions to update the logical rack definition by:

adding new a physical infrastructure component indi-
cated in the updated version of the inventory to the
logical rack definition,

removing a removed physical infrastructure component
indicated in the updated version of the inventory
from the logical rack definition, or

replacing the removed physical infrastructure compo-
nent with the new physical infrastructure component
in the logical rack definition; and

instructions to revalidate the logical rack definition after

the logical rack definition is updated.

9. The non-transitory machine readable medium of claim
7, wherein the instructions for the logical rack controller
further comprise:

instructions to receive from the provisioning controller a

request to image one or more of the selected subset of
physical infrastructure components of the logical rack;
and

instructions to respond to the request by orchestrating a

bootstrapping of the one of the selected subset of
physical infrastructure components to an imaging
server.

10. The non-transitory machine readable medium of claim
7, wherein the selected physical infrastructure includes
computers, and

the instructions to validate the logical rack definition

includes using link layer discovery protocol informa-
tion from the one or more physical top of rack switches
associated with the logical rack definition to confirm
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connectivity between the one or more physical top of
rack switches and the computers.
11. The non-transitory machine readable medium of claim
7, wherein the instructions for the logical rack controller
further comprise:
instructions to create logical top of rack switches, includ-
ing the logical top of rack switch, for respective tenants
that include mutually exclusive ports of the one or more
physical top of rack switches connected to the plurality
of physical computing racks of the inventory;
instructions to create logical racks, including the logical
rack, for the respective tenants from mutually exclusive
physical infrastructure of the inventory; and
instructions to isolate the logical racks of the respective
tenants by isolating the respective ports of the respec-
tive logical top of rack switches for corresponding
respective tenants.
12. The non-transitory machine readable medium of claim
7, wherein the logical rack definition is based on a pre-
defined specification that indicates the selected physical
infrastructure, network visibility of the selected physical
infrastructure to the logical rack controller, or application of
policy-defined characteristics to the inventory to identify the
selected physical infrastructure.
13. A system comprising:
a processing resource; and
a non-transitory machine readable medium storing
instructions for a logical rack controller that, when
executed, cause the processing resource to:
receive an inventory of a plurality of physical comput-
ing racks, wherein the inventory indicates physical
infrastructure components;
receive a logical rack definition that indicates a selected
subset of physical infrastructure components from
among the inventory to form a logical rack that is a
logical collection of physical infrastructure compo-
nents organized in a different manner than the physi-
cal infrastructure components of the inventory;
validate the logical rack definition by verifying network
connectivity of the selected subset of physical infra-
structure components;
provide to a provisioning controller, after validation of
the logical rack definition, an interface to the logical
rack, wherein the provisioning controller utilizes the
interface to access the logical rack;
maintain a logical top of rack switch that is an abstrac-
tion of at least a portion of one or more physical top
of rack switches connected to the plurality of physi-
cal computing racks; and
perform, on the one or more physical top of rack
switches, switch commands directed to the logical
top of rack switch according to the abstraction.
14. The system of claim 13, wherein the instructions,
when executed, cause the processing resource to:
receive an updated version of the inventory from an
inventory manager; and
update the logical rack definition by:
adding a new physical infrastructure component indi-
cated in the updated version of the inventory to the
logical rack definition,
removing a removed physical infrastructure component
indicated in the updated version of the inventory
from the logical rack definition, or
replacing the removed physical infrastructure compo-
nent with the new physical infrastructure component
in the logical rack definition; and
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revalidate the logical rack definition after the logical rack
definition is updated.
15. The system of claim 13, wherein the selected physical
infrastructure includes computers, and
the instructions that cause the processing resource to 5
validate the logical rack definition includes instructions
to use link layer discovery protocol information from
the one or more physical top of rack switches associ-
ated with the logical rack definition to confirm connec-
tivity between the one or more physical top of rack 10
switches and the computers.
16. The system of claim 13, wherein the instructions,
when executed, cause the processing resource to:
create logical top of rack switches, including the logical
top of rack switch, for respective tenants that include 15
mutually exclusive ports of one or more physical top of
rack switches connected to the plurality of physical
computing racks of the inventory;
create logical racks, including the logical rack, for the
respective tenants from mutually exclusive physical 20
infrastructure of the inventory; and
isolate the logical racks of the respective tenants by
isolating the respective ports of the respective logical
top of rack switches for corresponding respective ten-
ants. 25
17. The system of claim 13, wherein the logical rack
definition is based on a predefined specification that indi-
cates the selected physical infrastructure, network visibility
of the selected physical infrastructure to the logical rack
controller, or application of policy-defined characteristics to 30
the inventory to identify the selected physical infrastructure.
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