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S1 An intra-domain target Internet of Things gateway acquires an identity authentication request from an extra-
damain host, encapsulates the identity authentication request into a request publishing data packet, and
sends, in a broadcast manner, the request publishing data packet to other intra-domain Internet of Things
gateways

52 All intra-domain Internet of Things gateways verify the request publishing data packet to generate an
identity authentication result

S3 Any intra-domain Internet of Things gateway, after generating the identity authentication result, starts a
distributed consensus mechanism, computes a valid numerical string consistent with the distributed
consensus mechanism, and sends the identity authentication result and the valid numerical string to the
other intra-domain Internet of Things gateways

S4 The other intra-domain Internet of Things gateways verify the identity authentication result and the valid
numerical string by means of the distributed consensus mechanism and a node synchronization mechanism
to reach a consensus, write the identity authentication result into blocks for storage, to generate a block chain

S5 A target intra-domain Internet of Things gateway scans to determine whether there is an identity authentication
result in the block chain updated and stored locally by means of the node synchronization mechanism, and if
$0, sends the identity authentication result to the extra-domain host, and if not, continues to scan

(57) Abstract: The present application feedback discloses a method and a device for strong cross-domain logic isolation and secure
access control in an Internet of Things scenario. The method comprises: after a certain Internet of Things gateway receives an identity
authentication request, the gateway broadcasting the request to other intra-domain Internet of Things gateways; after receiving the
identity authentication request, the intra-domain Internet of Things gateways starting to independently verify whether the identity
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authentication request is valid; after a certain Internet of Things gateway obtains an identity authentication result, starting a distributed
consensus mechanism; the intra-domain Internet of Things gateways reaching a consensus on the authentication result by means of
the distributed consensus mechanism, and then the identity authentication result being written into blocks for storage, and these blocks
forming a block chain. Thus, intra-domain Internet of Things gateways perform access control by means of a distributed consensus
mechanism, realizing strong cross-domain logic isolation, and effectively improving the security of an Internet of Things system, and an
identity authentication result is stored in blocks in a block chain, achieving the characteristics of openness, transparency and traceability.
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