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SECURITY DEVICE PROVISIONING

CROSS-REFERENCE TO RELATED APPLICATIONS

The application relates to and claims the benefit of U.S. Provisional

Application No. 61/308,259 entitled "SYSTEM AND METHOD FOR SYSTEM

DEVICE PROVISIONING" filed February 25, 2010 and U.S. Provisional

Application No. 61/312,137 entitled "SYSTEM AND METHOD FOR SYSTEM

DEVICE PROVISIONING" filed March 9, 2010, both of which are wholly

incorporated by reference herein.

STATEMENT RE: FEDERALLY SPONSORED RESEARCH/DEVELOPMENT

Not Applicable

BACKGROUND

1. Technical Field

The present invention relates generally to computer security and

authentication of authorized users. More particularly, the present invention relates to

methods for issuing, validating, and revoking hardware security devices utilized in

connection with bi-directional authentication between client and server computer

systems.

2. Related Art

Banking, financial services, government education, and all varieties of

enterprises rely upon advanced computer systems and data communications such as

the Internet to transact and share information. While these advancements have greatly

increased the speed and convenience with which business is conducted, numerous

vulnerabilities can potentially compromise the security of the highly sensitive and

confidential data being exchanged.

In an open network environment, the primary concern of data security is three

fold. First, the server must be assured that the client is what it asserts it is. Second, the

client must be assured that the server is what it asserts it is. Third, any information

being exchanged between a legitimate server and a legitimate client must not be

intercepted or changed by any other computer system on the network.



Various techniques are used to authenticate, or verify the identity of the client.

Authentication may utilize one or more factors, which include something a user

knows, something a user has, and something a user is. Most often, only a single factor

is utilized because of the added cost and complexity of additional authentication

factors. In such single-factor authentication systems, the most common is the use of a

password to limit access. The server maintains a list of usernames and corresponding

passwords. When the supplied username and password combination is determined to

be correct after a comparison to the list, access to the system is permitted. The secret

nature of passwords, at least in theory, prevents unauthorized users from accessing the

computer system.

Simple password protection is oftentimes ineffective because the authorized

users mistakenly and unwittingly reveal their passwords to an unauthorized user.

Furthermore, brute-force techniques involving the entry of every combination of

letters, numbers, and symbols, as well as dictionary-based techniques, may further

compromise the effectiveness of such authentication systems. Because passwords

must be memorized, users often choose words that are easier to remember, making it

more susceptible to defeat by means of dictionary attacks. On the other hand, the

more complex the passwords are required to be, the more likely that the password will

be written on something easily accessible, for both the legitimate and malicious user,

in the vicinity of the computer.

In addition to passwords, an additional factor may be utilized that involves

something a user has. These include simple devices that are connected to the client

computer through an external peripheral port, as well as sophisticated tokens that

generate unique codes or one-time passwords (OTP) that are that are entered in

conjunction with a username and a password as described above.

While greatly increasing security, token devices are cumbersome to manage,

as each new device introduced into the system requires an extensive provisioning

procedure. Currently, it is necessary to input a seed value into the management system

and then associated to a user identity. Furthermore, unique identifiers associated with

the tokens must be entered into the management system in order to link the same to

the user. Because tokens are diminutive in size and tend to become lost easily,

revocation of the old device and provisioning a new device may become a frequent

occurrence. Due to processing backlogs, replacement and re-provisioning may be



significantly delayed, leading to additional cost in lost productivity. Accordingly,

there is a need in the art for improved security device provisioning.

BRIEF SUMMARY

An embodiment of the present disclosure contemplates a method for

provisioning a security token object to a user. The security token object may be used

for accessing a computing resource through a client computer system. The method

may begin with receiving a security token object provisioning request from the client

computer system. Then, in response to receiving the security token object provision

request, there may be a step of transmitting an authentication request to the client

computer system. There may be a step of authenticating the user against a user

identity based upon a set of identity credentials received from the client computer

system as provided by the user. The user identity may be stored on a data store

associated with the computing resource. The method may include initiating the

extraction of a unique token identifier from the security token object without

intervention from the user in response to a successful authentication of the user. There

may also be a step of associating the unique token identifier received from the client

computer system to the user identity in the data store. The user may be authenticated

for access to the computing resource based at least partially upon a subsequent

validation of the security token object against the unique token identifier retrieved

from the data store. Thus, a security token object can be provisioned after

authenticating a user according to a predefined configuration sequence, eliminating

the need for help desk assistance in device registration. The present invention will be

best understood by reference to the following detailed description when read in

conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other features and advantages of the various embodiments disclosed

herein will be better understood with respect to the following description and

drawings, in which:

FIG. 1 is a block diagram illustrating the an exemplary environment within

which various embodiments of the present disclosure may be implemented;



FIG. 2 is a flowchart of one contemplated embodiment of a method for

provisioning a security token object to a user;

FIG. 3 is a user interface for a security token object provisioning application

as rendered by a web browser, with an identity credentials entry form being shown;

FIG. 4 is a segment of the user interface for the security token object

provisioning application with a new security token object being associated with a user

identity; and

FIG. 5 is a segment of the user interface for the security token object

provisioning application shown in FIG. 4, but with no security token object associated

with the user identity.

Common reference numerals are used throughout the drawings and the

detailed description to indicate the same elements.

DETAILED DESCRIPTION

The detailed description set forth below in connection with the appended

drawings is intended as a description of the several presently contemplated

embodiments of issuing, validating, and revoking hardware security devices. It is not

intended to represent the only form in which the disclosed invention may be

developed or utilized. The description sets forth the functions in connection with the

illustrated embodiments. It is to be understood, however, that the same or equivalent

functions may be accomplished by different embodiments that are also intended to be

encompassed within the scope of the present disclosure. It is further understood that

the use of relational terms such as first and second and the like are used solely to

distinguish one from another entity without necessarily requiring or implying any

actual such relationship or order between such entities.

With reference to the block diagram of FIG. 1, there is illustrated an

exemplary network computing environment 10 in the context of which various

embodiments of the presently contemplated methods for provisioning a security token

object 12 to a user 14 may be implemented. Generally, the network computing

environment 10 includes a client computer system 16, which by way of example only,

is a conventional desktop computer having a central processing unit, memory, and

various input/output devices such as keyboards, mice, and display units connected

thereto. The client computer system 16 is connected to a network 18 via a network



connection 20 to access different server resources also connected to the network 18.

Although a specific type of client computer system 16 has been referenced, it will be

recognized this is also intended to encompass any data processing apparatus operated

by the user 14, including smart phones, laptop computers, tablet computing devices,

and so forth.

One of the possible server resources to which the client computer system 16 is

capable of connecting is an enterprise server system 22. In this context, the term

server is understood to refer to its role as a provider of services, in contrast to the

client as a requestor of services. There are a number of components that are a part of

the enterprise server system 22, and specific reference thereto will be made as

applicable. Along these lines, it will be understood that the particular grouping and

arrangement of such components as being a part of the overall enterprise server

system 22 is by way of illustrative example only. The various components may be

managed at different locations and by different entities, as will be explained further

below. Although a single network connection 2 1 is shown as connecting the

enterprise server system 22 to the network 18, each of the components may have an

independent network connection.

The client computer system 16 accesses the enterprise server system 22 to

utilize one or more computing resources 24, with an authentication system 26 and an

authentication administration system 28, in conjunction with an enterprise data store

30 or directory having security support roles. The authentication system 26 and the

authentication administration system 28 may be an "appliance" type device that is

deployed within the enterprise server system 22, or may be provided as a service

(Software as a Service, or SaasS).

The computing resources 24 are referenced expansively and understood to

include any data processing functionality utilized by an enterprise, such as billing,

payment processing, content management, e-mail, file sharing, customer relationship

management, scheduling, business management, sales force management, and so

forth. Furthermore, beyond the aforementioned enterprise-level applications, the

computing resources 24 may also include publicly accessible services such as

electronic banking and e-commerce.

Due to the multiple-user nature of the computing resource 24, each user 14 is

provided a separate account identity for access. As a first layer of security in



preventing unauthorized use, each account identity may be protected with, for

example, a password that is purportedly known only by the specific user 14. To

simply management of account identities for multiple computing resources 24, a

directory service that utilizes the data store 30 may be utilized. It is understood that

the directory service and the associated data store 30 is a central repository for all user

account identity information across the enterprise server system 22. In addition to the

basic username/password information, the data store 30 may include other data such

as first name, last name, home phone number, domestic mobile phone number,

international phone number, office phone number, enterprise e-mail address, personal

e-mail address, etc., depending on the needs of the particular enterprise.

In general, the present disclosure contemplates various methods for

provisioning or associating the security token object 12 with the user account identity

on the data store 30. As mentioned above, a single factor authentication may be

insufficient, and a second authentication factor, that is, the security token object 12,

may also be required by the authentication system 26 to confirm that the user

attempting to gain access is authorized to do so. After validating the multiple factors,

the user 14 is granted access and redirected from the authentication system 26 to the

computing resource 24.

The security token object 12 is understood to be an item that the user 14

physically has in his or her possession that can be uniquely identified and tied to the

user 14. Accordingly, any security token object 12 is understood to have a unique

token identifier 15. The possession of the security token object 12 increases the

likelihood that the access attempt is legitimate.

In accordance with some embodiments, the security token object 12 is external

to the client computer system 16, but can be interconnected therewith. One example is

a Universal Serial Bus (USB) data storage device that is connectible to a

corresponding USB port on the client computer system 16. The token identifier 15 for

such a USB storage device may be a USB device serial number stored thereon.

Additionally, there are USB devices that are specifically configured as "keys" for

security purposes such as the UmiKey device.

In other embodiments, the security token object 12 may be a component of the

client computer system 16. Thus, the client computer system 16 itself may be deemed

to be something the user 14 physically has in his or her possession. Most conventional



client computer systems 16 utilize the Peripheral Component Interconnect (PCI)

standard for connecting hardware devices, and the security token object 12 may be

one of the cards connected to the PCI bus. Some client computer systems 16 also

include a Trusted Platform Module (TPM) security device that stores, generates and

restricts the use of cryptographic keys. The security token object 12 may be the TPM

chip. The token identifier 15 for these devices may be a unique serial number stored

and retrievable therefrom.

Conventional smart phones have substantial data processing capabilities, and

in many cases, it may be utilized to access the computing resources 24. In this regard,

the security token object 12 may also be the phone itself, or various uniquely

identifiable components thereof. Thus, the security token object 12 may be considered

as being internal to the client computer system 16 such as the PCI card or the TPM

chip mentioned above. In one embodiment, the token identifier may be the assigned

phone number, or a device serial number/identification number associated with the

transceiver or the Subscriber Identity Module (SIM) card. These unique identifiers

may also be read from a standalone client computer system 16 as well, and in which

case the security token object 12 would be external thereto like the USB key.

It will be recognized by those having ordinary skill in the art that the foregoing

security token objects 12 are exemplary only. Any other suitable devices may be

substituted without departing from the scope of the present disclosure.

As indicated above, a method for provisioning the security token object 12 is

contemplated. Furthermore, the client computer system 16, the authentication system

26, and the authentication administration system 28 are understood to have software

instructions stored in a tangible medium thereon that, when executed, perform various

functions in accordance with the contemplated methods. In accordance with various

aspects of the methods, the registration or provisioning process may be completed by

the user 14 without administrator intervention via a graphical user interface.

With reference to the flowchart of FIG. 2 as well as the block diagram of FIG.

1, the method begins with a step 200 of receiving a security token object provisioning

request 32 from the client computer system 16. This may be received by the

authentication system 26 as a request to authenticate the user 14 based upon a

submission of the user name, password, and the token identifier 15. When the

authentication system 26 determines that no security object token 12 is associated



with the submitted user name, then the attempt to authenticate may be considered to

be the security token object provisioning request 32. Alternatively, the client

computer system 16 may be directed to the authentication system 26 upon the security

token object 12 being connected thereto. The security token object 12 may have an

embedded Uniform Resource Locator for the authentication system 26 that is

processed by the client computer system 16 to retrieve data from the same. In this

context, such URL retrieval request may be considered to be the security token object

provisioning request 32. It will be recognized that a variety of steps may fall under the

ambit of receiving the security token object provisioning request 32.

In response to receiving the security token object provisioning request 32, the

method continues with a step 202 of transmitting an authentication request 34 from

the authentication system 26 to the client computer system 16. According to one

embodiment, the authentication request 34 is a web page generated by the

authentication system 26 to request the username and password combination for the

user 14 and a valid corresponding account identity on the data store 30.

The client computer system 16 is understood to have a web browser

application such as Internet Explorer from Microsoft Corporation of Redmond,

Washington, or Firefox from the Mozilla foundation that communicate with the

authentication system 26 and the authentication administration system 28. With

reference to FIG. 3, an exemplary user interface 36 of the web browser application is

displayed in a display device connected to the client computer system 16. As dictated

by the common graphical user interface of the operating system, the browser interface

36 typically includes a title bar 38, and a menu bar 40. Furthermore, the browser

interface 36 includes a tool bar 4 1 with a back navigation icon 42, a forward

navigation icon 44, a reload icon 46, a cancel icon 48, and a home page icon 50, the

functions of which in relation to web browsing will be readily recognized by those

having ordinary skill in the art.

Once received by the client computer system 16, the authentication request,

and specifically an identity credentials entry form 52, is rendered within a browser

window 54. The identity credentials entry form 52 includes a first form element 56 for

accepting input of the user name, as well as a second form element 58 for accepting

input of the corresponding password.



According to another aspect of the presently contemplated provisioning

method, a secondary identity credential may also be requested in the form 52. As

shown in FIG. 1, there may be a secondary authentication system 60 that utilizes an

out-of-band communication channel 62 that is separate from the network 18 and its

related connections 20, 2 1 to transmit an out-of-band security token to the user 14.

This includes a one-time password that is send via Short Message Service (SMS) or

voice message over a telephone network. The generated on-time password is also

communicated to the authentication system 26 for validation as will be described in

further detail below.

Instead of utilizing a time-limited token, there are other types of user-specific

information that can be requested as a further basis for validation. One may be a static

personal identification number (PIN) that is distinct from the password. Another is a

knowledge-based answer that, in theory, only the valid user 14 or otherwise very

intimate associated should know, such as the name of the user's first car, the name of

the user's high school mascot, and so forth. Further, a digital certificate that is stored

on the client computer system 16 could also serve as a secondary identity credentials.

Multiple types and combinations of various identity credentials may be requested.

Whichever one is selected for use, the identity credentials entry form 52 is

understood to include a third form element 66 for the acceptance of the secondary

identity credential. With the form elements 54, 56, 66 filled, a submit button 68 may

be activated to transmit the entered data to the authentication system 26.

Referring again to the flowchart of FIG. 2, the method continues with a step

204 of authenticating the user 14 against the specified user identity on the data store

30. In general, this involves a comparison of the supplied password in the identity

credentials entry form 52 to that associated with the user identity. Additionally, to the

extent that secondary identity credentials were requested, those are confirmed to be

valid as well.

After authenticating the user 14, the method then includes a step 206 of

initiating the extraction of the unique token identifier 15 from the security token

object 12 without intervention from the user. A security application 70 is running on

the client computer system 16, which receives the instructions from the authentication

system 26 to extract the token identifier 15. It is contemplated that the security

application 70 is capable of recognizing the various types of security token objects 12



mentioned above, and the specific locations from which to retrieve the data for the

token identifier 15. The security application 70 may be available software that is

resident on the operating system of the device whether that is a mobile platform or a

desktop platform. Furthermore, the security application 70 may be software that runs

in a run-time environment such as Java, .Net, Flash, and so forth. Browser-based

versions of the security application 70 are also contemplated, and would require no

additional downloads or client objects to install.

Upon receiving the token identifier 15 from the security application 70, it is

associated with the specified user identity in the data store 30 per step 208. As best

shown in FIG. 4, the user identity data from the data store 30 populates a

configuration form 72 that has various fields for first name, last name, phone

numbers, e-mail accounts, security questions, and the like of the authorized user 14.

This configuration form 72 may be generated by the authentication administration

system 28. Pertinent to the method for provisioning the security token object 12 is a

token identifier field 74 that records the token identifier 15 retrieved from the security

application 70. With this interface, it is possible to administer graphically the

provisioning of the security token object 12.

With the flexibility afforded in the configuration of the data store 30, multiple

security token object 12 registration policies may be configured for different object

types and different users 14. Along these lines, single or multiple data stores 30 may

be configured for registering the security token object 12. Any existing schema

attribute or extended schema attribute may be utilized to store the token identifier 15

in the data store 30.

Since the security application 70 retrieves the token identifier 15 from the

security token object 12, there is understood to be no need for the user to find and

input this data into the authentication administration system 28. Indeed, there user 14

may be have no exposure to or handle the token identifier 15, thus simplifying

provisioning operations. Along these lines, it is not necessary for the authentication

system 26/authentication administration system 28 to have prior knowledge of a seed

value that is associated with the particular security token object 12, and is, in fact,

inaccessible. In general, the authentication system 26 and the authentication

administration system 28 have no knowledge of the security token object 12 prior to

provisioning, and the token identifier field 74 of the configuration form 72 is blank. In



part because of this, it is contemplated that the user 14 can be issued the security

token object 12 without prior set up, and can also utilize devices that may already be

issued or personally owned.

Revocation of the security token object 12 is likewise a straightforward

procedure. As shown in FIG. 4, the existing contents of the token identifier field 74

and its corresponding field in the data store 30 are deleted to remove the association

between the user identity and the security token object 12. This procedure may be

conducted via the authentication administration system 28, or any other component

that has access to the data store 30 to perform the deletion. Because there is no longer

a token identifier 15 recorded, the user would not be able to gain access to the

enterprise server system 22. The dis-associated security token object 12 may then be

assigned to a different user 14 through the provisioning/enrollment procedure

discussed above.

[0046] The particulars shown herein are by way of example and for purposes of

illustrative discussion of the embodiments of the present disclosure only and are

presented in the cause of providing what is believed to be the most useful and readily

understood description of the principles and conceptual aspects. In this regard, no

attempt is made to show details of the present invention with more particularity than

is necessary for its fundamental understanding, the description taken with the

drawings making apparent to those skilled in the art how the several forms of the

present invention may be embodied in practice.



WHAT IS CLAIMED IS:

1. A method for provisioning a security token object to a user for

accessing a computing resource through a client computer system, the method

comprising:

receiving a security token object provisioning request from the client

computer system;

transmitting an authentication request to the client computer system in

response to receiving the security token object provisioning request;

authenticating the user against a user identity based upon a set of

identity credentials received from the client computer system as provided by the user,

the user identity being stored on a data store associated with the computing resource;

initiating the extraction of a unique token identifier from the security

token object without intervention from the user in response to a successful

authentication of the user; and

associating the unique token identifier received from the client

computer system to the user identity in the data store;

wherein the user is authenticated for access to the computing resource

based at least partially upon a subsequent validation of the security token object

against the unique token identifier retrieved from the data store.

2. The method of Claim 1, further comprising:

removing the association of the unique token identifier from the user

identity in the data store;

wherein the user is excluded from access to the computing resource

based at least partially upon a failed validation of the security token object against the

data store.

3. The method of Claim 1, wherein the authentication request includes an

identity credentials entry form with form elements corresponding to the set of identity

credentials and receptive to user input thereof from the user on the client computer

system.

4. The method of Claim 3, wherein authenticating the user against the

user identity includes:

receiving the set of identity credentials entered into the identity

credentials entry form.



5. The method of Claim 3, wherein the identity credentials entry form is a

web page rendered by a browser application on the client computer system.

6. The method of Claim 1, wherein the data store is independent of the

computing resource.

7. The method of Claim 1, wherein a one of the set of identity credentials

is selected from a group consisting of: a username identifier, a password, an out-of-

band security token delivered via short message service (SMS), an out-of-band

security token delivered via telephone, a static personal identification number, a

knowledge-based answer, and a digital certificate.

8. The method of Claim 1, wherein initiating the extraction of the unique

token identifier includes:

establishing a data communications link with the client computer

system;

transmitting instructions to a corresponding security application

running on the client computer system to read the unique token identifier from the

security token object.

9. The method of Claim 8, wherein the security application running on

the client computer system is natively executed thereon.

10. The method of Claim 8, wherein the security application running on

the client computer system is executed in a third party run-time environment.

11. The method of Claim 1, wherein the security token object is external to

the client computer system.

12. The method of Claim 11, wherein the security token object is a

Universal Serial Bus (USB) data storage device connectible to a corresponding USB

port of the client computer system.

13. The method of Claim 1, wherein the security token object is a

component of the client computer system.

14. The method of Claim 13, wherein the security token object is a

Peripheral Component Interconnect (PCI) card installed on the client computer

system.

15. The method of Claim 13, wherein the security token object is a Trusted

Platform module (TPM) device installed on the client computer system.



16. The method of Claim 13, wherein the client computer system and the

security token object is a mobile phone device.

17. The method of Claim 16, wherein the unique token identifier is a

phone number associated with the mobile phone device.

18. The method of Claim 16, wherein the unique token identifier is a

mobile phone device manufacturing identifier.

19. An article of manufacture comprising a program storage medium

readable by a data processing apparatus, the medium tangibly embodying one or more

programs of instructions executable by the data processing apparatus to perform a

method for provisioning a security token object to a user for accessing a computing

resource through a client computer system, the method comprising:

receiving a security token object provisioning request from the client

computer system;

transmitting an authentication request to the client computer system in

response to receiving the security token object provisioning request;

authenticating the user against a user identity based upon a set of

identity credentials received from the client computer system as provided by the user,

the user identity being stored on a data store associated with the computing resource;

initiating the extraction of a unique token identifier from the security

token object without intervention from the user in response to a successful

authentication of the user; and

associating the unique token identifier received from the client

computer system to the user identity in the data store;

wherein the user is authenticated for access to the computing resource

based at least partially upon a subsequent validation of the security token object

against the unique token identifier retrieved from the data store.
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